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Abstract

The volumes of data in society are anticipated to further increase for reasons
such as expansion of big data analysis and future development of the Internet
of Things (IoT). There are high hopes that it will be possible to utilize the data
gathered in these processes as information linked with individuals (personal data)
and create new businesses. Meanwhile, there have been a series of cases of large-
scale leakage of personal information due to cyber attacks and internal fraud, along
with discontinuance of services that did not pay sufficient attention to privacy. In
addition, legal regulations are being tightened as seen in the “My Number (Individual
Number)” system, amendment of the Personal Information Protection Act and EU
Data Protection Regulation. Fujitsu Laboratories has been developing technologies
for anonymization and encryption of privacy information in conformity with these
measures and regulations. This paper describes the anonymization technologies such
as k-anonymization and encryption technologies such as homomorphic encryption
developed by Fujitsu Laboratories for safe handling of personal data.
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