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In-house Practice of Cloud-based Authentication Platform Service
Centering on Palm Vein Technology
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Abstract

Fujitsu has been working on constructing a cloud-based authentication platform
service that provides multiple means of high-security authentication, making use of
device characteristics. In this service, the central role is played by authentication
via palm vein technology, which Fujitsu has cultivated up to now. This service is
realized by cross-functionally bringing together knowledge relating to biometrics
and authentication services at Fujitsu. It is intended to be offered to customers and
society after it has been thoroughly utilized and brushed up by in-house practice. The
authentication means offered include biometrics such as palm vein, iris and fingerprint
authentication and one-time password (OTP) not requiring dedicated media. In
addition, as authentication federation interfaces, multiple standard protocols including
Security Assertion Markup Language (SAML) are available. This paper describes the
safe and secure authentication features offered by this cloud-based authentication
platform service, mainly including Fujitsu's palm vein authentication technology,
which can boast of having one of the highest authentication accuracies in the industry.

FUJITSU. 67, 1, p. 7-13 (01, 2016)



%@Obﬁ%%%q]’b\& L/t_77r7 l\_ﬁlgﬂlh\ﬂﬁgﬁg-lj- KZ@*iW%ﬁ

C ¥ z B = )

IR, YAN—BOFFIIBRO—RZTE >
TW3, TOREICIE, IV = THH, 7y FT—
J7¥F VT, PL—AKREDRLIZ EIcK D
ZEHEDEE TN TWVWS, T, EDT X
LZBi AR NGRREIZ ER AR TH 5. 5 REIE
ISAT—RICKBARNGRAZ T TE T EIEEA
o (B-DPLAhL, ZRICKRHDBICH— RR
PKI (Public Key Infrastructure), /N»— K> =7
F—=2C kBT %A LAT—FK (OTP) 7%
Elix, #EHOaX Fiﬁﬁjﬁ’@%bé ENEEEYPLiLERUN
RS BIEMEE DT O/MK - WD X775 EW
LN DEEICIZ>TWVWA, —/A T, FRChFERED
MHERlc BT, AXN—h T4+ 27T Y-
AziER L, AR EREN S TR DO F 2
TV AT LERIHTEZREMNRO SN TV,
BICCOIREICIE, 79U RY—EXDAY v b
FRAETEZEOIC TTICHARBTES] C
R, BEVATLEDEEZEENELEINT
V3 (E-2, ®-3)7

PLEDIRIMN S, FEEEICIERD =DD K XI5
NS B EEZ BN,

(D) mExREF2V 70 EFIEEOT
(2) BER 7Y — Y At o 7 Ic ki % i

W20145F RIET 72 A1TRADREMHE

(3) Bz & I R HIFHAA RT REZR (LR
Ch%@ﬁ%ﬁ%iﬁﬁﬁf%ﬁﬁ? B

@ﬁﬁEPO)IC?J‘— ]‘ (EPKI@%‘EAJQ_ nmnl—.Ecj:“[’.'
FaT7ThHBH, HILLT— 71&4wu+ I
ZENENEVIIRIRICH S,

—DHDORE 2 MRS 2 H 1175 F BN AGERE
ThHs, BhmiclE, ¥/ T LN)VORREENE
ERFEDFOU L EIRGRALEMN® Y D%, FO
O 5 EIRERAEIC & 2 ARNFRREE, F2hE 70
DFRX L, BDITELMIFIEAAREEL LS EW
Y& a )T mERHERFD, ZDHDOHEMR
I, FREFY—ERELTLhEL OEET T L
) K BERAEEEEA 2 —T 1 — AT B
TEThb, TLTC, A—TUhDbFaT7 ik
WS RET 51X, o254 T 2y TR
M2 ENH D, =DHOREMRRIE, FAE
Y—CAHGKZ T RY—EB2tdT 5L TH

%5, BLETRINGZRET 221, BRI
PIOVELE U TRz /m alil Vi e SR U, fE SR
ol L TBEMANERLT A L L,

AFETIE, #HANICET 2 F8ED BRI &

Z DRI T T2 B A, #7722 3RRE Y — KX@
R & EAZNER, BEHEADYV Y 12— 3 Vit
AT T2 5 DI DWW TN 5,

HAFSHRE (REHH

336

TFaUTR—IVE (BE4ED)

2%

W20144F RIS 5 AR (REAE) 1 DIBTTFAORR

W /XX T — FDOFRE
B 71y 94 ek AF
D FEEELNSEEH L, FRIBDZTERRLELD
O #RIFSZ M) SToREELHAICEZ DD
Oaq>ra2—xv bEiTRd - B
O zoiEh

BFEOHIIIDINHAARED

SHENERZEAFLICED

MRS OEFELTHBEREID A7 — FiER ]

L TER26EERET 7 L ATADEERRRUT 7 £ AHIEEEEICRI T 2 HATOMZRRAEDIRR ] ZEITIER

B-1 2014 ARIEY 7 & 2174 OB K O TERIRF S 9 T 380 JOILT T FLINER

FUJITSU. 67, 1 (01, 2016)



FOULERZRLE LTIy 57 FREEIEERY —EADHAXRK

(%)
45

S5 51150 7| —

‘ 132.2
S—,
|
N
‘ 128.0
praes zoaEsE
\ 126.9
S p—
‘ 120.1
ETp————— ]
|
BEET Y- 2 s —

API BMEE(LENTUVEWL

8.2
A1)y R HDIEN

Z Dt

112.2

‘ BH21EE mH22HFE  BH23EE  OH24FEE  OH25FE

HE EAEEE [ TRCFERD EFEREFLRICHII2EBER FERSEE

X-2 o9 FRaAYEa—T 4 T8 - FIH EOREDHE

(%)
0 20 40 60 80

EEIVTANDER — 603

AR—bT#> (BTl v hER) OEBFBIV—IVOREHH#HLL

|

35.2

]

AR—b7#> (BTLyMER) ISHISLIcY AT LRIEZBRETERL

27

|

AR—b74Y (BTL v MER) OEBFBDX) Y bHDEN

27.9
75 3 N CEL
BEDOVRAT LEDEENTERWN 1
AR—bT+> (ZTLvhER) OEREIEHE 10

EBBELTAR— T4y (BTLYMNER) ZBATEIREOHEL ..

BABAR—L74> (2TL v bER) ZRBEEE2%EEL .

Z o .

2
© o
-

|WH2sERE  WHAEE  §H2SERE

HR REEXETH26FERDNEIFRRELRICE 2B R BEREE)

-3 AR—F74YBRUET Ly MiiROZEGHIH LOBE

— . 9 BPKIA— FEEEE (e F+F 2V 70 386E) &,

( TORRAIVERICH SR ) ActiveDirectorylC X BID/S AT — RERGE (BEAFE
B LEAENY AT LORRGEE, THE#ROMETE AE) WICEMLTE, LML, IBFDOT—T7 AR
)6 T, ICH— RICPRIFRE§E & F4 5 L C i AIVEFIE, EANE TRz =DOFEN

FUJITSU. 67, 1 (01, 2016) 9



FOUSFEMRZEFOLE LIcy 50 FREREERE T —EADHARE

BEEIEL TV 5,

(D) @EELF )T EREEDORNT

WOTEETTHLEBNTEIREICATT,
AR—=RTNAADNEDH L VB — [ A—=)VT 7+
ATz, SH%IEHENERNDT 72 A EHEBL
TWL, TOEDHICF, mEFa T 185D
BTH 5, B TIEPKIA— REZREZ#H T %
Tz Bh, ZOFHA A=, £3TH—F
ZEOHL, AR—FT7 4+ IChE LD 5
A H T 72D DPIN (Personal Identification
Number) ZAJ1T 2L WVWHIEDTHB, TDJ
ETR, AR THEZR—2E ) 7, FRX,
OWVWTIEFEBAE—FZ2ZLLHHFIT S L, A—
ROMIVRATE EN->TLE S, TDHD, F|
FEEHESLODEWVWEF 1) T 0 ZHETH
TelE EDN R 75 5%,

(2) BT — B F 2 7R T % 28

CNET, EBVATLFHANICEACTED,
RRLEEE A A —T 1 — A MH G THE I
WX, FEEIDO— e bid L Lice 5127 27 Fix
EDOY—EXAZFHT 2558, IDIZ—ITEHIC
Ko THM LT ECHEHIRNETHEH, HENA
RTRT S LRI TE RV, HEBREZ LA
TEHHICE, AR —EREtFaTICDR
FOENZEEORMENNE L H> TETWV5S,

(3) WEi7x & ZICRIREF) H BAkA PT RE R A A

FEEPND T — U kI, A O E
ESL7a—NcEkktFa ) T4 TTFR0E
Mbb, £z, HROLICNTEH, EDXEHKY
AT LTE, FAUHEMERTH S T EHAEMAT
BB, TOEHICIZE, HATHELHEGEY—E
A%, B DB THMLRIC BRI T E
HHAANNETH %,

DL E3midf Yy, ANO3RMZ a2
Th e U R — C AR T B L & LT,
(D &EFaV T EFEEZ—NE B 5 ERGRR
(2) HEOFEREHEEEHERIE Y R — b
3) A ZD VT RY—L Rt

(  wefzEmLrmEs )

EMBAFIC Y T > TlE, AT OEBZ1ES
DTIEEL, 799 R EoHAY—E 2{bZEHIE
L7z FOULEIRPELE &\ o To B RGREE

10

VI RY—EBRiE, BELEOBMATHS, C
Dig P72 B GO TR R B 2 N 2 U
TREMNIC T owy a7 v T L, TOFEEBEH

RS BT EPRBEER L, —H, £Fa
T4 EVR RS EEEMTY, #ETEI

ERR DRI UV ) o — 3 3 > O/E 7z Bils
LTWee 22T, #tNITEMEEF 2V T o €
U A BEE P TR Y 2 U bbb
W, HETHRBICHS L E Uz, BT HEY)
Motz BHEEL T, #WNITEME 2+ 2V
T4 BV ABEEBM DN HFEREREZ T 5 &
5 A E, K EICE LEDER S 5 FUJITSU
Security Initiative® DFHETH %,

CDOAVw ME, REtBREDSHIA - EH B
DF7ZKEVIADD T &, MAlkZEHETZHEN
EHTOMAERRHRENE T EHRE NS &,
BRUOEBIMH LU TRIEEEMNZKMLUTZE D
T BERICRETEE L TH S,

( HIITEEORR )

AR 3AREIC K % RRRF B Z 4 NIC T %1
L7200, HEMULDEREINELADINL DD -
Too ZTD—DM, BB N—TTRHEICZHES
B2 T8 ADEBIHEHEINT VWS & Th S,
HiC, —ADEEDOTNA X ZHE L, HEHA
PHETHEF NI TR ENS T ETH S,
éf®fm4xu$%h/ﬁ T TR

IKH—T2DNNANTHSH, 105 AREDF]
HAEANOBEAIZHEN TRV, hEWnoT, M
FHEDOH 2 /AT — R CTHEHAZET 2 DIFICiEn
MV, FZTHMAENE, < ETHEREEZ EH
FERELAENDE, VI U7 b=02ic&k?
OTPR &, T /31 ZMKAFMED I3V EREEF B 72 e it
L, T3 ZARHEIC B bR e8GRl TR BIRT &
LB 2R T T (B-4), FARGRGEE & AEEEET
BReDtF VT mEIEFRETIEEWVD, EiE
INAT— R EOEF U T o EEREMNEIZSE
HTE%, COHER, ERMICBNTIZa—9—
YR— N DOARDE <&%&b\5~7%')/%?636
0, FIABERAN BWTIEFIEED R 2
AR

FUJITSU. 67, 1 (01, 2016)



FOULERZRLE LTIy 57 FREEIEERY —EADHAXRK

) 'R s
S
557 PRSI HRYAFL| | H—ER
(EHiEe
\_ ATA
(BRI ™
A A
\_ J
(" V% TR )
fin %
\_ AT h | )
[X]-4 5:‘\}\"( Z#%’I&L:-/El\;b"d‘ﬁ.nuninEX
amms [ 55 RRUSREEEAR \ vxFLH—ER
. RaTiEEE N (ss0/7 £ 7L — 3 > hseE)
Q -l w\ - SAML2.0
OpenlD Connect ]
i D I <Qa P2 I
|
@ | OAuth2.0 N
Q U —_— | . I i
REST AP
IO o
AgentA
. ~ y,
\ _ \-\ J
Erms s e

MetaArc ) SSO : YVIINHAVFY

SaaS : Software as a Service

-5 Hrasalb it o 7 hkRE

i R A VTT LETEY Y FEE
=] s q:ftl' Bl A
C %ﬁnlt\nmgnﬂ.o) ﬁt%AXb% ) . u:qu%EX %DUB%@E&, ]:E‘%'ftjl(, OTP {\/7 }\

IEDES T at X% T, RidbO3ARM: 7% 77 k=72, TOTP (Time-based One-time
DA TEH T2 5 Rar BB 2 L DO K 5 ARy 7 Password) 71t}
THEL, BIFEtANTHIiTHTHS (E-5),  JLAEMGET R OFEEETFER L TR

FUJITSU. 67, 1 (01, 2016) 1"



FOUOSEREFROE LIey 770 FREFREEER Y —EXDHHARE
4 N\
455y NRISISEEAR RETRT by TRE
@HAEREE ActiveDirectory
(A, 1EH0758) E
a -
1—y—mEiE
TR soam D45 FRRERS
7247k AT
@ D . eSS \
-D 7779 SRS R % E L CHEE VDI —/\ D‘ D
ﬂ i ‘
_ VD — L VDI Pool
A @EREHERZ #F > TVDIERT SIRIEFEZS by TA (Windows)
ag#4>
& J

VDI : Virtual Desktop Infrastructure

B-6 AT AT by TREANO#EHA A=

« RREHEHE 1 > 2 — T £ — A I SAML (Security
Assertion Markup Language) 2.0, REST API,
Agent /51X, RHEENGE

cPLoRMRET R OREAREERE M VX —T 2 — R
OpenID Connect, OAuth2.0
ARFRRET —E RELL RO K 5 NSRS AT

L, BIUOANEBEEH I AT LG EZHENS &

LW TH %,

RIET AT by Y= R

« WebZi5s A7 L

- Windows ™ 74 >

cUE—LRT7 IR

- ARLAN 72 &

X7z, AT —E ABHRRE,
FRICIELLT D XY v F DD %,
(1) AR—=FTNA Rz EOFEREZBZ DR,

mwEF o) T RRREDEB L Ll - 7R - R

T — 7 A& A VDT
(2) T8 AFFIc bR eEEF 2V T ¢ 383

DN 1 BHET /S A ZADHIEH,

(3) BEZALERE AV X—T 2 —ATEZLDY
Z v FY—E ROFEEE i,

HHWEE S BE

SHDHE
Dtz L M B %,

12

(D HANRAET A7 b 7Y —E AFRFENDEH

2016F1HIC A7)V E LCEMA L, 201647
W SARSERAZ FIIA S %o ARALA > X —T = —AIC
IFSAMLZ IV, FRRETFERIZ ARk B L UOTPZ 2
#9423 (H-6),
(2) Y AT LA HET

B LEOHANY AT LIE, SHBEOMICE
T@E D7 < REMFUJITSU Digital Business
Platform MetaArc® IC#179 % 58t TH LY Th
SBATY AT LICIEXEH T %,
(3) MHY—E X tatHE

HMANEETT Ty a7y I UREEKAE
MetaArc® Hd R & U THERICEH TR T
%o iz, SHBOKREILRD, HNEEZRETY—
EAICBITd %,
(4) FEREHLIRAT

HANEMEE LT, VAT N—ZFREERE DRI,
FPisA (BYOD:Bring Your Own Device) X,
BRMBIMUSANOERRZX %,

( =3 7
AKFTIX, A=K7+ 20757 RENHIE
MWHWEMT 5 XS RRETY, 2« TRICEK
%??5 fl&bo) ?@U%%Hﬁ?muﬁ%'ﬁ/b& bfl%ﬁ

12720 20 RREREEER Y — E IS DW Tk Tz,
BRI, BEOHANY AT L2W0whIc A L—XIC

FUJITSU. 67, 1 (01, 2016)



FOULERZRLE LTIy 57 FREEIEERY —EADHAXRK

BITEE20 VI EICHRDHATNS, TD
WIETELNS /U TIE, BEMRICBIERWE
ZBEDICIREEEZT VDS, El-EL8T ) —
T, WNEZTO1TTNBEOREEE L BE D
WY AT LEHZZSHDIEKREEBRETH %,
CDORBGT, TNy T, WE, ST EER
Lic ECH—EAZiMHT 5 &id, BFkICE>
THEREGAVY NIEBEEZDND, TODFE
Wz L CRRdEfpik, —EXL\)bom L
RN R T <,

B2 E Xk

(1) #¥HE  ER26FERET 7 2 A7 4 OF AR
U7 7 & AHERERE I BE 9 2 B it O WEZE B FE D IR
BIREL TRIET 72 A 72 DFEARIL.
http://www.soumu.go.jp/main_content/000347975.pdf

(2) WPFHEHER | FH6EEINEEREFERICE T

% HA R i AR .

EERBN

BAREBF o w52

ITYRIB AT T XV R AT F v b
T & — LHEHEE TR

BITE, A PRERET RIS & % A A\ BT B
O NFEE O Y 7 i,

B F (cwbfr: Ho2)

ITHIS AT 2V T X AT Ty b
7 F— LHEHEE FiE

BITE, A NGRS O 7Oy o
7 MTBWT, FICHRBHRS X UK
HFEZ7 bw T —UC ANDMHEE
Ty,

FUJITSU. 67, 1 (01, 2016)

http://www.meti.go.jp/statistics/zyo/zyouhou/result-2/
pdf/H26_report.pdf

(3) &Ll FOU L F R AFUJITSUA 14 52 Ak
PalmSecure.

http://www.fujitsu.com/jp/solutions/
business-technology/security/palmsecure/

(@ gt FOOLZHEHL Y —IIHETITRET | &
tEDME A [FO0 5 FHIRESAL.
http:/journal.jp.fujitsu.com/2014/09/16/01/

(B) gt FaVrr.
http://www.fujitsu.com/jp/vision/2015/products/
security/

6 BLl: TYVXRIVEIRATTy b T F—L
[MetaArc (X277 —7)].
http:/journal.jp.fujitsu.com/metaarc/

(D Eti@ : ZV—TEHNNT R TOR-N T ZT L2
JLSAZA-AVANE ¢ BN 1o
http://pr.fujitsu.com/jp/news/2015/02/18.html

BHEZ (s sxo®)
ITEIRAER TV Z IV E VR AT T b
7 — LHEHEEE FTJE

BE, AN OANEE Oy =
7 MCHBENT, BT VR A LISAT —
REZRETS K UWebZEHS > A 7 Lt i #E
Y,

13


http://www.soumu.go.jp/main_content/000347975.pdf
http://www.meti.go.jp/statistics/zyo/zyouhou/result-2/pdf/H26_report.pdf
http://www.fujitsu.com/jp/solutions/business-technology/security/palmsecure/
http://journal.jp.fujitsu.com/2014/09/16/01/
http://www.fujitsu.com/jp/vision/2015/products/security/
http://journal.jp.fujitsu.com/metaarc/
http://pr.fujitsu.com/jp/news/2015/02/18.html

