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Solution for Virtualization to Ensure Optimal Network Security
Environment
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Abstract

The Internet became widely diffused once the Internet Protocol (IP) was defined in
an Internet technical standard, Request for Comments (RFC). Meanwhile, security
measures were left insufficiently discussed. Given this situation, intruders disguised
as normal communication can relatively easily penetrate and disrupt Internet services.
Their methods of attacks are becoming more sophisticated on a daily basis, meaning that
present-day security measures cannot be guaranteed to work in the future. Against this
background, security measures are becoming an indispensable technological component
for an all-TP network, as opposed to a one-off program. In addition, a paradigm-shift is
occurring with respect to the way the cost of such measures is perceived, from burdensome
expenses to investments indispensable for business continuity. In responding to this shift,
Fujitsu undertakes the development of network security technology and offers network
security solutions. This paper reviews issues with the current security measures, and
outlines some technological factors to address them. It then describes specific features
of the Fujitsu products that have introduced Software-Defined Networking (SDN) and/or
Network Functions Virtualisation (NFV)—key technologies for virtualizing network and

communication services.

FUJITSU. 66, 6, p. 36-42 (11, 2015)



mEGRy b= tvF21UTa

¥ AN &

{ )

20004E R 5 F R« 77— Xl [E DIP (Internet
Protocol) v N7 — 7 LW HEH, 2010 I
LTEWi-FiD & 5 2l {3 /720D 7 1 — 3V RHE
{b, Android OSZ#E& L /zlEm AKX EIC KD O
ET 4T AEDMERLTETWS, — 5T, EHE
fRickOA—=T V=2V T by 2 7L IEH
ENBEICEo TR, V—RAa— RIIBHET
ZifagstEE cE A HEb I NIz, FHHAREEE
VAT L (B8G) T, BEARXOERND L
EtF a7 EORGHEEBEOREZHRTZ LT\,
LAL, 5% 7 a—VNCHiBBEL TV 5 Y —
IVRBBFENENEEF v U7 (EXEEEE
) A b NS A[REMENHI T E 7,

iz, IPHILAKERTHERE RS ToA V2 —
Ty MCEET 2 HEHETH HRFC (Request For
Comments) &, T+ 2V T 1 HEDOEmM N1
NIEEFRILSE K LIc, TDY, EREZEEZ
o T BB X > THINERICA Y Z—% b
P—ECRAZEEINTLE D,

2013FELI%, EINISP (Internet Services Provider)
ICEREFE R 5 Z T3 [KESD | LML
71%5DNS (Domain Name System) H—/NIHfd
%DDoS (Distributed Denial Of Service) BE (&
ZO—fTH% (B-1)’ DNSTHif N BUDP
(User Datagram Protocol) (&, Z—H—Mh5D

RIBZRIRT HRELY ) 1—3>

T=AMNART T a Y TICY—NRDT T
Vr—2a YAV —FLTREET S, DD,
WRFICESTR T TV r—va Y —EC A%z
EHITZLICHAENRN TR M)V TH B, AL
<, UDPZ {f F§ L T \» ANTP (Network Time
Protocol) 7ZZHEMH U7z BEIC X > T, 400 Gbps®D
DDoSHELBHENTED, KO —BOEM L
HTHKRDEN S,

ZITCELEEE, 2y b= FaV T8
MOBTE, BXOTYV VY a— a3 YORMICE DM
ATV B,

AWTIE, FFxy FT—2IcBIFSLF2V
T A SIRORE 2 B, SREARRIC S 7o R 2
FxNT 5, TLTC, xv b= Fa VT
THHZTN TV SSDN/NFV (Software Defined
Networking/Network Functions Virtualisation)

DOFE 2RO ANT-E EE BT %,
( % 1 U5 1 S ORAE )

BE, ESHWLNTWS Ry hT—7 v+
V7 A WNRIELLFD=DTH %,

(1) Y —IC X2 BN - W

Fy NIT—=TZENB T T 4w T DT —2I
2 —REEDRBEN N L, FICBHIOB K
ZRRH - WS B, ITICHWE NS Y AT L
&, BELAY—ARXDOENICEKD, NGFW

(Next Generation Firewall), IPS (Intrusion

Ry bRy b F—=71) VLN MERDNSH —/\
(EFRHIERTAE) (REBEIPH 5 DERZAT) (REXR)
SYOSLEIN ~, FALx2—L
m Bay ~
nrse = - }
F v vyaDNSH—/N
=N RAA >V ZR—L

&L o
F—T
)Y IbIN D
DY Z R — N

BE 3k (1) TDNS7KE S (Water Torture) IEEIC DWW IIBE T — 2 & EITIER

-1 DNSIEIIKE D DR H =X L

FUJITSU. 66, 6 (11, 2015)

37



EGRY =7 F 1) T RFEERFEITSRENLY V1 —- 3y

Prevention System), WAF (Web Application
Firewal) 7% EIC 3 FHE N5, HETLHDELTZD,
BOVKRHZNT THEZZTTZ0DT B L, BED
Rk CERWIGEEND 5, TDOX D BRMEZRD
BRROARHMOB R 2, EDOXIICHRIT %2 0h a3
BTH %,
(2) EFa VT a0k

[R5 N7z KR D IEHRZ U TIERRAI T RV R
L, Bl zMkEmIcINE LT %, iz,
FREDBEE LAV —TCIEMHITERWERICH L,
BT —oua JOMEES I Z1TS T L TR
BEZ@mD RN 2D, 5k, EF2VT4D
AT TR e T — 2 ®ICKR 5728, WHEOR)
FIEWHRETDH %,
(3) IHTHESICHD < WM « FaR

BUEDNFER U TG A IS BRIk 2 #ET U,
FIRDY P —IC X 2 BB - W THRIGT %,
UL, WEBIRZ—2UDNEbT 5728, XKz —
HTHET A ENH LY, Tz, WEHN SR
FTCOY—FXALEMENEETHD, WHICH
Fbz K-> THIST 2D HETH 5,

ZO\EEF YV 7 RBERERZHNTINS
CEZMRFLTRF 2 T ®EEE AT SN,
KEREZDO—EULDHS T ENTERV, BEN
=2 TS B8, ZTOHE, Fa
VT A BRETEENEREINZ T & 2L THBL
END 5, B-21%, tF2) 7 ¢ #EH - BEHEIC
BB A TF U AR gaon
OBHFEE, BRXUDTHBEDKTNZRLIZED
Thbd, COZDDEEEK N2 ITHRA L

=1 () BEMEEDET
RiE
N RAE
7]
i ' o
2 BB L HBEDET
= R .
A v
BUE
N
iz )
iz R &
-2 LF )T MHOHRA b
38

EREEFTH D,

(D B 7 OMHAREEDOIK T

iz 7 TV r—v g vy —C ARG, 7—
ZEWKEENT T 2y VRENR & & BICE
ftd %, ThIcXD, MALETWEDREED D
T L7z RREE 72 %,

(2) T DORHHREEDK T

7w I T —=MC XD T RF v 3— REU R
LEBICHART B, AEEO T BEHKT S720
BRT 4V R VT RITDIRNEBEOB A H Y
A MCFBRRWAET JICHR L TLE S,
KR, H2BERORIO SRR LIz T A,
AET JIERIRD80% & L&, 5D D20 % 13 H R
OHEEMNS BB T BT Th o7z, %
BEIG I BT B REIE, RE O ZIERETR S
BARIEEL, AET 3D THEN, Ko
T HEWRENDEENZNETNRE L IZ 5, 75
B, UEo=oDoorts, LEVWEREORE
UDEARN R GETH %,

RECIE, BEEREFaY T WEREHET S
Tz D DFEATEZIT DN TR T .

(BmEhL 1Y 7« HRERRT BHHES )

BE, EFa V7 rombicmidceFa g
FXL—ygrtrx— (SOC) DI b ZRGET
LTWAEEFYUT7HEA TS, LML, 2V
FI—0AXL—v gty 2— (NOC) &ffk
U Tz EE L Tuw< &, CAPEX/OPEX (G&fif
REFEH T AN OEKHET SNxv, 2D
O, BREHKEF 2V T ok 2@ g 51,
NOCZH & SOCHEBOIE L, BXUHBLEHE
T Z20ENH L, TNEDEFa VT @mkDd
A ERDEMERZANT %,

(1) v s Es

BUR, RUA—DoRHEENTNEZ T 747 —
74 —)U (FW), IPS, WAF & DB Y A7 LI,
BNV Z =D OREHNARETH %, TDX
5 It E D OEHT R 2D, 1 F e 0@
HBIc—Hn 77887 %, B, ¥FIUA0DH
BRITV AT LEAS T & T, SOCEHD AR
BRZHIRTE S (B-3),

(2) RHDE BT

DY AT LICE, Fa) T 0 EEXRY X —

FUJITSU. 66, 6 (11, 2015)



mEERY b=+ UTa

RIBZRIRT HRELY ) 1—3>

&3
pRe
I3

T 7
e | m@e

e B
FARL—5—

X-3 SOCHEHHDA—hAXA— 31t

MHIREEENSSIEM (Security Information and
Event Management) ¥ A7 LZ{EMT 5 &M
RN TH B, —/TC, MHIOBRE/SZ—2ED
MEERAALEL, ZELEDSTEHEHRITIETS
Nz, FL—HYLCUT 12, 7L 2T 708
MTIEERD ZIELIELS T EEH D, WiKZzH]
i B REND %

EETIE, EEE STy b Ey 7T —Hhk
LBy I T RGP 2 2 U T o HRIC
JSHL, BEFYyUT7DOXSTEdH, LAy
FT—=21cBNTE, EFaVr4 42TV

DHEF] - FHRAEEZAGELTEHY Y 2a— 3D
FAFEICHL D #A TV 2,

(3) ¥Fa VU7 1RY —uk

BB OBRICE > T, vy —lcL Tt
FaVT s R)V—ZFa—=vJL, RJI—

(b U T 2V 7 o X8R 72 IS B DIRRE
KR ORBEND S, UL, WBOMAA, L
LOMEEFZETTHETICEL ORBZELTL
5%, TOY—FRALZFEMET 5 ENFE
BER->TWVW5, B4@TI, BHEENERELEL
RtV —IVIcEDE, v v T—7OZRIG
CTZOHMEEMEINIZL Y —DEF )
T4 R — it FEZHHFITTEHYY 2 —
va YOI HATYS (B-4), THiCK
D, SOCEHBOEIZIIL, mEstFa) T«
LANWERDTENTESREEZ LN,

FUJITSU. 66, 6 (11, 2015)

C*iﬁ@z/bv 7R8IV 21— /3/)

S, EEF YU 7 Z2E0 & RUUE, IS
i& D Z 1k, QoE (Quality of Experience) X if,
RN DOBRAREICKD, BMLEIZHEL TV,
X7z, ZLOEEFY VU, LFa VT o XHE
MEHE LTS LICEEZEETWVWS, C
DX FHFEIHISL, ¥Fa VT I—ER%E
EVX AL LTEMLTHN K, BEY—EX
AL EAT CH ZSDNINFVIEHTH S (FR-1)0
BILETIE, CTONFVEMiZEF 2T 7 58
WWHL, AT Y RTO7 7 r— a Vi,
VY =AU - HAREL, FAIRR - BEPRITEE
HDOYVY a—3>2E LT, FUJITSU Network
Virtuora OMI5 X U'Virtuora RVEZFHE L TW 5%,
FEL I, AFFEEICHE D INFVZIER LcF v
D7 oy BT — 225 A T HUH A P R TR
felz &z,

DIUR, AVY a— 3 VOw@EmAFIEENT %,
D) Y—ERFz—=VTZFHLExY T —

JeFaVTP—EX

7\‘7 =0t F a2V T T—EXAZEEF Y

THITREET 258, Y-EAzE KLY
]‘ A—YP—0iEERTZzF ) 7 HEEIGEHT
75 E DM FERRELENNE L 755,

Virtuora OMB K URVZHH L, 7747 —

7+ — )VEHE°VPN (Virtual Private Network)

39



REGARY =7 tF 1) T RBEERRTHREV)1—->3>

SOCHEH : — :
I goasmamsmans vaviii I
1 ' I
! KIS — i
| OomRERS R)v—mEt ||
I 1
; I T I
1 “ el ﬁfmﬁ I[ BE(bIL—ILDES J
| SEM I
| SEEFSRT T 1 —
\ A 1 .
i rrrrrrsdbrae T rers T punns®
! VAR i :
7RE ) | : S —
I tFIUTARYD—
: BE(LRITY AT L SBELIL—IL
1
NW-E42 U 7 58l I Fa T
.............................. S L
*; --------------------------------- \ %

X-4 FVAHIETIAT L

#£-1 SDN/NFVIC K% 3w hU—7 O Rk

b U— ) EHEORE

HIEOY Y 2a—va v

WIEA 27 S TR LI

75 REMY 7 & (OpenStack) 1Z/8y 7 —Y 7 b9

BERODERED, 1—P—FEICEDE TRl iz i H

IR L 72w

OS7HZEDA VYA b—)VAENZ T B A 2t

BEMCH AT —E A2 B THREE Lz

A VTRV RTOY—CRF 2 —= > 7k

HLOWY—EREAE—IVAX—b + A b S TFFICHE

fiti U7z

A2 A N (OPEX) ZHIHE L7z

GUIUC KB Y —ERADT A THA 7 )VEHSEE

HEAFIEZEREL, EEI AZBH Lz

BEER DXy NIt Fa )T o —E R 7%
R LT —ECRF 22—y RERE X
BT oy B — UV BREDRIHZRIRE L T 570
ICZY RA—P =T D7y b OELIERLEE 7 il
M\ 2HM) ZEHATS T, HEEY—L AR
VR CTIRMMTcE S X291k % (B-5),

(2) A M Uz HE R

BlzIE, EEOH S I —hH 5DNSH—/ 3D
DDoSEE I U T35 6, BT s R EE L 75 %,
Virtuora OM¥5 X URVTIE A X MIHd %%t
IREEFRTE 57280, DDoSHEDM AN M
WL, 7747 —24+—)VEEEE, QoS (Quality of
Service) Wfez HEI CHH T Y574 L, #Hilc/xbh

40

HFirzEITcEs (B-6),

C = + G )

AT, v FTI—=T70kF )T 2IIHT
Lt ) a—va Y ERBEN U,
WRFEIMZ TENT S, TDRD, BHIRD
TFaV T RHENSHREENTH ST LR
TNHEV, FTNELE, WINRELMINE LT
5T emEL, R - ILREICENTZAN—X
TA VRN L THELTE, ¥z, a7 5+«
TSI R L, EHAT S TR A
fTetF oV T WHROHAZHEA LT T &
WAETH %,

FUJITSU. 66, 6 (11, 2015)



REGRY V=7 F 1) T RFEERFI HRELY ) a1—-3>

A8

SN e
‘ H—ERRBE
NFVO TRERETE
VNFM
Virtuora OM
VIM (OpenStack)
Virtuora RV

X-5 xvrI—=0LF2 VT 4DV —ERF—ZVT

EROI—5—

A
%ﬁ::gfmﬂﬁ L

BEEEEE

Virtuora

I (RIEERE |

X-6 NFVZiEHH L7zDDoSx|H#

iz, EF 2V T 3B NHR TR

<, AP b U — IS EIS M EEANE Z1b
L, BHICHNTBEZHICEXHT « T2 Hh
DHEMBICATRGERENEIRTZA LY T b
WMECTW3, SRICIAT T, &ERPHEGE
TRIER TEREL, A —/N—~v REER
LTnw e, £, BAPIZY Fa—9 =Tk
T2YF VT 0 I— AR TN &
UDF IR EETH %,

B2 E XM

(1) JPRS # F#%7% : DNS/K#E® (Water Torture) K
T DWW T. SECCON 2014 ¥ KDNS Security
Challenge.

FUJITSU. 66, 6 (11, 2015)

http://2014.seccon.jp/dns/dns_water_torture.pdf

(2) FTEITIED  LTRHROLEI XA L XY FT—2
ZOIRFB T INF Y TF Y —V AT LEE Y TT—X
fighfrEdfi. FUJITSU, Vol.66, No.6, p.76-80 (2015).
http://www.fujitsu.com/jp/documents/about/resources/
publications/magazine/backnumber/vol66-6/
paper08.pdf

(3) HHFANED I NFVEEH LTy U7 2y U —
72\ 2 B 4. FUJITSU, Vol.66, No.6,
p.13-19 (2015).
http://www .fujitsu.com/jp/documents/about/resources/
publications/magazine/backnumber/vol66-6/

paper03.pdf

41


http://2014.seccon.jp/dns/dns_water_torture.pdf
http://www.fujitsu.com/jp/documents/about/resources/publications/magazine/backnumber/vol66-6/paper08.pdf
http://www.fujitsu.com/jp/documents/about/resources/publications/magazine/backnumber/vol66-6/paper03.pdf

P

42

TRy NI=0712F 21U T4 BRZERFITSRELY ) 1—23>

INFIER (zus LsSUL)

2w b T =7V ) a—3 3 VREKRE
NEVY U 2—3 3 VEEL FiE

B, BEFHFEEMIDORY hU—7
YELVF4VY a— a3 YORHE -
BHFIC S,

=S oL AL

Fw RT—=7VY) 2 — g VEERE
NFVY V) 2 —3 3 VHEED /8

HE, BEEXENTOXY hT—7
YFaVTFoVYa—ya VORHE -
BHFICHESH,

NS8FE ®v3 L350

2w b T—=oV ) a— g VREKRE
NFVV Y a— g VEEEL s

BE, BIEEEEMTIORY b T—2
CF2VF 4V a— 3 VORI -
BEIFEIC L,

MEAE— v LaLs)

Fw RT—=7V ) a— g VEERT
NFVY V) 2 — 3 VIS e

e, BEEXENTOXY NT—7
YvFaUTF V) a—23 VO -
BHFEICHE S,

FUJITSU. 66, 6 (11, 2015)



