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Domain Ref.  Year Method
Delay-based [2] 2021 multilayered common routers
geolocation [3] 2019 nearest common router
& accuracy [4] 2021 sorting nodes by their subnets
enhancements [6] 2021 using IP webcams as landmark database
(landmarks, PoP) o . . . .
[6] 2019 statistical learning to study localized delay and hop distance correlation
[71 2019 boundary nodes
[8] 2018 closest common router
[9] 2015 mining Internet forums
[10] 2019 PoP partition algorithm
[1M] 2018 low-high-low delay distribution
[12] 2016 IP city-level geolocation
Analysis methods [13] 2016 neural networks with only a few landmarks
(data mining & [14] 2022 graph neural network combining IP host knowledge and neighborhood
machine learning) relationships
[15] 2021 using neural networks to cluster landmarks
[16] 2018 reverse DNS
[17] 2017 reverse DNS
[18] 2016 utilizing users’ search queries
[19] 2010 utilizing Facebook friendships
Cloud (data [20] 2020 “weak” and “strong” proofs
geolocation) [21] 2020 atomic proof method, which divides the proof into several minimum computation
units
[22] 2015 constraint-based cloud data geolocation using unclonable and tamper-proof
device
[23] 2013 querying an agent that is installed with the data
Geolocation and [24] 2022 measuring and comparing the TCP handshake and TLS handshake
Proxy/VPN [25] 2018 verification of the location information of 7 proxy services
Attack [26] 2022 asystem that allows verification of the claimed geolocations of network nodes in
a fully decentralized manner
[27] 2017 methods of hiding a host's real location
[28] 2014 route hijacking
[29] 2010 attacks on delay-based IP geolocation techniques
[30] 2004 hiding IP geolocation using onion routers
RFC [31] 2013 authorization policy language for controlling access to location information
[32] 2020 format used by network operators to publish geolocation feeds
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