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1 Product OverView

1.1 Monitoring mechanism on PRIMEQUEST

1.1.1 Basic Architecture

The MMB(Management Board) manages the hardware for the PRIMEQUEST
1000 series.

The MMB manages the mounted components (SB, power supply unit, fan, and
LAN) and partitions in the PRIMEQUEST 1000 series server, and controls the
system clock, management LAN, and PCI_Box.

It also sets various operations, such as video redirection, text console redirection,
and Memory Mirror mode. These functions can be operated from the MMB Web-
Ul.

ServerView Agent (SVagent), ServerView RAID (SV RAID) and ServerView
Mission Critical Option (SVmco) is software for monitoring hardware errors on
partitions and managing configurations. It runs as an application on the
operating system on each partition.

The MMB and ServerView Suite (SVS) can be operated from the MMB Web-UI
and SVOM Web-UI on a general-purpose PC connected to the management
LAN. No special console is needed.

All the operations and settings for system management are done through the
MMB and SVOM Web-UI. All event monitoring in PRIMEQEUST system (include
detected by MMB) can be monitored by SVOM Web-UI.

Note:

Following application software is changed to install on PRIMEQUEST1000 and
PRIMEQUEST1000x2 (or later).

PRIMEQUEST1000: PRIMEQUEST Server Agent (PSA) *1
PRIMEQUEST1000x2 (or later): SVmco
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When these software is intalled by SVIM, SVIM judge machine type and install only
necessary software.

*1: PSA is system mangement software only PRIMEQUEST1000.

For detail, please refer PRIMEQUEST 1000 Series General Description Manual (C122-
B022-03EN).

1.1.2 ServerView Suite

The role for each ServerView components in partition is as below.

®  ServerView Operation Manager (SVOM)
To display hardware configuration and abnormal event on each partition.

®  ServerView Agents (SVagent)
To collect hardware configuration and detect abnormal event in partition.

® ServerView RAID (SV RAID)
To collect hardware configuration and detect abnormal event for disk device and
SAS/RAID card.

®  ServerView Mission Critical Option (SVmco)
To notify event detected by SVagent to MMB and provide
PRIMECLUSTER/PRIMESOFT linkage function (onlu Linux).

When detect hardware problem, the following actions are executed according to event.
- REMCS report: sent from MMB
(REMCS from SVOM can not be used in case of PRIMEQUEST.)
- Mail report: sent from MMB or SVOM.
- Trap report: sent from SVagent orSV RAID
Trap report from MMB is not supported from PQ1000x2 (or later).

- Syslog or EventLog output: Output log by SVagent or SV RAID.
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1.1.3 Server Monitoring for VMware vSphere 5

It is necessary to prepare Guest OS to transfer event data for hardware failure from
ServerView to MMB. This Guest OS is needed for every partition which is installed ESXi
and ServerView is installed on this Guest OS. (it need only one Guest OS, not for all
Guest 0S.)

Select Guest OS whichi is matched to the following conditions.

1) Guest OS can communicate with ESXi in the same partition.

2) Guest OS can communicate with MMB using MMB-PSA LAN.
(Refer to this Chapter of the manual 2.4 for the procedure. )

3) SVmcovm should always work and monitor on partition. Select Guest OS that does not
move to another machine (Ex. vSphere High Availability, vMotion etc.), especially across
to another hosts of ESXi.

4) Install ServerView RAID in same guest OS when you use the SAS array disk unit and
the SAS array controller card in the partition.

5) Guest OS use RHEL5 , RHEL6 ,Windows2008, or Windows2012.

[Notes]
- This guest OS communicates with ESXi.

Therefore, the communication between ESXi and guest OS is recommended to
construct a virtual switch only for this communication to strengthen network security.

- When OS is Redhat5 or Redhat6, logs on ESXi are transferred to syslog on Guest
OS to use OS standard function.

This meke SVmcovm can detect hardware failure.

- Install ServerView RAID in same guest OS when you use the SAS array disk unit
and the SAS array controller card in the partition.

- Guest OS can be observed by vSphere Client or vCenter Server.

If you use SVOM 6.0 or later, the status of guest OS can be displayed on SVOM
screen.
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1.2 ServerView Mission Critical Option
(SVmco)

This section provide an overview of the SVmco function.

1.2.1 Function of SVmco

SVmco(ServerView Mission Critical Option) is a basic system application
for maitenance of PRIMEQUEST server system.

SVmco cooperation with ServerView Agents(SVagent) and Management Board (MMB),
detect hardware problem on partition and send report.

SVmco's main functions are as follows:

- MMB(Management Board) linkage function

SVmco communicate with MMB, and send hardware abnormal information to MMB.
Then MMB send REMCS/Mail report.

- DISK maintenance operation

SVmco provides the command for hot-plugging of disk drives.

- REMCS

REMCS is Fujitsu's remote maintenance service.

SVmco is positioned as a REMCS agent in the partition and collects hardware
information in each partition.

- PRIMECLUSTER/PRIMESOFT integration

SVmco enables the linkage with PRIMECLUSTER/PRIMESOFT (clustering system).
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1.2.2 Monitoring mechanism for hardware
failure

SVagent monitors the log output to the system log (Linux and VMware) and event log
(Windows), filters the events that have occurred according to the filter definition in
SVagent, and SVagent and SVmco takes the required action (e.g., e-mail notification,
REMCS natification, TRAP notification, log output) depending on the result.

To issue reports, the monitoring mechanism uses a dedicated LAN between SVmco and
the MMB to link with the MMB. The reports are sent through the MMB.

Notes

For VMware, the hardware messages below, which are output to the Console OS system
logs, are monitored. The relevant sections of 7.2. SVagent Messages are indicated in

parentheses. See these sections for details on messages.

- LAN ("7.2.4 LAN-related messages [Linux]")

- FC ("7.2.5 Fibre Channel messages [Linux]")

- SCSI ("7.2.7 SCSI messages [Linux]")

However, the driver messages of the SCSI common layer and those specific to VMware
and different from those of Linux are not monitored. Also, vmkernel or vmkwarning is not
monitored.
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2 Installation Steps
2.1 Configuring SVmco (Linux: Red Hat
Enterprise Linux)

This section describes confirmation of the required settings for SVmco operation
after operating system installation, and corresponding features about the
settings.

Confirmation of the required settings for SVmco operation, and corresponding features
about the settings

Required/ Automatic
L setting (*1)/
As Setting item Manual See
needed setting (*2)
o 211
Configuring the L
. Configuring the
PSA—to—I\_/IMI_B Aut(_)mat|c PSA-to-MMB
communication setting S
LAN communication
LAN
Required Confirming 2.1.2 Confirming
Manual
management LAN settin management
settings g LAN settings
Confirming . 2.1.3 Confirming
SELinux function Autgmatlc SELinux
. setting - .
settings function settings
Checking the Automatic 2.1.4 Checking
firewall function setting the firewall
(opening ports) function
(opening ports)
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Required/ Automatic
L setting (*1)/
As Setting item Manual See
needed setting (*2)
Setting the Manual 2.1.5 Setting the
management LAN | setting management
IP address LAN IP address
As Setting the Manual 2.1.6 Setting the
needed destinations of setting destinations of
traps from a traps from a
partition partition
Configuring SNMP | Manual 2.1.7
to use duplicate setting Configuring
disks SNMP to use
duplicate disks
Installing a SVmco | Not 2.1.8 Installing a
update applicable SVmco update
Uninstalling Not 219
Svmco (*3) applicable Uninstalling
SVmco

*1 Automatic setting: Values are automatically set during SVmco installation.
You may need to change an automatically set value. See the section listed in the
table.

*2 Manual setting: Values are not automatically set during SVmco installation.
Make settings as described in the section referred to in the table.

*3 To operate the PRIMEQUEST 1000x2 series server, you need to first install
SVmco. If you uninstall SVmco, the following restrictions apply.

. Even under an REMCS agreement, no software errors are reported.
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o Hot maintenance of hard disks is disabled. The partition must be
stopped for maintenance.

. PRIMECLUSTER linkage is disabled.

Remarks

. SVIM installs SVmco as it installs the operating system. For details on
SVIM, see the ServerView Suite ServerView Installation Manager.

. For details on how to manually install SVmco, see 6. Manual SVmco
Installation and Uninstallation.

. The following table lists settings for SVmco operation. The installer
automatically adds or updates these settings during SVmco installation.

Settings automatically added/changed during SVmco installation

Target Action Remarks
snmpd.conf file Add setting
snmptrapd.conf file Add setting

snmptrapd start option | Change

snmpd start option Change
Referring to 2.1.1
. o Configuring the
Dedicated PSA-to- Set IP PSA-to-MMB
MMB communication —_—
. address communication
LAN interface TN
LAN, change

settings as needed.

iptables setting Add setting

Change If SELinux is

SELinux configuration disabled, do not



http://manuals.ts.fujitsu.com/file/8396/sv-install-mgr-en.pdf?
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Target Action Remarks

file change the settings.

(/etc/selinux/conf)

Note
If you change the IP address of the dedicated PSA-to-MMB communication LAN

on the MMB side or partition side, you need to then restart SVmco. Otherwise,
SVmco would not be able to report any detected errors.

2.1.1 Configuring the PSA-to-MMB
communication LAN

This section describes how to confirm the settings for the PSA-to-MMB
communication LAN.

Communication between SVmco and the MMB requires an active NIC (network
interface card) connected to the PSA-to-MMB communication LAN.

The PSA-to-MMB communication LAN is usually set with the following values during
SVmco installation.

<IP address>
172.30.0.<partition ID + 2>/24
Example: Partition ID of 2

172.30.0.4/24
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<Communication settings>
Auto Negotiation off
Speed 100 Mbps

Duplex full

In the following cases, change the IP address setting.

1. IP address which was automatically set has the same IP address and
subnet address as a production network or management network.

2. You are configuring a new partition using a duplicate disk from another
partition.
3. The partition ID changes because a disk installed in a partition was

moved to another partition.

Change the IP address setting by using the following procedure. If you are
changing the setting because of the above reason 1, you need to change the IP
addresses of all partitions in the cabinet and the IP address of the PSA-to-MMB
communication LAN on the MMB side to IP addresses in the same subnet.
Change the IP addresses on the MMB side from the MMB Web-UI.

Notes
. Do not change the automatically set communication values. Otherwise,
PSA-MMB communication may be disabled, making SVmco functions
unavailable.
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Change PSA-to-MMB LAN settings only after SVYmco installation. If
changed before SVmco installation, the settings are overwritten by the
installation.

If [Interface] of [MMB-PSA IP Address] in the [Network Configuration] -
[Network Interface] window of the MMB Web-Ul is Disable, you can use
event notification function of SVmco. After changing it from Disable to
Enable, the OS must be restarted.

Confirming the NIC of the PSA-to-MMB communication LAN

Confirm the interface name is assigned to the NIC of the PSA-to-MMB
communication LAN by using the following procedure.

1.

Operations

Execute the ifconfig command to confirm the interface name. This
command lists the network interfaces recognized by the system.

Syntax

/sbin/ifconfig -a

Example of output

eth0, ethl, and lo shown on the left side are the interface names.

# /sbin/ifconfig -a

ethO Link encap:Ethernet HWaddr 00:D0:B7:53:89:C3

inet addr:10.24.17.149 Bcast:10.24.17.255
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Mask:255.255.255.0
inet6 addr: fe80::2d0:b7ff:fe53:89¢3/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500
Metric:1

RX packets:1107704 errors:0 dropped:0 overruns:0 frame:0
TX packets:2653820 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:390009908 (371.9 MiB) TX bytes:809006934
(771.5 MiB)

ethl Link encap:Ethernet HWaddr 00:0E:0C:21:83:97

inet addr:192.168.0.162 Bcast:10.24.17.255
Mask:255.255.255.0

inet6 addr: fe80::20e:cff:fe21:8397/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500
Metric:1

RX packets:1538726 errors:0 dropped:0 overruns:0 frame:0
TX packets:356 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:341051195 (325.2 MiB) TX bytes:22862 (22.3 KiB)

Base address:0x5ccO0 Memory:fbfe0000-fc000000

lo Link encap:Local Loopback

12
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2.

inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:3865 errors:0 dropped:0 overruns:0 frame:0

Execute the ethtool command to find the NIC of the PSA-to-MMB
communication LAN. Enter the command as shown below for each
interface displayed in step 1. Then, check the results.

The NIC of the PSA-to-MMB communication LAN is bus-info
(SEG:BUS:DEV.FUNC number) 0000:00:19:00.0.

Syntax

/sbin/ethtool -i <interface name>

Example of output

The execution results for ethO in the example show the matching NIC for
the PSA-to-MMB communication LAN.

# /sbin/ethtool -i ethO
driver: e100
version: 3.0.27-k2-NAPI
firmware-version: N/A

bus-info: 0000:00:19.0 (Corresponds to NIC of PSA-to-MMB
communication LAN)

13
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B Configuring the NIC of the PSA-to-MMB communication LAN

Configure the NIC of the PSA-to-MMB communication LAN by using the
following procedure.

® Operations

1. Edit the ifcfg file of the corresponding interface in /etc/sysconfig/network-
scripts.

o NIC interface file name for the PSA-to-MMB communication
LAN: ifcfg-<NIC interface name>

Example: ifcfg-ethO

Change the IP address by editing the ifcfg file of the interface.

The following example shows a command for editing the ifcfg file of
the NIC interface for the PSA-to-MMB communication LAN.

# vi /etc/sysconfig/network-scripts/ifcfg-<NIC interface
name>

Change the following lines:

BROADCAST=<BROADCAST address of PSA-to-MMB
communication LAN>

IPADDR=<IP address of PSA-to-MMB communication
LAN>

NETMASK=<Subnet mask of PSA-to-MMB
communication LAN>

14
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Notes

o Before changing the settings, confirm that the settings in the
ifcfg file have the values that were automatically set during SVmco
installation. If they do not have the automatically set values, SVmco
may not have been installed. Always change the settings after
SVmco installation.

o Do not change any line, including comment lines, except those
with the items that must be changed (BROADCAST, IPADDR, and
NETMASK). Otherwise, PSA-MMB communication may be disabled
making SVmco functions unavailable. Moreover, a SYmco update
may overwrite the automatically set values.

o Please set the duplicate IP Address of all partitions in the
cabinet.

2. Restart the network service to activate the network interface.

Syntax

/sbin/service network restart

3. Set the PSA-to-MMB communication LAN IP addresses in the SVmco
configuration file.

File storage location : /etc/fujitsu/SVmco/usr/tommbipsetup.conf

Setting values: Enter the IP addresses set in Step 1.

<Setting example>

[NETWORK]
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TOMMBIP=172.30.0.4 <IP address set by Step1>

4, Restart SVmco to reflect the new NIC settings for the PSA-to-MMB
communication LAN.

Syntax

/shbin/service y30SVmco stop

/sbin/service y30SVmco start

2.1.2 Confirming management LAN settings

Make network settings for the management LAN. If necessary, also configure
any duplication with bonding or PRIMECLUSTER GLS, for example.

After completing the above network settings for the management LAN, perform
the operations described in 2.1.4 Checking the firewall function (opening ports)
and 2.1.5 Setting the management LAN IP address.

Note
In the PRIMEQUEST environment, it is necessary to specify OFF for the STP

function of the switch that connects to the management LAN used for
communication with the MMB.

2.1.3 Confirming SELinux function settings

Disable SELinux functions in the PRIMEQUEST 1000x2 series system. Usually,
they are automatically disabled during SVmco installation.
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If the partition with SVmco installed is running Red Hat Enterprise Linux, check
whether the SELinux functions are enabled. If so, disable the SELinux functions.

Confirm that the following command displays "disabled." If the command

displays anything other than "disabled," disable the functions by editing the
config file (/etc/selinux/config).

®  Confirming settings

Hcd /etc/selinux/

#more config

SELINUX=disabled <« Confirm this.

®  Changing settings

# vi letc/selinux/config

SELINUX=disabled « Edit this.

2.1.4 Checking the firewall function (opening
ports)

Open any partition port that is required for operating SVmco but is not open
because of firewall settings. Configure the management LAN interfaces and
PSA-to-MMB communication LAN interfaces.
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Settings related to the PSA-to-MMB communication LAN interface are required.
Usually, the interfaces are automatically set during SVmco installation.(*1)

The settings related to the management LAN interface are required only for
PRIMECLUSTER linkage. Open the ports by executing the supplied shell script
for these settings. Alternatively, use the iptables command or another command
to make the settings manually.(*2)

*1 The ports are configured only when SVmco is automatically installed from
SVIM.

*2 Only a chain for the management LAN (MMLAN) is created by execution of
the shell script for settings (setmlanfw.sh). Add the jump setting for the
management LAN to INPUT or OUTPUT in iptables. For details, see Using the
shell script (setmlanfw.sh) for these settings.

® Management LAN interfaces

Open the following ports for use with the management LAN interfaces.

Perform the operations described in 2.1.2 Confirming management LAN setting
before making the settings. Open the ports by executing the shell script
(setmlanfw.sh) for these settings. Alternatively, use the iptables command or
another command to make the settings manually.

Ports to open for the management LAN interfaces

Port Port number Description Remarks

snmptrap [udp/snmptrap or | Open the port only |For the IP addresses,

port 162 for linkage with a specify the physical IP
cluster (e.g., PCL  [addresses of the MMBs
linkage). (MMB#0/MMB#1)

belonging to all cluster
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Port Port number

Description

Remarks

rmcp+ port ludp/7000 to 7100

nodes.

® Using the shell script (setmlanfw.sh) for these settings

1. Confirm the completion of the operations described in 2.1.8 Setting the
management LAN IP address.

Prepare a configuration file.

The following is a sample configuration file.

/opt/fujitsu/SVmco/sh/sample_conf_setmlanfw.txt

Remarks

A SVmco update will overwrite the above sample file. Save a copy of the
configuration file to retain the original values.

In the configuration file, write [PCL] only on the first line. Then, on separate lines,
write the physical IP addresses of the MMBs (MMB#0/MMB#1) belonging to all the
cluster nodes defined for PRIMECLUSTER, or write the network IP addresses
including the physical IP addresses of the aforementioned MMBSs.

€ The setting is different according to the communication protocol used by

management LAN.
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€ Incase of IPv4

Sample configuration file:

[PCL]
192.168.0.0/24

192.168.1.5

1. Check the status of firewall

Execute the following command for checking the status of firewall.

#/sbin/service iptables status

Please start iptables by the following commands when the message that iptables
such as "Firewall is not running" is displayed.

The necessary setting cannot be done when not starting.

#/sbin/service iptables start

2. Execute the shell script.

In the first variable, specify the path to the configuration file prepared in
step 2.

A confirmation message appears for the contents of the configuration file.
Enter "Y".

Execution example: (The prepared configuration file "fwconf.txt"
is assumed to be in the current directory.)

20




SVmco User Guide

# [opt/fujitsu/SVmco/sh/setmlanfw.sh./fwconf.txt
Management LAN IP address:

192.168.0.1

Source IPs for PRIMECLUSTER Service:
192.168.0.0/24

192.168.1.5.

Press "Y" to confirm above settings, "N" to cancel all settings

>Y

R R R R R
# Created the MMLAN chain on your firewall(iptables) #

# For more detail on how to set firewall, refer to the Installation Manual.#

B R B T B R B T A R B R T A S R B B e

The setting was completed

3. Execute iptables -L -n. Then, confirm that the "MMLAN” chain exists.

Execution example:

# iptables -L -n

Chain INPUT (policy DROP)

target prot opt source destination
MMLAN all -- 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy DROP)
target prot opt source destination

Chain OUTPUT (policy DROP)
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target prot opt source destination
MMLAN all --0.0.0.0/0 0.0.0.0/0

Chain MMLAN (2 references)
target prot opt source destination

ACCEPT udp --192.168.0.1 192.168.0.0/24 udp
spts:7000:7100

ACCEPT udp --192.168.0.0/24 192.168.0.1 udp dpt:162
ACCEPT udp --192.168.0.1 192.168.0.0/24 udp spt:162

ACCEPT udp --192.168.1.5 192.168.0.1 udp dpt:162
ACCEPT udp --192.168.0.1 192.168.1.5 udp spt:162

ACCEPT udp --192.168.0.0/24 192.168.0.1 udp dpts:7000:7100

ACCEPT udp --192.168.1.5 192.168.0.1 udp dpts:7000:7100
ACCEPT udp --192.168.0.1 192.168.1.5 udp spts:7000:7100

Note

After changing the IP address of the management LAN interface, delete the
settings once, and set their values again. For details on how to delete the
settings, see (8) Configuration deletion procedure in 3.1.7 Firewall Setting

Command for the Management LAN Interface (setmlanfw.sh) .

4. Add the "MMLAN" setting chain to INPUT and OUTPUT chains. At this
time, take care to prevent interruptions by an existing REJECT setting in

an INPUT or OUTPUT chain or by a user definition chain.

Example: REJECT setting in INPUT and FORWARD

# iptables —L

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state
RELATED,ESTABLISHED

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-

prohibited

Chain FORWARD (policy ACCEPT)
target prot opt source destination
REJECT all -- 0.0.0.0/0  0.0.0.0/0 reject-with icmp-host-

22



SVmco User Guide

prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain MMLAN (2 references)

target prot opt source destination

ACCEPT udp -- 192.168.0.0/24 192.168.0.1 udp
dpts:7000:7100

ACCEPT udp -- 192.168.0.1 192.168.0.0/24 udp
spts:7000:7100

ACCEPT udp -- 192.168.0.0/24 192.168.0.1 udp dpt:162
ACCEPT udp -- 192.168.0.1  192.168.0.0/24 udp spt:162
ACCEPT udp -- 192.168.1.5 192.168.0.1 udp dpts:7000:7100
ACCEPT udp -- 192.168.0.1 192.168.1.5 udp spts:7000:7100
ACCEPT udp -- 192.168.1.5 192.168.0.1 udp dpt:162
ACCEPT udp -- 192.168.0.1 192.168.1.5 udp spt:162

5. Add "MMLAN" to the fifth INPUT chain (before the REJECT setting) and to
the OUTPUT chain. (For details on the iptables option, see the man
manual.)

# Isbin/iptables —I INPUT 5 —j MMLAN

# [/sbin/iptables —A OUTPUT —j MMLAN

6. Execute the iptables -L command, and confirm that the MMLAN chains
added to the INPUT and OUTPUT chains are not interrupted by the
previous REJECT, DROP, or other settings.

Example of settings:

# iptables —L

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state
RELATED,ESTABLISHED

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22

23



User Guidel

SVmco

MMLAN all -- 0.0.0.0/0 0.0.0.0/0
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain FORWARD (policy ACCEPT)

target prot opt source  destination

REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
MMLAN all -- 0.0.0.0/0 0.0.0.0/0

Chain MMLAN (2 references)

target prot opt source destination

ACCEPT udp -- 192.168.0.0/24 192.168.0.1 udp dpts:7000:7100
ACCEPT udp -- 192.168.0.1 192.168.0.0/24 udp spts:7000:7100
ACCEPT udp -- 192.168.0.0/24 192.168.0.1 udp dpt:162
ACCEPT udp -- 192.168.0.1 192.168.0.0/24 udp spt:162
ACCEPT udp -- 192.168.1.5 192.168.0.1 udp dpts:7000:7100
ACCEPT udp -- 192.168.0.1 192.168.1.5 udp spts:7000:7100
ACCEPT udp --192.168.1.5 192.168.0.1 udp dpt:162

ACCEPT udp -- 192.168.0.1 192.168.1.5 udp spt:162

7. Save the firewall configuration.

# Isbin/service iptables save
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2.1.5 Setting the management LAN IP address

Set the partition management LAN IP address in SVmco.
Note:

The parameter "IPVersion" in configuration file ipsetup.conf of management LAN
IP Address for IPv4 for PRIMECLUSTER linkage is not added when updating it
before the edition of SVmco1l.3.

1. Confirm that eecd-process started.

ps ax | grep eecd

If the process has not started, start ServerView Agent.

Syntax

/usr/sbin/srvmagt start

2. Edit the /etc/fujitsu/SVmcol/ust/ipsetup.conf file.

A set content depends on the communication protocol used by
management LAN.
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€ Incaseof IPv4

1. Example of changing the management LAN IP address

# vi letc/fujitsu/SVmco/ustr/ipsetup.conf

Change the following line.

[NETWORK]

ManagementlP=<management LAN IP address>

Unnecessary to change of the following lines.

IPVersion=0

Syntax

[NETWORK]
ManagementlP=192.168.0.1

IPVersion=0

2. Run the following command.
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Syntax

/usr/shin/eecdcp -c oc=E002 0e=000C \'$IPADDRESS\

Example

/usr/shin/eecdcp -c oc=E002 0e=000C \'192.168.1.2\'

3. Restart SVmco to reflect the new the management LAN IP address.

Syntax

/sbin/service y30SVmco stop

/sbin/service y30SVmco start
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2.1.6 Setting the destinations of traps from a
partition

® This setting is necessary only when you need to send trap.

® Please execute this setting when Operation management software receive events
by trap.

® Editing snmpd.conf

# vi letc/snmp/snmpd.conf

Add the following lines according to the SNMP version used.
* The lines of definitions can be in any order.
trapsink HOST [COMMUNITY [PORT]] # SNMPvL1 trap setting

trap2sink HOST [COMMUNITY [PORT]] # SNMPv2 trap setting

trapsess SNMPCMD_ARGS HOST[:PORT] # SNMPvV3 trap setting

The following describes the settings in detail.

® SNMPvV1/SNMPV2 trap setting

trapsink HOST [COMMUNITY [PORT]] # SNMPv1 trap setting

trap2sink HOST [COMMUNITY [PORT]] # SNMPV2 trap setting
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The setting defines the host receiving the trap (i.e., the trap destination).

A Cold Start trap is sent to the defined host during snmpd startup. If the
partition is set to send SNMP traps, a trap is sent from the partition
following any authentication failure.

You can specify multiple trap destinations by specifying multiple hosts
on the trapsink and trap2sink lines.

As an alternative to specifying COMMUNITY, you can specify a character
string on the trapcommunity line. The trapcommunity command defines a
default community character string for sending traps. To use
trapcommunity to set a community character string, specify the string
before the trapsink and trap2sink lines.

trapcommunity STRING # Community name setting

As an alternative to specifying PORT, you can use the general-purpose
SNMP trap port (162).

The following example shows how to send traps with "public” as the
community name. The traps are sent to the manager of port 162 with IP
address 192.168.0.162.

trapsink 192.168.0.162 public 162 ##SNMPv1 trap setting

trap2sink 192.168.0.162 public 162 ##SNMPv2 trap setting

SNMPv3 trap setting

trapsess SNMPCMD_ARGS HOST[:PORT]# SNMPv3 trap setting

The setting defines the host receiving the trap (i.e., the trap destination). As an
alternative to specifying PORT, you can use the general-purpose SNMP trap
port (162).
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The following options are the main options specified with SNMPCMD_ARGS.

-V version:

This option specifies the SNMP version. For SNMPv3, specify 3.

-e enginelD:

This option specifies the oldEnginelD value. The /var/net-
snmp/snmpd.conf file at the trap source contains this value.

-u secName:

This is the account for SNMPv3. This setting must match that on the
manager side.

-| secLevel:

This option specifies one of the values listed in following table according
to the security level of SNMPv3 messages.

secLevel settings

Setting value | Authentication Encryption
noAuthNoPriv  [Not set Not set
authNoPriv Set Not set
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Setting value | Authentication Encryption

authPriv Set Set

-a authProtocol:

This is the protocol for SNMPv3 message authentication. Either MD5 or
SHA is specified. To use SHA, install openssl and create a package with
openssl. The option takes effect only if the security level in the -l option
includes authentication. Otherwise, you can omit the option.

-A authPassword:

This is the authentication password (at least eight characters). This
setting must match that on the manager side. The option takes effect
only if the security level in the -l option includes authentication.
Otherwise, you can omit the option.

-X privProtocol:

This is the protocol for SNMPv3 message encryption. Currently, the only
supported encryption/decryption protocol is DES. The option takes effect
only if the security level in the -l option includes encryption. Otherwise,
you can omit the option.

-X privPassword:

This is the encryption password (at least eight characters). This setting
must match that on the manager side. The option takes effect only if the
security level in the -l option includes encryption. Otherwise, you can
omit the option.
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The following example shows how to send SNMPv3 traps with the
"PRIMEQUEST" account to enable authentication and encryption. The traps are
sent to the manager of port 162 with IP address 192.168.0.162.

Htrapsess -v 3 -e 0x800007e58026577a9f421950a4 -u PRIMEQUEST -\
authPriv -a MD5
-A 00000000 -x DES -X 11111111 192.168.0.162:162 \

## SNMPV3 trap setting

\: This indicates that there is no line feed.

After setting the trap destination, restart snmpd with the following command.

#/etc/rc.d/init.d/snmpd restart

® How to confirm a trap destination setting

To confirm a trap destination setting, use the standard net-snmp trap that was
sent during the snmp restart. You can confirm the correct trap setting by
checking whether the trap was received.

Remarks

The trap destination must be running both a trap receiving application and a trap
manager to be able to receive standard net-snmp traps.

Restart snmpd with the following command on the trap source machine.
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# /etc/rc.d/init.d/snmpd restart

After that operation, a Cold Start trap is posted to the trap receiving application
at the trap destination. Cold Start is a standard net-snmp trap.

In the following example, the trap destination is a Linux machine. snmptrapd
runs on the Linux machine that is the trap destination to receive traps.
snmptrapd outputs the following message to the system log. Confirm that the
Linux machine received the trap normally.

Aug 17 12:00:53 pg-server snmptrapd[2600]: 2005-08-17 12:00:53 \
pg-server.

fujitsu.com [192.168.0.162](via 192.168.0.162) TRAP, SNMP v1, \
community

public NET-SNMP-MIB::netSnmpAgentOIDs.10 Cold Start Trap (0) \

Uptime: 0:00:00.17

\: This indicates that there is no line feed.

2.1.7 Configuring SNMP to use duplicate disks

This section describes the required settings for using duplicate disks.

Remarks
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Make settings only as needed.

You can use duplicate disks from a partition in a single cabinet to configure a
new partition. To do so, you need to manually change EnginelD of SNMPv3 for
internal SVmco communication.

Change EnginelD by using the following procedure. Perform the procedure with
root privileges.

® Operations

1. Execute the ps command to check whether SVmco is active.

Syntax

ps ax | grep mco

Example of output

If the command displays the processes in /opt/fujitsu/SVmco/bin/ as follows,
SVmco is running.

# ps ax | grep mco

4562 ? S 0:00 /opt/fujitsu/SVmco/bin/pm -0 70 /etc/opt/\
SVmco/global/pmmco.conf

4563 ? S 0:18 Jopt/fujitsu/SVmco/bin/pcx -p /

4564 ? S 0:06 /opt/fujitsu/SVmco/bin/pcxipmi -p /

4565 ? S 0:00 /opt/fujitsu/SVmco/bin/mmbm -p /

4566 ? S 0:01 /opt/fujitsu/SVmco/bin/mmbs -p /

21670 pts/5 S+ 0:00 grep mco
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\: This indicates that there is no line feed.

2. If SVmco startup is in progress, execute the service command to stop
SVmco.

Syntax

/shin/service y30SVmco stop

3. Execute the ps command to check whether snmpd is active.

Syntax

ps ax | grep snmpd

Example of output

If the command displays /usr/sbin/snmpd as follows, snmpd startup is in
progress.

# ps ax | grep snmpd
32611 ? S  0:04 /usr/sbin/snmpd -Lsd -Lf /dev/null -p \

var/run/snmpd -a

\: This indicates that there is no line feed.
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4.

If snmpd startup is in progress, execute the service command to stop
snmpd.

Syntax

/shin/service snmpd stop

Change the oldEnginelD value defined in the /var/net-snmp/snmpd.conf
file.

*case of SUSE(R) Linux Enterprise Server
Ivar/lib/net-snmp/snmpd.conf
Change it to an appropriate hexadecimal value consisting of up to 34 digits.

However, be sure to use a value that is unique in the partitions in the same
cabinet.

Example of changing the oldEnginelD value to 0x19760523

#vi lvar/net-snmp/snmpd.conf

oldEnginelD 0x19760523

Execute the service command to start snmpd.

Syntax

/sbin/service snmpd start
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7. Move to the /opt/fujitsu/SVmco/sh/ directory to generate another
SNMPv3 password for internal SVYmco communication.

Syntax

cd /opt/fujitsu/SVmco/sh/

8. Execute snmpsetup.sh in this directory.

When executed, snmpsetup.sh automatically generates an
SNMPv3 password for internal SVmco communication.

Syntax

Jsnmpsetup.sh install

9. Start SVmco.

Syntax

/shin/service y30SVmco start

2.1.8 Installing a SVmco update

This section describes how to install a SVmco update in Red Hat Enterprise
Linux.

The description in this section assumes that the SVmco package file(SVmco-
$VER-$REL.tar.gz) has already been uncompressed in a work directory
(referred to as $WORK_DIR, in this document), and directory "SVmco" has
already been made.
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Perform these operations with root authority.

When you update SVmco, it is necessary to stop and start ServerView Agents. If
ServerView Agents is not stopped, some files can not be replaced.

1. Stop the ServerView Agents service

# srvmagt stop

2. Stop the SVmco service

# Ishbin/service y30SVmco stop

3. Change the current directory to SVmco in $WORK_DIR:
# cd SWORK_DIR/SVmco

4. Enter the following command to start installation:
# /INSTALL.sh

5. Start the SVmco service

# Isbin/service y30SVmco start

6. Start the ServerView Agents service

# srvmagt start
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Notes of SVmco update

- When updating SVmco on PRIMECLUSTER system, please stop
PRIMECLUSTER

according to the PRIMECLUSTER Installation and Administration Guide.

- Because PRIMECLUSTER function stops during update or restart of SVmco

temporarily, either of two kinds of PRIMECLUSTER messages might be
output.
7210 An error was detected in MMB.

SA SA_mmbp.so to test host <nodename> failed

- The following message may be output when updating SVmco.
But, there is no significant effect for SVmco activities.

/sbin/ldconfig: <LIBNAME> is not a symbolic link

The parameter "IPVersion" in configuration file (ipsetup.conf) of
management LAN IP Address for IPv4 for PRIMECLUSTER linkage is not
added when updating it before the edition of SVmcol.3.

When you do not add the parameter to ipsetup.conf, Svmco considers the
protocol of management LAN to be IPv4.
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2.1.9 Uninstalling SVmco

This section describes how to uninstall SVmco in Red Hat Enterprise Linux.

Execute the following commands in the order shown to first stop SVmco
services and then uninstall the SVmco package.

Syntax

/shin/service y30SVmco stop

/bin/rpm -e SVmco
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2.2 Configuring SVmco (Windows Server
2008/2012)

This section describes confirmation of the required settings for SVmco operation

after operating system installation, and corresponding features about the

settings.

Confirmation of the required settings for SVmco operation, and corresponding features

about the settings

Automatic

Required/ setting (*1)/

Setting item See
As needed Manual setting
(*2)

Required | Configuring the Manual 2.2.1 Configuring the
PSA-to-MMB setting PSA-to-MMB
communication communication LAN
LAN
Confirming Manual 2.2.2 Confirming
management LAN | setting management LAN
settings settings
Installing the Manual 2.2.3 Installing the
PSHED Plugin setting PSHED Plugin driver
driver
Configuring the Manual 2.2.4 Configuring the
Windows Firewall | setting Windows Firewall
Setting the Manual 2.2.5 Setting the
management LAN | setting management LAN [P
IP address address
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Automatic
Required/ setting (*1)/
Setting item See
As needed Manual setting
(*2)
Setting trap Manual 2.2.6 Setting trap
destinations setting destinations
]iertz]n(?nx\é?ﬁhd()g 2.2.7 Setting the
9 Manual Watchdog Timer for
after a STOP error . .
setting monitoring after a STOP
As (fatal system
error (fatal system error)
needed | error)
Installing a SVmco Not applicable 2.2.8 Installing a SVmco
update update
Uninstalling . 2.2.9 Uninstalling
N I I
SVmco (*3) ot applicable SVmco

*1 Automatic setting: Values are automatically set during SVmco installation.
You may need to change an automatically set value. See the section listed in the
table.

*2 Manual setting: Values are not automatically set during SVmco installation.
Make settings as described in the section referred to in the table.

*3 To operate the PRIMEQUEST 1000x2 series server, you need to first install
SVmco. If you uninstall SVmco, the following restrictions apply.

. Even under an REMCS agreement, no software errors are reported.

. Hot maintenance of hard disks is disabled. The partition must be
stopped for maintenance.
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Remarks

. SVIM installs SVmco as it installs the operating system. For details on
SVIM, see the ServerView Installation Manager.

. The installer installs some components for REMCS function on the
operating system side during SVmco installation. Only service engineers
who Fujitsu has certified make settings for REMCS.

o The following table lists settings for SVmco operation. The installer
automatically adds or updates these settings during SVmco installation.

Note

Do not change the settings that were automatically added or changed during
SVmco installation. Otherwise, SVmco may not operate normally.

Settings automatically added/changed during SVmco installation

Item Description

1. Service settings

ServerView Mission Critical Option

PRIMEQUEST PEM Command Service

PRIMEQUEST Environment Control

Service
2. Environment . PATH variable: Adds the value used by
variable settings SVmco to the existing PATH variable.

o SVmco_INSTALLPATH variable: Adds a
new variable.

4. SNMP security  |Security is set for SNMP Service because SVmco
settings needs to accept SNMP packets from the MMB.
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SVmco

Item

Description

The task varies depending on the parameter
selected on the [Security] tab in the [SNMP
Service Properties] window during SVmco
installation.

. With [Accept SNMP packets from any
host] selected:
SNMP security is not configured.

) With [Accept SNMP packets from these
hosts] selected: If neither the MMB IP
address nor localhost is specified, localhost
and SNMP security are configured.

5. WMI (Windows
Management
Instrumentation)

settings

SVmco uses WMI to acquire information on PCI
Express cards and SCSI devices. WMI is
installed as standard with Windows.

These settings include settings on the size of
memory and number of internal handles used by
WMI to collect this information. If the system has
many LUNSs for devices such as RAIDs, it may
not have sufficient memory or internal handles.
For this reason, the settings are changed to the
following values:

. Upper limit on memory used:
536,870,912 bytes (default of the operating
system)

. Upper limit on internal handles: 65,536
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Remarks

. Execute the SNMP security setting command (setsnmpsec) in the
following situations. For details on the command, see 3.5 SNMP Security
Setting Command (setsnmpsec).

o Having installed SVmco, you will be changing the SNMP
Service security setting from [Accept SNMP packets from any host] to
[Accept SNMP packets from these hosts].

o You will be changing the MMB IP address.

o If you change the MMB IP address or the management LAN IP address
on the partition, be sure to then restart SVmco. Otherwise, SVmco would
not be able to report detected errors.

® Notes on configuring Windows Server 2008/2012

. From [Properties] in the Event Viewer, do not change the operation in
[When maximum log size is reached] for the system log or application log
to [Do not overwrite events (clear log manually)]. Otherwise, after the log
reaches the maximum log size, no errors are output to the log, so SVagent
will be unable to detect any errors.

. If the set value of the following registry key is less than 20000 (20
seconds), the system may hang during operating system shutdown. Be
sure to set a value equal to or greater than 20000 (20 seconds).

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control
WaitToKillServiceTimeout" (Type: REG_DWORD /
Default;20000)

. You can use the above registry key to specify the wait time (ms) before
the service is terminated in the shutdown sequence.
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2.2.1 Configuring the PSA-to-MMB communication
LAN

This section describes how to confirm the settings for the PSA-to-MMB
communication LAN.

Communication between SVmco and the MMB requires that the partition have
an active NIC connected to the PSA-to-MMB communication LAN.

For the setting of the PSA-to-MMB communication LAN, use the following
procedure.

Note
In the following cases, you can not use event notification function of SVmco:

. [Interface] of [MMB-PSA IP Address] in the [Network Configuration] -
[Network Interface] window of the MMB Web-UlI is Disable

o The following operation (execution of the configuration command of
PSA-to-MMB communication LAN) is not performed

1. Execute the PSA-to-MMB communication LAN setting command.

[SVmco installation folder]\opt\fujitsu\SVmco\sh\setpsalan.bat
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Note
If the operating system has not been restarted after SVmco installation,
the PSA-to-MMB communication LAN setting command in step 1 will
fail. Execute the PSA-to-MMB communication LAN setting command
after restarting the operating system.

® When the PSA-to-MMB network interface "SVMCONIF" of LAN has
already existed, the setting of PSA-to-MMB communication LAN is not
executed.

Please execute the command after changing the network interface
name except for "SVMCONIF" when you need to reconfigure.

2. Restart the operating system.

Performing the above procedure sets the following values.

<IP address>
172.30.0.<partition ID + 2>/24
Example: Partition ID of 2

172.30.0.4/24

<Communication settings>
Auto Negotiation off

Speed 100 Mbps
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Duplex full

<Network Interface>

Change network interface name of the PSA-to-MMB communication LAN to “SVMCONIF”.
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In the following cases, change the IP address setting.

o The automatically set IP address is the same as the IP address or
subnet used for a production network or management network.

. You are configuring a new partition using a duplicate disk from another
partition.
. The partition ID changes because a disk installed in a partition was

moved to another partition.

. You are configuring a Windows cluster (MSCS) with partitions assigned
the same number, with the cluster spanning cabinets. (The same IP
addresses are assigned, so a configuration check detects an error
indicating that a duplicate IP address was found.)

Change the IP address setting by using the following procedure. If you are
changing the setting because of the above reason 1, you need to change the IP
addresses of all partitions in the cabinet and the IP address of the PSA-to-MMB
communication LAN on the MMB side to IP addresses in the same subnet.
Change the IP addresses on the MMB side from the MMB Web-UI.

Notes
. Do not change the automatically set communication values. Otherwise,
PSA-MMB communication may be disabled, making SVmco functions
unavailable.

. Change PSA-to-MMB LAN settings only after SVmco installation. If
changed before SVmco installation, the settings are overwritten by the
installation.

51



SVmco
User Guidel

® Configuring the network adapter for the PSA-to-MMB
communication LAN

Configure the network adapter by using the following procedure.

® Operations

1. Select [Control Panel] - [Network Connections].

>> A window displays a list of networks.

2. Select [SVMCONIF] from the displayed list. Then, select [Properties]
from the right-click menu.

Notes
o If there is no connection named [SVMCONIF], SVmco has
probably not been installed. Always change the settings after SYmco
installation.
o Do not change the connection name [SVMCONIF]. Otherwise,

the settings can be overwritten by the automatically set values in a
SVmco update.

3. Select [Internet Protocol (TCP/IP)]. Then, click the [Properties] button.

>> The [Internet Protocol (TCP/IP) Properties] dialog box appears.

4, Set the IP address and subnet mask.

o Please set the duplicate IP Address of all partitions in the
cabinet.
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5. Set the PSA-to-MMB communication LAN IP addresses in the SVmco
configuration file.

File storage location : [SVmco installation
folder]\etc\fujitsu\SVmco\usr\ tommbipsetup.conf

Setting values: Enter the IP addresses set in Step 4.

<Setting example>

[NETWORK]

TOMMBIP=172.30.0.4 <IP address set by Step4>

6. To apply the NIC settings for the dedicated PSA-to-MMB communication
LAN, restart SVmco by using the following steps.

Select [Control Panel] - [Administrative Tools] - [Services].

Right-click [ServerView Mission Critical Option] in the right side of the
window. Then, select [Restart].

® Making settings through a remote desktop connection

To configure the PSA-to-MMB communication LAN through a remote desktop
connection, you need a console session connection. Establish this connection

by using the following procedure.

1. Select [Start] - [Run].

>> The [Run] dialog box appears.
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2. Enter "mstsc /v:<servername/ip address>/console" in the [Open] field.
Then, click the [OK] button.

Specify the connected server name or the IP address in <servername/ip

address>. (You cannot specify its virtual IP address in the cluster.)
You can check the details of mstsc options by entering "mstsc /?".

2.2.2 Confirming management LAN settings

Make settings for the management LAN. If necessary, also configure any
duplication with teaming or GLS, for example.

After completing the above network settings for the management LAN, perform
the operations in 2.2.5 Setting the management LAN |IP address.

Note
In the PRIMEQUEST environment, it is necessary to specify OFF for the STP

function of the switch that connects to the management LAN used for
communication with the MMB.

2.2.3 Installing the PSHED Plugin driver

The PSHED Plugin driver expands the WHEA (Windows Hardware Error
Architecture) functions.

This driver is not automatically installed. Manually install the driver with the batch
file (plugin_install.bat) stored in the following folder.
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SVmco installation folder\fjpsaplg\plugin_install.bat
(Example: C:\Program Files (x86)\Fujitsu\ServerView
Suite\SVmco\fjpsaplg\plugin_install.bat)

Remarks
The following functions do not work unless the driver is installed:

. Suppression of logging of Correctable Error events to the Event Viewer
(Windows system event log)

o State transition to Stop Error for a Blue Screen of Death event ([System
Progress] in the [Power Control] window of the MMB Web-UI)

Notes

. Do not execute the installation batch more than once.
If it is executed more than once, as many PRIMEQUEST PSHED Plugin
drivers as the number of times executed are installed.

. If the installation batch is executed multiple times, no operational
problems occur but multiple PRIMEQUEST PSHED Plugin drivers are
displayed by the Device Manager.

In this case, uninstall all the PRIMEQUEST PSHED Plugin drivers and
then reinstall one according to the following procedure. After the
reinstallation, the operating system must be restarted.

1. Record the number of times [PRIMEQUEST PSHED Plugin
Driver] appears under [System Devices] in the Device Manager.

2. Execute the following PSHED Plugin driver uninstallation batch
as many times as the number recorded in step 1.

PSHED Plugin driver uninstallation batch storage location:
SVmco installation folder\fjpsaplg\plugin_uninstall.bat
(Default. C:\Program Files (x86)\Fujitsu\ServerView
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Suite\SVmco\fjpsaplg\plugin_uninstall.bat)

3. Restart the operating system.

4, Confirm that no [PRIMEQUEST PSHED Plugin Driver] appears
under [System Devices] in the Device Manager.

5. Reinstall the PRIMEQUEST PSHED Plugin driver according to
B Operations below.

B Operations
1. Open the following folder, and double-click [plugin_install.bat].

SVmco installation folder\fjpsaplg
(Example: C:\Program Files (x86)\Fujitsu\SVmco\fjpsaplg)

2. Restart the operating system. Then, the driver starts running.

3. Confirm that [PRIMEQUEST PSHED Plugin Driver] appears under
[System Devices] in the Device Manager. If the Device Manager does not
display the driver, repeat the procedure from step 1.
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2.2.4 Configuring the Windows Firewall

For operation with the Windows Firewall enabled, the following ports must be
open to enable them to send and receive data from the MMB.

. SNMP Service uses UDP port 161 (to receive data from the MMB).

. svmcommbs.exe uses a port to send data to the MMB (TCP port 5000
on the MMB side).

o svmcommbs.exe uses ICMP as the protocol for the MMB.
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B Operations

1. Select [Start] - [Administrative Tools] - [Windows Firewall with Advanced
Security].

2. The [Windows Firewall with Advanced Security] window appears. Click
[Inbound Rules] in the left pane. The [Inbound Rules] list appears in the
center pane.

| Fle fction Vew Hep |

CEE e |
PRl irbound &
N ame Group ~ Profie | Enabled [ Action [ Overa &
B Connection Securty Rules | 2 BITS Peercaching (ContentIn) BITS Peercarhing ay Mo Aow Mo iy ew ..
& &, Moritoring 8175 Peercaching (RFC) BITS Peercaching any Mo dow Mo
0 BITS Peercaching (RPC-EPMAP) BITS Peercaching Any No Alow Mo 7 Filter by Profil 4
{9 BITS Peercaching (WSD-In) BITS Peercaching Ay Mo Alow Mo |7 Fiter by state »
COM+ Network Access (DCOM-In) COM+ Network Access Ay Mo dlow Mo
O b any Yes low No T Fiter by Group 4
@c e any Yes Alow Mo View >
(8 Core Networking - Dynamic Host Configurati... Core Networking any Yes Alow Mo =
G Internet e G Ay e How Mo | |[ @ Refesh
(8 core Networking - 1Py (1Pve-In) Core Networking Ay Yes dlow Mo 5 Export List..,
@c Muticast Listener Done (1. Ay Yes How Mo |y
(€ Core Networking - Mukicast Listener Query (... Core Networking Ay Yes Aow Mo
(@ Core Networking - Multicast Listener Report ... Core Networking Any Yes Alow  Ho
(8 Core Networking - Mukicast Listener Report ... Core Networking Ay Yes Alow Mo
O« leighbor Discovery Adve... Ay Yes dlow Mo
@c Neighbor Discovery Solct.. Ay Yes Hlow  No
(@ Core Networking - Packet Too Big (ICHPv6-In)  Core Networking any  Yes dlow  No —
Uc Problem (ICMP... Cc Any Ves Alow Mo
O« (C... Ay Yes Alow Mo
(@ Core Networking - Teredo (UDP-In) Core Networking Ay Yes dlow Mo
@c ded (ICMPYE-In) G Ay Yes Alow  No
- Router Solictation (ICMPvé-In)  Core Networking Any Yes Alow Mo
Transaction Coordinator (RPC)  Distrbuted Transaction Coordi.. Any  No Alow Mo
Transaction Coordinator (RPC-EP... Distributed Transaction Coordi... Any  No Alow Mo
@ Distributed Transaction Coordinator (TCP-In) ~ Distrbuted Transaction Coordi... Any Mo dlow Mo
(@ File and Printer Sharing (Echo Request - ICM.... File and Printer Sharing any Mo dlow Mo
0 File and Printer Sharing (Echo Request - ICM... File and Printer Sharing any No Alow Mo
@ File and Printer Sharing (NE-Datagram-In)  File and Priter Sharing Ay Mo Alow Mo
D File and Printer Sharing (NE-Name-In) File and Printer Sharing Ay Mo dlow Mo
0 File and printer Sharing (NB-Session-In) File and Printer Sharing ay Mo dlow Mo
) File and Printer Sharing (SME-In) File and Printer Sharing ay Mo dlow Mo
{4 File and Printer Sharing (Spooler Service - RPC) File and Printer Sharing any No Alow  No
@ File and Printer Sharing (Spooler Service -R... File and Printer Sharing Ay Mo Alow Mo
@ isCsl Service (TCP-In) i5CS Service Ay Mo Alow Mo
0 Key Management Service (TCP-In) Key Menagement Service ay Mo Aow Mo
U hetlogon Service (NP-In) Netlogon Service Any No. Alow No
& Network Discovery (LLMNR-UDP-In) Network Discovery any No Alow  No v
‘ | ol | ,

Windows Firewall window

3. Select and right-click [SNMP Service (UDP In)] in the [Inbound Rules]
list. Then, click [Properties].
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4,

The two default profiles for SNMP Service (UDP In) are [Domain] and

[Private, Public]. Perform steps 3 to 7 for both profiles.

The [SNMP Service (UDP In) Properties] dialog box appears. Click the
[General] tab. Then, check the [Enabled] check box in [General] (checked

by default).

SNMP Service {(UDP In) Properties E3

Users and Computers I Protocols and Ports | Scope I Advanced

General Programs and Services

(D This is a predefined rule and some of its properties cannot
= be modified.

— General

Description:

Inbound rule for the Simple Network Management -
Protocol [SNMP) Service to allow SNMP traffic. [UDP

IV Enabled

=

— Action
R ¢ Allow the connections
"L € Allow only secure connections
B Hequire encpption
™ Owemde block rules
" Block the connections

Learn more about these settings

ok | cancel | sp

[General] tab in [SNMP Service (UDP In) Properties]
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SVmco

5.

Click the [Scope] tab.

Select [Any IP address] for [Local IP Address].

Select [These IP Addresses] in [Remote IP Address]. Then, click the [Add]

button.

General I Programs and Services

SNMP Service (UDP In) Properties B3 I

Users and Computers | Protocols and Ports ~~ Scope I Advanced I

— Local IP address
& AnyIP address

Bl Thews IF addhesses

#dd.

it

Edit.

EMGYE

— Remote IP address
& O AnyIP addiess

Bl 7 ThessIPaddiesses

Local subnet Add

Edit

|

Hemove

Learn more about setting the scope

| OK I Cancel I Apply

[Scope] tab in [SNMP Service (UDP In) Properties]
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6. The [IP Address] dialog box appears. Click [Predefined set of
computers].

Select [Local subnet] from the list. Then, click the [OK] button.
paddess [

Specify the IP addresses to match:

¢ This IP address or subnet;

Examples: 192.168.0.12
192.168.1.0/24
2002:9d3b:1a31:4:208: 7 4ff:fe39:6c43
2002:9d3b:1a31:4:208: 74ff:fe39:0/112

" This IP address range:

From: I

To: |

" Predefined set of computers:

I Default gateway LI

Learn more about specifving IP addresses

oK Cancel I

[IP Address] dialog box

7. Click the [OK] button to close the [SNMP Service (UDP In) Properties]
dialog box.
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8.

10.

11.

Click [Outbound Rules] in the left pane of the [Windows Firewall with
Advanced Security] window.

The [Outbound Rules] list appears in the center pane.

Click [New Rule] in the right pane of the [Windows Firewall with
Advanced Security] window. The [New Outbound Rule Wizard] window
appears with [Rule Type] displayed at the top left. Select [Custom]. Then,
click the [Next] button.

The wizard displays the [Program] window, as indicated at the upper left.
Select [This program path]. Then, click the [Browse] button. Select
"svmcommbs.exe." Then, click the [Next] button.

Remarks

svmcommbs.exe is in opt\SVmco\bin\ in the SVmco installation path. The
default installation path for SVmco is Program Files\fujitsu\ServerView
Suite\SVmco\.

The wizard displays the [Protocol and Ports] window, as indicated at the
upper left. Select or enter values for the following items. Then, click the
[Next] button.

[Protocol and Ports] setting items

Window item Selected or entered value
Protocol type TCP
Local port All Ports
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Window item Selected or entered value

Remote port Select [Specific Ports]. Then, enter
5000 in the text box below it.

# New Outbound Rule Wizard [ ]
Protocol and Ports

Specify the protocol and ports that this rule matches.

Steps:
» RuleType ‘What protocol and ports does this rule apply to?
@ Program
« Protocol and Ports Protocol type: TCP =
@ Scope Protocol number: =
@ Action
@ Profile Local port: fm
@ Name [—
Example: 80, 445, 8080
Remate port IW’
oo ——

Example: 80, 445, 8080

Internet Control Message Protocol
(ICMP) settings:

Leam more about protocol and ports

< Back I Next > I Cancel

New Outbound Rule Wizard - Protocol and Ports
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12.  The wizard displays the [Scope] window, as indicated at the upper left.
Select or enter values for the following items. Then, click the [Next] button.

[Scope] setting items

Window item

Windows2008

Windows2008R2

Windows2012

Selected or entered
value

Which remote IP
addresses does this rule
match?

Select remote IP
address applying this
rule.

Any IP address

Select [These IP
addresses]. Then, click
the [Add] button.

Enter the IP address of
the PSA-to-MMB
communication LAN on
the MMB side.

13. The wizard displays the [Action] window, as indicated at the upper left.
Select [Allow the connection]. Then, click the [Next] button.

14.  The wizard displays the [Profile] window, as indicated at the upper left.
Check all the [Domain], [Private], and [Public] check boxes. Then, click the

[Next] button.

15.  The wizard displays the [Name] window, as indicated at the upper left.
Enter "MCOMMBS" in the [Name] field. Then, click the [Finish] button.
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16.

17.

Click [New Rule] in the right pane of the [Windows Firewall with
Advanced Security] window. The [New Outbound Rule Wizard] window
appears with [Rule Type] displayed at the top left. Select [Custom]. Then,
click the [Next] button.

The wizard displays the [Program] window, as indicated at the upper left.
Select [This program path]. Then, click the [Browse] button. Select
"svmcommbs.exe."” Then, click the [Next] button.

Remarks

svmcommbs.exe is in opt\fujitsu\SVmco\bin\ in the SVmco installation path.
The default installation path for SVmco is Program Files\fujitsu\ServerView
Suite\SVmco\.

65



SVmco
User Guidel

18.  The wizard displays the [Protocol and Ports] window, as indicated at the
upper left. Select [ICMPv4] in [Protocol type]. Then, click the [Next] button.

# New Outbound Rule Wizard [x]
Protocol and Ports

Specify the protocal and ports that this rule matches.

Steps:
® RuleType ‘What protocol and ports does this rule apply to?
@ Program

« Protocol and Ports

Protocol type:

@ Scope Protocol number: =
@ Action
@ Profie Local port: N |
@ Name l—
Example: 80, 445, 8080
Remote port: lm
I—

Example: 80, 445, 8080

Intemet Control Message Protocol Customize...
(ICMP) settings:
Leam more about protocol and ports

< Back | Next > I Cancel

New Outbound Rule Wizard - Protocol and Ports
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19.

The wizard displays the [Scope] window, as indicated at the upper left.
Select or enter values for the following items. Then, click the [Next] button.

[Scope] setting items

20.

21.

Window item

Windows2008

Windows2008R2

Windows2012

Select or entered value

Which local IP address
dose this rule match?

Select local IP address
applying this rule.

[Any IP address]

Which remote IP address
dose this rule match?

Select remote IP address
applying this rule.

Select [These IP address].

Then, click the [Add]
button. Enter the IP
address of the PSA-MMB
communication LAN on
the MMB.

The wizard displays the [Action] window, as indicated at the upper left.
Select [Allow the connection]. Then, click the [Next] button.

The wizard displays the [Profile] window, as indicated at the upper left.
Check all the [Domain], [Private], and [Public] check boxes. Then, click the

[Next] button.
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22.  The wizard displays the [Name] window, as indicated at the upper left.
Enter "MCOICMP" in [Name]. Then, click the [Finish] button.

2.2.5 Setting the management LAN IP address

Set the partition management LAN IP address in SVmco. For details on the
management LAN, see 1.3 Management LAN in the PRIMEQUEST 1000 Series
Administration Manual (C122-E108EN).

1. Confirm the "ServerView Server Control" service starts.

If the service has not started, start SVagent.
B Starting SVagent
1. Click [Start] - [Administrative Tools] - [Services].

2. Select [ServerView Server Control] in the right side of the window.

3. Select [Action] - [Start] from the menu bar to start [ServerView Server
Control].

2. Edit the SVmco installation folder \etc\fujitsu\SVmco\usnipsetup.conf file.

Change the following IP address in an editor or similar application.

Syntax
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[NETWORK]

ManagementlP=<management LAN IP address>

Example of input

[NETWORK]

ManagementIP=192.168.0.1

3. Run the following command.

Syntax

MgmtIP.exe -f

2.2.6 Setting the destinations of traps from a
partition

For direct transfer of a SVmco expansion trap from a partition, set the trap
destination and SVmco trap notification by using the following procedure.

Remarks
) SNMPv3 is not supported in Windows.

. Make settings only as needed. Operations management software needs
these settings to manage events by partition.
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. The trap destination must be running both a trap receiving application
and a trap manager to be able to receive standard SNMP Service traps.

B Operations
1. Click [Start] - [Administrative Tools] - [Services].

2. Double-click [SNMP Service] in the right side of the window.

>> The [SNMP Service Properties] dialog box appears.

3. Click the [Trap] tab.

4. Enter the specified community name in the [Community Name] field.
Then, click [Add to List].

5. Click [Add] in [Trap Send Destination].

Enter the host name or IP address of the server receiving the trap (i.e., the
trap destination). Then, click [Add].

Click the [OK] button.

6. Select [Action] - [Restart] from the menu bar to restart SNMP Service.

B How to confirm a trap destination setting

To confirm a trap destination setting, use the standard SNMP Service trap sent
to restart SNMP Service in the above step 8. You can confirm the correct trap
setting by checking whether the trap was received.
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Remarks

The operation performed in step 6 on the trap source machine restarts SNMP
Service.

After that operation, a Cold Start trap is posted to the trap receiving application
at the trap destination. Cold Start is a standard SNMP Service trap.

snmptrapd runs on the Linux machine that is the trap destination to receive traps.
snmptrapd outputs the following message to the system log. Confirm that the
Linux machine received the trap normally.

Aug 17 14:50:03 pg-server snmptrapd[2600]: 2005-08-17 14:50:03 \
pg-server.fujitsu.com

[192.168.0.162] (via 192.168.0.162) TRAP, SNMP v1, community \
public SNMPv2-SMI::

enterprises.211.1.31.1.2.100.3 Cold Start Trap (0) Uptime: 0:00:00.00

\: This indicates that there is no line feed.

2.2.7 Setting the Watchdog Timer for monitoring
after a STOP error (fatal system error)

If a STOP error (fatal system error) occurs in the system, the following situation
results.

) After you select [Partition] - [Power Control] from the MMB Web-Ul, the
window displays "Stop Error" under [System Progress] for the relevant
partition.

. The operating system acquires a memory dump.
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You can set monitoring with the Watchdog Timer to perform recovery after the
system freezes or otherwise becomes unresponsive in the above event.

Immediately after the specified time elapses, the MMB performs a Hard Reset to
reboot the operating system.

B Operations
1. Open the following file:

SVmco installation folder\etc\fujitsu\SVmco\usr\pnwatchdog.conf

Example: C:\fujitsu\ServerView
Suite\SVmco\etc\fujitsu\SVmco\usr\pnwatchdog.conf

2. Specify the value of the following key. The default is 0.
Section: [WATCHDOG]
Key: [TIMER]
Setting value (unit: seconds): 0 (Watchdog Timer disabled),

1 to 6000 (Watchdog Timer monitoring time)

Remarks

Determine the setting value by measuring the time taken for a memory dump in
the applicable partition. If the measured time exceeds 6000 seconds (one hour
and 40 minutes), specify 0 (Watchdog Timer disabled).
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If the specified time is too short for a memory dump, the Watchdog Timer times
out and triggers a Hard Reset. In such cases, a memory dump cannot normally
be acquired.

2.2.8 Installing a SVmco update

This section describes the SVmco update installation procedure.

Remarks
. Using a fix program of the same version as the installed SVmco version:

SVmco uninstallation begins when you click the [Delete] button and click
the [Next] button in the confirmation message dialog box. After that,
SVmco is reinstalled. If you do not want to uninstall SVmco, click the
[Cancel] button in the confirmation message dialog box.

. For details on how to acquire fix programs, contact the distributor where
you purchased your product, or your sales representative.

B Operations
The descriptions in this section assume that the SVmco update file

(ServerViewMissionCriticalOption_Win.exe) has already been
saved in

a work directory.

When update SVmco, it is necessary to stop and start ServerView
Agents.
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If ServerView Agents is not stopped, some files can not be
replaced.

Perform this operation with the Administrator authority.

1.  Open Services of Administrative Tools.
2. Select and stop SNMP Service.
3. Select and stop ServerView Virtualization Management Agent.
4. Select and stop ServerView Server Control Service.
5. Open the working directory using Explorer.

6. Run the ServerViewMissionCriticalOption_Win.exe and follow
the instruction given by it.

7. Select and start ServerView Server Control Service.

Notel) It may be required for OS reboot after SVmco update.

2.2.9 Uninstalling SVmco

This section describes the SVmco uninstallation procedure.
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Remarks

Uninstalling SVmco deletes all the files in the SVmco installation folder. Save the
necessary files before uninstallation. To confirm the SVmco installation folder,
check the environment variable (SVmco_INSTALLPATH).

B Operations

1.

Select [Control Panel] - [Programs and Features].

The [Programs and Features] window appears.

Select [ServerView Mission Critical Option] from the list of currently
installed programs. Then, click [Remove].

The Preparing to install window appears. Then, a deletion confirmation
message appears.

Click the [Yes] button.
>> Uninstallation begins.

Immediately after uninstallation is completed, the Uninstall Complete
window appears.

Click the [Finish] button.

To delete the PSHED Plugin driver, you need to restart the operating
system. Be sure to confirm that the operating system can be restarted,
before restarting it.
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2.3 Configuring SVmco (VMware)

The bundled software is stored in ServerView Suite DVD1. Copy the files from
ServerView SuiteDVD1 and use them.

2.3.1 Installing SVmco

This section describes how to install SVmco.
1. Start the terminal with root privileges.
2. Mount ServerView Suite DVD1.

3. Copy the SVmco module to any directory of the PRIMEQUEST 1000x2
series server. Then, expand the files.

# cp MNT/SVSLocalTools/Japanese/SVmco/SR_Linux/\
SVmco-XXXRHELS5.tgz /tmp

* MNT is the mount point.

\: This indicates that there is no line feed.

XXX depends on the version.

In the above example, the "any directory” is /tmp.
# cd /tmp

# tar xvzf SVmco-XXXRHELS5.tar.gz

4. Execute the following command.

# cd SVmco
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# ./INSTALL.sh -SVIM

5. After the installation of SVmco, make the required settings. For details

on the setting method, see SVmco Setting Procedure for VMware and 2.2

Configuring SVmco (Linux: Red Hat Enterprise Linux 5).

2.3.2 Settings after SVmco Installation

The settings after SVmco installation for VMware partly differ from those for

RHEL. This section describes only the different parts.

For details on the parts of the setting procedure that are the same as those for
RHEL, see the following.

Settings after SVmco Installation (VMware)

Settings after SVmco
installation

For VMware

Configuring the PSA-to-
MMB communication
LAN

2.3.3 Configuring the network

Confirming management
LAN settings

2.3.3 Configuring the network

Confirming SELinux
function settings

(No settings required)

Confirming the firewall
function

2.3.4 Configuring the firewall

Setting the destinations

Same as for RHEL5
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Settings after SVmco

. . For VMware
installation

of traps from a partition . L
P P 2.1.6 Setting the destinations of traps from a

partition

. Same as for RHEL5
Setting the management s

LAN IP address 2.1.5 Setting the management LAN [P address

Configuring SNMP to Same as for RHELS

li isk L . .
use duplicate disks 2.1.7 Configuring SNMP to use duplicate disks

Configuring the default

gateway 2.3.6 Configuring the default gateway

2.3.3 Configuring the network
This section describes the network settings required to install and operate
SVmco.

Use the following workflow to perform the work.

B Confirming the PSA-to-MMB communication LAN and management LAN
B Configuring the management LAN

B Configuring the PSA-to-MMB communication LAN

Usually, the network is configured as shown below immediately after the
installation of the operating system.
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P — | vmnicU
VM Network P . . ﬂ 00:19.0

Service console port
Service Console . ‘
vswif0

Physical adapter

‘ vmnic1

0d:00.0

Network configuration immediately after installation of OS

Remark

For details on each command used in the settings below, use man for
confirmation.

Note

Do not set the host name before setting the IP address of vswifO, which exists by
default immediately after the installation of the operating system. If you do so,
VMware may change the value of /etc/hosts to an unintended value.

The description here is based on the assumption that vswifO is used as the
management LAN.
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1.

Confirming the PSA-to-MMB communication LAN and
management LAN

The PSA-MMB communication LAN uses the physical adapter assigned
BUS number 0000:00:19.0.

The management LAN uses an arbitrary physical adapter.

Execute the esxcfg-nics command to confirm the physical adapters used
for the PSA-to-MMB communication LAN and management LAN.

# esxcfg-nics -

Name PCI Driver Link Speed  Duplex\
MAC Address MTU Description
vmnicO  00:19.00 e1l000e Up 100Mbps Half \

00:17:42:de:7c:4b 1500\

Intel Corporation 82567LF-2 Gigabit Network Connection
vmnicl 0d:00.00 igb Up 100Mbps Full'\
00:17:42:9b:dc:b4 1500\

Intel Corporation 82576 Gigabit Network Connection
vmnic2 0d:00.01 igb Down OMbps  Half\
00:17:42:9b:dc:b5 1500\

Intel Corporation 82576 Gigabit Network Connection

\: This indicates that there is no line feed.
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In the above example, vmnicO is used for the PSA-to-MMB communication
LAN, and vmnic1lis used for the management LAN.

m  Configuring the management LAN

1.

Use vswif0, which exists by default immediately after the installation of
the operating system, for the interface of the management LAN.

Execute the esxcfg-vswif command to confirm the status of vswifO.
# esxcfg-vswif -|

Name Port Group/DVPort IP Family IP Address \

Netmask Broadcast Enabled TYPE

vswifO Service Console IPv4 N/A\

N/A N/A true NONE

\: This indicates that there is no line feed.

The above example shows that vswifO has been set for the Port Group
name of "Service Console."

Execute the esxcfg-vswitch command to confirm the status of the virtual
switch.

# esxcfg-vswitch -
Switch Name Num Ports Used Ports Configured Ports \
MTU Uplinks

vSwitchO 64 2 64\
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1500 vmnicO

PortGroup Name VLAN ID Used Ports Uplinks
VM Network 0O 0 vmnicO

Service Console 0 1 vmnicO

\: This indicates that there is no line feed.

The above example shows that Service Console exists in vSwitchQ, and the
physical adapter is vmnicO.

3.

Disconnect the physical adapter from vSwitchO, and then connect the
physical adapter vmnicl, which is used for the management LAN, to
vSwitchO.

Execute the esxcfg-vswitch command to disconnect the physical adapter
vmnicO from vSwitchO.

# esxcfg-vswitch -U vmnicO vSwitchO

# esxcfg-vswitch -|

Switch Name Num Ports Used Ports Configured Ports \
MTU  Uplinks

vSwitchO 64 2 64\

1500
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PortGroup Name VLAN ID Used Ports Uplinks
VM Network 0 0

Service Console 0 1

Execute the esxcfg-vswitch command to connect the physical adapter
vmnicl to vSwitchO.

# esxcfg-vswitch -L vmnicl vSwitchO

# esxcfg-vswitch -

Switch Name Num Ports Used Ports Configured Ports \
MTU  Uplinks

vSwitch0 64 2 64\

1500 vmnicl

PortGroup Name VLAN ID Used Ports Uplinks

VM Network 0 O vmnicl
Service Console0 1 vmnicl
4, Execute the esxcfg-vswif command to assign the IP address

(192.168.0.2) to vswifO.

# esxcfg-vswif -1 192.168.0.2 -n 255.255.255.0 vswif0

# esxcfg-vswif -
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Name Port Group/DVPort IP Family IP Address \

Netmask Broadcast Enabled TYPE
vswif0 Service Console

255.255.255.0 192.168.0.255 true STATIC

\: This indicates that there is no line feed.

IPv4 192.168.0.2\

m  Configuring the PSA-to-MMB communication LAN

7.

Execute the esxcfg-vswitch command to create a virtual switch

(vSwitch1l).

# esxcfg-vswitch -a vSwitchl

# esxcfg-vswitch -

Switch Name Num Ports Used Ports Configured Ports \

MTU Uplinks
vSwitchO 64 2 64\

1500 vmnicl

PortGroup Name VLANID  Used Ports
VM Network O 0 vmnicl
Service Console 0 1 vmnicl

vSwitchl 64 2 64\

Uplinks
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1500

PortGroup Name VLAN ID Used Ports Uplinks

\: This indicates that there is no line feed.

8. Execute the esxcfg-vswtich command to connect the physical adapter
vmnicO to the virtual switch.

# esxcfg-vswitch -L vmnicO vSwitchl

# esxcfg-vswitch -

Switch Name Num Ports Used Ports Configured Ports \
MTU Uplinks

vSwitchO 64 2 64\

1500 vmnicl

PortGroup Name VLAN ID Used Ports Uplinks

VM Network 0 0 vmnicl
Service Console 0 1 vmnicl
vSwitchl 64 2 64\

1500 vmnicO
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9.

10.

PortGroup Name VLAN ID Used Ports Uplinks

Add the port group (PSA-MMB) to the created switch.

# esxcfg-vswitch -A PSA-MMB vSwitchl

# esxcfg-vswitch -

Switch Name Num Ports Used Ports Configured Ports \
MTU Uplinks

vSwitchO 64 2 64\

1500 vmnicl

PortGroup Name VLAN ID Used Ports Uplinks
VM Network 0 0 vmnicl

Service Console 0 1 vmnicl

vSwitchl 64 2 64\

1500 vmnicO

PortGroup Name VLAN ID Used Ports Uplinks

PSA-MMB 0 0 vmnicO

Execute the esxcfg-vswif command to create a virtual port (vswifl).
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The IP address to be set depends on the partition number.

Use the values in the table below.

IP addresses to be set for virtual ports

Ij]irrtri]téc;? IP address Subnet mask
0 172.30.0.2 255.255.255.0
1 172.30.0.3
2 172.30.0.4
3 172.30.0.5

<Example with the partition number of #2 and the PSA-MMB port group of
vswifl>

# esxcfg-vswif —a vswifl -i 172.30.0.4 -n 255.255.255.0 \
-p PSA-MMB

# esxcfg-vswif -|

Name Port Group/DVPort IP Family IP Address \
Netmask Broadcast Enabled TYPE

vswifO Service Console IPv4 192.168.0.2 \
255.255.255.0 192.168.0.255 true STATIC

vswifl PSA-MMB IPv4 172.30.0.4 \

255.255.255.0 172.30.0.255 true STATIC

\: This indicates that there is no line feed.
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Note:

o Please set the duplicate IP Address of all partitions in the cabinet.

11.  Add the following setting to the PSA-to-MMB communication LAN:
Speed: 100 Mbps
Duplex: full
<Example with the PSA-to-MMB communication LAN of vmnic0>

# esxcfg-nics vmnicO -s 100 -d full

12. Set the PSA-to-MMB communication LAN IP addresses in the SVmco
configuration file.

File storage location : /etc/fujitsu/SVmco/usr/tommbipsetup.conf

Setting values: Enter the IP addresses set in Step 4.

<Setting example>

[NETWORK]

TOMMBIP=172.30.0.4
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The configuration work is completed through the above steps.

Virtual switch:
vSwitch0

VM Network

Virtual machine port group

Service Console

Service console port

vswif0: 192.168.0.2

oo o

Virtual switch:
vSwitch1

PSA-MMB
vswif1: 172.30.0.4

PSA-MMB communication port

,=.—

Physical adapter

vmnic1
0d:00.0

Physical adapter
vmnicO
00:19.0

pllows:

Network configuration after setup

2.3.4 Configuring the firewall

This section describes how to configure the firewall for SVmco operation.

For SVmco, the following ports must be open.

Configuring the firewall for SVmco operation
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No. |Port Port number Description
General snmp communication
1 [snmp port udp/snmp or 161 P
port
sa-mmb MMB-PSA port
P L tcp/5000 on MMB
3 |communication . .
ort side For reporting events and
P configuration information

Examples of firewall configurations

No. | Implementation example
1 # esxcfg-firewall -0 161,udp,in,SNMP
3 # esxcfg-firewall -0 5000,tcp,out,PSA-MMB

Configure the default gateway when installing the operating system.

Confirming firewall settings

#esxcfg-firewall -q
Opened ports:
SNMP : port 161 udp.in

PSA-MMB  : port 5000 tcp.out

2.3.5 Configuring the default gateway

If the default gateway is not configured for some reason, make this setting.
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1. Execute the route command to specify a temporary default
gateway.

route add default gw <GATEWAY>

Example: When specifying 192.168.0.1 as the default gateway

# route add default gw 192.168.0.1

2. Use VMware vSphere Client to connect to the service console, and then
configure the default gateway from the service console.

1.

2.

[Configuration] tab.

3.

of the window.

Start VMware vSphere Client.

[DNS and Routing] information.

(%) 192.168.0.2 - vSphere Client

Ele Edt View Inventory Administration Plug-ns Help

Select [Home] - [Inventory] - [Inventory], and then click the

Click [DNS and Routing] in the [Software] area in the lower left

[_[olx]

E3 B3 & rome b gf mventory > B Inventory

& &
= [ (19216802

PSA VMware ESX. 4.0.0. 186700

=

| Getting Started .| Summary [ Virtual Machines . | Resource Allocation .| Performance

| Hardware

Health Status
Processors
Memory

Storage
Networking
Storage Adapters
Network Adapters
Advanced Settings

| Software

Startup/Shutdown

virtual Machine Swapfile Location
Security Profile

System Resource Allocation

Advanced Settings

DNS and Routing

Host Identification
Name
Domain
DNS Servers
Method
Preferred DNS Server
Alternate DNS Server
Search Domains
vinware-rhels-comple
Default Gateways

Service Console
Wikernel

Users & Groups [ Events . Perd ]

Static
19216803

19216801

Recent Tasks x
Name. | Target | status | Details | Initiated by | Requested Start Ti... < | Start Time | Completed Time:
A Tasks | oot

Click [Properties] in the upper right of the window displaying the

91



SVmco
User Guidel

VMware vSphere Client

5. Click the [Routing] tab, and make the [Default gateway] setting
in the [Service Console] area. Then click the [OK] button.

=3} DNS and Routing Configuration [ <]

DMS Configuration ’

Service Console
’/ Default gateway: 192 , 168 ., 0O S |

Gateway device: IvswiFO e l

wikernel
’/ Default gateway: I

OK I Cancel I Help I
~[DNSana rouung conmgaratony arerog oox———

Note

For details on VMware vSphere Client, see the manual of VMware.

2.3.6 Retrieving VMware SVmco maintenance
information

1. When a problem regarding SVmco occurs, execute the SVmco
troubleshooting information collection command (getosvmco), and then
execute the vm-support command. getosvmco command
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# lopt/fujitsu/SVmco/sh/getosvmco <file name>

2. vm-support command

<Execution example>

# vm-support

Remarks

In VMware, the core file is output in /var/core, and is not automatically deleted.
After executing the vm-support command, we recommend deleting the core file
as required.

2.3.7 Notes on VMware SVmco

Note the following points on SVmco in VMware.

. SVmco can run only on the console operating system. It manages the
configuration of devices in the console operating system and detects

device problems. It cannot run in the guest operating system, and must not

be installed in the guest operating system.

o It may take time (at least five minutes) to start SVmco after starting the
operating system.

93



SVmco
User Guidel

2.4 SVmcovm Installation and Uninstallation

This section describes how to install and uninstall SVmcovm.

2.4.1 Installation procesure

Please install SVmcovm according to the following procedures.

Procedure for “setting before SVmcovm installation” is common for Linux and windows.

Setting before SVmcovm installation (common for Linux and Windows)

Installing SVmcovm

Setting after SVmcovm installation

Reboot of virtual machine

Notes

Please select a virtual machine on the VMware ESXi 5 server to install
SVmcovm in a virtual machine, and install SVmcovm.

SVmcovm is needed to install only one virtual machine, not to all virtual
machines.

And, it is necessary to install ServerView RAID on the same
virtualmachine.

Please refer to Chapter 2.1.2 of "PRIMERGY ServerView Suite RAID
Management user manual” for the installation of ServerView RAID.
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Please select a virtual machine that does not move to other partitions in
selecting a virtual machine (vMotion and vSphereHA, etc.).

It becomes impossible to inform of the event correctly when virtual
machine is moved to other partitions.
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2.4.2 Setting before SVmcovm installation

This section describes necessary network setting before the installation
of SVmcovm.

Please follow the procedure below

1. Confirming physical adapter(vmnic) which use PSA-to-MMB
communication LAN.

2. Allocate the PSA-to-MMB communication LAN to virtual
machine.

3. Setting of virtual network for getting information from ESXi.
Setting of virtual machine to start automatically.

This chapter describes Installation of SVmcovm in the virtual machine, as
example of Red hat linux5.

We recommend establishing network which is divided with the
management network(A of example 1 of composing network) as follows
which enclosed it in the red(A and B of example 1 of composing network).

If it is difficult to make above network, you can include management
network as follows. (example 2 of composing network))
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2.4.2.1 Network composition example 1

@ Management network for connecting vClient “A”
Visual switch
VSwitch0
» .

@ Network for PSA-MMB ication LAN “B”
Visual switch
VSwitchl

Vmkernel port
Management Network @)
vmkO :10.20.30.40

Physical adapter
VMNIC1
0000:05:00.0

Physical adapter
(PSA-MMB
communication LAN)

VMNICO

Virtual machine in which
SVmcovm is installed
RHELS

@ Network for the communication between ESXi and virtual machine
(getting pci card information).

Visual switch
Vmkernel port VSwitch2

vmk1 :192.168.1.10

Virtual machine in which
SVmcovm is installed
RHELS

2.4.2.2 Network composition example 2

@ Management network for connecting vClient “A”

Visual switch
Vmkernel port VSwitchO

Management Network Y
vmkO :10.20.30.40

I
Virtual machine in which 1
SVmcovm is installed
RHELS 1

Physical adapter
VMNIC1
0000;05;00.0

.,
|
|
1
I
1
|
|
|
|
|
|
I
1
J

Network for PSA-MMB communication LAN “B”

Visual switch
VSwitchl

Physical adapter
(PSA-MMB
communication LAN)

VMNICO

Virtual machine in which
SVmcovm is installed
RHELS

e e Sttt
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2.4.2.3 Confirming physical adapter(vmnic) which use PSA-to-MMB
communication LAN.

To connect ESXi with VMware vSphere Clinet, start the SSH service.
Note:

Please refer to the manual of VMware for VMware vSphere Clinet.

Run the VMware vSphere Clinet.
Click [Configuration]tab from [home] - [inventory] — [inventory].

Click [security profile] in [Software] under the left.

el A

Click [property] of the [firewall] in the [Security profile].

vmwareSesxi VMware ESXi, 5.0.0, 742168
Getting Started | Summary .| Virtual Machines | Resource Allocation | Performanc - ISRILTEIQ0), Local Users & Groups. | Events. | Permissions

Hardware Security Profile =
Services Refresh Properties...
1/0 Redirector (Active Directory Service)

Health Status

Processors

g Network Login Server (Active Directory Service)
Memory 3
Storage iy
Networking ESX Shell
Storage Adapters Local Security Authentication Server (Active Directory Service)
Network Adapters NTP Daemon

SSH

Advanced Settings Direct Console UT

Power Management CIM Server
Firewall Refresh Properties.
Software

Incoming Connections

Licensed Features Fault Tolerance 8100,8200 (TCP,UDP) All
Time Configuration vMotion 8000 gcp; A::
CIM Server 5988 (TCP; Al
DNS and Routing NEG 902 (TcP) al ||
Authentication Services CIMsLP 427 (UDP,TCP) Al
Virtual Machine Startup/Shutdown DHCP Client 68 (UDP) All
TS vapfile Location SNMP Server 161 (UDP) All
Security Profile vSphere Client 902,443 (TCP) All
CIM Secure Server 5989 (TCP) All
oeremerEConfiguration )
¢ DNS Client 53 (UDP) All
System Resource Mocawe) vSphere Web Access 80 (TCP) All
Agent VM Settings Outgoing Connections
Advanced Settings HBR 31031,44046 (TCP) Al
woL $ (UDP) All
httpClient 80,443 (TCP) All
svslna 514 1514.011NP TCPY an =
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5. Check [SSH] and click [Options] button.

Remote Access

By default, remate dients are prevented from accessing services on this host, and local dients are prevented from
accessing services on remote hosts.

Unless configured otherwise, daemons will start automatically.

Label Daemon -

Ibtd Running

vpxa Running

ESXi Shell Stopped B

xorg Stopped

Local Security Authentication Serv..  Stopped

NTP Daemon Stopped L
| tspsanad Stopped 1
= Stopped

Direct Console U Running

CIM Server Running I

Service Properties

General
Service: SSH
Package Information: esx-base

This VIB contains all of the base functionality of vSphere ESXi,

Option:

ok el | ke |
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6. Click [Start] in [Service Commands] and Click [OK] button.

s/ SSH {TSM-SSH) Options
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7. Confirming "SSH" is Running and click the [OK] button.

Remote Access

accessing services on remote hosts,

Unless configured otherwise, daemons wil start automatically.

By default, remote dients are prevented from accessing services on this host, and local dients are prevented from

This VIB contains all of the base functionality of vSphere ESXi.

Label Daemon -
Ibtd Running
vpxa Running
ES¥i Shell Stopped M
xarg Stopped
Local Security Authentication Serv...  Stopped
NTP Daemon Stopped =
vprobed Stopped 1
SSH Running
Direct Consale UI Running
CIM Server Running ™
Service Properties
General

Service: SSH

Package Information: esx-base

Options....

Cancel | Help
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8. Log in ESXi with SSH, and execute the following commands.

# esxcfg-nics

[execution result]

~ # esxcfg—nics -

Name PCI Driver Link Speed  Duplex MAC Address MTU
Description

“vmnicO 0000:00:19.00 €10006> Up 100Mbps Full 00:17:42:de:7c:49 1500 Intel
Corporation —2 Gigabit Network Connection

vmnic1 0000:05:00.00 igb Up 100Mbps Full 00:17:42:9b:dc:b2 1500 Intel

Corporation 82576 Gigabit Network Connection

vmnic2 0000:05:00.01 igb Down OMbps  Half 00:17:42:9b:dc:b3 1500 Intel
Corporation 82576 Gigabit Network Connection

vmnic3 0000:06:00.00 igb Down OMbps Half 00:17:42:9b:dc:b0 1500 Intel
Corporation 82576 Gigabit Network Connection

vmnic4 0000:06:00.01 igb Down OMbps  Half 00:17:42:9b:dc:b1 1500 Intel
Corporation 82576 Gigabit Network Connection
~#

Bus information on PSA — MMB communication LAN is "0000:00:19.0. ".

You can find “vmnic0Q” from the command result.
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9. Click [Stop] in [Service Commands] and Click [OK] button.

v SSH (TSM-SSH) Options
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10. Confirming "SSH" is Stopped and click the [OK] button..

Remote Access

By default, remote dients are prevented from accessing services on this host, and local dients are prevented from
accessing services on remote hosts.

Unless configured otherwise, daemons will start automatically.

Label Daemon -
|btd Running
vpxa Running
ESXi Shell Stopped N
Xorg Stopped
Local Security Authentication Serv...  Stopped
NTP Daemon Stopped =
vprobed Stopped i
-l 55H Stopp
DirectCon unning
CIM Server Running -

Service Properties

General
Service: S5H
Package Information: esx-base

This VIB contains all of the base functionality of vSphere ESXi.

Options
< oK. ) Cancel | Help |
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2.4.2.4 Assigning the PSA-to-MMB communication LAN to virtual

machine.

1. Run the VMware vSpere Client.

2. Click [Configuration] tab from [home] - [inventory] — [inventory].

3. Click [Hardware] in [Networking] under the left. and click [Add Networking].

vmwareSesxi VMware ESXi, 5.0.0, 742168

Health Status
Processors

Memory

»networking
e Tenters

Network Adapters
Advanced Settings
Power Management

Software

Licensed Features

Time Configuration

DNS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Seauity Profie

Host Cache Configuration
System Resource Allocation
Agent VM Settings

Advanced Settings

| Getting Started | Summary . Virtual Machines | Resource Allocation | Performance.

Networking

Standard Switch: vSwitchd

3 VM Netviork
B 1 virtual machine(s)
RHEL5.5_x86_145

Vikcernel Port
© VMkemel2
vmki : 10.24.76.138

e
&
L}

QDY) Local Users & Groups. | Events | Permissions:

Phy;

Remove... Properties.

BB vmnict 100 Full

=)

Refresh

Ll
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4. Check "Virtual Machine" and click [next] button.

Add Network Wizard

‘Connection Type
Networking hardware can be partitioned to
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5. Check "Create a vSphere standard switch" and Physical adapter (vmnicO0) of
PSA-MMB communication LAN which confirm Chapter 2.4.2.3.

Then click [Next] button.

(%) Add Network Wizard -0l x|
Virtual Machines - Network Access
Virtual machines reach networks through uplink adapters attached to vSphere standard switches.
Connection Type Select which vSphere standard switch will handle the network traffic for this connection. You may also create a new
Network Access vSphere standard switch using the undaimed network adapters listed below.
Connection Settings -
Sammary @ Create a vSphere standard switch Speed Networks
0 orpovatiqp 82567LF-2 Gigabit Network Connection
100 Full None
Intel Corporation 82571EB Gigabit Ethernet Controller
© @ vmnic7 Down None
7 & vmnics Down None
Intel Corporation 82576 Gigabit Network Connection
@ vmnic2 Down None
[ @@ vmnic3 Down None =l
Preview:
Virtual Machine Port Group Physica ers
VM Network 2 g-g—.. vmnic
Help I <Back Next > Cancel |
4
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6. Input “PSA-MMB-LAN” in the “Network Label” and click [Next] button.

(%) Add Network Wizard

=1olx|
Virtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to two or more hosts.
Connection Type Port Group Properties
Network Access
Connection Settings Network Label: < [PSAMMB-LAN]
e VLAN ID (Optional): [None (0 ~
Preview:
Virtual Machine Port Group Physica =
PSA-MMB-LAN Q_B_. EB vmnic0
Help I <Back Next > Cancel |
Y
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7. Click [Finish] button after confirming physical adapter.

(%) Add Network Wizard =1olx|

Ready to Complete
Verify that all new and modified vSphere standard switches are configured appropriately.

Connection Type Host networking willinclude the following new and modified standard switches:
Network Access Preview:

Connection Settings
Summary

e | <o @_moon ] e
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8. Click virtual machine for management which installs SVmcovm.

File Edit View Iventory Administration Plug-ins Help

=iolxi

g a8 \g Home b g Tnventory b [l Inventory

Health Status
Processors

Memory
RHELS.5_x86_145 Storage
RHELS.5%86._2 iy
RHELS8x64-GA Sterage Ao
RHEL6.2_x64 i
Network Adapters
Advanced Settings
Power Management

Software

Licensed Features

Time Configuration

ONS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfie Location
Security Profie

Host Cache Configuration
System Resource Alocation
Agent VM Settings
Advanced Settings

Getting Started | Summary | Virtual Machines | Resource Allocation

vmwareSesxi VMware ESXi, 5.0.0, 742168

Networking

Standard Switch: vSwitch

© VM Network

1 virtual machine(s)
RHELS.5_x86_145
Wiemsl Por:

© VMkemel2
vk : 10.24.76.138

Standard Switch: vSwitch1

M

v Por
3 PSA-MMB-LAN

Performance

Physca
Q_B_.- vmnico 100 Full  §3

LT Local Users & Groups | Events | Permissions

Refresh Add Networking... Properties..

Remove... Properties...

Physial Adaprers

@ vmnict 100 Full | &

Remove... Properties..

- =
Recent Tasks Narme, Tarest or Status contains: ~ | Clear X
Name. | Target | status | Details | mnitisted by | Requested Start Ti... < | Start Time. | Completed Time I d
&) Update network configuration [ 102476133 @ Completed root 2012/08/21 4 2012/08/21 4:01:45  2012/08/21 4:01:

&) Removevirtual switch [ 10247613 @ Completed root 2012/08/213:58:17  2012/08/213:58:17  2012/08/21 3

&) Update network configuration [ 102476138 @ Completed root 2012/08/213:56:17  2012/08/213:56:17  2012/08/21 3 &
HATasks | 4

[License Period: 37 days remaining oot
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9. Click [Edit virtual machine setting] from “Getting Started” tab.

Eile Edit View Inventory Admini

ration Plug-ins Help.
B3 @ rone b g iventory b B nventary |

[@uw > aleG@R=

2 2 ¥

T @ 1024.76.138

@) 122_1st VMware Workbeng
& 123_done of 2nd VMware
) RHSSXGAGA Test

) RHS8XG6GA Test

) RHE2X64GA Test

() RHG2XB6GA Test 110

& [RHELSS x86_145]

) RHELS.5x86_2
) RHELS8X64-GA
& RHELG.2 x64
) RHELG.2 x86_GA
) windows2008R2_115

Summary - Resource Allacation | Performance

What is a Virtual Machine?

Avirtual machine is a software computer that, like a
physical computer. runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or

as testing orto
consolidate server applications.

Virtual machines run on hosts. The same host can run
many virtual machines.

Basic Tasks

) Poweron | machine

Edit virtual machine sef

Events. | Console Permissions

Virtual Machines.

close tab [X]

« -

Recent Tasks Neme, Target or Status contains: « [ Gl X

Name. [ Target | Status | Details | nitisted by | Requested Start Ti... < | Start Time | Completed Time | f’

&) Update network configuation @ 102476138 @ Completed roct 2012/08/21 4: 2012/08/21 2012/08/21

&) Remove virtual switch @ 102476138 @ Completed root 2012/08/21 3 2012/08/21 2012/08/21

¥) Update network configuration B 102476138 @ Completed root 2012/08/21 3: 2012/08/21 2012/08/21 =l
[License Period: 87 days remaining oot /|
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10. Click “Add” button.

Memory

1024 MB

-
o
=
©
=
®
8

CPUs

Video card

VMCI device

SCSI controller 0
Hard disk 1
Network adapter2
Floppy drive 1

1

Video card
Restricted

LSI LogicParallel
Virtual Disk

VM Network
Client Device
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11. Adopt [Ethernet Adapter] and click [Next] button.

%) Add Hardware B l]

Device Type

What sort of device do you wish to add to your virtual machine?

Device Type
Network connection
Ready to Complete

Choose the type of device you wish to add.

@ serial Port

@ parallel Port This device can be added to this Virtual Machine.
=) Floppy Drive

j=4; CD/DVD Drive
&) USB Controller

§2, 5CSI Device

o

113



SVmco
User Guidel

12. Set “E1000” for “Adapter type” and “PSA-MMB-LAN” for “Network Label”

Next Check “Connect at power on” then click [Next] button.

(%) Add Hardware

Network Type
What type of network do you want to add?

Device Type —Adapter Type
Network connection Type: W
Ready to Complete
Adapter choice can affect both networking performance and migration compatibility.
Consultthe VMware KnowledgeBase for more information on choosing among the
network adapters supportedfor various guest operatingsystems and hosts.

k Connection
Network label:

=z
Port: NEA

Device Status

onnect at power on

e | <tack [hext> P concel
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13. Confirming “Hardware type”,”Adapter type”,”"Network Connection” and “Connect
at power on”.

Then click [Finish] button.

%) Add Hardware ]

x|
Ready to Complete
Review the selected options and dick Finish to add the hardware.

Device Type Options:
Network connection e — ~
Ready to Complete Hardware type: I Ethernet Adapter |
Adapter type: 1 E1000 1
Network Connection: | PSA-MMB-LAN 1
Connect at power ong Yes ]
-
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14. Confirming New nic(PSA-MMB-LAN) and click [OK] button.

2 RHEL5.5_x86_145

Yirtual Machine Properties

Memory

CPUs

Video card

VMCI device

SCSI controller 0
Hard disk 1
Network adapter2
Floppy drive 1

1024 MB

1

Video card
Restricted

LSI LogicParallel
Virtual Disk

VM Network
Client Device

g
=
=
©
=
B
&
B

New NIC (adding)

PSA-MMB-LAN
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15.To set PSA-MMB communication LAN, click ESXi upper left.

Then click configuration and “Properties” of “Networking”.

10.24.76.138 ~ vSphere Client

=10l x|
Eile Edit View Inventory Administration Plug-ins Help
& tome > o) mventary b B nventory |
VmwareSesxi VMware ESXi, 5.0.0, 742168
- b | Getting Startea | Summary . Virtual Machines  Resource Allocation. | Performance  JETIIMEIRN i ocal Users & Groups | Events | Permissions
$=one of 2nd VMware
4GA
%z:ggéﬂ: Health Status Networking Refresh AddNetworking... Properties...
) RH62(64GATest Processors
() RH62(86GA Test_110 Memory Barnouass: Biopactas
& RHELS.S, x86_145 . Standard Switch: vSwitch0 ve... Prop
) RHELS.5x86_2 . Machine Por Grocp (o Physil adaprers
&) RHELS64-0A (0 etvorkng 0 VM Netwiork BB vmoict 100 Rl |
) RHEL6.2_x64 o B 1 virtual machine(s)
& RHELG.2 x86_GA Network Adapters Efren @
) windows2008R2_115 Advanced Settings T
Power Management 1 VMkemel2 @
B s vmk1 : 10.24.76.138
Licensed Features
Time Configuration Standard Switch: vSwitch1 Remov, _ Propert
DNS and Routing Vool bch o o b =
Ao SIS =] PSAVMM‘EVLA;! ) Q. vmnicd 100 Full  §3
Virtual Machine Startup)/Shutdown = ;;g‘“s“‘ ‘”:\5"
Virtual Machine Swapfie Location st @l
Security Profie
Host Cache Configuration
System Resource Alocation
Agent VM Settings
Advanced Settings
T — =
Recent Tasks. Name, Target or Status contains: ~ Clear %
Name. | Target | status | Details | mnitiated by | Requested Start Ti... <~ | Start Time | Completed Time | -
9 Reconfigure virtual machine G RHELSSG5_.. @ Completed vpruser 2012/08/214:10:08  2012/08/21 4:10:08  2012/08/21 4:10:08
¥) Reconfigure virtual machine G RHELSSB6_.. @ Completed root 2012/08/21 4:( 2012/08/21 4:09:53 2012/08/21 4:09:!
9] Acquire CMservice [ 102476138 @ Completed voxuser 2012/08/21 4 2012/08/21 4:04:00  2012/08/21 4:04:00 |
HATasks | License Period: 47 days remaining oot
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16. Click “Network Adapters” tab.

vSwitch1 Properties

3 120 Ports

PSA-MMB-LAN  Virtual Machine ...
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17. Adopt “PSA-MMB connunication LAN”(vmnic0),and click [Edit] button.

vSwitch1 Properties

100 Full  None
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18. Adopt “100 Mb,Full Duplex” and click [OK].

Bomnict

Status

Configured Speed, Duplex:

19. Confirming item of “Status” before click [Close] button.

() vSwitch1 Properties B =10l
Ports Network Adapters |
Network Adapter | Speed | Observed IP ranges | [ O ) - }
B v 100Ful None ‘ Intel Corporation 82567LF-2 Gigabit Network Connection
Name: vmnicO
Location: PCI 00:19.0
Driver: €1000e
Status
Link Status: Connected S

d 1

! 1

Actual Speed, Duplex: : 100 Mb, Full Duplex. |
1

! 1

Add... Remove |

This is the end of the setting before SVmcovm installation.
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2.4.2.5 Setting of virtual network to collect information from ESXi.

This section describe necessary network setting to get following information.
® PCI card information
® The Log messages before SVmcovm starts

If the above network is not required, please add a virtual machine to the network for the
management(Network composition example 2).

1. Run the VMware vSpere Client.
2. Click [Configuration] tab from [home] - [inventory] — [inventory].

3. Click [Hardware] in [Networking] under the left. and click [Add Networking].

) 10.24.76.138 - vSphere Client = =10ix]
File Edt Vien Twventory Adminstration Pg-ns Help

B B (& rome o g tventory b B ventory

= [ (102476138
(3 122_1st VMware Workbenc

J RPN G o0 tcs  Summary Vius Machines Resource Alocation Prforms. IR el Users 8 Groups Events_Permissions
) RHSBX64GA Test . e —

) RHSEXS6GATest s Networking rese @ AddNetworing ) propees

£ RHE2x64GA-Test L
(5 RHE2E6GA_Test_110
£ RHELSS x86_145
(3 RHELS 5x86_2

VmwareSesxi VMware ESXL, 5.0.0, 742168

) RHELSB64+-GA 04l @ma wo Rl @
) RHELS.2 64 & |1 virtual machine
f RMELE2 x86_GA RHELS.S x36_145 ]
B windows2008R2_115 Pt
© VMkemelz Q.

Standard Switch: vSwiteh1

© Psa-MME-

RHELS.S x86_145

% Ll

Sch daaks, Mome, Target or Status contoinz: « [ Cew

Nome Taroet Satus Toetals | instedby | Requested Start . — | StartTime T Comoleted Time

) Update physical NIC Ik speed 102476338 © Complest roct 0020021 413:42 2012108721 413:42
it i~ @ Completed vpuse 2012/08/21 4:10:08 2012/08/21 4:10:08

i~ @ Completed roct 2012/08/21 4:09:53 2012/08/21 4:09:53

o=

[Licerse Pecind 37 days remainne. ool
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4. Check "VMkernel " and click [Next] button.

Add Network Wizard
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5. Clear the check all physical adapter.

then click [Next] button.

Add Network Wizard

VMkernel - Network Access

The VMkernel reaches networks through uplink adapters attached to vSphere standard switches.

Connection Type
Network Access

ction Settings

Select which vSphere standard switch will handle the network traffic for this connection. You may also create a new

vSphere standard switch using the undaimed network adapters listed below.

@ Create a vSphere standard switch  Speed Networks =
Corporation 82571EB Gigabit Ethernet Controller
vmnic7 Down None
vmnic8 Down None
orporation 82576 Gigabit Network Connection
vmnic2 Down None
vmnic3 Down None
vmnic4 Down None
*| Corporation 82599EB 10-Gigabit SFI/SFP+ Network Connection l‘
Preview:
WMkermel Port Physical Adapters
VMkernel gg_uc adapters
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6. Set any value to network label.

then click [Next] button.

() Add Network Wizard i =101

VMkernel - Connection Settings
Use toidentify VMkernel while managing your hosts

Network Label: e D
VLAN ID (Optional): [None (0) — =
I Use this port group for viotion
I Use this port group for Fault Tolerance logging
I Use this port group for management traffic
Preview:
Wikama! Por Pryscal Adaprars
VMkernel Q_Bnnadapms
Help <tack €f] Next> D) concel

7. After set “IP Address” and “Netmask”,click [Next] button.(In this example, we’ll

Note:

set the IP address to “192.168.1.10".)

Do not change the "Gateway". if you change the value of gateway, you might not be
able to access the ESXi.

(%) Add Network Wizard 1 =10l x|

VMkernel - IP Connection Settings
Specify VMkernel IP settings

Connection Type  Obtain 1P settings automatialy

Network Access -
B Connection Settings ® Use the following IP settings:

1P Settings 1P Address: 192,168 , 1
Subnet Mask: 255 , 255 , 255 . 0]
VMkernel Defauit Gateway: Edit...
Preview:

Heb <tak @Cret> D concel |
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8. Confirming Network.

Then click [Finish] button.

(%) Add Network Wizard

Ready to Complete
Verify that all new and modified vSphere standard switches are configured appropriately.

=10l x|

Connection Type Host networking will indude the following new and modified standard switches:
Network Access Preview:

Connection Settings

Summary Wkemel Port

Physical Adapters
VMkernel . No adapters
192.168.1.10
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9. Adopt the vSwitch which you created.

Then click [Properties] button.

VmwareSesxi VMware ESXL, 5.0.0, 742168

Getting Qarted | Summary

Virtusl Machines Resource Allocation  Performance [TSTPIERIA (ocal Users & Groups * Events Permissions

g :::::m::;: Networking Refresh AddNetworkng... Properties,
h RHE2664GA-Test -
() RHG2X86GA_Test_110 Memery A bl
G RHELS'S x86_145 Stoeage Standard Switch: vEwitchd emon e
B RHELS Sx86 2 " Vst s pee—
B RHELSB64-GA e "_: . © VM Network 8. W it 100 Full | @
) RHELS.2 364 S A 1 virtual machine(s
G RMELG2 x86_GA Network Adapters RHELS.S x86_145 &
B windows2008R2_115 Advenced Settings izt
Power Management © vMkemel2 e
= vk £ 10.24.76,138
Licersed Festres
Time Configuratir Standard Switch: vSwitcht Remove... Properties
O and Routng Ve Machee b '
Rl < © PSAMMB-LAN 2 @ vk 100 Foll |
Vekual Mechie Startup/Shutdown B3 ¥irtoa) mschinals
Wial Machine Swapfie Location pEsS1S @
Seaty Profle
Host Cache G Standard Switch: vSwitch2 Remove.
System scal s
Agent M Setings @ nesdepters
Advanced settngs
sim— 2
2 Mame, Tareet cr Status contoins: « [ Ces X
Nome | Target | Status | Detalls’ | nitiatedby | Requested Start Ti...— | Start Time. | Completed Time 1
#) Update netwark configuration @ 0247 © Complesd o 2002002142747 W1V ALAT 20120821 4:27:98
FTews | [Lioerie Pecind 37 days remainng_ ool
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10. Click [Add] button.

120 Ports

vMotion and IP ...

11. Check "Vertual Machine " and click [Next] button.

Add Network Wizard

‘Connection Type
Networking hardware can be partitioned to
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12. Set any value to network label.

then click [Next] button.

(%) Add Network Wizard
Virtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to two or more hosts.

iBix]

Connection Type

Port Group Properties
Connection Settings
Summary Network Label:
VLAN ID (Optional): [None 0 ~
Preview:
Virtual Machine Port Group Physical Adspters
esxi-guest . No adapters

Wikemsl Port
VMkernel Q.
vmka : 192.168.1.10

Help ‘ Next >

4
13. Confirming the setting.
Then click [Finish] button.
Lol

Ready to Complete
Verify that all new and modified switches

‘Connection Type
Connection Settings
Summary

o Pryseal Adagrers

Noadapters \
1 For X
| VMkernel X !
1 vmko : 192.168.1.10 :
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14. Confirming the port of virtual machine which you added.

Then click [Close] button.

@ vSmitchz Properties (ol
Ports | Network Adapters |
Configuration | Summary | |~de\ere Sl e o =
| $F vswitch 120Ports ] Number of Ports: 120 ‘
® vMkerpal Motignand IP ...
P
‘7 MTU: 1500 ‘
r—Default Policies
Security
Promiscuous Mode: Reject
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: =
Peak Bandwidth: -
Burst Size: =
Failover and Load Balancing
Load Balancing: PortID
Network Failure Detection: Link status only
Notify Switches: Yes i
Failback: Yes
Add... I Edit... Remove Active Adapters: None l‘
C oo D wo
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15. Allocating virtual machine in virtual switch which you created.
Click the virtual machine which installs SVmcovm from the list on the left side.

102076138 - vspnere o inixi
Eile Edit View Iventory Administration Plug-ins Help

Ed @ rome b g iventory b B Inventory

& @
Bl 60-24 vmwareSesxi VMware ESXi, 5.0.0, 742168
2_1st VMwINg Workbenc
PRESPONNPPON, VMR | Gctting Started | Summary ( Virtual Machines | Resource Allocation | Performance [IEIPETIRY| {ocal Users & Groups | Events | Permissions
D) RHS8XG4GA-Test
E: Hardware View: [ VSphere Standard Switch
) RHE2X64GA-Test Health Status Networking Refresh  Add Networking... Properties...
(B RH62x86GA_Test_11 Processors
(B RHELS.5_x86_145 Mo
() RHELS.5x86_2 ¥ Standard Switch: vSuitch0 Remove... Properties.
() RHELS8x64-GA Shese Vil Machine Port Growp (- Physeal Adagrers
B RHEL6.2 x64 tiitietworking 3 VM Network Q. B vmnict 100 Full | §
RHEL6.2_x86_( Storage Adapters y
ol it R de B 1 virtual machine(s)
4 e
RHELS.5_xB6_145
Advanced Settings e &
Power Management 2 VMkemnel2 e

Software vmk1 : 1024.76.138

Licensed Features

Time Configuration Standard Switch: vSwitch1 Remove... Properties
DNS and Routing Vimual M: o o Pyl A
N S 7 PSA-MMB-LAN e. B vmnico 100 Full G
Virtual Machine Startup/Shutdown Bl {1 virtual machine(<)
Virtual Machine Swapfle Location e o e
Seaurity Profile
Host Cache Configuration Standard Switch: vSwitch2 Remove... Properties...
System Resource Alocation Vikarnal Port il Ao
Agent VM Settings §3 VMkernel e No adapt:
Advanced Settings vmko : 192.168.1.10

 esxi-guest e

B 1 virtual machine(s)

RHELS.5_x86_145 &

K [ i}
Recent Tasks Narme, Target or Status contains: « [ Clear X

Name | Target | Status | Details | Tnitiasted by | Requested Start Ti... <~ | Start Time | Completed Time

¢ Reconfigure virtual machine @6_.. @ Completed vpxuser 2012/08/214:46:39  2012/08/21 2012/08/21 9
¢ Reconfigure virtual machine @ RHELS5.5 x86_.. @ Completed root 2012/08/21 4:46:24 2012/08/21 2012/08/21 4
& Update netwiork configuration [ 102476138 @ Completed roct 2012/08/214:42:42  2012/08/214:42:42  2012/08/21 4:42:92

ATesks | [License Period: 37 days remaining oot
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16. Click [Edit virtual machine settings] of [Getting Started] tab.

10.24.76.138

phere Client

File Edit View Inventory Administration Phig-ins Help

g I=TES|

&G B [0 rore g ety b B iventory

u o> an6Enikokr P =

@ 102176138
@) 122_15t Viware Workd
123 done of 206 Vv

@

B RishosoRTen

B RicacioA T

{5) RH62486GA Test 110
5 [FHELS S 1]
) RHELS.5x86_2

B et

) windows2008R2_115

RHFI< < vas 145

What is a Virtual Machine?

A virtual machine is a software computer that, lie a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine s called a guest operating system

Because every virtual machine is an isolated computing
environment, you can use virtual machines as deskiop or
workstation environments, as testing environments, or to
consolidate server appications.

Virtual machines run on hosts. The same host can run
many virtual machines

Basic Tasks
[ Power on the virtual machine

& Edit virtual machine settings

i Jary Resource Allocation [ Performance [ Events [ Console Permissions

close tab [x]

Virtual Machines

7,

4

KT ] | |
Recent Tasks N, Tagst or Status contas = [ che X
Nome et =3 Toemis  intated by | Requerted Sar T = | S TGompieredme |
9 Reconfigureviual machne B FHESS5. @ Complext wwse 200021639 2012097215 201z/08/21 414539

&) Reconfigure virtual machine B RHELSSG6... @ Compled oot 0821 44624 20120821 %4629 2012008/21 09629

&) update network configuration B 102076138 @ Complend roct 0020082144292 2012/08721

2 201200821 4422

e [

[License Period 37 days remanine _foot /|

17. Next click [Add] button.

Virtual Machine Properties
Hardware | Options | Resources

=1olx|

Virtual Machine Version: 8
~Memory
™ Show Al Devices Remove
1011GB  Memory Size: 1= [ >
Hardware
s12.GBH 3
for this
W Memory 1024 M8 | e
& s = 256 Ga || quest 0S: 64 GB.
Maximum recommended for best
Video card Video card 128GB{ 4 performance: 16024 MB.
& VMCIdevice Restricted el et e
@ scslcontroller 0 LSI LogicParallel < guestOS: 1GB.
& Hard disk1 Virtual Disk 32 GBH Mooy for this
BD Network adapter1 PSA-MMB-LAN 16 GBl-1q < guest 0S: 512 MB.
EP Network adapter2 VM Netwiork
& Floppydrive1 Client Device BB
4GBH
268
16GB4a
512 MBHa
256 MBH
128 MBI
64 MBI
32 MBH
16 MBH
smeH
4mpll
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18. Adopt [Ethernet Adapter] and click [Next] button.

() Add Hardware E x|

Device Type
What sort of device do you wish to add to your virtual machine?

Device Type ) Choose the type of device you wish to add.

@ serial Port
©parallel Port This device can be added to this Virtual Machine.
=y Floppy Drive

(25 cD/DVD Drive
& USB Controller
B UsB Device (una

Ethernet Adapter
S E—

{2,5CST Device

wp | <seae ([ nestz cancel |
~———— %

19. .Set"E1000" for "Adapter type" and "Network Label" which you created Step
“12”.
Next Check "Connect at power on" .

Then click [Next] button.

(<) Add Hardware N x|

Network Type
What type of network do you want to add?

Device Type ter Type
|
Adapter choice can affect both d migration ibil
Consultthe VMware KnowledgeBase formoreinformation on choosing among th
network i il andhosts.
‘Network Connection
-

ige Status
¥ Cghnect at power on

S’

132



SVmco User Guide

20. Confirming "Hardware type","Adapter type","Network Connection" and "Connect
at power on".

Then click [Finish] button.

(% Add Hardware L

x|
Ready to Complete
Review the selected options and diick Finish to add the hardware.
Device Type Options:
Network connection = = e e e e - ~
Ready to Complete Hardware type: Ethernet Adapter |
Adapter type: E1000 1
Network Connection:  esxi-guest 1
Connect at power on: Yes )
teb | oack | emsh ) concel
' A
Z
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21. Adopt ESXi list on the left side.

Then click configuration.

Please confirm ESXi-virtual machine communication network that is allocating

virtual machine.

10.24.

38 — vSphere Client

Ei

Edit View Iventory Administration Plug-ins Help

5] lg Home b g Inventory b [l Inventory

& &

a8 38 vmware5es> 5.0.0,742168
() 12215t VMware Workbenc
P TR | i Starte Summany Virtual Machines  Resource Allocation | Performance. [EXFIFIEER) [ ocal Users & Groups. Events  Permissions
& BT Hardware View: [VSphere Standard Switch
(31 RH62(64GA Test Health status Networking Refresh AddNetworking... Properties..
(3) RHG2X86GA Test_110 Pl
{3 RHELS.5 x86_145 i
&) RHELS 5x85._2 sl SR VSRR Remove.... Propertis...
(@ RHELS8X64-GA Sordoe Vel Machins por Go Physia Adapras
&) RHEL62 64 vt 2 VM Network Q. ® vmoict 100 il |
() RHEL6.2 x86_GA Storage Adapters B 1 virtual machine(s)
() windows2008R2_115 Network Adapters AHEe it @
Advanced settings ——
Power Management | VMkemelz e.
e — Vmk1 : 10.24.76.138
Licensed Features
Time Configuration Standard Switch: vSwitch1 Remove... Propertie.
DN and Routing VimalMachine Port Groc hyseal s
Aiaicaion Serss 3 PSA-MMB-LAN 9. B vmnico 100 Full  ©3
Virtual Machine Startup)/Shutdown E{ivinual macine(e)
Vrtual Machine Swapie Locaton BHESRAAC 1 &
Seauity Profie -
Host Cache Configuration 1 gaosasaasveae Remove... Propertes... >
System Resource Alocation 1 encn i Physical Adapars 1
Agent VM Settings | 2 VMkernel (X No adapters 1
Advanced Settngs umko : 162.168.1.10
1= !
| P et Q. 1
B 1 virtual machine(s)
\ RHELS.S_x86_145 & 1
N e == 7
e |
Recent Tasks. Name, Targst or Status contains: > [ Clar X
Name. [ Target | Status [ Detalls | Initistedby | Requested Start Ti...~ | Start Time | Completed Time
&) Reconfigure virtual machine @ RHELSS.G5.. @ Complesd vpaser 2012/08/21 4: 2012/08/214:46:39  2012/08/21 4:46:39
9 Reconfigurevirtual machine @ RHELSSG5.. @ Complesd root 20120821 4:46:24 Y0821 44624 2012/08/21 4:46:24
&) Updatenetwiork configuation B 102476138 @ Complesd root 0120821 4:42:42 010821 44242 2012/08/21 4:42:42

[T |

[license Period: 37 days remaining oot
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22. Setting the IP Address which was allocated to virtual machine.

[EnY

. Run VMware vSphere Client.

2. Click virtual machine which allocated virtual switch.

3. Click [power on the virtual machine] .

10.24.76.138 ~ vSphere Client g

B =10l x|
File Edit View Iventory Administation Plug-ins Help
B B [ rore b ag mvenion 5 B ey |
RIS
= @ 1024.76.138 RHELS.5_x86_145
B 122_1st VMware Workbenc.
RN IPMAPN| EETTERIEREER). Simmany | Resource Allocation  Performance | Events: Console ' Pemissions
() RHS8x64GA-Test close tab [X] =
B RHSBB6GA Test Whatis a Virtual Machine?
@) RHE2X64GA Test
) RH62X86GA Test 110 A virtual machine is a software computer that, like a Virtiial Machioss N
) [RHELS 5.86_145| physical computer, runs an operating system and
() RHELS 5x86_2 applications. An operating system installed on a virtual
() RHELSGXG4-GA machine is called a guest operating system
(@) RHEL6.2 x64
&) RHEL62 x86_GA Because every virtual machine is an isolated computing
@) windows2008R2_115 environment, you can use virtual machines as desktop or N
as testing orto ] Hos!
consolidate server applications
Virtual machines run on hosts. The same host can run \ =
many virtual machines. l\“ S
Basic T; Sphere Client
#ower on the virtual machi
£ Edit virtual machine settings
Kl S| | /|
Recent Tasks Name, Tareet or Status contains: + Clear X
Name. [ Target | Status | Details [ Tnitiated by | Requested Start Ti... <~ | Start Time | Completed Time |
&) Reconfigure virtual machine @ RHELSSE5.. @ Complesd vosser 012/08214:46:39  2012/08/214:4639  2012/08/21 4:46:39
ia Reconfigure virtual machine - @ Completed root. 2012/08/21 24 2012/08/21 2012/08/21 4: 4
¥ Update network configuration @ Completed root. 2012/08/21 4:42:¢ 2012/08/21 4:42: 2012/08/21 4:42:42
[FATesks [ license Period 37 days remaining oot/

135



SVmco
User Guidel

23. Click [Edit virtual machine settings] after booting virtual machine

10.24.76.138 — vSphe

Client =10/

File Edit View Iventory Administration Plug-ins Help
(5] ‘Q Home b g Tnventory b [l Inventory
s nlr 8l mBe e

5 [ 102476138
@ 122_15t VMware Workbenc

RHELS.5_x86_145
Summary | Resource Allocation | Performance | Events [ Console | Permissions

close tab 3]

What is a Virtual Machine?

Avirtual machine s a software computer that, like a
3 [RHELS.5_x86_145 physical computer, runs an operating system and

(@) RHELS 5x86_2 applications. An operating system installed on a virtual
machine is called a guest operating system

Virtual Machines

() RHEL6.2 x86_GA Because every virtual machine is an isolated computing
) windows2008R2_115 environment, you can use virtual machines as deskiop or N
testing orto = Hos!

consolidate server applications.

Virtual machines run on hosts. The same host can run
many virtual machines.

Basic Tasks

vSphere Client
@ Power Off the virtual machine
00 Suspend the virtual machine
Edit virtual machine settingd
| | —| |
Recent Tasks Name, Target or Status contains: ~ Clear X
Name [ Target [ Status. [ Details | Inttisted by | Requested Start Ti...< | Start Time | Completed Time
Y Power Onvirtual machine B RHELSSx86_.. @ Completed root 2012/08/214:47:56  2012/08/214:47:56  2012/08/21
@ Reconfigure virtual machine @ RHELSS x86_.. @ Completed vpxuser 2012/08/21 4:46:39 2012/08/21 2012/08/21
FTasks | |

[License Period: 37 days remaining oot
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24. Adopt network adapter of “esxi-virtual machine communication lan”

Then check the MAC Address and click [OK] button.

% RHEL5.5 x86_145 — Virtual Machine Properties

Hardware IOphonsI Resources I

I~ Show All Devices

Add... Remove |

Hardware | Summary |
B Memory 1024 MB
[ crus 1
Video card Video card
& VMCIdevice Restricted
@ SCSI controller 0 LSI LogicParallel
& Hard disk1 Virtual Disk
B Network adapter1 PSA-MMB-LAN
B Network adapter2 VM Network
| B Network adapter3 esxi-guest |
é Floppy drive 1 Client Device

=10l x|

: Virtual Machine Version: 8

[~ Device Status

Native to ESX §
V' Connected

¥ Connect at power on

Current adapter:

Adapter Type
( E1000

—MAC Address
:50:

€ Manual

& Automatic

Status:

DirectPath I/O
( Not supported &

—Network Connection

Network label:
Iesxi-guest ;]

137



User Guidel

SVmco

2.4.2.5.1. For Linux(Red hat Enterprise Linux).

1. Log in to the virtual machine by virtual console.

(%) RHEL5.5_x86_145 on vmwareSesxi
File View VM

wip @B G R 2

=101x|

RED HAT

ENTERPRISE LINUX 5

Username:

Please enter your username

'Language ) Session 5‘{3’ Restart Shut Down
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2. To find the network interface, execute the following command by use of MAC
address from chapter 2.4.2.5 step 24.

# ifconfig —a | grep —i <MAC address(chapter 2.4.2.5 Step 24) >

[For example]

# ifconfig—a | grep—i 00 : 50 : 56 : b3 : 5a : 5a
eth2 Link encap:Ethernet Hwaddr 00 : 50 : 56 : b3 : 5a : 5a
#

You can find esxi-virtual machine communication LAN is “eth2”.

3. Change the following directory.

# cd /etc/sysconfig/network-scripts
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4. Edit the config file of network interface.

# vi ifcfg-eth2

[For example]
Note:
Please set the same subnet which you set IP Address in Chapter 2.5.2.5 Step7 .

The following example shows a command for editing the ifcfg file of NIC
interface.

[Before]

DEVICE = eth2

BOOTPROTO = dhcp

ONBOOT = yes
HWADDR =00 : 50 : 56 : b3 : 5a : ba

[After]

DEVICE = eth2

BOOTPROTO = static

ONBOOT = yes
HWADDR =00 : 50 : 56 : b3 : 5a : ba
IPADDR =192.168.1.20

NETMASK = 255.255.255.0

5. Restart network service to reflect the new NIC setting.

# Isbin/service network restart
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Finally we ping IP address of ESXi(For example 192.168.1.10) to make sure that
our networking is , indeed, up.

# ping 192.168.1.10
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2.4.2.5.2. Setting for Windows(Windows Server 2008/2012)

1. Login to virtual machine.

Eike Ve WM

"Ny BGRRDE

Press CTRL + ALT + DELETE to log on
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2. Execute following command by command prompt and confirm network interface which
is allocated for NIC between virtual machine and ESXi.

To confirm NIC, find MAC address which is confirmed at
procedure 25 in chapter 2.4.2.5.

> ipconfig /all

[Confirmation result(Example)]

This cast that MAC address of NIC between virtual machine
and ESXi is 00:50:56:B3:60:54.

NetBIOS over Tcpip : Enabled

Connection—specific DNS Suffix . =
:HB-50-56—-B3-60-54
: N

Autoconfiguration Enabled s Yes
Link—local IPu6 Address . . . . . : fe8@::141le:eef:f%ca:7099x13(Preferred)

This example show “local area connection #2” is NIC between virtual
machine and ESXi
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3. Open [Control Panel] => [Network and Internet] —> [Network Shared
Center], and select LAN(example is local area network 2) which is

confirmed procedure?2.

etwork and Sharing Cente -8 x|
&P )~ & - controlPanel - Al Control Panel Ttems ~ Network and Sharing Center + 123 [[search conrol Panel D)
(]

Control Panel Home

Change adapter settings

Change advanced sharing settings

See also
Internet Options
Windows Firewall

View your basic network information and set up connections

KL J e — E. ) i‘»u See full map

-
WIN-8DPAHISQSNR - Multiple networks Internet
(This computer)
View your active networks Connect or disconnect
. W Network Accesstype:  NoInternet access
> - Private network Connections: [J Local Area Connection 3
Access type: No network access
Unidentified network e o ¥
Public network 2
Change your settings

<igu Setup anew connection or network
“*- Setup a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

W Connect to 2 network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

=& Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
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4. Select [Internel protocol version 4 (TCP/IPv4)] of NIC confirmed at
procedure3(Example show local area network 2) from [Property], and click [Property].

@ Local Area Connection Properties | |

Networking |

Connect using:
I El:#' Intel{R) PRO/1000 MT Network Connection

This connection uses the following items:

o8 Client for Microsoft Networks

™ JBQ0S Packet Scheduler

2 S File and Printer Sharing for Microsoft Networks
W s Intemet Protocol Version & (TCP/IPv6)
(== % intemet Protocol Version 4 (TC /IPv4) e
. Link-Layer Topology Discovery Mapper |/O Driver
«&. Link-Layer Topology Discovery Responder

Install... Urinstall |

i~ Description
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK Cancel

5. Confifure IP address, and set subnet address same with procedure 8
in chapter 2.4.,2,5.

This IP address is used at configuration after SVmcovm installation
(2.4.10.4.1 Log transfer setting(in case that syslog collector can be
used))

Example: in case that IP address which is allocated to ESXi is
192.168.1.10
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Internet Protocol Yersion 4 (TCP/IPv4) Properties

General

Y¥ou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically

—{% Use the following IP address:

IP address: 192 168 . 1 ., 20
Subnet mask: 255 .255.255 . O
Default gateway: [

" ObtainD et address autarnatically

—{% Use the following DNS server addresses:

Preferred DNS server: l i i y
Alternate DNS server: g v ;

I Validate settings upon exit Advanced. .. |
OK I Cancel I

6. Confirm to access to ESXi (this example show 192.168.1.10) by ping
response.

> ping 192.168.1.10

Network setting between virtual machine and ESXi is finished.
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2.4.2.6 Setting of virtual machine to start automatically.

We recommend that SVmcovm service start synchronized with ESXi.

If virtual machine dose not start automatically, it may delau to detect following failure.

® |/O(e.g., PCI Express card, hard disk) failure notification(After SVmco starts,
notification starts.)

® PCIl lane degraded.(After becoming “OS Running” the system start to detect)

Setting of virtual machine to start automatically the following procedure.

Run the VMware vSphere Clinet.
Click [Configuration]tab from [home] - [inventory] — [inventory].

Click [Virtual Machine Startup and Shutdown].

A W DNk

Click [Properties] on the right.

) 10.24.76.138 - v =loix|
Eie Edit View kventory Admoistration Bhaine b

G B [0 rose o gy ooy o @ snentory

VmwareSesxi Vitware £SXI, 5.0, 742168

Recent Tasks Narme, Tergst cr Status contsins: =

T

Gic (conse Peiod 37 iy remavin oot /)
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5. Click “Allow virtual machines to start and stop automatically with the
system” and move up the virtual machine which you installed svmcovm till
“Automatic Statup”.

Then click [OK] button.

% Virtual Machine Startup and Shutdown ) x|
System Settings
<2 Zllow virtual machines to start and stop automatically with the system—
Default Startup Delay Default Shutdown Delay
For each virtual machine, delay startup for: For each virtual machine, delay shutdown for:
|120 seconds llzo seconds
¥ Continue immediately if the VMware Tools start Shutdown Action: [Power off =
Startup Order

Power on the specified virtual machines when the system starts. During shutdown, they will be stopped in the opposite order.

Automatic Startup ,

1 (1 RHEL5.5 x86_145 Enabled  120seconds Power O... 120seconds | |
/7

Manual Startup it
@& 123_cloneof2nd.. Disabled 120 seconds Power 0... 120seconds —-(
G RHS58x64GA-Test Disabled 120 seconds Power 0... 120seconds
G RHEL58x64-GA Disabled 120 seconds Power Q... 120seconds
) RHEL5.5x86_2 Disabled 120 seconds Power 0... 120 seconds LI

[Co] _cond |t |
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6.

Confirming statup order “Automatic Startup”.

(%7 10.24.76.138 — vSphere Client 3 =101 x|
Eile Edit View Fwentory Administration Plug-ins Help
Ed [& tome b g mventory > B 1ventory ‘
+
&8 &
& [ 102476138 vmwareSesxi VMware ESXi, 5.0.0, 742168
@ 122_1st VMware Workbenc
[ EE RSNV | g Startea | Summary . (Virtual Machines | Resource Allocation. | Performance . [STIFMERERN (o cal Users & Grops. | Events . Permissions
g Hardware Virtual Machine Startup and Shutdown Properties...
&) RHE2XG4GA-Test N Start and Stop Virtual Machines vith the system Enabled
&) RHE2XB6GA Test_110 s Default Startup Delay 2 minutes
@ RHELS S x86_145 Default Shutdowin Delay 2 minutes
o] Memory i i oo -
() RHELS.5x86_2 g ~Siariup Order ’
g ﬁ::z";?j" e Order | Virtual Machine [Startup | Startup Delay | Shutdown| Shutdown Delay| )
) RHEL6.2 x86_GA Storage Adapters AntnaHCSIath
@) windows2008R2_115 N A 1 (@ RHELSSx86_145 Enabled  120seconds  PowerO.. 120seconds
Advanced Settings Hasus]Starton
LA = 4 & 123 coneof2nd.. Dissbled 120seconds  PowerO.. 120seconds
btatcllicdeninkiad () RHSGX64GATest  Disabled 120seconds  Power 0. 120seconds
e @ RHELSEx64-GA Disabled 120seconds  PowerO... 120seconds
B RHELS5x6_2 Dissbled  120seconds  PowerO... 120seconds
Licensed Features (@ RHEL62.x86_GA  Disabled 120seconds  PowerO.. 120seconds
Time Configuration () RHSBxB6GA-Test  Disabled  120seconds Power 0... 120seconds
DNS and Routing @ RH6264GA-Test  Disabled 120seconds  PowerO... 120seconds
Authentication Services @ windows2008R2_.. Disabled 120seconds  PowerO.. 120seconds
» Virtual Machine Startup/Shutdown G 122_1stVMware Disabled  0seconds 120 seconds
Virtual Machine Swapfie Location ) RH6206GA Test.. Disabled 120 seconds 120 seconds
Security Profile B RHEL62 x64 Dissbled 120seconds  PowerO... 120seconds
Host Cache Configuration
System Resource Alocation
Agent VM Settings
Advanced Settings
e
Recent Tasks Name, Tarest or Status contains: + Clear X
Name | Target | Status | Details | Tnitiated by | Requested Start Ti... < | Start Time | Completed Time |
& Reconfigure Autostart Manager @ Completsd root 2012/08/214:59:17  2012/08/214:59:17  2012/08/21 4:5%:17
9 Reconfigure Autostart Manager @ Completed root 2012/08/214:58:08  2012/08/214:58:08  2012/08/21 4:58:08
9 Acquire CIMservice [ 102476138 @ Completed vpruser 2012/08/21 4:40:04  2012/08/214:49:04  2012/08/214:49:04

A Tasks [

[License Period: 37 days remaining oot

2.4.3 Installing a SVmcovm
Linux)

(Red Hat Enterprise

This section describes how to install SVmcovm for Linux.

Note:

SVmcovm can be installed only on virtual machine on the VMware ESXi 5 server.
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2.4.3.1 Packages required for SYmcovm

The following table lists the packages required for SVmcovm operation.

Please confirm necessary package has been installed in the partition before installing
SVmcovm.

Remarks:
To install to 64-bit RHELS or 6, you need to install “32-bit openssl|” package.

Also, you only need to instsall “32-bit glibc” package when you install svmcovm to 64-bit
RHELSG6.

If you don't install these packages. SYmcovm may not operate normaly.

2.4.3.1.1. Packages (RHELD5)

X86 X64

gdb-X.X-X.X.i386 gdb-x.x-X.X.X86_64

tcl-x.X.x-x.i386 tcl-x.x.x-x.x86_64
openssl-X.X.X-X.X.i686

expect-X.X.X-X.X.i386 expect-x.X.X-x.X.x86_64

openssh-clients-X.x-x.Xx.i386 openssh-clients-x.x-X.X.x86_64
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2.4.3.1.2. Packages (RHELS®)

X86

X64

gdb-x.x-X.X.i686

gdb-x.x-x.x.x86_64

glibc-x.x-x.x.i686

tcl-X.X.x-X.i686

tcl-x.x.x-x.x86_64

openssl-X.X.X-X.X.i686

openssh-clients-x.x-X.X.i686

openssh-clients-x.x-x.X.x86_64

eXpect-x.X.X-X.X.i686

expect-x.X.X-X.X.x86_64
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2.4.3.2 Installing a SVmcovm

This section describes how to install SVmcovm.
1. Start the terminal with root privileges.
2. Mount ServerView Suite DVDL1.

3. Copy the SVmco module to any directory of the PRIMEQUEST 1000x2
series server. Then, expand the files.

# cp MNT/SVSLocalTools/Japanese/SVmcovm/SR_Linux/A

SVmcovm-XXXRHELx.tar.gz /tmp

* MNT is the mount point.
\: This indicates that there is no line feed.
XXX depends on the version.

In the above example, the "any directory” is /tmp.

# cd /tmp

# tar xvzf SVmcovm-XXXRHELXx.tar.gz

4. Execute the following command.

# cd SVmcovm

# JINSTALL.sh
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5. After the installation of SVmcovm, make the required settings. For details
on the setting method, see Setting after SYmcovm installation.
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2.4.4 Setting after SYmcovm installation(Red Hat
Enterprise Linux)

This section describes necessary setting after the installation of SVmcovm.
1. Confirming SELinux function settings.
. Setting the PSA-to-MMB communication LAN.

. Setting the firewall function.

. Setting for transferring log file from ESXi to virtual machine(Log receiving side).

2

3

4. Setting for connecting to ESXi.

5

6. Setting for transferring log file from ESXi to virtual machine(Log sending side).
7

. Setting of Trap by way of MMB.
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2.4.4.1 Confirming SELinux function setting

Please refer to Chapter “2.1.3 Confirming SELinux function setting” for the setting of
SELinux.
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2.4.4.2 Setting the PSA-to-MMB communication LAN.
This section describes necessary setting to connect to MMB.
[Remarks]

®  You need to alocate physical adapter of PSA-MMB communication LAN in the
virtual machine.

Please refer to “2.4.2 Setting before SVmcovm installation” for adopting PSA-MMB
communication LAN.

® |P address must be the same subnet as IP address of PSA-MMB communication
LAN on the MMB side.

Please set IP address on the MMB side from MMB Web-UI.

/€ PRIMEQUEST_1800E2_1480943004_MMB-GUI -~ Windows Internet Explorer =10 x|
6‘/"15 /102411241 ¢ince O] &4 K| g prIMEQUEST. 1000E2 1480 X AR
x Go gle EE IR T “"”’u‘i'

Model: PRIMEQUEST 1800E2 Active:MMB#0
Part Number: MCE3AC111
Serial Number: 1480943004

52

DNS Server 1

DNS Server 2

DNS Server 3
LAN

'Dualization [ © Enable & Disable

IP Address

IP Address [ N N |
Subnet Mask [ K N |
Gatewayaddress | [ . [ . [
SMIP address

| [intetace @ Enable © Di

'
! Disable |
| [T Address [72 po o [ |
|| Subnet Mask 255 _[oss [oss o !

If [Interface] of [MMB-PSA IP Address] in the [Network Configuration]-[Network Interface]
windows of the MMB Web-UI is Disable, you can neither the scressn display nor event
notification function of PSA.

After changing it from Disable to Enable, the OS must be restarted.
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Setting of PSA-MMB communication LAN

Set the PSA-MMB communication LAN by using the following procedure.

1. Run the VMware vShprere Client.

2. Click the virtual machine which you have already adopted by chapter “2.4.2 Setting
before SVmcovm installation.”

3. Click [Power on the virtual machine].

~ioix]
File Edit View Iventory Administration Plue-ins Help
Bl [ rome b g mventory b ventory |
A b oEGRee P
EL R - a5
@ 122_1st VMware Workbenc =
IR PYOPNIPIAVNG) EETIEETI Summary Resource Allocation ' Performance | Events | Gonsole Permissions
) RHSBG4GA Test close tab [x] =
) RHSGEGA Test What is a Virtual Machine?
@) RHE264GATest
{3 RHE2(B6GA Test_110 A virtual machine is a software computer that, like a Virtual Machines
) [RHELS.5_x86_145] physical computer, runs an operating system and
(@ RHELS.5%86_2 applications. An operating system installed on a virtual
(G RHELSS:64-GA machine is called a guest operating system.
@ RHELG.2 x64
(@) RHELG.2 xB6_GA Because every virtual machine is an isolated computing X
) windows2008R2_115 environment, you can use virtual machines as desktop or N
as testing orto B
consolidate server applications.
Virtual machines run on hosts. The same host can run o N
many virtual machines. B >
Basic Tasks
CBower on the virtual machine
 Edit virtual machine settings
K] o |
Recent Tasks Name, Target or Status contains: ~ Olear X
Name [Torget TSttus TDetals | Inftistedby | Requested Start i, — | Start Time T CompletedTme |
) Power Off virtual machine @ RHELS.5.B6... @ Completed root 2012/08/30 5:07:21 2012/08/30 5:07:21 2012/08/30 5:07:23
[FTesks | [License Period: 78 deys remainine oot
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Click [Edit virtual machine settings] after booting virtual machine.

10.24.76.138 — vSphere

t

Eile Edit View Inventory Administration Plug-ins Help

EJ [& rome b gg mventory > oventory

[wu» oo Gbeeo

© O 1024.76.138

($) RHS8xG4GA-Test
() RHSOXB6GA-Test

() RH62x86GA_Test_110
(5 [RHELS.5_x86_145
() RHELS 5x86_2

() RHELS8X64-GA

{3 RHEL6.2 x64

() RHEL6.2_x86_GA

(5 windows2008R2_115

& 122_1st VMware Workbenc
5 123 _clone of 2nd VMware |

RHELS.5_xB6_145

Performance | Events

Summary - Resource Allocation

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or

. as testing i or to
consolidate server applications

Virtual machines run on hosts. The same host can run
many virtual machines

Basic Tasks

D Power on the virtual machine

it virtual machine settings

Console. | Permissions

close tab [%]

Virtual Machines

Host

vSphere Client

|

Recent Tasks Narme, Target or Status contains: ~ Clear X
Name | Target | Status | Details | Initiated by | Requested Start Ti...<— | Start Time | Completed Time I
¥ PowerOff virtual machine @ RHELSSxB6_.. @ Completsd root 2012/08/305:07:21  2012/08/305:07:21  2012/08/30 5:07:23

[Ee |

[License Period: 28 days remaning oot
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5. Confirming MAC Address of “PSA-MMB-LAN".

Then click [OK] butto

(%) RHEL5.5_x86_145 — Virtual M
Hardware IOpbonsI Resources |

™ Show All Devices

n

achine Properties

Add... I Remove I

—Device Status

Virtual Machine Version: 8

IV Connected

Hardware | Summary | V' Connect at power on
#E Memory 1024 MB Adapter Type
i crus 1
Video card Video card ’VCurrent SCHE £1000 ‘
& VMCIdevice Restricted  MAC Address
@ SCSI controller 0 LSI LogicParallel <
& Hard disk1 Virtual Disk
| BB Network adapter 1 PSA-MMB-LAN ||| # Automstic € Manusl
B Network adapter2 VM Network
E® Network adapter3 esxi-guest DirectPath 1/0
& Floppydrivel Client Device ’75‘3“3 Not supported & ‘
—Network Connection
Network label:
[Psa-MB-LAN |

=lol x|

o |

4

In this case you can find MAC Address on PSA — MMB communication LAN is

"00:50:56:b3:60:50 ".
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6. Lanch the Virtual Machine Console.

0.24.76.138 — vSphere t o [=] 3}
File Edit View Inventory Administration Plug-ins Help
5] |Q Home b g8 Inventory b [l Inventory ‘
N[y & \ a8 G ¢
B @ 102476138 PITER Launch Virtual Machine Console
(@ 122_15t VMware Workbenc
&) 123_dlone of 2nd VMare | Summary | Resource Allocation | Performance | Events | Console | Permissions
() RHSBX64GA-Test close tab [X]
i uibiees et What s a Virtual Machine?
(3 RH62x64GA-Test
(5 RH62x86GA_Test_110 A virtual machine is a software computer that, like a Virtual Machines
() [RHELS.5_x86_145 physical computer, runs an operating system and
() RHELS.5x86_2 applications. An operating system installed on a virtual
() RHELS8X64-GA machine is called a guest operating system
{3 RHEL6.2 x64
{3 RHELG.2_x86_GA Because every virtual machine is an isolated computing 2
(& windows2008R2_115 environment, you can use virtual machines as desktop or N
. as testing ts, or to Y Host
consolidate server applications
Virtual machines run on hosts. The same host can run RS
many virtual machines. N
Basic Tasks Sphere Client
@ Power Off the virtual machine
00 suspend the virtual machine
G Edit virtual machine settings
i =l /|
Recent Tasks Nane, Targst or Status contains: ~ Clear X
Name | Target Status | Details | Tnitiated by | Requested Start Ti... < | Start Time | Completed Time i
S Tasks | [License Period: 28 days remannine oot /|

Virtual Machine Console (In case of Red Hat Enterprise Linux)

RED HAT
ENTERPRISE LINUX 5

Language Session ¥ Restart Shut Down
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7. To find the network interface, execute the following command by use of MAC
address from chapter 2.4.4.2 step 5.

# ifconfig —a | grep —i <MAC address(chapter 2.4.4.2 Step 5) >

[For example]

# ifconfig —a | grep —i 00:50:56:b3:60:50
ethl Link encap:Ethernet Hwaddr 00:50:56:b3:60:50
#

You can find PSA-MMB communication LAN is “eth1”.

8. Change the following directory.

# cd /etc/sysconfig/network-scripts

9. Edit the config file of network interface.

# vi ifcfg-ethl
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10. Edit the configuration file as follows.

The IP address to be set depends on the partition number.

Use the values in the table below.

Partition Number IP Address Subnet Mask
0 172.30.0.2 255.255.255.0
1 172.30.0.3
2 172.30.0.4
3 172.30.0.5

<In case of Partition Number “1”>

[Before]

DEVICE = ethl

BOOTPROTO = dhcp
ONBOOT = yes

HWADDR = 00:50:56:h3:60:50

[After]

DEVICE = ethl

BOOTPROTO = static
ONBOOT = yes

HWADDR = 00:50:56:h3:60:50
IPADDR =172.30.0.3
NETMASK = 255.255.255.0
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Note:

o Please set the duplicate IP Address of all partitions in the cabinet.

11. Restart network service to reflect the new NIC setting.

# Isbin/service network restart

12. Next open the following configuration file of SVmcovm.

# vi letc/fujitsu/SVmco/usr/mmblan.conf

13. Setting the following parameter.

[Parameter]

MMBIP : IP Address of MMB-PSA IP Address set with MMB Web-UI

/€ PRIMEQUEST_1800E2_1480943004_MMB-GUI - Windows Internet Explorer

E) 02611281 T P2l & 4] X| & PRMEQUEST. 180062, 1480 X

x Goge | gun - me»

=loix|

s

PRIMEQUEST 1800E2
MCE3ACIIL

Network Interface

s soanie  Lrsanie
DNSSever] [N [ P -
DNsSever2 [N PN PO PHN
DNSSevers | TN P T
A LAN
Dualization | © Enable # Disable
IP Addres
Interface  Enable & Disable
1P Address [ N N N |
Subnet Mask L K K K |
Gateway adceess | [ [ [N PO
SMTPadiess | [ P [
ss

Active:MIMB20

ID: Partition ID of ESXi running.
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[For example]

<In case of IP address of PSA-MMB communication LAN is “172.30.0.1” on the MMB
side, Partition number is “1”>

[INETWORK]
MMBIP = 172.30.0.1

[PARTITION]
D=1
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2.4.4.3 Setting the Firewall function.

This section describes necessary setting to the Firewall function.

Configuring the firewall for SVmcovm operation
No. |Port Port number Description

MMB-PSA port

psa-mmb 5600 on MMB
1 |communication | . .
port side For reporting events and

configuration information

m  For example for setting firewall.

1. Move the following directory.

# lopt/fujitsu/SVmco/sh

2. Execute the shell script for setting firewall.

The specification of the shell script as follows.

[Specification]

# ./setiptables.sh install <Network interface name of PSA-MMB communication LAN>

v" Vaule of Network interface name of PSA-MMB communication LAN(you got the
chapter 2.4.4.2 Setting the PSA-to-MMB communication)

[For example]

# ./setiptables.sh install ethl
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3. Confirm that the PSA-MMB_LAN chain has been created.

# iptables -L
Chain INPUT (policy DROP)

target  prot opt source destination

Chain FORWARD (policy DROP)

target  prot opt source destination

Chain OUTPUT (policy DROP)

target  prot opt source destination

Chain PSA-MMB_LAN (0 references)

target prot opt source destination
ACCEPT all -- anywhere anywhere
ACCEPT all -- anywhere anywhere
ACCEPT icmp -- anywhere anywhere
ACCEPT icmp -- anywhere anywhere
ACCEPT tcp -- anywhere anywhere
ACCEPT tcp -- anywhere anywhere

icmp echo-request
icmp echo-reply
tcp spt:commplex-main

tcp dpt:commplex-main
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4. Add the jump setting for the PSA-MMB_LAN chain to INPUT and
OUTPUT chains.

Make the setting such that there are no interruptions by an existing
REJECT setting in an INPUT or OUTPUT chain or by a user definition
chain.

Example: REJECT setting in INPUT and FORWARD
# iptables -L
Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-prohibited

Chain FORWARD (policy ACCEPT)
target prot opt source destination

REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-prohibited

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

Continued on the following page.
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Chain PSA-MMB_LAN (0 references)

target prot opt source destination
ACCEPT all -- anywhere anywhere
ACCEPT all -- anywhere anywhere
ACCEPT icmp -- anywhere anywhere
ACCEPT icmp -- anywhere anywhere
ACCEPT tcp -- anywhere anywhere
ACCEPT tcp -- anywhere anywhere

icmp echo-request
icmp echo-reply
tcp spt:commplex-main

tcp dpt:commplex-main

5. Add "PSA-MMB_LAN" to the fifth INPUT chain (before the
REJECT setting) and to the OUTPUT chain. (For details on the
iptables option, see the man manual.)

# Ishin/iptables -I INPUT 5 -j PSA-MMB_LAN
# shin/iptables -A OUTPUT -j PSA-MMB_LAN
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6. Execute the iptables -L command, and confirm that the PSA-MMB_LAN
chains added to the INPUT and OUTPUT chains are not interrupted by
the previous REJECT, DROP, or other settings.

# iptables -L
Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
PSA-MMB_LAN all -- 0.0.0.0/0 0.0.0.0/0

REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-prohibited

Chain FORWARD (policy ACCEPT)
target prot opt source destination

REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-prohibited
Chain OUTPUT (policy ACCEPT)
target prot opt source destination

PSA-MMB_LAN all -- 0.0.0.0/0 0.0.0.0/0

Continued on the following page.
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Chain PSA-MMB_LAN (0 references)

target

ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT

prot opt source

all —— anywhere
all —— anywhere
icmp —— anywhere
icmp —— anywhere
tcp —— anywhere
tcp —— anywhere

destination
anywhere
anywhere
anywhere
anywhere
anywhere

anywhere

icmp echo—request
icmp echo—reply
tcp spt:commplex—main

tcp dpt:commplex—main

170




SVmco User Guide

7.  Confirming Ping responds for checking your setting to PSA-MMB
communication LAN.

(For example in this case presume that PSA-MMB communication LAN on the MMB
side is 172.30.0.1).

# ping 172.30.0.1

8. Save the firewall configuration.

# Isbin/service iptables save
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2.4.4.4 Setting to access ESXi.

SVmcovm acquires PCI card information and the log from ESXi by way of ssh at the time
of startup.

This section describes necessary setting to connect to ESXi.
SVmcovm is able to automatically detect PCI card failure by this setting.
[Remark]

If you use DNS Server, Please register host name with DNS Server to use name
resolution logic on ESXi and virtual machine which is installed Svmcovm.

1. Runthe VMware vSphere Clinet.
Click [Configuration]tab from [Home] - [Inventory] — [Inventory].

2

3. Click [Security Profile] in [Software] under the left.

4. Click [Properties...] of the [firewall] in the [Security profile].
5

Check [SSH Server] and click [OK] button.

Remote Access
By defaulk, remote clients are prevented from accessing services on this host, and local clients are prevented from
accessing services on remote hosts,

Select & check box to provide access to a servic or client. Dasmons will start automatically when their ports are
opened and stop when al of their ports are closed, or as configured.

Label Tncoming Ports Oukgoing Ports Protocols | Dacmon
Required Services
< SSHsaver ) 2 P A
5H Client 22 TcP HiA
simple Network Management Protocol
Ungrouped
NS Cliert 52 53 UDP,TCP  MiA
[0 ¥ serial port connected o vSPC 0-65535 TP Hpa
O wredlient 1z3 = Stopped
Fault Tolerance 100,3200,3300 80,6100,8200,8300  TCP,UDP  NJA v
< [ >
Service Praperties
General
Service: 55H Server

Package Information:

Firewall Settings

allowed IP Addresses: al

Firewall.,
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6. Click [Properties...] of the [Services] in the [Security Profile].

vmware5esxi VMware ESXi, 5.0.0, 742168

Getting Started | Summary . Virtual Machines ' Resource Allocation ' Performanc - [JeLURMEIIN Local Users & Groups ' Events ' Permissions

Hardware Security Profile [—
Health Status Services Refresh Properties...
1/0 Redirector (Active Directory Service)
Processors - 3 .
Network Login Server (Active Directory Service)
Memary Ibtd
Storage voxa
Networking £5Xi Shell
e i Local Security Authentication Server (Active Directory Service)
Network Adapters 1T Eneman
SsH
Advanced Settings et
Power Management CIM Server
Firewall Refresh Properties.
Software
Incoming C
Licensed Features Fault Tolerance 8100,8200 (TCP,UDP) All
Tine Corfiiralion vMotion 8000 ((:Ir'CP; A::
CIM Server 5988 (TCP) Al
DNS and Routing NEo o02.(TCP) i |
Authentication Services s 427 (UDP,TCR) Al
Virtual Machine Startup/Shutdown DHCP Client 68 (UDP) Al
apfile Location SNMP Server 161 (UDP) Al
Security Profie vSphere Client 902,443 (TCP) Al
CIM Secure Server 5989 (TCP) Al
onfiguration 5
: DN Client 53 (UDP) Al
SYAsmRESol e Mocatin vSphere Web Access 80 (TCP) Al
Agent VM Settings Outgoing Connections
Advanced Settings HBR 31031,44046 (TCP) Al
woL 9(UDP) All
httpClient 80,443 (TCP) All
svelnn 514 1514 (11NP TCPY all —l
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7. Check [SSH] and click [Options] button.

Remote Access

By default, remote dients are prevented from accessing services on this host, and local dients are prevented from
accessing services on remote hosts.

Unless configured otherwise, daemans will start automatically.

Label Daemon -

lbtd Running

vpxa Running

ES¥i Shell Stopped M

xorg Stopped

Local Security Authentication Serv...  Stopped

NTP Daemon Stopped L
| pabade Stopped 1
L ssH Stopped

Direct Consale UL Running

CIM Server Running -

Service Properties

General
Service: 55H
Package Information: esx-base

This VIB contains all of the base functionality of vSphere ESXi.

Coemd

oK cncel | v |
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8. Click [Start] in [Service Commands].

) SSH (TSM-SSH) Options

9. Click [Start and stop with host] in the policy.
Then Click [OK] button.

«+ SSH (TSM-SSH) Options
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10. Confirming "SSH"

s Running and click the [OK] button.

Remote Access

By default, remote dients are prevented from accessing services on this host, and local dients are prevented from
accessing services on remote hosts,

Unless configured otherwise, daemons will start automatically.

Label Daeman -
|btd Running
vpxa Running
ESXi Shell Stopped
xarg Stopped
Local Security Authentication Serv...  Stopped
NTP Daemon Stopped =
probed tonped 1
L S5H Runnin,
Direct Console Running
CIM Server Running jue

Service Properties

General
Service: SSH
Package Information: esx-base

This VIB contains all of the base functionality of vSphere ESxi.

( oK , Cancel | Help |
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11. Log in the virtual machine and move the following directory.

# cd Jopt/fujitsu/SVmco/bin/

12. Execute the following command.

Setting interactively IP Address, Login ID and password of ESXi.

#./setuserinfo -i
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[Notes]
Please set IP Address to access ESXi.

IP Address depend on the network environment.

1. Network composition example 1:
Set IP Address you have set in the chapter 2.4.2.5 step 7.
2. Network composition example 2:

Set IP Address you have adopted ESXi of Management Network.

13. Execute the following command for confirming the parameter you have set
step 10.

Please confirm the following message is output.

# ./setuserinfo —c

Successful execution of the command.

The following messages are displayed when failed to access ESXi.

# ./setuserinfo —c

Failed to execute the command.

The reasons are as follows.
1. Login ID for ESXi or password is wrong.
Corrective Action:
Please reregister correct LoginID or password with the machine.(Step 12)

2. DNS Server cannot do the name resolution of ESXi and virtual machine which is
installed SVmcovm.

Corrective Action:

Please register host imfomation with DNS Server to use.
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m  [f you can't connect to ESXi by way of SSH.

You need to get information of PCI card by manual and set up it on the virtual
machine .

Then, restart the SVmcovm.

Also, when you add or remove the PCI card and you can't access the ESXi by way of
SSH, you need to execute the following procedure.

If you don't accept to access the ESXi by way of the SSH, you need to accept the
following restrictions.

1. Can't detect failures of PCI card and Hard disk before SVmcovm start.
(After SVmcovm start, it is possible to detect failures.)
2. Can’t detect lane degraded of PCl card in MMB.

3. Can’t change the system status(OS Running /OS Shutdown) on the
MMB Web-UlI.

The procedure for getting the information of PCI card is below.
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1. Log in the ESXi by way of the SSH and execute the following command.

B Command for getting information of PCI card.

#/sbin/esxcli hardware pci list > pcicardinfo

®  Command for getting information NIC.

#/sbin/esx-cfg-nics —I > nicinfo

[For example]

®  pcicardinfo

000:000:19.0
Address: 000:000:19.0
Segment: 0x0000
Bus: 0x00
Slot: 0x19
Function: 0x00
VMkernel Name: vmnicO
Vendor Name: Intel Corporation
Device Name: 82567LF-2 Gigabit Network Connection
Configured Owner: Unknown
Current Owner: VMkernel
Vendor ID: 0x8086
Device ID: 0x10cd
SubVendor ID: 0x10cf
SubDevice ID: 0x159b
Device Class: 0x0200

180




SVmco User Guide

B nicinfo

Name PCI Driver  Link Speed Duplex MAC Address MTU Description

vmnicO 0000:00:19.00 e1000e  Up 100Mbps Full 00:17:42:de:7c:4b 1500 Intel
Corporation 82567LF-2 Gigabit Network Connection

vmnicl 0000:05:00.00 igb Up 100Mbps Full 00:17:42:9b:dc:b4 1500 Intel
Corporation 82576 Gigabit Network Connection

vmnic2 0000:05:00.01 igb Down OMbps  Half 00:17:42:9b:dc:b5 1500 Intel
Corporation 82576 Gigabit Network Connection

vmnic3 0000:06:00.00 igh Down OMbps  Half 00:17:42:9b:dc:b6 1500 Intel
Corporation 82576 Gigabit Network Connection

vmnic4 0000:06:00.01 igb Down OMbps  Half 00:17:42:9b:dc:b7 1500 Intel
Corporation 82576 Gigabit Network Connection

vmnic5 0000:0e:00.00 e1000e = Down OMbps  Half 00:15:17:7d:d4:e2 1500 Intel
Corporation 82571EB Gigabit Ethernet Controller

vmnic6é 0000:0e:00.01 e1000e  Down OMbps Half 00:15:17:7d:d4:e3 1500 Intel
Corporation 82571EB Gigabit Ethernet Controller
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2. copy the file onto the following directories on a virtual machine by which you

installed SVmcovm.

[etc/fujitsu/SVmco/usr

v' Finally you have to restore the setting for accessing to ESXi by way of SSH.
The procedure is below.
Run the VMware vSphere Clinet.
Click [Configuration]tab from [home] - [inventory] — [inventory].
Click [security profile] in [Software] under the left.
Click [property] of the [firewall] in the [Security profile].
Check [SSH server] and click [Options] button.

© N o 0 &~ W

Click [Stop] in [Service Commands].

(%) SSH (TSM-SSH) Options x|

— Status
Running

— Startup Policy
(" Start automatically if any ports are open, and stop when all ports are closed

" Start and stop with host
(% Start and stop manually

—Service Commands

Start | Restart |

q OK } Cancel Help
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9. Confirming "SSH" is Stopped and click the [OK] button.

Remote Access

By default, remote dients are prevented from accessing services on this host, and local dients are prevented from
accessing services on remote hosts,

Unless configured otherwise, daemons will start automatically.

Label Daeman
Ibtd Running
vpxa Running
ESXi Shell Stopped
xorg Stopped
Local Security Authentication Serv...  Stopped
NTF Daemon Stopped
vprobed Stopped
ol S5H Stopped
Direct Cons unning
CIM Server Running

Service Properties

General
Service: S5H
Package Information: esx-bage

Thig VIE contains all of the base functionality of vSphere ESXi.

n

Options

< Ok | > Cancel |

Help
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2.4.4.5 Setting for transferring log file from ESXi to virtual
machine(Log receiving side).

It is necessary to set firewall and log daemon to transmit the log from ESXi to a

virtual machine.

2.4.4.5.1. Setting of log daemon.

There is a different setting for each OS.

This section describes how to set log daemon for RHEL5(syslog) and RHEL6(rsyslog).

®  Syslog(RHELS5)
1. Open the following file.

#vi letc/sysconfig/syslog

2. Editthe “SYSLOGD_OPTION” parameter to the following option.
[Before]

SYSLOGD_OPTIONS="-m 0”

[After]

SYSLOGD_OPTIONS="-m O -r"

3. Restart the Syslog daemon.

# service syslog restart
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4.  Execute the following commands.

Confirm the 514 ports of udp are displayed.

# netstat —an | grep —i udp | grep 514

Cudpy o0 0 0.0.0.0614) 0.0.0.0*

The log can be received if displayed as stated above.

m  rsyslog(RHELG)

1. open the following file.

# vi letc/rsyslog.conf

2. Remove the comment out the following parameter and save it.

[Before]

#$ModLoad imudp.so
#3UDPServerRun 514

[After]

$ModLoad imudp.so
$UDPServerRun 514

3. Restart rsyslog daemon.

# service rsyslog restart
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4.  Execute the following commands.

Confirm the 514 ports of udp are displayed.

# netstat —an | grep —i udp | grep 514

0 00.0.0.0E1D) 0.0.0.0:*

udp 0 0::514 o

The log can be received if displayed as stated above.

2.4.4.5.2. Setting of firewall

B Log receiving side (virtual machine)

1. 514 ports of udp are opened for receiving the log by the following commands.

# iptables -1 INPUT -p udp --dport 514 -j ACCEPT

2. Save the firewall setting.

# Isbin/service iptables save
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B Log sending side(ESXi)

1. Open [Composition] for target ESXi by vClient and select [Security Profile] for
software, then display information of service and firewall.

Select [Property] for firewall.

1O Redrector (Active Divectory Service)
Hetwork Logh Server (Active Directory Service)

bid
i

Hetworkong ESiShel

Storage Adepters Local Sscurky Authentiation Server (Active Directory Servics)

tetwrk Adapters 5 Poenen.
sH

AR Drect Corsole Ut

Pomer Managenent M Server

R oo
Loensed Festires Vephere Clent W3 (1) ]
Tine Cofiguation map a7 (?w,m:) ::
g “Maion 20 (1)

NS endRoiting o8 it o
4 @E) ]
DHCP Clert 63(.0) L]
P Server 161(U0F) L]
Viphere Wieb Access AP L]
Fauk Toerence 8100,3200 (1C2,L0P) o

Cutiuing Cornections

hetpCert 2,43(1P) o
SSHCient 20®) o
vCenter Update Manager 50,2000-9100 (TCP) o
mae 42710, 1C) o
WL 3007} ]
DS Cient: S3{L0R,TCP) o
WEC 02 (1P} A
DHCP Clent. 63 (L0F) A
Software 5CST Clent 380 (1) A
HER 31031, 54046 (ICF) L]
retDuTp. 6500 (LOP) A
HIP Cient 123 (.0P) Al
Miation 8000 (1) Al
Fauk Toerance 90,3100,3200 (TCP.LOP) o
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2. Select “syslog” from label and click [OK].

Remote Access

By default, remote clients are prevented from accessing services on this host, and local clients are prevented from
accessing services on remote hosts.

Select 5 check box to provide access to a service or client. Daemons will start automatically when their ports are
opened and stop when all of their ports are closed, or as configured.
TIncoming Ports Outgoing Ports Protocols | Daemon A~
514,1514 uDP, TCP
8301,8302 8302,8301 uoP
CIM Server s988 TP
Software iSCSI Client 3260 TP
NFS Client 0-65535 =
DHCPv6 546 547 TCP,UDP
vSphere Client 202,443 TP -
vCenter Update Manager 50,9000-9100 TP
netDump 6500 uoP
SNMP Server 161 uoP (7 ~

<

Service Properties

General
Service: SSH Server
Package Information: esx-base

This VIB contains all of the base Functionality of vSphere ESXi.

Firewall Set!

Allowed IP Addresses: All

Firewall... Options...
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3. Confirm “syslog” is existed in tranmit connection of firewall.

1O Redrector (Active Directory Service)
Network Login Server (Active Directary Senvice)
vemary b
Shorage e
Networking £54shel
Stovage Adapters prs 4
Nebvock 2enon
Metwork u?wtas s
Advanced Settings s
Povier Managemert MM Server
Firewall
Software
Licensed Features. SHMP Server 161 (UDP)
Time Configration 'K"W Eg)
ikt vephere Gt w30
Aghentication Services VSpbere e ccess )
Vrtual Madhine StarbupfShutdosn amae 427000915
Virtual Machine Siwapfie Locaticn DNS Clenit 53(U0P)
» SearhyProfie Feult Tolerance 100,820 (TCP,LDF)
Host Cache Corfiguratin % L1
System Resource Alocation e c0(0R)
Agent ¥ vhiaion 000 (TCP)
Advanced Settings NEC see)
@ 514,1514 (LOP,TCP)
23 31031,440% (1)
NP Clent 123{ue)
woL 9{uoe)
e d-T 427 (Uoe, 1C%)
wCenter Update Manager £0,50009100 (TCP)
DS Cient S3(U0R,TCP)
S Gient 2(1)
Fault Tokerance 80,810,800 (TCP,U0F)
DHCP ekt E6(U0P)
Softwere 5CST Clent: 260(CP)
B0 443(TCP}

mrEzEREER

zrrEEEEREEREEER

Refrssh

Properties.
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2.4.4.6 Setting for transferring log file from ESXi to virtual
machine(Log sending side).

1. Lanch the VMware Vclient and click [Advanced settings] of [Configuration] tab.

vmware5Sesxi VMware ESXi, 5.0.0, 742168

Getting Started ' Summary ' Virtual Machines ' ResourceAllocation ' Performa «ce [[QLUIMELIIN Lo, 3l Users & Groups | Events Permissions

Hardware

Health Status
Processors

Memory

Storage
Networking
Storage Adapters
Network Adapters
Advanced Settings
Power Management

Software

Licensed Features

Time Configuration

DNS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile

Host Cache Configuration

System Resource Allocation

Advanced Settings
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2. Click [global] of [syslog] item and set the IP Address for sending to
“Syslog.global.logHost ” parameter.

Then click [OK] button.

IP Address depend on the network environment.

1. Network composition example 1:

Set IP Address you have set in the chapter 2.4.2.5(linux) step 4.

2. Network composition example 2:

Set IP Address you have adopted ESXi of Management Network.

[In case of Network composition example 1]

(%) Advanced Settings

BufferCache
CBRC

{1 Config
cow
Cpu
DataMover
Digest
DirentryCache
Disk
FSS
FT
HBR
Irq
LPage
Mem
Migrate
Misc
Net
NFS
Numa
PageRetire
Power
RdmFilter
ScratchConfig
Scsi
SvMotion

< =l Syslog
I

loggers
User
UserVars
VMFS3

[+l VMkernel

|

=

Syslog.global.defaultRotate 8

Default number of rotated logs to keep. Resetto default on zero.

Min: 0 Max: 100

Syslog.global.defaultSize 1024

Default size of logs before rotation, in KiB. Reset to default onzero.

Min: 0 Max: 10240

Syslog.global.logDir [0 /scratch/flog

Datastore path of directory to outputlogs to. Resetto default on null. Example: [datastoreName]/logdir

Syslog.global.logDirUnique m|

Placelogs ina unique subdirectory of logdir, based on hostname.

Syslog.global.logHost .—

The remote host to output logs to. Resetto default on null. Multiple hosts are supported and mustbe s..

m«ancel | Help
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3. confirming of receiving log.

Please confirm the log is transmitted from ESXi to/var/log/messages on a virtual machine.
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2.4.47 Setting of Trap by way of MMB

This section describes how to set the sending trap by way of MMB .
Trap is sending to the address set to MMB-Web UI.

Please refer to the chapter of "Setting of SNMP" of 'PRIME QUEST1000 series
installation manual' for the setting.

It is necessary to set the following information to the Trap notification.

®  Partition Name
It is a name allotted to the partition.

Please refer to the chapter of "Setting of the partition name" of 'PRIME QUEST1000
series installation manual' for details.

® MMB virtual IP address
It is virtual IP address to access MMB Web-UI.

Please refer to the chapter of "Setting of the network of MMB" of 'PRIME QUEST1000
series installation manual' for details.

[Remarks]

Operations management software (e.g., Systemwalker) needs these settings to manage
events by partition.
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Open the following file on the virtual machine.

/etc/fujitsu/SVmco/usr/svmcovmtrap.conf

The parameter of information necessary for the Trap sending is as follows.

® TRAP_SET
v' Description: Setting of Trap sending by way of MMB.

v' Value: 0 snmp trap notification is disabled, 1 snmp trap notification is enabled
(Default setting 1)

®  Partition_Name
v' Description: name of Partiton.

v" Vaule: 0~63 string (Defaule null string)

® MMB_V_IP
v/ Description: MMB virtual IP address
v" Vaule: 0.0.0.0~255.255.255.255 (Defaule 255.255.255.255)
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m  For example

<In case of snmp trap is enabled, partition name is “Test Machine” and MMB virtual IP

address is “192.168.40.1">
[Before]

[TRAP]
TRAP_SET=1

Partition_Name =

MMB_V_1P=255.255.255.255

[After]

[TRAP]
TRAP_SET=1

Partition_Name=Test Machine

MMB_V_IP=192.168.40.1

This is the end of setting
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2.45 Reboot of virtual machine

After setting after SYmcovm installation, restart the virtual machine.

[syntax]

# Isbin/reboot

Confirm the following messages are output to the Syslog.

Then if there is no abnormal message, this is the end of the SVmcovm installation.

1 00502 MMBA MMB connected
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2.4.6 Installing a SVmcovm update

This section describes the SVmcovm update installation procedure.

Please confirm necessary package has been installed in the partition before
updating SVmcovm.(Chapter 2.4.3.1 Packages required for SVYmcovm)

The description in this section assumes that the SVmcovm package
file(SVmcovm-$VER-$REL.tar.gz) has already been uncompressed in a work
directory (referred to as $WORK_DIR, in this document), and directory
"SVmcovm" has already been made.

Perform these operations with root authority.

1. Setthe [ServerView SUite DVD1] to the DVD drive and copy SVmcovm
package from the following directory to anywhere on the OS.

SVSLocalTools/Japanese/SVmcovm/SR_Linux/SVmcovm-XXX.tar.gz

2. Stop the SVmco service.

# Isbin/service y30SVmco stop

3. Change the current directory to SVmco in $SWORK_DIR

# cd $WORK_DIR/SVmcovm

4. Enter the following command to start installation:

# /INSTALL.sh

5. Start the SVmco service

# Isbin/service y30SVmco start
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6. Please ensure the log of ESXi is forwarded to /var/log/messages on the virtual
machine.

Please execute the following procedures when the log is not forwarded from ESXi.

1. Login ESXi by way of the SSH.

2. Execute the following command.

# esxcli system syslog reload

3. Please ensure the log of ESXi is forwarded to /var/log/messages on the virtual
machine.

Please check the setting again when the log is not forwarded.

[Remark]
® The following message may be output when updating SVmcovm.

But, there is no significant effect for SVmcovm activities.

/sbin/ldconfig: <LIBNAME> is not a symbolic link

® Please execute the setting of the Trap by way of the MMB when updating

svmcovm is not greater than the revison 1.1.

198



SVmco User Guide

2.4.7 Uninstalling SVmcovm
This section describes how to uninstall SVmcovm in Red Hat Enterprise Linux.

Execute the following commands in the order shown to first stop SVmcovm
services and then uninstall the SYmcovm package.

[Syntax]

/sbin/service y30SVmco stop

/bin/rpm —e SVmcovm
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2.4.8 Retrieving VMware SVmcovm maintenance
information

1. When a problem regarding SVmcovm occurs, execute the SVmcovm
troubleshooting information collection command (getosvmco), and then
execute the vm-support command. getosvmco command

# lopt/fujitsu/SVmco/sh/getosvmco <file name>

Please collect output files after executing the command.

2. vm-support command
<Execution example>
# vm-support
After the vm-support command is executed, the following messages are
output.
Please collect this file.

Remarks

In VMware, the core file is output in /var/core, and is not automatically deleted.
After executing the vm-support command, we recommend deleting the core file
as required.
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2.4.9 Installing a SVmcovm (Windows Server
2008/2012)

This explanation presupposes that SVYmcovm package is already stored under work
directory.

This procedure require Administrator authority.

1. Set [ServerView Suite DVD1] on DVD drive, and copy target module from following
directory to work directory.

<DriveName>:

\SVSLocalTools\Japanese\SVmcovm\SR_Windows\ ServerViewMissionCriticalOptionVM_Win.exe

2. Open work directory from explore.

3. Select ServerViewMissionCriticalOptionVM_Win.exe and execute Double-clicking or
execute [open] by right click menu on mouse.

201



SVmco
User Guidel

4, After display [Welcome to setup], click [Next].

itsu ServerView Mission Critical Option for YM — InstallShield Wizard | X|

Welcome to the InstallShield Wizard for Fujitsu
ServerView Mission Critical Option for VM

The InstallShield Wizard will install Fujitsu Servertfiew
Mission Critical Option for ¥M on your computer. To
continue, click Next.

———

< Back ! Cancel I

5. Click [Next] on [select for Installation destination], if installation destination is not
change from default value.

Fujitsu ServerView Mission Critical Option for ¥YM — InstallShield Wizard
Select Features \
Select the features setup will install.

Select the features you want to install, and deselect the features you do not want to install.

Fuijitsu ‘Mission Critical Option ¥

Destination Folder
|V C:%\Program Files [286)\FujitsulS erverview Suiteh l
Space Required on C: 15 MB

Disk S
Space Available on C: 17483 MB isk Space. |
IrstaliShield

< Back d Next > i Cancel I
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6. When finish installation, [Installation Complete] is displayed.

Then select [No, computer will be reactivate later] and click [Finish].

Fujitsu ServerView Mission Critical Option for ¥YM — InstallShield Wizard

1 ati cC 1 d.

Setup has finished installing Fujitsu ServerView Mission Critical
Option for ¥M on your computer.

% Yes, | want to restart my computer now.

Mo, | will restart my computer later_

Remove any disks from their drives, and then click Finish to
complete setup.

< Back IE Finish ’ Carcel

Installatin is finished.
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2.4.10 Configuration after installation (Windows
Server 2008/2012)

Please execute configuration setting after SVYmcovm installation as following procedure.

. Configuration PSA-MMB communication LAN
. Confirmation for firewall function for PSA-MMB communication LAN

. Configuration to access to ESXi

1
2
3
4. Configuration to transfer log to virtual machine (Receive side)
5. Configuration to transfer log to virtual machine (Transfer side)
6

. Configuration to send Trap by wat of MMB
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2.4.10.1 Configuration for PSA-MMB communication LAN

This chapter explain configuration of PSA-MMB communication LAN to communicate
between SVmcovm and MMB.

[Note] :

« It is necessary to allocate physical adapter for PSA-MMB communication LAN to virtual
machine, to communication SVmcovm with MMB.

Please refer chapter 2.4.2 configuration before SVmcovm installation to confirm method
to allocate.

- |P address to set should include same subnet with MMB IP addresss for PSA-MMB
communication LAN. MMB IP address can be set by MMB Web-UI.

+ Event which detected by SVmcovm can not report if [Interface] on [MMB-PSA IP
address] is disabled. And when change from disable to enable, OS reboot is necessary.
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B Configuration for PSA-MMB communication LAN
The following procedure show how to configure PSA-MMB communication LAN..

1. Start VMware vShpere Client

2. Click virtual machine which is allocatedvirtual switch for PSA-MMB communication
LAN in [2.4.2 Configuration before SVmcovm installation] from left side menu.

3. Click [Power on] from upper tool bar.

What is a Virtual Machine?

§

Basic Tasks

I Power on the virtual machine

% Edit virtual machine settings
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4. Click [Edit configuration for virtual machine] from [beginning] tab, to confirm MAC
address for PSA-MMB communication LAN, after virtual machine is started.

Eile Edi Vew dventory fdniisation Pe-r Hebp
sureBGRARDP

) RHEG6GA Test 110
# 145

many virtual machines “1

Basic Tasks
W Shut down the virtual machine

U Suspend the virtual machine

% Eait virtual machine settings
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SVmco

5. Select network adapter for PSA-MMB communication LAN and confirm [MAC address].
After confirmation, click [OK].

(%) windows2008R2 115 — Virtual Machine Properties

Hardware | options | Resources |

I Show all Devices

Add... Remove

Hardware Summary
W Memory 4096 MB
I cpus 1
] video card video card
& YMCI device Restricted
@ 5CSI controller 0 LSI Logic SAS
& Harddisk 1 virtual Disk
25 cofovD drive 1 Client Device
| BB Network adapter 1 PSA-MMB-LAN ]
BB Network adapter 2 esxi-guest
EB Network adapter 3 M Network
& Floppy drive 1 Client Device

Device Status
¥ Connected

¥ Connect at power on

Adapter Type

virtual Machine Version: §

Current adapter: E1000

= © Mano

DirectPath IjO

Status: Not supported &

Network Connection
Network label:

|Psa-MME-LaN

Help

This sample show [00:50:56:b3:60:52] is MAC address for PSA-MMB communication

LAN.
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6. Start console to click [start console for virtual machine] from upper tool bar on virtual
machine.

$10.24.76.130

Virtual on
many viriual machines

s. The same host can nn
Basic Tasks

B Shut down the virtual machine

U0 Suspend the virtual machine

% Edit virtual machine settings

L 2

-Virutal console screen

) WKOOx64 oku 143 on 10.24.17.130
Eio View VM
mujpOeRDGREDR

Press CTRL + ALT + DELETE to log on
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7. Start command prompt after login and execute following command to confirm network
interface which is allocated for PSA-MMB communication LAN. To search, find mac
address which is confirmed by procedure 5

> ipconfig /all

[Execution result [Example]]

Connection—specific DNS Suffix . :
Description : In A Network Connection
Physical Address. + ¢ & & & & & & =

DHCP Enabled
Autoconf iguration Enahled

This example show [Network Connection] is PSA-MMB communicatin
LAN.

210



SVmco User Guide

8. Open [Control Panel] —>[Network and internet] —> [Network

common center], and select LAN which is confirmed by procedure7. (In

this example, Local Area Connectin)

etwork and Sharing 3 &
’G’C)v 52, - Control Panel + AllControl Panel Items ~ Network and Sharing Center ~ (83 [[search convolane “

Control Panel H @

aErenime View your basic network i ion and set up
| w by See full may
Change adapter settings CL\ e &. % g’ b P
Change advanced sharing settings WIN-8DPAHISQSNR. - Multile networks S et
(This computer)

View your active networks

| Network Access type:
Private network Connections:

[

[J Local Area Connection 3

Access type:
Unidentified network 5 e 7
. Connections: ocal Area Connection
Public network

Connect or disconnect

No Internet access

No Internet access

Change your ing settings

i« Setupanew connection or network
b~
v-s. Connect to a network

See also Troubleshoot problems

Internet Options

Windows Firewall

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Diagnose and repair network problems, or get troubleshooting information.
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SVmco

9. Select [Internet protocol version 4 (TCP/IPv4)] from [Property] for
LAN which is confirmed by procudure7 (In this example, Local Area

Connection ), and click [Property].

@ Local Area Connection Properties i

Networking |

Connect using:
Cl:ﬁ’ Intel{R) PRO/1000 MT Network Connection

This connection uses the following items:

o8 Client for Microsoft Networks

gOoS Packet Scheduler

SFx\e and Printer Sharing for Microsoft Networks
4. Intemet Protocol Version 6 (TCP/IPv6)

«&. Link-Layer Topology Discovery Mapper |/0 Driver
& Link-Layer Topology Discovery Responder

Install... | Uhniristal |
e

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

x|

oK | Cancel
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10. Set IP address as below.
*IP address to se is different by partition number.

Set IP address according to following table.

IP address Subnet mask
Partition Number
0 172.30.0.2 255.255.255.0
1 172.30.0.3
2 172.30.0.4
3 172.30.0.5

<Example for partition number 3>

Internet Protocol Yersion 4 (TCP/IPv4) Properties [ 7] X]

General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
far the appropriate IP settings.

" Obtain an IP address automatically

—{% Use the following IP address:

IP address: 172,330 .0 .5
Subnet mask: 255,255 .255 ., 0
Default gateway: | &

tarr

—{% Use the Following DNS server addresses:

Preferred DNS server: " . y
Alternate DNS server: : ¥ ;

I™ Validate settings upon exit Advanced...
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Note:

Please set the duplicate IP Address of all partitions in the cabinet.
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11. Confirm ping is reply to MMB.

(following is example MMB IP address is 172.30.0.1)

# ping 172.30.0.1

12. Edit configuration file for SVmcovm. File can be edited by text
editor.

[SVmcovm installation directory ]
¥etc¥fujitsu¥SVmco¥usr¥mmblan. conf

(. C:¥Program Files (x86)¥Fujitsu¥ServerView
Suite¥SVmco¥etc¥fujitsu¥SVmco¥usr¥mmblan. conf)

13. Set following parameter

[Setting value]

MMB IP: IP address for MMB—PSA communication LAN by MMB Web-
UI

ID: Partition number for ESXi
[Example]

When IP address is 172.30.0,1 and ID is 3,
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[NETWORK]
MMBIP = 172.30.0.1

[PARTITION]
ID=3
Configuration for PSA—-MMB communication LAN is finished.

2.4.10.2 Configuration windows firewall

For operation with Windows firewall enabled, the following ports must be open to
enable them tosend and receive from th MMB.

- svmcommbs.exe uses a port to send data to MMB (TCP port 5000 on
the MMB side).

- svmcommbs.exe uses ICMP protocol for the MMB

Operation

1. Select [Start] — [Administrative Tools] — [Windows Firewall with Advenced
Security]

2. The [Windows Firewall with Advenced Security] window appears. Click
[Inbound Rules] in the left pane. The [Inbound Rules] list appears in the center
pane.
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3. Click [New Rule] in the righ pane of the [Windows Firewall with Advenced
Security] window. The [New Inbound Rule Wizard] window appears with [Rule
Type] displayed at the top left. Select [Custom]. Then click the [Next] button.

4. The wizard displays the [Program] window, as indicated at the upper left.
Select [This program path]. Then click the [Browse] button.

Select “svmcommbs.exe”. Then click [Next] button.

Remarks

svmcommbs. exe is in opt¥SVmco¥bin in the SVmco installation path. The
default installation path for SVmco is Program Files¥fujitsu¥ServerView
Suite¥SVmco.
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5. The wizard displays the [Protocol and Ports] window, as indicated at the

upper left. Select or enter value for the following items. Then, click the [Next]
button.

[Protocol and Ports] setting items

Window item Selected or entered value
[Protocol type] [TCP]
[Local port] [All ports]
[Remote port] Select [Specific Ports]. Then enter
“5000” in the text box below.

# New Outbound Rule Wizard [ <]}
Protocol and Ports

Specify the protocals and ports to which this rule applies.

Steps:
» Rule Type To which ports and protocols does this rule apply?
» Program
¢ Protocol and Ports Protocol type: TGP .
s Scope Protocol number: [ &4
@ Action
s Profile Local port: [m
e
@ Name Example: 80, 443, 5000-5010
Remote port: WQ—S—L-I
5000]

Example: 80, 443, 5000-5010

Internet Control Messaee Protocol
(ICMP) settings:

Customize

Learn more about protocol and ports

< Back I{ Next > 1 Cancel
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6. The wizard displays the [Scope] window, as indicated at the upper left. Select
or enter value for the following items. Then, click the [Next] button.

[Scope] setting items

Window item

Windows2008R2 Select or entered value

Windows2008
Windows2012

Which local IP address Select local IP address [Any IP address]
dose this rule match? applying this rule.

Which remote IP address |[Select remote IP address | Select [These IP address].
dose this rule match? applying this rule. Then, click the [Add]
button. Enter the IP
address of the PSA-MMB
communication LAN on
the MMB.

7. The wizard displays the [Action] window, as indicated at the upper left. Select
[Allow the connection]. Then click the [Next] button.

8. The wizard displays the [Profile] window, as indicated at the upper left. Check
all the [Domains], [Private] and [Public] check box. Then click the [Next] button.

9. The wizard displays the [Name] window, as indicated at the upper left.
Enter "MCOMMBS”. Then click the [Finish] button
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Click [New Rule] in the right pane of the [Windows Firewall with Advanced
Security] window. The [New Outbound Rule Wizard] window appears with [Rule
Type] displayed at the top left. Select [Custom]. Then click the [Next] button.

10. The wizard displays the [Program] window, as indicated at the upper left.
Select [This program path]. Then click the [Browse] button. Select
“svymcommbs.ese”. Then click the [Next] button.

Remarks

svmcommbs. exe is in opt¥fujitsu¥SVmco¥bin in the SVmco
installation path. The default installation path for SVmco is
Program Files¥fujitsu¥ServerView Suite¥SVmco.

11. The wizard displays the [Protocol and Ports] window, as indicated at the
upper left. Select [ICMPV4] in the [Protocol Type]. Then click the [Next] button.

Protocol and Ports

Specify the protocals and ports to which this rule applies.

Steps:
» Rule Type To which ports and protocols does this rule apply?

Program
¢ Protocol and Ports Protocol type:
» Scope Protocol number: T

2 Action

s Profile Local port: All Ports

@ Name

Example: 80, 443, 5000-5010
Remote port: All Ports =

Example: 80, 443, 5000-5010

Internet Control Messaege Protocol Customize...
(IGMP) settines:

Learn more about protocol and ports

< Back Cancel
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12. The wizard displays the [Scope] window, as indicated at the upper left.
Select or enter values for the following items. Then, click the [Next] button/

[Scope] setting items

Window item
Windows2008R2 Selected or entered value
Windows2008
Windows2012
Which local IP addresses [Select local TP [An IP address]
dose this rule match? address applying this
rule.
Which remote IP Select remote IP Select [These IP
addresses dose this rule |address applying this | addresses]. Then, click the
match? rule. [Add] button.
Enter the IP address of the
PSA-MMB communication
LAN on the MMB side.

13. The wizard displays the [Action] window, as indicated at the upper left.
Select [Allow the connection]. Then click [Next] button.

14. The wizard displays the [Profile] window, as indicated at the upper left. Click
all the [Domain], [Private] and [Public] check boxes.. Then click [Next] button.

15. The wizard displays the [Name] window, as indicated at the upper left. Enter
“MCOICMP” in [Name]. Then click [Finish] button.

Configuraiton for firewall is finished.
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2.4.10.3 Configuration to access to ESXi

SVmcovm collect PCI card information and log when SVmcovm start up.
This chapter explain way to access to ESXi.

This enable SVmcovm can detect PCI card failure

1. Startup VMware vShpere Client.
2. Click [Configuration] from [Home] -> [Inventory] -> [Inventory]
3. Click [Security Profile] in [Software] in lower left.

4. Click [Property] in lower right on [Security Profile]

GettigStaed | Summery | rtud Machies . Resource Allocaiion | Performancs W’L«db’ﬂsv)&m Events Permissions.

Security Profile

Services Refresh  Propertes,
1/0 Redrector (Active Directory Service)

Nekwrk Logn Server (Active Directory Service)
bid

TP Daemon

M Server
= Firewall Refresh
| Incoming Connections
s

vaphers Chent 02,443 (1C7) a
anap 427 (P, TCF) A
sHoticn 300(1CP) a

53 (uoF) Al
202(1%) a

63(.0F) A

161 (U0P) A

200) A

8100,8200 (TCP,U0P) A

5141514 (U0P,TCP) A

30,443 (107) A

200) A

50,9000-5100 (TCF) A

427 (R, TCP) A

3(op) A

53(L0R,TCP) A

202 (1) A

63(U0F) A

260(TCP) A

31031, 9404 (1P} A

6500 (U0P) A

KT Clent 123 (R a
“Motion 3000(TCP) A
Fat Tokrance 0,100,820 (TCP,UP) A

Host Image Profile Acceptance Level Refrash £t
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5. Check [SSH] and click [Option] button

Remote Access

By default, remote dients are prevented from accessing services on this host, and local dients are prevented from
accessing services on remote hosts.

Unless configured otherwise, daemans will start automatically.

Label Daemon -

Ibtd Running

vpKa Running

ESXi Shell Stopped M

xorg Stopped

Local Security Authentication Serv...  Stopped

NTP Daemon Stopped c
| spmbad Stopped I
hLSSH. Stopped

Direct Console Ul Running

CIM Server Running o

Service Properties

General
Service: SsH
Package Information: esx-base

This VIB contains all of the base functionality of vSphere ESXi.

Cooed

oK Cancel ‘ Help |
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6. Click [Start] in [Service command].In this time, pop—up windows for

(%) SSH (TSM-SSH) Options

Status
Stopped

Startup Policy
" start automatically if any ports are open, and stop when all ports are closed

" Start and stop with host

~Service Commands -

¢ stat b | I

‘ Cancel Help
i)

7. Select [Start and stop synchronized with host] in [start policy], and
click [OK] button.

(%) SSH (TSM-SSH) Options

Status
Running

- Startup Policy
" start automatically if any ports are open, and stop when all ports are closed

" Start and stop manually

- Service Commands
Stop | Restart |

< oK p Cancel l Help
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8. Confirm [daemon] status is “Running” for [SSH] and click [OK]
button.

Remote Access

By default, remote dients are prevented from accessing services on this host, and local dients are prevented from
accessing services on remote hosts.

Unless configured otherwise, daemons wil start automatically.

Label Daeman -
Ibtd Running
wpxa Running
ESXi Shell Stopped
xorg Stopped
Local Security Authentication Serv... Stopped
NTP Daemon Stopped L
vprobed topoed 1
| ssH Runnin
Direct Consale Running
CIM Server Running ™

Service Properties

General
Service: SSH
Package Information: esx-base

This VIB contains all of the base functionality of vSphere ESXi.

Option:

C x D coed | mee |
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9. Login to virtual machine, and change to following directory by
command prompt.

# cd <SVmcovm instal lation path>opt¥fujitsu¥SVmco¥bin

10. Startup command prompt byAdministrator authority, and execute
command with following option.

This require IP address for ESXi, Login ID and password by interactive
mode.

# setuserinfo.exe -i

[P address to set is [P address to access to ESXi.

Setting value is different according to network configuration.
1. In case of network configuration 1:

Set IP address which is set by procedure 8 in network configuration to collect
information from ESXi.

2. In case of network configuration 2:

Set IP address to allocate for ESXi in managemet network.
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11. Execute command with following option, and confirm value which is
confirmed at procedure 2.

# setuserinfo.exe —c

Successful execution of the command.

When above message is displayed, procedure is finished.

If setting for SSH connection is not permitted, it is necessary to
collect PCI card information and restart SVmcovm.

Also, when add or replace PCI card, it is necessary to execute same
procedure.

When SSH connection is not permitted, followings are restricted.

1. PCI card failure can not be detected before SVmcovm start
(After SVmcovm start, PCI card failure can be detected.)

2. PCI lane degraded can not be detected.

3. System status dose not change to OS Running or OS Shutdown.
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Followings are procedure when SSH connection is not permitted.

1. Login to ESXi, and execute following command.

-Command to collect PCI card information

# Isbin/esxcli hardware pci list > pcicardinfo

-Command to collect NIC information

# /sbin/esxcfg-nics - > nicinfo

- execution result (Example)
+ pcicardinfo

000:000:19.0
Address: 000:000:19.0
Segment: 0x0000
Bus: 0x00
Slot: 0x19
Function: 0x00
VMkernel Name: vmnicO
Vendor Name: Intel Corporation
Device Name: 82567LF-2 Gigabit Network Connection
Configured Owner: Unknown
Current Owner: VMkernel
Vendor ID: 0x8086
Device ID: 0x10cd
SubVendor ID: 0x10cf
SubDevice ID: 0x159b

Device Class: 0x0200
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* nicinfo

vmnicO 0000:00:19.00 e1000e
Gigabit Network Connection

vmnicl 0000:05:00.00 igh
Network Connection

vmnic2 0000:05:00.01 igb
Gigabit Network Connection

vmnic3 0000:06:00.00 igh
Gigabit Network Connection

vmnic4 0000:06:00.01 igh
Gigabit Network Connection

vmnic5 0000:0e:00.00 e1000e
Gigabit Ethernet Controller

vmnic6é 0000:0e:00.01 e1000e
Gigabit Ethernet Controller

Name PCI Driver  Link Speed Duplex MAC Address MTU Description

Up 100Mbps Full 00:17:42:de:7c:4b 1500 Intel Corporation 82567LF-2

Up 100Mbps Full 00:17:42:9b:dc:b4 1500 Intel Corporation 82576 Gigabit

Down OMbps  Half 00:17:42:9b:dc:b5 1500 Intel Corporation 82576

Down OMbps  Half 00:17:42:9b:dc:b6 1500 Intel Corporation 82576

Down OMbps  Half 00:17:42:9b:dc:b7 1500 Intel Corporation 82576

Down OMbps  Half 00:15:17:7d:d4:e2 1500 Intel Corporation 82571EB

Down OMbps  Half 00:15:17:7d:d4:e3 1500 Intel Corporation 82571EB
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2. Copy 2 files (pcicardinfo,nicinfo) to the following directory on virtual machine which is

installed SVmcovm.

< SVmcavm installation nath >¥etc¥fuiitsiu¥SVmeo¥isr

After finish above procedure, ssh connection setting should be disabled as below.

3. To stop SSH service, start VMware vSphere Client and click [Compotision] from

[Home] -> [Invenory -> [Inventory] and click [Property] from [Security Profile] in left under

[software] and select [ssh service] in [Firewall property] and open [Option]
Click [Stop] in [Service command], and click [OK].

(% SSH (TSM-SSH) Options

Status
Running

Startup Policy
" Start automatically if any ports are open, and stop when all ports are closed

" Start and stop with host

Service Commands

| @ Restart I

{ OK p Cancel

Help
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4. Confirm check for [SSH] is removed and status for [daemon] is
stopped.

Remote Access

By default, remote dients are prevented from accessing services on this host, and local dients are prevented from
accessing services on remote hosts.

Unless configured otherwise, daemans will start automatically.

Label Daemon -

Ibtd Running

vpKa Running

ESXi Shell Stopped

xorg Stopped

Local Security Authentication Serv...  Stopped

NTP Daemon Stopped c
| spmbad Stopped I
hLSSH. Stopped

Direct Console Ul Running

CIM Server Running o

Service Properties

General
Service: SsH
Package Information: esx-base

This VIB contains all of the base functionality of vSphere ESXi.

Cooed

oK Cancel ‘ Help |
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2.4.10.4 Configuration to transfer log to virtual machine (Receive
side)
There is 2 method for log transfer and it is possible to select.
- To use “Syslog Collector” provided by VMware corp.

- File transfer by ssh connection (SVmcovm transfer by ssh)

Sysloc collect is recommended when following condition Is satisfied.
1. vCenter license is prepared.
2. Satisfy condition for hardware and software requirement for vCenter Server.

* Please refer system requirement in “vSphere Installation and Setup Guide”.

If satisfy above condition 1 and 2, refer “2.4.10.4.1 Log transfer setting 1
(for user to use syslog collector)

If not satisfy above condition 1 or 2, refer “2.4.10.4.2 Log transfer setting 2

(for user not to use syslog collector)
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2.4.10.4.1. Log transfer settingl (for user to use syslog collector)

This chapter show procedure to use syslog collector for log transfer.

It is possible to install syslog collector itself separate with vCenter.

2.4.10.4.1.1. Installing Syslog Collector

1. Syslog collector is included in installer for vCenter.
Installer for vCenter can be downloaded from VMware web site.
* It is necessary to prepare vCenter license for download.
2. Unzip vCenter installer on virtual machine, and execute installer.

3. Select "VMware Syslog Collector” on following screen.

%) ¥YMware vCenter Installer

vmware

VMware vSphere* 5.0
\ Product Installers vCenter Server™
¥Center Server™

nt™

Prerequisite:

equire
k

gl
Web Client.
Install

Explore Media Exit
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4. Edit configuration of vSphere Syslog Collector in target folder.

First, change repogitry directory.

vSphere Syslog Collector

Destination Folder

Click Next to install to this folder, or click Change to install to a
different folder,

g G Install vSphere Syslog Collector to:

C:\Program Files (x86)\¥Mwarel¥Mware Syslog Collectory Change...

wSphere Syslog Collector Configuration

}J/_ Repository directory:
\ !

C:\ProgramDatalVMwarel¥Mware Syslog Collector\Datal Change... )

Size of log file before rotation: |2 MB
Log rotations to keep: ]3

InistallShield

< Back I Next > I Cancel
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5. Set target directory path and click [OK].

Path : <SVmcovm installation directory>¥var¥fujitsu¥SVmco¥|og¥svfs

* It is possible to use default value for target directory path.

Example. In case that SVmcovm is installed under drive letter C on Windows 2008 (x64).

|§ vSphere Syslog Collector X]

Change Current Destination Folder

Browse to the destination folder. J |

Look in:

([ svfs L] EJ
(= Floppy Disk Drive (A:) —
& Local Disk (C:)

(] Program Files (x86)

(2 Fujitsu

[j ServerView Suite

(3 svmeco

2 var

(2] Fuiitsu
(L] s¥mco
Qs -
&

T ) DV Drive (D) YMware yIM

{] oK Cancel

236



SVmco User Guide

6. Set following value for log size before log lotation and click [OK].

Log size before log lotation: IMB

fi# vSphere Syslog Collector

Destination Folder
Click Next to install to this folder, or click Change to install to a jJ
different folder,

Install vSphere Syslog Collector to:
C:\Program Files (x86)\¥Mwarel¥Mware Syslog Collectory Change...

wSphere Syslog Collector Configuration

g (i Repository directory:
\ i

C:\Program Files (x86)\FujitsulServerView Change... I
Suitels¥meolvarifujitsuiSymeollogisvfsy
Size of log file before rotation: @ MB

Log rotations to keep: 5
Inistallshield
< Back { Next > ) Cancel

7. Select “Standalone” for setup type and click [Next].

1;3 vSphere Syslog Collector | X]

Setup Type
Choose the setup type that best suits your needs. jJ

(¢ Standalone installation
ﬁ Install vSphere Syslog Collector on this machine.

" ¥Mware vCenter Server installation
ﬁ Integrated YMware vCenter Server installation.
Q]

Inistallshield o o

<Back I( Next > D Cancel

il
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8. No change for port setting and click [Next].

|§ vSphere Syslog Collector ]

vSphere Syslog Collector Port Settings
Specify the vSphere Syslog Collector Server Port,

vSphere Syslog Collector Server Port: 514
V' TCP protocol

V' UDP protocol

vSphere Syslog Collector Server S5L Port: |1514

IV Secure connection (S5L)

Y

< Back ‘ Next > i ) Cancel

—

9. IP address for ID is different by network configuration.

1. In case of network configuration 1:

Set IP address which is set at procedureb in (Windows2008/2012) “configuration for

network to collect information from ESXi”

2. In case of network configuration 2:

Set IP address whici is allocated for virtual machine in management network.
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Following screen show example for network configuration 1.

i‘@ vSphere Syslog Collector
vSphere Syslog Collector Identification |
Select vSphere Syslog Collector identification name. j”

Specify how vSphere Syslog Collector should be identified on the
network,

InistallShield

< Back Canicel ]

10. Select [Install], then install is finished.

i‘k% vSphere Syslog Collector B

Ready to Install
e

The wizard is ready to begin installation. S

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back.
Click Cancel to exit the wizard,

Installshield

< Back (l Install I) Cancel |

N

Please refer vCenter Install Guide released by VMware corp for detail.
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11. When finished install, login to virtual machine and edit configuration file for SVmcovm.

Path :

<{SVmcovm intallatin directory>¥etc¥fujitsu¥SVmco¥usr¥getlog. conf

Edit NAME parameter in file. Format is as below.

NAME = <SVmcovm intal latin path>¥var¥fujitsu¥SVmco¥|og¥svfs¥<ESXi |P
address >¥syslog. log

* ESXi IP address (source for log transfer)
IP address to set is different according to network configuration.
1. In case of network configuration 1:
Set IP address which is set at procedure 8 in “Configuration for network to
collect information for ESXi”

2. In case of network configuration 2:
Set IP address which is allocated to ESXi in management network.

*. When repository directory is changed from recommended value
(/var/fujitsu/SVmco/log/svfs), set value as below.

NAME = <repository directory path> <ESSXi [Paddress>¥syslog. log

Example) In case of Repsitry directory is "C:ProgrambData\VMware\VMware Syslog
Collector\Data\” and IP address is “192.168.1.10”,

NAME = C:ProgramData¥VMware¥VMware Syslog
Collector¥Data¥ 192.168.1. 10¥syslog. log
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Example) In case that ESXi IP address is “192.168.1.10” and SVmcovm is installed under

“C:¥Program Files (x86)¥Fujitsu¥ServerView Suite¥SVmco” ,

* TIME parameter is recommended “60” seconds.

- Before setting

[SYSLOG]
OPTION=0

[INTERVAL]
TIME=60

[FILE]

NAME= C:¥Program Files (x86)¥Fujitsu¥ServerView
Suite¥SVmco¥var¥fujitsu¥SVmco¥log¥svfs¥255. 255. 255. 255¥sys|og. log

- After setting

[SYSLOG]
OPTION=0

[INTERVAL]
TIME=60

[FILE]

NAME=C:¥Program Files (x86)¥Fujitsu¥ServerView
Suite¥SVmco¥var¥fujitsu¥SVmco¥log¥svfs¥192.168.1.10¥syslog.log
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2.4.10.4.1.2. Firewall configuration to transfer log

It is necessary to configure firewall to transfer log.

1. Open [Composition] for target ESXi by vClient and select [Security Profile] for software,
then display information of service and firewall.

Select [Property] for firewall.

oo Pefomance . [ QUETEED) Loca Users Bidiugs . Events, | Pemssens
Security Profile

1O Redrector {Active Directory Service)
Hetwork Login Server (Active Directory Servi)

bid
vpa
ESushel
Aseaurt
NI Dazmon
sH
Direct Conse
e server
e
incoing Cornedtions
vaghere Clent 02,43(17) Al
e 427 (U0R,TCF) ]
¥Maion 200 (1cP) ]
D5 Cienkt S3(U0F) ]
EC (1) ]
P Clent 63(0F) ]
P Serr 161 (.0F) ]
vaphere Web Access (1) ]
Fauk Tolerance 8100,3200 (TC2,L0F) L]
Oukgring Connectons
o HetpCent 2,43 (1F) L]
Advanced Setigs SSHCient 20 L]
T vCenterUpdateManagr 80,9000-9100 (TCF) L]
mge 427 (0R,TCF) L]
woL 9{UoP) A
05 Gt S3(UORTCR) ]
NFC AW (1P) A
DHCP Clert (L0F) ]
Scftwere 5CS1 Clent 260 (1C7) ]
R 31031,44046 (TCF) ]
netuTp 6500 (LEF) A
NTP Cient 123009 ]
WMotion 9000 (1) Al
Fauk Toerarce 80,8100,3200 TCP.LOP) ol
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2. Select “syslog” from label and click [OK].

ewall Properties

Remote Access

By default, remote clients are prevented from accessing services on this host, and local clients are prevented from
accessing services on remote hosts.

Select a check box to provide access to a service or client. Dasmons will start automatically when their ports are
opened and stop when all of their ports are closed, or as configured.

Label Incoming Ports ©Outgoing Ports Protocols | Daemon A
L« syslog 514,1514 UDP,TCP  N/A
Dvssync 8301,58302 8302,8301 UDP niA
O <M sServer 5988 TCP Running
Software iSCSI Client 3260 TCP NiA
[0 wnFs client 0-65535 TCP NiAa
[0 DpHceve S46 547 TCP,UDP  NjA
vSphere Client 902,443 TCP MiA —
vCenter Update Manager 80,9000-9100 TP niA
netDump 6500 uoP (7
SNMP Server 161 UDP NiA ~

Service Properties

General
Service: SSH Server
Package Information: esx-base

This VIE contains all of the base functionality of vSphere ESXi.

Firewall Settings

Allowed IP Addresses: Al

Firewall... Options. ..
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3. Confirm “syslog” is existed in tranmit connection of firewall.

Heath Status
Processars
Hemory

Strage
Networking
Storage Adapters
Netssork Adspters
Advanced Settings
Power Mansgement

Software

Uiensed Features
Time Configretion
o5 and Routing
Authentication Servies
Vitual Madhine SarbupfShutdown
¥rtual Madhine Sisapfie Location
» Seariy Profie
Hast Cache Configuration
System Resource Alocaton
Agent ¥M Settings

1O Redrector (Adive Directory Service)
Network Login Server (Active Drectory Service)
bid

oa
ESiistel
NTP Daemon
sH
Direct Corsole L
4 Server
Firewall
Incoming Connections
P Server 161 (Uoe)
Mation E000(TCP)
[ % (1)
aphere Clert 502,43 (1CF)
iphere Web Access €0 (1)
[e -1 427 (U2, 1)
N5 enkt. s3(Ue)
Faut Tokerance 510,520 (TCP,UDF)
DHE. % 68{UP)
retDump £500 (LD}
wMatcn E000(TCP)
NEC SR}
@ 514,154 (LDP,TCP)
HER 31031,440% (TCP)
NTP Clent 123{u07)
woL 5{uoe)
[a 1T 427 (UP, 1)
‘wCenter Update Manager £0,5000.9100 (1)
DNS Cient S3{UDP,TCP)
S5 Clent 2(1cP)
Faudt Tokerance 80,100,520 (TCP,UDF)
DHCP Ciert €8(Ue)
Softwere i5CST Clnt 60 (TCP)
B0.443(TCP)

ZEREEEZRE

EZEEEEZRREEEZRER

Refrash
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2.4.10.4.2. Log transfer setting 2 (In case that Syslog Collector is
not used)

This chapter show setting to transfer log in case that Syslog collector is not used.

1. Login to virtual machine, and edit followingconfiguration file of SVmcovm.

Path :

<SVmcovm Installation directory/etc/fujitsu/SVmco/usr/getlog.conf

Edit OPTION parameter in file.

Example) In case that IP address for ESXi is “192.168.1.10” and SVmcovm is installed
under “C:\Program Files (x86)\Fujitsu\ServerView Suite\SVmco”

- Before setting

[SYSLOG]
OPTION=0

- After setting

[SYSLOG]
OPTION=1

Log transfer setting is finished.
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2.4.10.5 Log tranfer setting (Trasmit side)

2.4.10.5.1 In case of Syslog Collector use

1. Start vClient and select [Detail setting] in software at
[Composition] tab.

710.24,76 138 Gliant

e Efil View ey Mwaivaton Pha-ra Heb

& ¢

N o sy susinsass s st v I

ol s g Events Dermasins
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2. Select [global] in [syslog] and input IP address for destination

(management virtual machine) in Syslog.global.logHost and click
[OK]. IP address to set is according to network configuration.

1. In case of network configurationl:

Set IP address which is set by procedure 5 in configuration for

network(Windows2008/2012) to collect information from ESXi.

2. In case of network configuration2:

Set IP address which is allocated to virtual machine for
management network.

Example) In case of network configurationl

(%) Advanced Settines @

Annotations
BufferCache
CBRC
Config

cow

Cpu
DataMover
Digest
DirentryCache
Disk.

FS5

FT

HBR

Irq

LPage

Mem
Migrate

Misc

Net

NFS

Numa

4

PageRetire
Power
RdmFilter
ScratchConfig
Scsi
SvMotion

= Syslog

User
UserVars
YMFS3

S

~

Syslog.global. defaultRotate [ 8
Default number of rotated logs to keep. Reset to default on zero.

Min: 0 Max: 100

Syslog.global.defaultSize [—mz{
Default size of logs before rotation, in KiB. Reset to default on zero.

Min: 0O Max: 10240

Syslog.global.logDir [1 /scratehylog

Datastore path of directory to output logs to. Reset to default on null. Example: [datastoreName]/logdir

Syslog.global.logDirUnique I

Place logs in a unique subdirectory of logdir, based on hostname.

Syslog.global.logHost

The remote host to output logs to. Reset to default on null. Multiple hosts are supported and must be ...

¢ oKk D Cancel Help
Z |
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3. Login to virtual machine confirm log is transferred to
repositry directory which is set at procedure 5 in installation for
syslog collector after a few minutes.

(This can be confirmed by date and time of file is updated.)

If log is not tranfered, execute following procedure and confirm
again.

1. Login to ESXi by SSH.

2. Execute following command

# esxcli system syslog reload

If not update file, please execute procedure again from beginning.
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2.4.10.5.2 In case of Syslog collector not use

No setting for “Log tranfer setting (Trasmit side)” when syslog collector is not used.

Please proceed next chapter.

2.4.10.6 Configuration to send trap by way of MMB

This chapter show configuration for SVmcovm to send trap by way of MMB.

Trap is sent to destination which is set by MMB Web-UL.

(Please refer chapter “SNMP configuration” in [ RIMEQUEST 1000 series Installation
Manual] for detail.)

Other additional information for Trap is set by configuration in SVmcovm.

It is necessary to set following information to send Trap.

- Partition Name
This is name for Partition which is set by MMB Web-UI.

(Please refer chapter “Configuration for Partition Name” in [ RIMEQUEST 1000 series
Installation Manual] for detail.)

— Virtual IP address of MMB
This is virtual IP address to access MMB Web-UI.

(Please refer chapter “Configuration forMMB Network” in [ RIMEQUEST 1000 series
Installation Manual] for detail.)

Note:

This is necessary when partition is monitored by Operation Management Software (Ex.

Systemwalker).
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1. Open following configuration file on virtual machine.

File path:

[SVmcovm installation directory]
¥etc¥fujitsu¥SVmco¥usr¥svmcovmtrap.conf

Followings are necessary parameter to send trap.
*TRAP_SET:
Explanation: Enable/Disable to send Trap by way of MMN

Value: 1: Enable Trap, 0: Disable Trap (Default value: 1)

Partition_Name
Explanation: Partition Name

Value: 0 to 63 Character (Default value: no character)

-MMB_V_IP
Explanation: Virtual IP address of MMB

Value: 0.0.0.0 to 255.255.255.255 (Default: 255.255.255.255)
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Following is example for configuration.

In case that Trap is enabled and Partition Name is “Test Machine”
and Virtual IP address of MMB is “192.168.40.1”.

— Before setting

[TRAP]
TRAP_SET=1
Partition_Name =

MMB_V_1P=255.255.255.255

— After setting

[TRAP]
TRAP_SET=1
Partition_Name=Test Machine

MMB_V_IP=192.168.40.1

Configuration settin is finished.
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2.4.11 Restart for virtual machine

It is necessary to restart virtual machine after configuration for SVmcovm installation.

- Confirmation after OS reboot

1. Confirm following message (Source:SVmcovm, detail: MMBA MMB
connected) is displayed and no other error message of SVmcovm.

8 vent Vewer G
n Mborf ot 14,5 Actons
Tt i e Ere D] Tadh Cotegry -]
= E 15 e o i
ot . 0 thee f

s
% (2 agpicabors and serves ogs | (7
Sirphins )

Evart ), Securiy S99 =
G| oot |

[The Saftware Protecton rerace hus topped.

Leg Mage Apphcaion

source Scurity 9P Logged:  VA0MLLAISTAM
Bty ] Tk Categony None

Lol Information Keywordss Chrsc

W A Computar:  WIN-BDPAHQSNR
gpcode s

Mt pformuton: - Eatlag Dalia Helg
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2. Login to virtual machine, confirm log is transferred to repositrory directory which is set
at procedure 6 in Syslog collector installation after a few minutes.(This can be confirmed
to update file time stamp of syslog.log)

In case of Syslog Collector use

Please first login to virtual machine, and confirm that log is transferred to repositry
directory which is set at procedure 5in [2.4.10.4.1.1 installing syslog collector ] after a
few minutes.

(In this point, your check point is that there is a syslog.log and its date/time is updated.)

If log is not tranfered, execute following procedure and then confirm again.
1. Login to ESXi by SSH.
2. Execute following command

# esxcli system syslog reload

If not update file, please execute procedure again from beginning.

In case of Syslog Collector not use

Please first login to virtual machine, and confirm that log is transferred to following
directory after a few minutes.
(Please check that there is a vmkernel.log and its date/time is updated.)

Path:

< SVmcovm installation directory >/var/fujitsu/SVmcollog/svfsivmkernel.log

In case of the file has been not transferred or the file has been not updated,please
recheck procedure such as

when the file is not transmitted or updated,Please recheck the procedure of [2.4.10.3
Configuration to access to ESXi] or [2.4.10.5.2. In case of Syslog collector not use].
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2.4.12 Update install of SVmcovm

This chapter show procedure for updata installation of SVmcovm
Note.

- When try to update same version with already installed SVmcovm, SVmcovm
in uninstalled. If you do not want to uninstall, please select [Cancel] button.

- To get latest SVmcovm software, please access to Fujitsu Web site.
— When syslog collector is used, please stop syslog collector

before update SVmcovm. And start syslog collector again after
SVmcovm update
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Procedure

This chapger explain in assumption that SYmcovm
package(ServerViewMissionCriticalOptionVM_Win.exe) is already stored in work
directory.

This procedure need Administrator authority.

Please stop syslog collector service before update SVmcovm, when syslog
collector is used.

1. Mount [ServerView Suite DVD1] in DVD drive, and copy target module from
following directory to work directory.

<Drive
Name>:\SVSLocalTools\Japanese\SVmcovm\SR_Windows\ ServerViewMissionCriticalOptionVM_Win.exe

2. Open work directory by Explore.

3. Select [ServerViewMissionCriticalOptionVM_Win.exe] and executel double-
click or strat to select [Open] from menu by righ click on mouse.

4. After display [Update Screen], click [Next].

5. When display [InstallShield Wizaed finish screen] after installation, click
[Finish].

It might be needed to restart OS after update SVmcovm.
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* When update from SVmcovm which version is before 1.1, please set
configuration to send trap by way of MMB.

If you you do not reboot OS, please start SVmcovm service.

And if syslog colletor is used, it is necessary to start syslog collector by the
following procedure.

1. Start syslog collector on virtual machine.

2. Login to virtual machine, and confirm that log is transferred to repository
directory which is set by procedure 6 in syslog collector installation.
(Confirm file time stamp is updated)

If file is not transferred, execute following procedure.
1. Login to ESXi by SSH

2. Execute following command

# esxcli system syslog reload

When file is not still transferred, please execute procedure from
beginning.

Update procedure is finished.
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2.4.13 SVmcovm uninstall
This chapter show how to uninstall SVmcovm.
Note.

When uninstall SVmcovm, all files and directories are removed under
[SVmcovm installation directory]. Please backup necessary file before
uninstall. [SVmcovm installation directory] can be confirmed by
Environment variables[SVmco_INSTALLPATH].

- Procedure

* Stop syslog collector service if syslog collector is used for log transfer,

1. Select [Control Panel -> [Program and Feature].
2. Select [ServerView Mission Critical Option VM] from program list, and
click [Uninstall].

[Install preparation] screen is displayed, and also confirmation is displayed.
3. Click [OK], then start uninstall SVmcovm.

When uninstall is finished, Uninstlation finish screen is displayed.

4. Click [Finish] button.
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2.4.14 VMware SVmcovm maintenance information
collection

When SVmcovm have trouble, execute SVmcovm
trouble shooting command, and also execute vm-
support command at ESXi.

1. getsvmco command

>[SVmcovm installation directory] /opt/fujitsu/SVmco/sh/getosvmco<File
Name>

After execution command, collect file specified by file name.

2. vm-suppport command

<Execution example>
# vm-support

After execution vm-support command, following message is displayed, then
collect target files.

To see the files collected, run: tar -tzf ‘/var/tmp/esx-vmware5esxi-XxxX-XX-XX--XX.XX.tgz'

Note.

Core file on VMware is output under /var/core, but not removed
automatically.

So we recommend to remove core file after execution vm-support
command.
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2.5 Configuring SVmco (Linux: SUSE(R)
Linux Enterprise Server)

This section describes confirmation of the required settings for SVmco operation after
operating system installation,and corresponding features about the settings.

Confirmation of the required settings for SVmco operation, and corresponding features
about the settings

Required/ Automatic
N setting/
As Setting item Manual See

needed setting
Configuring the (ZZISr#iguring the
PSA-to-MMB Manual PSA-to-MMB
communication setting S
LAN communication

LAN
Required Confirming 2.5.2 Confirming
Manual
management LAN settin management
settings 9 LAN settings
Checking the Manual 2.5.3 Checking
firewall function setting the firewall
(opening ports) function
(opening ports)

Setting the Manual 2.5.6 Setting the
management LAN | setting management
IP address LAN IP address
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Required/ Automatic
L setting/
As Setting item Manual See
needed setting
As Configuring SNMP | Manual 257
needed | to use duplicate setting Configuring
disks SNMP to use
duplicate disks
Installing a SVmco | Not 2.5.8 Installing a
update applicable SVmco update
Uninstalling Not 259
SVmco applicable Uninstalling
SVmco

To operate the PRIMEQUEST 1000x2 series server, you need to first install
SVmco. If you uninstall SVmco, the following restrictions apply.

o Even under an REMCS agreement, no software errors are reported.
Remarks
. SVIM installs SVmco as it installs the operating system. For details on

SVIM, see the ServerView Suite ServerView Installation Manager.

. For details on how to manually install SVmco, see 6. Manual SVmco
Installation and Uninstallation.

o The following table lists settings for SVmco operation. The installer
automatically adds or updates these settings during SVmco installation.

Settings automatically added/changed during SVmco installation
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SVmco

Target Action Remarks
snmpd.conf file Add setting
snmpd start option Change

Note

If you change the IP address of the dedicated PSA-to-MMB communication LAN
on the MMB side or partition side, you need to then restart SVmco. Otherwise,
SVmco would not be able to report any detected errors.
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2.5.1 Configuring the PSA-to-MMB communication
LAN

This section describes how to configure the PSA-to-MMB communication LAN.

Please start up YaST?2 first,and then find to configure the PSA-to-MMB comunication LAN.

1. Startup YaST2 (inthe case of CLI screen.)
Input the following command.

[example]

# yast2

[Display]

YaSTZ? Control Center

Online Update
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2. Configuring the PSA-to-MMB communication LAN

select [Network Devices]>[Neowork Setting]

YaST2 Control Center
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+ Select Name with BusID = 0000:00:19.0(NIC for PSA-to-MMB
communication),and write down “Device Name”

then [Edit] and Enter.
2 BuslD,Device Name is displaied at the Yast-screen below.

Device Name is “eth0” in the following figure.

Network Settings
G t Overview st ut

82567LF-2 Gigabit Network Connection|DHCP
t ; ot

265



SVmco
User Guidel

- Select [Statically assingned IP Address]
« Input [IP Address],[Subnet Mask] etc.

( example : In the case of [IP Address] : 172.30.0.4,”[Subnet Mask]: 255.255.255.0)

Network Card Setup
G Address
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+ Select [Hardware]

« Input in the following parameter on the [Ethtool options].

speed 100 duplex full autoneg off

+ Select [Next].and Enter.

Network Card Setup,
¢] A

D
N |Spesc 100 cuvtex i) sutenss ofr—
—_———
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- Confirm that set IP Address is reflected rightly.

+ Select [OK] and Enter.

[Examle]

Network Settings
rGlobal Opt ions—Overview

RB756 L 2 Gizabit Network Connect lon
AC = 00:17:42:de:7c:4a
<ID = 0000:00:19.0
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+ Select [Quit] and Enter to stop YaST2.

YaST? Control Center

I
Network Settings

Now, configuring of PSA-to-MMB communication LAN is completed.
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2.5.2 Confirming management LAN settings

Please configure management IP Address on partition of PRIMEQUEST in the case of
Cooperate with Higher rank software such as Systemwalker.

Please Refer to [PRIMEQUEST 1000 Series Administration Manual](C122-E108)) of the
the 1.3 Management LAN “IP address of the management LAN (partition)” For details.
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2.5.3 Checking the firewall function (to open ports)

You need to open ports of firewall for operating SVmco when the port are not open.

Please open following ports about PSA-to-MMB communication LAN configured at
[2.5.1]

-snmp port :udp / snmp or 161 send / receive
-psa-mmb-communication-port :tcp/ 5000 send / receive
:icmp / icmp-type0,icmp-type8

-Start up YaST2 to configure firewall.

[ example]

YaST? Control Center

h
Secu

[Quit]
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2.5.4 Manually Configuring setting files of SVmco

2.5.4.1 Configuring tommbipsetup.conf of SVmco
Please configure IP Address set at [2.5.1 PSA-to-MMB communication LAN] after
installing SVmco.

- IP address of PSA-to-MMB communication LAN : refer to [2.5.1 PSA-to-MMB
communication LAN]

- Path to File-stored-location : /etc/fujitsu/SVmco/usr/tommbipsetup.conf

[example] PSA-to-MMB communication LAN is a case of [172.30.0.4]

# vi letc/fujitsu/SVmco/usr/ftommbipsetup.conf

Configure following row.

[NETWORK]

TOMMBIP=172.30.0.4
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2.5.4.2 Configuring ipsetup.conf of SVmco

Please configure IP Address set at [2.5.2 Confirming Management LAN settings] after
installing SVmco.

- IP address of Management LAN : refer to[2.5.2 Confirming Management LAN
settings

- Path to File-stored-location : /etc/fujitsu/SVmco/usr/ipsetup.conf

[example] Management LAN is a case of [192.168.0.1]

# vi letc/fujitsu/SVmco/ustr/ipsetup.conf

Change the following line.
[NETWORK]

ManagementlP=192.168.0.1

Unnecessary to change of the following lines.

IPVersion=0
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2.5.5 Reboot partition

Please reboot partition of PRIMEQUEST after installing SVmco.

[example]

/shin/reboot

After reboot the partition,confirming the following things.
1. Confirming of the communication between PSA and MMB.
Confirm the following messages are output to the Syslog.

Then if there is no abnormal message, this is the end of the SVmco installation.

1 00502 MMBA MMB connected

2. Confirming of the transfer rate between PSA and MMB.

+ execute ethtool command.( Device name is a value of which it wrote down at 2.5.1
Configuring the PSA-to-MMB communication LAN procedure 2.).

ex) In case of Device Name is “eth0”

# ethtool ethO

+ check the output

If they are all correct, then configuring of PSA-to-MMB communication LAN is completed.
- Advertised auto-negotiation: No
- Speed: 100Mb/s
- Duplex: Full

ex) output
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Settings for ethO:

Supported ports: [ TP ]

Supported link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Supports auto-negotiation: Yes

Advertised link modes: Not reported

Advertised pause frame use: No

Advertised auto-negotiation: No

Speed: 100Mb/s

Duplex: Full

Port: Twisted Pair

PHYAD: 2

Transceiver: internal

Auto-negotiation: off

MDI-X: off

Supports Wake-on: pumbg

Wake-on: g

Current message level: 0x00000001 (1)
drv

Link detected: yes

When the result of 1 and 2 are correct, SVmco operate normally.

If they are not correct, please recheck the procedure of 2.5.1 Configuring the PSA-to-
MMB communication LAN.
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2.5.6 Configuring parameter of management LAN

You need to configure management IP Address on partition of PRIMEQUEST for
cooperation with Higher rank software such as Systemwalker.

Input the following command.

[Input form]

/usr/sbin/eecdep —¢ 0c=E002 0e=000C ¥’ $|PADDRESSY’

[example]

- Management LAN IP address is set up at [2.5.2 Confirming management LAN

settings]..
- Management LAN is a case of [192.168.1.2].

/usr/sbin/eecdcp —¢ 0c=E002 0e=000C ¥ 192.168.1.2¥

2.5.7 Configuring SNMP to use duplicate disks

Please Refer to [2.1.7 Configuring SNMP to use duplicate disks] for details.

Configuring SNMP to use duplicate disks for[Linux : SUSE(R) Linux Enterprise
Server] is the same as that for [Linux: Red Hat Enterprise Linux].
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2.5.8 Installing a SVmco update

This section describes how to install a SVmco update in Red Hat Enterprise
Linux.

The description in this section assumes that the SVmco package file(SVmco-
$VER-$REL.tar.gz) has already been uncompressed in a work directory
(referred to as $WORK_DIR, in this document), and directory "SVmco" has
already been made.

Perform these operations with root authority.

When you update SVmco, it is necessary to stop and start ServerView Agents. If
ServerView Agents is not stopped, some files can not be replaced.

1. Stop the ServerView Agents service
# srvmagt stop

2. Stop the SVmco service
# /shin/service y30SVmco stop

3. Change the current directory to SVmco in $3WORK_DIR:
# cd $WORK_DIR/SVmco

4. Enter the following command to start installation:
# /INSTALL.sh

5. Start the SVmco service
# /sbin/service y30SVmco start

6. Start the ServerView Agents service

# srvmagt start
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2.5.9 Uninstalling a Svmco

This section describes how to uninstall SVmco.

Execute the following commands in the order shown to first stop SVmco
services and then uninstall the SVmco package.

[example]

/shbin/service y30SVmco stop

/bin/rpm -e SVmco
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3 SVmco/SVmcovm CLI (Command Line

This chapter describes the commands for operating SVmco from the CLI

Interface) Operations

(command line interface).

To use the CLI, first log in to the operating system.

Some commands may not be available depending on the user privileges. See

the following table.

3.1 CLI of SVmco

Svmco

See the chapter 3.1 CLI of SVmco

SVmcovm

See the chapter 3.2 CLI of SVmcovm

The following table lists the CLI commands for SVmco.

Commands
command
mman -
No. Co and Privileges Remarks .
name . Window | VMw
Linux
s are
Disk root (Linux) or
managemen Admlnlstrator For HDD
1 [tcommand [(Windows) . Yes |Yes (*1) [No
- operation
privileges
required (*3)
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command
C d -
No. omman Privileges Remarks )
name . Window | VMw
Linux
s are
SVmco root (Linux) or
investigation |Administrator  |For collecting
2 |data (Windows) SVmco data for |Yes |Yes Yes
collection privileges investigation
command required (*3)
SNMP root ‘(Lllnux) or For setting
securit Administrator hosts from
3 . y (Windows) . No (Yes No
setting fvileges which to accept
command P . 9 SNMP packets
required (*3)
root (Linux) or
PCI cgrd Admlnlstrator For PCI Hot
4 |operation (Windows) Plu No Yes No
command privileges 9
required (*3)
Firewall For support_mg
i firewall settings
setting
for
command root privileges |management
5 |for p 9 _g Yes |No No
required LAN interface
managemen .
t LAN to provide
. PRIMECLUSTE
interface .
R linkage
PSA-MMB . .
communicati Administrator  |For setting the
6 |onLAN (Windows) PSAMMB I\ lves  [No
settin privileges communication
9 required (*3) LAN
command
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*1 This command supports different options in Linux and Windows.

*2 Starting SVmco: Click [Control Panel] - [Administrative Tools] - [Services].
Start [PRIMEQUEST Environment Control] Service. Then, [ServerView Mission
Critical Option] and [PRIMEQUEST PEM Command Service] start in this order.

Stopping SVmco: Click [Control Panel] - [Administrative Tools] - [Services]. Then,
select [PRIMEQUEST Environment Control Service], [ServerView Mission
Critical Option], and [PRIMEQUEST PEMCommand Service].

*3 In Windows, if an operating system function (access control function) is used
to execute the command with privileges other than Administrator privileges, the
end status is undefined.

3.1.1 Disk Management Command (diskctrl)

The diskctrl command lists HDDs, stops the disk rotation of an HDD, or turns
on/off the Location LED of an HDD, according to the specified option. The
Location LED indicates where an HDD is mounted.

Remarks
o This command supports different options in Linux and Windows.
. The user must have root (Linux) or Administrator (Windows) privileges

to execute this command. In Windows, if an operating system function
(access control function) is used to execute the command with privileges
other than Administrator privileges, the end status is undefined.

o When powering off an HDD for an operation such as preventive
replacement, first perform the following operation.

o If the HDD is configured for mirroring in GDS, remove the HDD
from the configuration.
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o If the HDD is not configured for mirroring, unmount it.
Notes
. For details on the operating procedures related to this command, see 4

Hot Replacement of Hard Disks.

. This command does not support RAID devices.
. VMware does not support hot replacement of hard disks.
o When you replace a hard disk by this command, the following message

may appear during the disk mounting operation. The command will have
been executed normally even if this message appears.

kernel: mptscsih: iocO: >> Attempting bus reset! \

(sc=e000004082adc480)

kernel: mptbase: ioc0: IOCStatus(0x0048): SCSI\

Task Terminated

\: Indicates that the line is not broken.

o To stop disk rotation after a hard disk has been mistakenly inserted, first
wait about 60 seconds and then stop the disk rotation. If you attempt to
stop the disk rotation immediately after inserting the disk, an error
message like that shown below may appear. This is because inserting the
disk triggered a Hot Plug process in the operating system.

kernel: Device sdb not ready.
kernel: end_request: I/O error, dev sdb, sector 204706

kernel: Buffer 1/O error on device sdbl, logical block 6396
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o If multiple disk management commands are executed at the same time,
they may terminate abnormally. Confirm that there is no other instance of
the disk management command being executed before executing the
command.

(1) Syntax

° In Linux

/opt/fujitsu/SVmco/bin/diskctrl {-1]-e|-i|-o]-c} {Devicename|
iocx/slotno}

° In Windows

diskctrl {-I|-i|-o} {diskno| \\device\scsiportno\slotno}

(2) Options
{-l-el-il-ol-c}
. I: Status display

This option displays a list of HDDs recognized by the operating system.
. e: Disk rotation stop instruction

This option stops the rotation of the HDD specified in [Devicename] or
[iocx/slotno]. Then, it turns on the Fault LED.

. i: Location display
This option causes the Fault LED to blink to indicate the location of the
HDD specified in [Devicename], or the SGPIO controller specified in

[iocx/slotno].

. o: Location turn-off
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This option turns off the Fault LED that indicates the location of the HDD
specified in [Devicename] or the SGPIO controller specified in [iocx/slotno].

° c: Fault LED turn-off instruction

This option turns off the Fault LED that indicates the location of the SGPIO
controller specified in [iocx/slotno].

Remarks
. How to specify the target in Linux
To operate an HDD, specify its logical device name or slot number for an

SGPIO controller. Before specifying a logical device name, confirm that it
exists in the operating system by using the status display (-I) option.

o Devicename: Specify a logical device name in the operating
system.

Example: /dev/sda

o iocx/slotno: Specify the IOC number of an SGPIO controller and
a disk slot number.

Example: ioc0/1 specifies slot 1 of iocO.

. How to specify the target in Windows
To operate an HDD, specify its logical device name or slot number for an
SGPIO controller. Before specifying a device, confirm that it exists by
using the status display (-I) option.

o diskno: Specify a disk number (which appears in Disk
Administrator).

Example: 0 specifies DiskO.

o \\device\scsiportno\slotno: Specify the SCSI number of an
SGPIO controller and a disk slot number.
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Example: \\device\scsiport1\2 specifies slot 2 of SCSI number 1.

(3) Usage example

In Linux

The following example shows all the SGPIO controllers in the operating

system and a list of their slot statuses.

# lopt/fujitsu/SVmco/bin/diskctrl -I

SGPIO controller and slot status (Linux)

Display example

Description of status

iocO

0 /dev/sda Fault LED-Off

1 /dev/sdb Fault LED-Off

2 --mount Fault LED-Off

3 --mount Fault LED-On

<= Operating normally

<= Rotation stopped

iocl

0 /dev/sdd Fault LED-Identify
1 none

2 none

3 none

<= Displaying location

<= Empty slot
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Remarks

The numbers shown under ioc are slot numbers.

o To stop the rotation of an HDD to be replaced or removed

# lopt/fujitsu/SVmco/bin/diskctrl -e ioc0/3

o To confirm the mounting location for an HDD to be added

# lopt/fujitsu/SVmco/bin/diskctrl -i ioc0/3

o To turn off the blinking FaultLED indicating the location of the
HDD that must be replaced or inserted

# /opt/fujitsu/SVmco/bin/diskctrl -0 ioc0/3

o To turn off the Fault LED after stopping disk rotation

# lopt/fujitsu/SVmco/bin/diskctrl -c ioc0/3

. In Windows

The following example shows all the SGPIO controllers in the operating
system and a list of their slot statuses.

diskctrl -

SGPIO controller and slot status (Windows)
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Display example

Description of status

\\device\scsiportO

0 Disk0 Fault LED-Off

1 Disk1 Fault LED-Identify
2 none

3 --mount Fault LED-On

<= Operating normally
<= Displaying location
<= Empty slot

<= Rotation stopped

Remarks

The numbers shown under \\device\scsiportx are slot numbers.

o To confirm the mounting location of an HDD
disketrl -i 1

o To turn off the blinking Fault LED indicating the location
diskcetrl -0 1

(4) Output messages

The following messages appear for this CLI command.

In Linux
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SVmco : W 02152 diskctrl no memory available

SVmco : W 02158 diskctrl Cannot blinking location-LED

SVmco : W 02159 diskctrl Cannot clear location-LED

SVmco : W 02165 diskctrl Operation not permitted

SVmco : W 02167 diskctrl Invalid option

In Windows

SVmco : W 02152 diskctrl no memory available

SVmco : W 02158 diskctrl Cannot blinking location-LED

SVmco : W 02159 diskctrl Cannot clear location-LED

SVmco : W 02165 diskctrl Operation not permitted

SVmco : W 02167 diskctrl Invalid option

SVmco : W 02169 diskctrl too few or more option

SVmco : W 02170 diskctrl Cannot stop HDD

SVmco : W 02171 diskctrl Cannot get device information(SCSI)

SVmco : W 02172 diskctrl Cannot get device information(Registry)

SVmco : W 02173 diskctrl Cannot get device

SVmco : W 02174 diskctrl Device not found
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SVmco : W 02181 diskctrl Cannot get device information(Snmp)
SVmco : W 02182 diskctrl Cannot get device information(\WMI)
SVmco : W 02187 diskctrl internal error

SVmco : W 02189 diskctrl Target Device is not connected

(5) Message Details

B Linux

SVmco : W 02152 diskctrl no memory available
Meaning:

A memory shortage occurred.

Corrective action:

Check the free space of the system memory. Terminate unnecessary programs.
Then, try again.

SVmco : W 02158 diskctrl Cannot blinking location-LED

Meaning:

An attempt to blink the LED failed.

Corrective action:

Check the hardware environment. Execute the command again.

If the problem persists even after you execute the command again, collect the

necessary maintenance information, contact your sales representative or a field
engineer.
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SVmco : W 02159 diskctrl Cannot clear loation-LED

Meaning:

An attempt to turn off the LED failed.

Corrective action:

Check the hardware environment. Execute the command again.

If the problem persists even after you execute the command again, collect the

necessary maintenance information, contact your sales representative or a field
engineer.

SVmco : W 02165 diskctrl Operation not permitted

Meaning:

The user does not have sufficient privileges to execute the command.
Corrective action:

Log in as a superuser, and execute the command.

SVmco : W 02167 diskctrl Invalid option
Meaning:

The specified option is invalid.

Corrective action:

Confirm that the options and the disk are correctly specified. Then, try again.
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®  Windows

SVmeco : W 02152 diskctrl no memory available
Meaning:

A memory shortage occurred.

Corrective action:

Check the free space of the system memory. Terminate unnecessary programs.
Then, try again.

SVmco : W 02158 diskctrl Cannot blinking location-LED

Meaning:

An attempt to blink the LED failed.

Corrective action:

Check the hardware environment. Execute the command again.

If the problem persists even after you execute the command again, collect the

necessary maintenance information, contact your sales representative or a field
engineer.

SVmco : W 02159 diskctrl Cannot clear location-LED
Meaning:

An attempt to turn off the LED failed.

Corrective action:

Check the hardware environment. Execute the command again.
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If the problem persists even after you execute the command again, collect the
necessary maintenance information, contact your sales representative or a field
engineer.

SVmco : W 02165 diskctrl Operation not permitted

Meaning:

The user does not have sufficient privileges to execute the command.
Corrective action:

Log in with an ID with Administrator privileges, and execute the command.

SVmco : W 02167 diskctrl Invalid option
Meaning:

The specified option is invalid.

Corrective action:

Confirm that the options and the disk are correctly specified. Then, try again.

SVmco : W 02169 diskctrl too few or more option
Meaning:

The number of command options is incorrect.
Corrective action:

Check the specified options. Specify options correctly. Then, try again.
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SVmco : W 02170 diskctrl Cannot stop HDD

Meaning:

The HDD could not be stopped from running.

Corrective action:

Check the hardware environment. Execute the command again.

If the problem persists even after you execute the command again, collect the

necessary maintenance information, contact your sales representative or a field
engineer.

SVmco : W 02171 diskctrl Cannot get device information(SCSI)
Meaning:

Device information could not be retrieved from the SCSI device.
Corrective action:

Check the hardware environment. Execute the command again.The following
causes are possible:

- The disk is configured only with RAID. (Disks in a RAID configuration are not
controlled by diskctrl.)

SVmco : W 02172 diskctrl Cannot get device information(Registry)
Meaning:

The device information cannot be acquired from the registry.
Corrective action:

Check the hardware environment. Execute the command again.
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If the problem persists even after you execute the command again, collect the
necessary maintenance information, contact your sales representative or a field
engineer.

SVmco : W 02173 diskctrl Cannot get device

Meaning:

Device acquisition (open) failed.

Corrective action:

Check the hardware environment. Execute the command again.

If the problem persists even after you execute the command again, collect the

necessary maintenance information, contact your sales representative or a field
engineer.

SVmco : W 02174 diskctrl Device not found
Meaning:

The specified device does not exist.
Corrective action:

Confirm that the device exists. Execute the command again.

SVmco : W 02181 diskctrl Cannot get device information(Snmp)
Meaning:
Device information could not be retrieved from snmp.

Corrective action:
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Check the hardware environment. Execute the command again.
If the problem persists even after you execute the command again, collect the

necessary maintenance information, contact your sales representative or a field
engineer.

SVmco : W 02182 diskctrl Cannot get device information(WMI)

Meaning:

Device information could not be retrieved from WMI.

Corrective action:

Check the hardware environment. Execute the command again.

If the problem persists even after you execute the command again, collect the

necessary maintenance information, contact your sales representative or a field
engineer.

SVmeco : W 02187 diskctrl internal error

Meaning:

An internal error occurred.

Corrective action:

A failure of this command or the system may have occurred.

Collect the necessary maintenance information, contact your sales
representative or a field engineer.

SVmco : W 02189 diskctrl Target Device is not connected
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Meaning:

The device is not connected.
Corrective action:

snmpd may have stopped.

If snmp has stopped, start it, and execute the command again.

3.1.2 SVmco Start/Stop Command (y30SVmco)

The y30SVmco command starts or stops SVmco.

Remarks
. This command is available only in Linux.
. The user must have root privileges to execute this command.
o SVmco is a daemon program. It starts automatically when the system
boots.
(1) Syntax

/shin/service y30SVmco {start | stop | status}

(2) Options

start | stop | status
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. start: Starts SVmco.
3 stop: Stops SVmco.

. status: Checks the SVmco operating status.

(3) Usage example

a. Example of starting SVmco

# /sbin/service y30SVmco start

b. Example of stopping SVmco

# /shin/service y30SVmco stop

c. Example of checking the SVmco operating status

# /sbin/service y30SVmco status

If SVmco is already running, the following message appears.

SVmco is already running

If SVmco is stopped, the following message appears.
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SVmco is stopped(xxxx)

Remarks

(xxxx) is detailed information.

(4) End status
0: Normal end

>0: Abnormal end

(5) Notes

The following message may appear when you start SVmco with the y30SVmco
command. The command will be executed normally even if this message
appears.

/bin/mknod: “/dev/watchdog': The file exists.

3.1.3 Command for Collecting SVmco Data for
Investigation (getosvmco)

The getosvmco command batch-writes data for investigation, such as the
following SVmco failure data, to a single compressed file:

. Installation status of application packages

. Files and modules
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. Configuration files

. Internal logs

. Trace files
Remarks

The user must have root (Linux) or Administrator (Windows) privileges to
execute this command. In Windows, if an operating system function (access
control function) is used to execute the command with privileges other than
Administrator privileges, the end status is undefined.

(1) Syntax

For output_filename, specify the full path of the destination file to which to write
the compressed data for investigation.

. In Linux

/opt/fujitsu/SVmco/sh/getosvmco {output_filename}

. In Windows

getosvmco output_filename

(2) Options
None

(3) Usage example
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. In Linux

To write data for investigateion to the /tmp/dump/mco_dump.file

/opt/fujitsu/SVmco/getosvmco /tmp/dump/mco_dump

. In Windows

To write data for investigation to the C:\temp\mco_dump.file

> getosvmco C:\temp\dump\mco_dump

(4) End status
0: Normal end

>0: Abnormal end

3.1.4 SNMP Security Setting Command
(setsnmpsec)

The setsnmpsec command sets security for SNMP Service (by specifying the
hosts from which to accept SNMP packets). If the SNMP Service security setting
is [Accept SNMP packets from any hosts], you need not execute this command.
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Use this command when you have changed the MMB IP address of the PSA-
MMB LAN after SVmco installation on a system operating with the SNMP
service security setting of [Accept SNMP packets from these hosts]. Also use
the command when you have changed the SNMP service security setting from
[Accept SNMP packets from any hosts] to [Accept SNMP packets from these
hosts].

Remarks
. This command is available only in Windows.
. The user must have Administrator privileges to execute this command. If

an operating system function (access control function) is used to execute
the command with privileges other than Administrator privileges, the end
status is undefined.

(1) Syntax

setsnmpsec

(2) Options

None

(3) Usage example

> setsnmpsec

(4) Output messages
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. Normal end:
SVmco : | 04200 Security setting for SNMP Service was completed.

. Abnormal end:

SVmco : E 04201 An error occurred at the time of security setting for
SNMP Service.

(5) Notes

After executing this command, restart SNMP Service.

3.1.5 PCI Card Operation Command (fjpciswap)

The fjpciswap command displays the physical location information
(UnitName:Identifier) and DeviceName of a PCI card. With this
command, you can confirm the information for the PCI card you want
to replace.

Notes

o If you are using duplication or other such software, delete the
configuration of the PCI card from the software before using this command.
Otherwise, the operating system may stop.

. Do not stop the command while it is running. Otherwise, the following
issues may arise.

Problems that may occur when the fjpciswap command is aborted

Phenomenon Action
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Phenomenon Action

Some operating system
resources are not released,

which results in an increased Reboot the operating system

system load
. This command cannot be used for an FC card for SAN boot connection.
. This command cannot be used for an FC card connected to a disk

containing a pagefile or dump output destination.

. You cannot replace a PCI card while it is connected to a device.
Remarks

. Only Windows Server 2008 supports this command.

. The user must have Administrator privileges to execute this command. If

an operating system function (access control function) is used to execute
the command with privileges other than Administrator privileges, the end
status is undefined.

. The prerequisite for executing this command is that SVmco and SNMP
Service are running normally.

. To replace a PCI card currently being used in the system, stop its use
and then disable it by using the Device Manager, before executing this
command.

The procedure for disabling a device by using the Device Manager is as
follows.

1. Start the Device Manager.

2. Right-click the device, and select [Disable].
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(1) Syntax

>fipciswap [-1|-r|-a] [UnitldetificationName]

UnitldetificationName (which specifies the identifier and slot location)
Specified names are case sensitive.

Example: IOB-PCIC#0, PCI_Box-PCIC#1, IOB#0-PCIC#1, PCI_Box#0-
PCIC#1

(2) Options
[—l|-rl-a]

-I: Display

This option displays a list of PCI cards that can be replaced using the
command. The following fields are displayed.

UnitName:

Displayed UnitName value (identifier). It corresponds to the [Unit]
information in the [PCI Devices] window.

Func:
Function number
Device Name:

Displayed device name. It corresponds to the [Device Name]
information in the [PCI Devices] window.

-r: Replacement

This option replaces the PCI card specified in [UnitldetificationName].
The command exits when the power-off operation, replacement
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instruction, and device recognition process have all been completed
after the replacement.

-a: Addition

This option adds the PCI card specified in [UnitldetificationName]. The
command exits when all the device adding processes are completed.

(3) Usage example

The following example shows the displaying of a list by the Display
function.

Example 1

C:\>fjpciswap -

Replaceable PCI cards are displayed
UnitName Func DeviceName

IOB#1-PCIC#5 FUNC#0 Intel(R) PRO/1000 PT Dual Port Server
Adapter

IOB#1-PCIC#5 FUNC#1 Intel(R) PRO/1000 PT Dual Port Server
Adapter #2

C:\>

The following example shows replaceable card specification with the
Replacement function.
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Example 2

C:\>fjpciswap -r IOB#1-PCIC#5
Selected card name is
Intel(R) PRO/1000 PT Dual Port Server Adapter

Intel(R) PRO/1000 PT Dual Port Server Adapter #2

Please delete all settings about this card
Do you want to remove this card?(y/n)

y «—User input

Removing the card....

The card has removed.

Please replace the card, and input "y" key.

When the above message appears, replace the PCI card.

Please replace the card, and input "y" key.
Yy
Adding the card..............

The card has added.
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C:\>

(4) Output messages

The following messages appear for this CLI command.

SVmco : E 08740 this command can not execute doubly :%s
SVmco : E 08741 this command needs Administrators privilege :%s
SVmco : E 08742 invalid option :%s

SVmco : E 08743 option num is invalid :%s

SVmco : E 08744 no unit id :%s

SVmco : E 08745 internal error :%s

SVmco : E 08746 can not make event file :%s

SVmco : E 08748 no resource :%s

SVmco : E 08751 command timeout(WMI) :%s

SVmco : E 08752 configuration file error :%s

SVmco : E 08753 This card cannot be removed :%s

SVmco : E 08754 can not get snmp information :%s

Svmco

: E 08755 no card :%s
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SVmco : E 08756 internal error(ipmi) :%s

SVmco : E 08757 this command can not execute during refresh :%s

SVmco : E 08758 this unit is occupied :%s

SVmco : E 08759 command timeout(SNMP) :%s

(5) Message Details

SVmco : E 08740 this command can not execute doubly :%s
Meaning:

This command cannot be executed twice at the same time.
Corrective action:

Confirm that this command is not being executed elsewhere. Execute the command

again after it is completed. This command cannot be executed twice at the same time.

SVmco : E 08741 this command needs Administrators privilege :%s
Meaning:

Administrator privileges are required for executing this command.
Corrective action:

Execute the command on a console as a user with Administrator privileges.

SVmco : E 08742 invalid option :%s
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Meaning:

The specified option is invalid.

Corrective action:

Specify the correct option. Execute it. The options are case-sensitive.

For details on the options of the PCI card control command (fjpciswap), see 3.6 PCI Card
Operation Command (fipciswap).

SVmco : E 08743 option num is invalid :%s
Meaning:

The number of options is invalid.

Corrective action:

Specify the correct option. Execute it.

For details on the options of the PCI card control command (fjpciswap), see 3.6 PCI Card
Operation Command (fjpciswap) .

SVmco : E 08744 no unit id :%s

Meaning:

The specified unit name does not exist in the partition.
Corrective action:

Specify the unit name that exists in the partition.

SVmco : E 08745 internal error :%s
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Meaning:
An internal error occurred.
Corrective action:

Perform recovery of the PCI card status. For details on recovery of the PCI card status,
see EMRecovery of the PCI card status.

After doing so, if the same message appears, contact your sales representative or a field
engineer.

SVmco : E 08746 can not make event file :%s
Meaning:

Creation of a file for event notification failed.
Corrective action:

Allocate the disk capacity.

After doing so, if the same message appears, contact your sales representative or a field
engineer.

SVmco : E 08748 no resource :%s

Meaning:

Acquisition of resources, such as memory, failed.
Corrective action:

Check whether there are sufficient operating system resources. If there is no problem
with operating system resources, contact your sales representative or a field engineer.
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SVmco : E 08751 command timeout(WMI) :%s
Meaning:

A command time-out occurred because of a WMI error.
Corrective action:

1. Check the operation of the "Windows Management Instrumentation"
(WMI) service. If it has not been started, start it.

2. Perform recovery of the PCI card status.

For details on recovery of the PCI card status, see BRecovery of the PCI
card status.

3. If you cannot place the PCI card in the anticipated status, contact your
sales representative or a field engineer.

SVmco : E 08752 configuration file error :%s
Meaning:

A configuration file error occurred.

Corrective action:

Contact your sales representative or a field engineer.

SVmco : E 08753 This card cannot be removed :%s
Meaning:
A card that does not support replacement was selected as the replacement target.

Corrective action:
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Select a card that supports replacement, as the replacement target.

SVmco : E 08754 can not get snmp information :%s
Meaning:
The information cannot be retrieved from SNMP.
Corrective action:
1. Check the operation of SNMP Service. If it has not been started, start it.

2. After doing so, if the same message appears, restart SVmco. For details
on how to start SVmco, see *2 in 3.1 CLI command list.

3. After doing so, if the same message appears, contact your sales
representative or a field engineer.

SVmco : E 08755 no card :%s
Meaning:

No card is mounted in the specified slot.
Corrective action:

Confirm the location of the slot where the card is mounted. Then, execute the add
operation.

SVmco : E 08756 internal error(ipmi) :%s
Meaning:

An internal error occurred.

312



SVmco User Guide

Corrective action:

Perform recovery of the PCI card status. For details on recovery of the PCI card status,
see B Recovery of the PCI card status.

After doing so, if the same message appears, contact your sales representative or a field
engineer.

SVmco : E 08757 this command can not execute during refresh :%s
Meaning:

The card cannot be updated because the SVmco information update process is in
progress.

Corrective action:

If 30 minutes have not passed since operating system startup, wait for that time to pass,
and then try again.

If 30 minutes have passed since operating system startup, wait at least one minute, and
then try again.

SVmco : E 08758 this unit is occupied :%s

Meaning:

An attempt was made to add a card to a slot that already has another card mounted.
Corrective action:

Confirm the location of the slot in which to add a card. Then, execute the add operation.

SVmco : E 08759 command timeout(SNMP) :%s
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Meaning:
A command time-out occurred because of a SVmco or SNMP error.
Corrective action:

Check the operation of SVYmco and SNMP Service. If they have not been started,
start them.

After doing so, if the same message appears, perform recovery of the PCI card
status. For details on recovery of the PCI card status, see ® Recovery of the PCI
card status.

After doing so, if the same message appears, contact your sales representative
or a field engineer.

B Recovery of the PCI card status

If a command terminates with an error message during the PCI Hot Plug procedure, or
normal operation cannot be restored after replacement of a PCI card, use the following
procedure.

Note

Perform this procedure only after taking corrective action for the error message. However,
recovery may be possible even if corrective action cannot be taken. If normal operation
cannot be restored using this procedure, contact a Fujitsu certified field engineer.

314



(Recovery of the PCI card status )

Replace (-r) command?
Add (-a) command?

No Has a card

been replaced?

Force a search (). A
Update PSA information. Display a list (-1).

Yes

A 4

Display a list (-1).

Other than normal display

What is
displayed? Device name

(example 1)

v Target device is
displayed nomally.
Replace the card after

forcing a search (-f).

What is
displayed?

Nothing
(example 2, 3)

\4

Thcenraddt ;’ C;’(;g !()y) Reexecute the replace (-r)
executing the -a
command. Commeng: Force a search (-f).

Update PSA information.

Add a card by executing the
add (-a) command.

Recovery of the PCI card status

(1) Example of a case in which identifiers do not appear in the displayed list

C:\>fjpciswap -I

Replaceable PCI cards are displayed
UnitName Func DeviceName
- - Emulex LightPulse LPe1250-F8, PCI Slot 4, Storport

Miniport Driver

- Intel(R) PRO/1000 PT Dual Port Server Adapter #1

- - Intel(R) PRO/1000 PT Dual Port Server Adapter #2

- Intel(R) PRO/1000 PT Dual Port Server Adapter #3

- - Intel(R) PRO/1000 PT Dual Port Server Adapter #4
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C:\>

(2) Example of a case in which PCI card information does not appear in the
displayed list

This example includes cases in which only the control target PCI card does not
appear. If a PCI card has not been replaced, execute the Add command after
replacing the card.

C:\>fjpciswap -

Replaceable PCI cards are displayed

Unit Name Func Device Name

there are no removable pci card

C:\>
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(3) Example of a case in which the relevant PCI card (I0B#1-PCIC#4-FUNC#0)

information does not appear in the displayed list

C:\>fjpciswap -

Replaceable PCI cards are displayed
UnitName Func DeviceName

IOB#1-PCIC#5 FUNC#0 Intel(R) PRO/1000 PT Dual Port Server
Adapter #1

IOB#1-PCIC#5 FUNC#1 Intel(R) PRO/1000 PT Dual Port Server
Adapter #2

IOB#1-PCIC#7 FUNC#0 Intel(R) PRO/1000 PT Dual Port Server
Adapter #3

IOB#1-PCIC#7 FUNC#1 Intel(R) PRO/1000 PT Dual Port Server
Adapter #4

C:\>
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3.1.6 Firewall Setting Command for the Management
LAN Interface (setmlanfw.sh)

The setmlanfw.sh command is a tool that supports the opening of the
necessary ports when the system has a firewall configured for the
management LAN interface and the system provides PRIMECLUSTER
linkage through the management LAN network.

This command opens the following ports for the specified IP
addresses:

. snmptrap port: udp/162

o rmcp+ port: udp/7000 to 7100

Note

If you need to change the firewall configuration, for instance, for changing the IP
address of the management LAN interface, delete the firewall configuration
according to the deletion procedure and then create the configuration procedure
again.

Remarks
. This command is available only in Linux.
. The user must have root privileges to execute this command.
. Use the following procedure to execute this command.
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(1) Syntax

For config file, specify the file that contains the IP addresses of the
ports to open.

/opt/fujitsu/SVmco/sh/setmlanfw.sh {config_file}

(2) Usage example

For config file, specify /tmp/config.txt, which contains the IP
addresses of the ports to open.

# lopt/fujitsu/SVmco/shsetmlanfw.sh /tmp/config.txt

(3) Output messages

The following messages appear for this CLI command.

Too few argument

Too more argument

Cannot read the file : %s

No IP setting or illegal IP format in /etc/fujitsu/SVmco/ust/ipsetup.conf

No IP setting in %s

Already set iptables
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The setting was completed

Remarks

In addition to the above messages, the CLI displays messages to
confirm the settings.

(4) Message Details

Too few argument

Meaning:

The number of options is invalid.
Corrective action:

The configuration file must be specified to execute the command. Specify the
configuration file. Then, re-execute the command.

Too more argument

Meaning:

The number of options is invalid.
Corrective action:

The configuration file must be specified to execute the command. Specify the
configuration file. Then, re-execute the command.
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Cannot read the file : %s

Meaning:

A file required for execution could not be found.
Corrective action:

The file indicated in the message could not be found. Confirm that the file exists. Then,
reexecute the command.

No IP setting or illegal IP format in /etc/fujitsu/SVmcol/usr/ipsetup.conf
Meaning:

The IP address of the management LAN is not set in the SVmco operation file
Jetc/fujitsu/SVmco/ust/ipsetup.conf. Alternatively, the format of the IP address is incorrect.

Corrective action:

Referring to 2.1.5 Setting the management LAN IP address , set the IP address of the
management LAN. Reexecute the command.

No IP setting in %s
Meaning:
The setting could not be found in the file indicated in the message.

Corrective action:

- If %s is /etc/fujitsu/SVmco/ust/ipsetup.conf:

Referring to 2.1.5 Setting the management LAN IP address, set the IP address of the
management LAN. Reexecute the command.

- If %s is other than the above:
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Set the IP address in the file indicated in the message. Reexecute the command.

Already set iptables

Meaning:

It is already set.

Corrective action:

Confirm iptables -L —n. If there is no problem with the setting, no action is necessary.

If the setting is no longer correct or is defective, delete the setting. Reexecute the
command.

The setting was completed
Meaning:

The setting was completed.
Corrective action:

No action is necessary.
(5) End status
0: Normal end

>0: Abnormal end

(6) Configuration procedure
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Configure the interface for the management LAN before executing this
command.

A set content depends on the communication protocol used by
management LAN.

*

1.

In case of IPv4

Specify the IP address of the management LAN interface in the SVmco
configuration file (/etc/fujitsu/SVmco/usr/ipsetup.conf).

For details on setting the IP address of the management LAN interface,
see 2.1.5 Setting the management LAN IP address.

Configuration example/etc/fujitsu/SVmco/usr/ipsetup.conf

[NETWORK]

ManagementlP=192.168.0.1

Prepare a configuration file that contains the IP addresses of the ports to
open.
In the configuration file, specify the physical IP addresses of the MMBs
(MMB physical IP addresses <MMB#0/MMB#1>) that belong to any of the
cluster nodes defined in PRIMECLUSTER. Alternatively, specify the
network IP address that includes the aforementioned MMB physical IP
addresses, following the line that contains "[PCL]" only. Each line in the file
should contain only one entry.

Configuration example/tmp/config.txt
[PCL]
192.168.0.0/24

192.168.1.5
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Remarks
A sample configuration file is available at:

lopt/fujitsu/SVmco/sh/sample_conf_setmlanfw.txt

3. Execute setmlanfw.sh with the configuration file prepared in step 2
specified.

After you execute this command, messages to confirm the
settings made in step 1 and step 2 appear. Enter Y to accept
the settings or N to edit the settings.

Then, proceed to the next process.

Execution example Specifying the configuration file prepared in step 2
# lopt/fujitsu/SVmco/sh/setmlanfw.sh /tmp/config.txt

Management LAN IP address:

192.168.0.1

Source IPs for PRIMECLUSTER Service:
192.168.0.0/24

192.168.1.5

Press "Y" to confirm above settings, "N" to cancel all settings
>Y

The setting was completed
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4.

Execute the iptables -L -n command to confirm that the configuration
chain "MMLAN" exists.

Executing the setmlanfw.sh command creates the configuration chain
"MMLAN," which is referenced by the INPUT and OUTPUT chains.

Execution example

# iptables -L -n

Chain INPUT (policy DROP)

target prot opt source destination

MMLAN all --0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy DROP)

target prot opt source destination

Chain OUTPUT (policy DROP)
target prot opt source destination

MMLAN all -- 0.0.0.0/0 0.0.0.0/0

Chain MMLAN (2 references)
target prot opt source destination

ACCEPT udp -- 192.168.0.0/24 192.168.0.1 udp
dpts:7000:7100
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ACCEPT udp --192.168.0.1 192.168.0.0/24 udp
spts:7000:7100

ACCEPT udp --192.168.0.0/24 192.168.0.1 udp dpt:162
ACCEPT udp --192.168.0.1 192.168.0.0/24 udp spt:162
ACCEPT udp --192.168.1.5 192.168.0.1 udp dpts:7000:7100
ACCEPT udp --192.168.0.1 192.168.1.5 udp spts:7000:7100
ACCEPT udp --192.168.1.5 192.168.0.1 udp dpt:162

ACCEPT udp --192.168.0.1 192.168.1.5 udp spt:162
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(8) Configuration deletion procedure

To change part of the firewall configuration, such as the IP address of
the management LAN interface, first delete the configuration.

After deleting it, reconfigure the firewall.

1. Execute iptables -L -n to confirm that the configuration chain "MMLAN"
exists.

If it does not exist, the following steps are not necessary.

2. Delete the references to MMLAN from the INPUT and OUTPUT chains.
Execution example

# iptables -D INPUT -j MMLAN

# iptables -D OUTPUT -j MMLAN

3. Delete the settings in the configuration chain "MMLAN."
Execution example

# iptables -F MMLAN
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4, Delete the configuration chain "MMLAN."

Execution example

# iptables -X MMLAN

3.1.7 PSA-MMB Communication LAN Setting
Command (setpsalan)

The setpsalan command sets the PSA-MMB communication LAN.

You need to execute this command after installing SVmco. Before executing this
command, restart the operating system.

Executing this command sets the PSA-MMB communication LAN as follows.

o IP address
172.30.0.<partition ID + 2>/24
Example) When the patrtition ID is 2

172.30.0.4/24

. Communication settings
Auto Negotiation: off

Speed: 100 Mbps
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Duplex: full
Remarks
. This command is available only in Windows.
. The user must have Administrator privileges to execute this command. If

an operating system function (access control function) is used to execute
the command with privileges other than Administrator privileges, the end
status is undefined.

(1) Syntax

setpsalan

(2) Options
None
(3) Usage example

> setpsalan

(4) End status
0: Normal end

>0: Abnormal end

(5) Notes
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Before executing this command, restart the operating system after installing
SVmco.
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3.2 CLI of SYmcovm

The following table lists the CLI commands for SVmcovm.

c q command
No. omman Privileges Remarks
name )
Linux (Windows
SVmcovm  |root (Linux) or
o For
Start/Stop  |Administrator Starting/Stoppin
1 i Y Yes (*1
command (V\./II.’ldOWS) g SVmcovm es es (*1)
privileges command
required (*2)
SVmcovm  |root (Linux) or
investigation |Administrator  |For collecting
2 |data (Windows) SVmcovm data |Yes |Yes
collection privileges for investigation
command required (*2)
Firewall
setting o For supporting
t I ) .
3 |command :(e)ouirig\(: eges firewall settings |Yes |No
for q for SVmcovm
SVmcovm
Setting for | Administrator
4 connec}mg (V\./Ir.1dOWS) Information is ves |Yes
to ESXi privileges encrypted.
command required (*2)
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*1 Starting SVmco: Click [Control Panel] - [Administrative Tools] - [Services].
Start [PRIMEQUEST Environment Control] Service. Then, [ServerView Mission
Critical Option] and [PRIMEQUEST PEM Command Service] start in this order.

Stopping SVmco: Click [Control Panel] - [Administrative Tools] - [Services]. Then,
select [PRIMEQUEST Environment Control Service], [ServerView Mission
Critical Option], and [PRIMEQUEST PEMCommand Service].

*2 In Windows, if an operating system function (access control function) is used
to execute the command with privileges other than Administrator privileges, the
end status is undefined.
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3.2.1 SVmcovm Start/Stop Command (y30SVmco)

The y30SVmco command starts or stops SVmcovm.

[Remarks]
. This command is available only in Linux.
. The user must have root privileges to execute this command.
o A SVmcovm is a daemon program. It starts automatically when the system
oots.

1) [syntax]

/sbin/service y30SVmco {start | stop | status}

2) [Options]

start | stop | status

. start: Starts SVmcovm.
. stop: Stops SVmcovm.
. status: Checks the SVmcovm operating status.
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3) [Usage example]

a. Example of starting SVmcovm

# /sbin/service y30SVmco start

b. Example of stopping SVmcovm

# /sbin/service y30SVmco stop

c. Example of checking the SVmcovm operating status

# /sbin/service y30SVmco status

If SVmcovm is already running, the following message appears.

SVmco is already running

If SVmcovm is stopped, the following message appears.

SVmco is stopped(xxxx)
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[Remarks]

(xxxx) is detailed information.

4)  End status
0: Normal end

>0: Abnormal end
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3.2.2 Command for Collecting SVmcovm Data for
Investigation (getosvmco)

The getosvmco command batch-writes data for investigation, such as the
following SVmcovm failure data, to a single compressed file:

. Installation status of application packages
o Files and modules
. Configuration files
. Internal logs
. Trace files
[Remarks]

The user must have root (Linux) or Administrator (Windows) privileges to
execute this command. In Windows, if an operating system function (access
control function) is used to execute the command with privileges other than
Administrator privileges, the end status is undefined.

(1) Syntax

For output_filename, specify the full path of the destination file to which to write
the compressed data for investigation.

) In Linux

/opt/fujitsu/SVmco/sh/getosvmco {output_filename}
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. In Windows

getosvmco output_filename

(2) Options
None

(3) Usage example
. In Linux

To write data for investigateion to the /tmp/dump/mco_dump.file

/opt/fujitsu/SVmco/getosvmco /tmp/dump/mco_dump

. In Windows

To write data for investigation to the C:\temp\mco_dump.file

> getosvmco C:\temp\dump\mco_dump

(4) End status
0: Normal end

>0: Abnormal end
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3.2.3 Firewall setting command for SVYmcovm

The setmlanfw.sh command is a tool that supports the opening of the necessary
ports when the system has a firewall configured for the SVmcovm.

1) [Remarks]
. This command is available only in Linux.

. The user must have root privileges to execute this command.

Only a chain for the PSA-MMB communication LAN (PSA-MMB_LAN) is created
by execution of the shell script for settings.

Add the jump setting for the PSA-MMB communication LAN to INPUT or
OUTPUT in iptables.

For details, see” Settingthe Firewall function”.

2) [syntax]

# ./setiptables.sh install <Network interface name of PSA-MMB communication LAN>

3) [options]

Install
. Created PSA-MMB_LAN chain for SVmcovm.

4) [For example]

In case of network interface name of PSA-MMB communication LAN is
ethl.

# .[setiptables.sh install ethl
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5) [End status]
0: Normal end

>0: Abnormal end
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3.2.4 Setting for connecting to ESXi command
SVmcovm acquires PCI card information and the log from ESXi by way of ssh at the time
of startup.

This shell script is a command that interactively sets the following parameter.

® |P address of ESXi. *1

® Login ID of ESXi.

®  Password of login to ESXi. *2

*1: Only support IPv4.

*2: Data is encrypted.

[Remaks]

The user must have root (Linux) or Administrator (Windows) privileges to
execute this command. In Windows, if an operating system function (access
control function) is used to execute the command with privileges other than
Administrator privileges, the end status is undefined.

1) [syntax]

For Linux

# lopt/fujitsu/SVmco/bin/setuserinfo <option>

For windows

#<Install path of SVmcovm>\opt\fujitsu\SVmco\bin\setuserinfo <option>

2) [End status]
0: Normal end

>0: Abnormal end
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3) [options]

) -i : IP address, Login ID, and the Password of ESXi are interactively encrypted
and outputs it to the file.

® -c: To check whether parameter(IP Address, Login ID, Password) is correct.

4) [For example]
In case of Linux.

1. Setting the information for accessing ESXi.

# lopt/fujitsu/SVmco/bin/setuserinfo —i
Input ESXi Host IPv4 address: X.X.X.X
Input Login ID: XXXXX

Input Login PASSWORD:

2. checking whether parameter(IP Address, Login ID, Password) is correct or
not.

# lopt/fujitsu/SVmco/bin/setuserinfo —c

Success: Successful execution of the command.

Failed: Failed to execute the command.

4 Hot Replacement of Hard Disks

This chapter describes hot replacement of hard disks. This operation is
supported only in Red Hat.

However, the tasks described in 4.3 Replacing Hard Disks in a Hardware RAID
Configuration are also supported in Windows.
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4.1 Overview of Hard Disk Hot Replacement

SVmco has helpful functions for hot replacement of hard disks in partitions. If
you conclude a system maintenance agreement, a certified service engineer will
be responsible for replacing the hard disks.

SVmco provides functions that control disk LEDs and display the disk status
when a hardware failure is detected, a disk is replaced, or a disk is added.

Notes

. This operation does not apply to RAID devices. For details on how to
replace a hard disk of an array controller card, see 4.3 Replacing Hard
Disks in a Hardware RAID Configuration.

. VMware does not support hot replacement of hard disks.

. The following message may appear for a mounted hard disk. It does not
indicate any operational problem.

kernel: mptscsih: iocO: >> Attempting bus
reset!(sc=e000004082adc480)

kernel: mptbase: ioc0O: IOCStatus(0x0048): SCSI Task
Terminated

. After mounting a hard disk, you may need to pause the disk rotation to
mount it on another slot. If so, wait about 60 seconds after you mounted
the disk, before stopping the disk rotation. The operating system executes
the Hot Plug process when the disk is mounted. Therefore, if you
immediately stop the disk rotation, the following error may occur.

kernel: Device sdb not ready.

kernel: end_request: I/O error, dev sdb, sector 204706
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kernel: Buffer 1/O error on device sdbl, logical block 6396

Before executing a disk management command, confirm that no other
instance of the command is being executed.

You can perform the following operations with the disk management
command. For details, see 4.2 Disk Management Command (diskctrl) in
the PRIMEQUEST 1000 Series Tool Reference (C122-E110EN).

o Displaying a list of SGPIO and SES controllers or a list of hard
disks managed by the controllers

o Turning off a hard disk location LED or causing it to blink

Delete the configuration information cache file of the file system (Red
Hat Enterprise Linux 5).

After hot replacement, addition, or removal of a hard disk,
execute the following command to delete the configuration
information cache file of the file system. Likewise, delete the file
before static replacement, addition, or removal of a hard disk.

# rm /etc/blkid/blkid.tab

If the cache file exists with /etc/blkid/blkid.tab retaining the file
system configuration, Red Hat Enterprise Linux uses the
information in the file as it checks the file system with the fsck
command.

The system status will not match the /etc/blkid/blkid.tab
contents during hot replacement, hot addition, or hot removal of
disks. For this reason, the check at the next execution of the fsck
command will be incorrect, which may damage the file system.

Once created, this file is not updated. That is why the cache file
must be deleted after hot replacement, addition, or removal of a
hard disk as well as before static replacement, addition, or
removal of a hard disk.
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Deleting the cache file does not cause any problems because it will be re-
created as needed.

. Stop the smartd service (Red Hat Enterprise Linux 5).

During hot maintenance of a hard disk (hot replacement, addition, or
removal), stop the smartd service.

The smartd service is intended to monitor a hard disk by using the self-
diagnosis function of the hard disk, S.M.A.R.T. (Self-Monitoring, Analysis
and Reporting Technology System).

The smartd service does not support the hot maintenance of a hard disk,
so that the hard disk information acquired at the start of the smartd service

will not match the hard disk information after the hot maintenance.
Consequently, it will output the following message every 30 minutes.

smartd[XXXXX]: Device: /dev/YYY, No such device, open()
failed

XXXXX and YYY: These parts vary with the environment.

That is why if the smartd service is used, the smartd service must be
stopped before hot maintenance of a hard disk and the smartd service
must be restarted with the latest hard disk status after hot maintenance.

The procedure is as follows.
1. Before hot maintenance of a hard disk, stop the smartd service.

The running condition of the smartd service can be checked from the
output result of the following operation.

Example: Output results when the smartd service is running

# /sbin/service smartd status
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smartd (pid XXXXX) is running...

XXXXX: This part varies with the environment.

If the smartd service has been started, stop it by using the following
operation.

# Isbin/service smartd stop

2. Execute hot maintenance of a hard disk, and complete it.

3. Start the smartd service.

After stopping the smartd service in step 1, you will need to restart it
after the hot maintenance of a hard disk is completed.

Start the smartd service by using the following operation.

# Isbin/service smartd start

. When the system contains the SAS disk unit and is running with the
driver for SAS cards, which is provided as standard by Red Hat Enterprise
Linux 5 (Fusion MPT SAS Driver), hot replacement and hot removal are
not available.

This does not cause a problem for systems that contain the SAS array disk
unit.

The schedule for solving this problem is pending.
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4.2 Adding, Removing, and Replacing Hard
Disks

This section describes procedures using the disk management command to add,
remove, and replace hard disks. These descriptions use a SASU internal hard
disk as an example. In the device names displayed by the disk management
command, iocx represents a SGPIO controller, and /dev/sdx represents a hard
disk.

4.2.1 Addition procedure

Add a hard disk by using the following procedure.

1. Insert the hard disk into an empty SASU slot.

2. Confirm the location of the inserted hard disk by displaying the status
with the disk management command.

# lopt/fujitsu/SVmco/bin/diskctrl -1
iocO

0 /dev/sda Fault LED-Off

1 /dev/sdb Fault LED-Off

3 /dev/sdc Fault LED-Off

4 [dev/sdd Fault LED-Off

Shortly after you insert the hard disk, the disk becomes accessible. Identify the
slot that has the inserted hard disk in the next step.
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3.

Cause the Fault LED to blink by executing the location display function
of the disk management command.

# lopt/fujitsu/SVmco/bin/diskctrl -i ioc0/1

Check whether the Fault LED of the slot that has the inserted hard disk
is blinking.

When the slot location is correct, confirm that "Fault LED-Identify" is

displayed for the slot by the status display function of the disk
management command.

# lopt/fujitsu/SVmco/bin/diskctrl -I
iocO
0 none

1 none Fault LED-Identify

Remarks

o If the slot location is incorrect in step 4:

Turn off the blinking Fault LED by executing the location off function
of the disk management command.

# lopt/fujitsu/SVmco/bin/diskctrl -0 ioc0/1

Repeat steps 3 and 4 by specifying other slots until the correct slot
location is confirmed.
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4.2.2 Removal procedure

Remove the hard disk by using the following procedure.

1. To remove a hard disk containing a partition specified as a raw or swap
device, take action as follows.

@)

If the hard disk contains a raw device:
If the hard disk to be removed contains a partition operating as a raw
device, terminate all the applications that may access this partition as
the raw device. Then, remove the hard disk.

If the hard disk contains a swap device:
If the hard disk to be removed contains a partition specified as a
swap device, stop the system. Then, replace the hard disk.

2. Take action as follows. The action depends on whether the hard disk to
be removed has the Mirror configuration in PRIMECLUSTER GDS.

o

If the hard disk to be removed has the Mirror configuration in
PRIMECLUSTER GDS:
From PRIMECLUSTER GDS, select the disk to be removed, and
remove it. For details on the removal procedure, see the
PRIMECLUSTER GDS manual.

If the hard disk to be removed does not have the Mirror

configuration in PRIMECLUSTER GDS:
Unmount all the disk partitions mounted on the disk to be removed.

# umount /dev/sdcl

# umount /dev/sdc2
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3.

4.

Remarks
You need not unmount any partition operating as a raw or swap device.

However, the removal of devices requires changes to the raw and swap
device settings.

Use the disk management command to stop the disk rotation.

Execute the disk management command to perform the following
processes.

o Stop the disk rotation. The Fault LED (amber) goes on.

o Instruct the operating system to remove the target disk.

# lopt/fujitsu/SVmco/bin/diskctrl -e /dev/sdc

Remove the hard disk at the location indicated by the Fault LED (amber)
that is on. When an internal hard disk is removed, the Fault LED behind its
slot goes on. The Fault LED goes on or blinks until it is turned off by the
disk management command or the partition is powered off or rebooted.

Note

If there is an SSD, removing the SSD may output the W13139
message from SVagent to the system event log.
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To turn off the Fault LED with the disk management command, perform
the following operations.

1) Display the status by executing the disk management command, and
confirm the location with the Fault LED that is on.

# lopt/fujitsu/SVmco/bin/diskctrl -1 iocO
0 /dev/sda Fault LED-Off
1 /dev/sdb Fault LED-Off
2 none Fault LED-On
3 /dev/sdd Fault LED-Off

From the above example, you can confirm that the Fault LED of slot 2 of
iocO is on, so sdc was surveyed in that slot.

2) Turn off the Fault LED by executing the following disk management
command.

# lopt/fujitsu/SVmco/bin/diskctrl -o ioc0/2

The Fault LED goes out.

Display the status by executing the disk management command.

You can confirm that "none" is displayed as the device name of slot 2 of
iocO and the slot is empty.

# lopt/fujitsu/SVmco/bin/diskctrl -I

iocO
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0 /dev/sda Fault LED-Off
1 /dev/sdb Fault LED-Off
2 none

3 /dev/sdd Fault LED-Off

4.2.3 Replacement procedure (for hard disk failures
not causing non-responsiveness)

If a hard disk fails or is predicted to fail by S.M.A.R.T. proactive detection,
replace the hard disk by using the following procedure.

1. To replace a hard disk containing a partition specified as a raw or swap
device, take action as follows.

o If the hard disk contains a raw device:
If the hard disk to be replaced contains a partition operating as a raw
device, terminate all the applications that may access this partition as
the raw device. Then, replace the hard disk.

o If the hard disk contains a swap device:
The target hard disk contains a partition specified as a swap device.
Stop the system. Then, replace the hard disk.

2. Take action as follows. The action depends on whether the target hard
disk has the Mirror configuration in PRIMECLUSTER GDS.

o In the Mirror configuration in PRIMECLUSTER GDS:
From PRIMECLUSTER GDS, select the disk to be removed, and
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remove it. For details on the removal procedure, see the
PRIMECLUSTER GDS manual.

o Not in the Mirror configuration in PRIMECLUSTER GDS:
Unmount all the disk partitions mounted on the disk to be replaced.

# umount /dev/sdcl

# umount /dev/sdc2

Remarks

You need not unmount any partition operating as a raw or swap device.

3. Use the disk management command to stop the disk rotation.

Execute the disk management command to perform the following

processes.
o Stop the disk rotation. The Fault LED (amber) goes on
o Instruct the operating system to remove the target disk.

# lopt/fujitsu/SVmco/bin/diskctrl -e /dev/sdc

Remove the hard disk at the location indicated by the Fault LED (amber)
that is on.

4. Display the status by executing the disk management command, and
confirm the location with the Fault LED that is on.
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# lopt/fujitsu/SVmco/bin/diskctrl -I
iocO

0 /dev/sda Fault LED-Off

1 /dev/sdb Fault LED-Off

2 --mount Fault LED-On

3 /dev/sdd Fault LED-Off

5. Replace the disk.

You can confirm that the hard disk is inserted into slot 2 of iocO because
the Fault LED is on in that slot.

Turn off the Fault LED by executing the following disk management
command.

# lopt/fujitsu/SVmco/bin/diskctrl -c ioc0/2

Note

If there is an SSD, removing the SSD may output the W13139
message from SVagent to the system event log.

Confirm the location of the inserted hard disk by displaying the status with
the disk management command.

# lopt/fujitsu/SVmco/bin/diskctrl -I

iocO
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0 /dev/sda Fault LED-Off
1 /dev/sdb Fault LED-Off
2 /dev/sdc Fault LED-Off

3 /dev/sdd Fault LED-Off

6. After the disk management command is completed, mount the disk
partitions. If the disk has the Mirror configuration in PRIMECLUSTER GDS,
incorporate it in PRIMECLUSTER GDS.

7. To restore each raw device, take action as follows.
o If the hard disk had contained a raw device:

Configure the raw device according to the manual of the application
used for raw access to the replacement hard disk. That application
was stopped before the replacement. After completing the
configuration, restart the application.

4.2.4 Replacement procedure (for hard disk failures
causing non-responsiveness)

If HDD recovery using an HDD driver is not possible because a hard disk failure
caused the relevant HDD to hang, replace the hard disk by using the following
procedure.
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1. If the system is non-responsive because of a hard disk failure, the
following message detected by SVagent appears and the Fault LED of the
hard disk goes on:

For RHELS5:

Serverview: E 14134 10B#n-HDD#n scsi:%h:%c:%i:%l \
Device error (offlined) vendor=xxxxxxxx \
model=xXxXXXXXXX serial-no=xXxXXXXXXXxx \

SCSI number: %h=host number, %c=channel number, \

%i=id number, %l=lun number

The \ at the end of a line indicates that there is no line feed.

2. Confirm the status by executing the disk management command. At this
time, the disk whose Fault LED is on is the disk (*) where the offline error
occurred.

o RHELS:
SASU internal disk
# lopt/fujitsu/SVmco/bin/diskctrl —I iocO
0 /dev/sda Fault LED-Off
1 /dev/sdb Fault LED-Off

2 --mount FaultLED-On  <- (%)

3 /dev/sdd Fault LED-Off
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3. To replace a hard disk containing a partition specified as a raw or swap
device, take action as follows.

o) If the hard disk contains a raw device:
If the hard disk to be replaced contains a partition operating as a raw
device, terminate all the applications that may access this partition as
the raw device. Then, replace the hard disk.

o If the hard disk contains a swap device:

The target hard disk contains a partition specified as a swap device.
Stop the system. Then, replace the hard disk.

4. Take action as follows. The action depends on whether the target hard
disk has the Mirror configuration in PRIMECLUSTER GDS.

o In the Mirror configuration in PRIMECLUSTER GDS:
From PRIMECLUSTER GDS, select the disk to be removed, and
remove it. For details on the removal procedure, see the
PRIMECLUSTER GDS manual.

o Not in the Mirror configuration in PRIMECLUSTER GDS:
Unmount all the disk partitions mounted on the disk to be replaced.

# umount /dev/sdcl

# umount /dev/sdc2

Remarks

You need not unmount any partition operating as a raw or swap device.
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5.

Use the disk management command to stop the disk rotation. Stop the

disk rotation by specifying the slot confirmed in step 3.

# lopt/fujitsu/SVmco/bin/diskctrl -e ioc0/2

Replace the hard disk at the location indicated by the Fault LED (amber)

that is on.

From the above example, you can confirm that the Fault LED of slot 2 of

iocO is on, so the inserted hard disk is in that slot.

Turn off the Fault LED by executing the following disk management
command.

# lopt/fujitsu/SVmco/bin/diskctrl -c ioc0/2

Confirm the location of the inserted hard disk by displaying the status
with the disk management command.

# [opt/fujitsu/SVmco/bin/diskctrl -I
iocO
0 /dev/sda Fault LED-Off
1 /dev/sdb Fault LED-Off
2 /dev/sdc Fault LED-Off

3 /dev/sdd Fault LED-Off
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9. After the disk management command is completed, mount the disk
partitions. If the disk has the Mirror configuration in PRIMECLUSTER GDS,
incorporate it in PRIMECLUSTER GDS.

10. To restore each raw device, take action as follows.

o If the hard disk had contained a raw device:
Configure the raw device according to the manual of the application
used for raw access to the replacement hard disk. That application
was stopped before the replacement. After completing the
configuration, restart the application.

4.3 Replacing Hard Disks in a Hardware
RAID Configuration

This section describes how to replace hard disks in a Hardware RAID
configuration. Monitor HardRAID with ServerView RAID. For details on how to replace
hard disks in a Hardware RAID configuration, see the MegaRAID SAS User's Guide.

4.3.1 Hot replacement of a faulty hard disk

This section describes the workflow for replacing a faulty hard disk.

1. Start ServerView RAID Manager.
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2.

In the ServerView RAID Manager tree view, confirm the mounting
location of the faulty hard disk.

* A field engineer performs steps 4 to 6 as the hard disk recovery
procedure.

Confirm that the Alarm LED of the hard disk on the main unit of the
server is on.

Replace the hard disk whose Alarm LED is on.

In the SVOM Web-UI, open the window for the partition. Select [Driver
Monitor] from the left menu. The window displays "Error" or "Warning" at
[Status] for the array controller card that manages the faulty hard disk.
Select the card. Then, click the [Acknoledge] button.

After replacing the hard disk, confirm that hard disk replacement was
completed properly, by using the following steps depending on whether the
disk is a spare disk.

o If not set as a spare disk:
ServerView RAID Manager automatically performs a rebuild. Then,
the Alarm LED of the hard disk starts blinking.
Wait until the rebuild is complete in the ServerView RAID Manager
window. Confirm that [Status] for the hard disk is [Operational].

o If set as a spare disk:
The replacement hard disk automatically becomes a spare disk.
Then, the Alarm LED of the hard disk goes out.
In the [ServerView RAID Manager] window, confirm that [Status] for
the hard disk is [Global Hot Spare] or [Dedicated Hot Spare]. After
the rebuild is complete, a copyback operation may be performed.
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7. Exit ServerView RAID Manager.

4.3.2 Hard disk preventive replacement

This section describes the workflow for preventive replacement of a hard disk S.M.A.R.T
predicted to fail.
For the RAID 0 configuration (cold-partition replacement)

To replace a hard disk in the RAID 0 configuration, apply cold—partition
maintenance.

The workflow is described below.

1. Back up data in all the hard disks under the array controller card that are
subject to preventive replacement.

2. Start ServerView RAID Manager.

3. In ServerView RAID Manager, confirm the mounting location by
selecting the hard disk that S.M.A.R.T. predicted to fail.

4. Check whether other hard disks are faulty. If a hard disk is faulty,
replace it.

360



SVmco User Guide

5. Restart the partition. Then, start WebBIOS from the [BIOS] window.

6. In WebBIOS, select the array controller card connected to the hard disk
subject to preventive replacement. Then, execute [Clear Configuration] to
erase the data on the hard disk.

7. When the data has been erased, exit WebBIOS and power off the
partition.

* A field engineer performs step 7 as the hard disk recovery procedure.

8. Replace the hard disk that S.M.A.R.T. predicted to fail.

9. Start the partition. Then, start WebBIOS from the [BIOS] window.

10. InWebBIOS, create an array configuration.

11. Restore backup data or reinstall the operating system.

For the RAID 1, RAID 1E, RAID 5, RAID 6, or RAID 10 configuration (hot replacement)

Hot replacement is applicable to hard disks in the RAID 1, RAID 1E,
RAID 5, RAID 6, and RAID 10 configurations. The workflow is described
below.
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1. Start ServerView RAID Manager.

2. In ServerView RAID Manager, confirm the mounting location by
selecting the hard disk that S.M.A.R.T. predicted to fail.

3. Check whether other hard disks are faulty. If a hard disk is faulty,
replace it.

4. Ensure consistency to make the hard disks error-free.

5. In the tree view, select the hard disk that S.M.A.R.T. predicted to fail.
Confirm that [Status] is [SMART Error].

6. With the hard disk selected in the tree view, select [Locate device] from
the right-click menu to cause the Alarm LED to blink at high speed (interval
of 0.3 seconds).

7. Confirm the hard disk location. Then, with the hard disk selected in the
tree view, select [Stop location] from the right-click menu to turn off the
Alarm LED.

8. With the hard disk selected in the tree view, select [Make Offline] from
the right-click menu to turn on the Alarm LED.

9. Confirm that [Status] for the target hard disk is [Failed], [Offline], or
[Available].
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10.

11.

12.

13.

14.

* A field engineer performs steps 10 to 12 as the hard disk recovery
procedure.

Confirm that the Alarm LED of the hard disk on the main unit of the
server is on.

Replace the hard disk whose Alarm LED is on.

In the SVOM Web-UI, open the window for the partition. Select [Driver
Monitor] from the left menu. The window displays "Error" or "Warning" at
[Status] for the array controller card that manages the faulty hard disk.
Select the card. Then, click the [Acknowledge] button.

After replacing the hard disk, confirm that hard disk replacement was
completed properly, by using the following steps depending on whether the
disk is a spare disk.

o If not set as a spare disk:
ServerView RAID Manager automatically performs a rebuild. Then,
the Alarm LED of the hard disk starts blinking.
Wait until the rebuild is complete in the ServerView RAID Manager
window. Confirm that [Status] for the hard disk is [Operational].

o If set as a spare disk:
The replacement hard disk automatically becomes a spare disk.
Then, the Alarm LED of the hard disk goes out.
In the [ServerView RAID Manager] window, confirm that [Status] for
the hard disk is [Global Hot Spare] or [Dedicated Hot Spare]. After
the rebuild is complete, a copyback operation may be performed.

Exit ServerView RAID Manager.
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4.3.3 Hard Disk Replacement at Multiple Deadlock
Occurrence

Multiple deadlock occurs when more than one hard disk fail to be recognized at
the same time.

When multiple deadlock occurs, replace the SAS interface components (array
controller card, SASU, etc.) and the hard disk. Since system data is not
guaranteed when this type of failure occurs, reconfigure the hardware RAID.
This executes the corrective measure of recovering the data after backing it up.

When replacing the SAS interface components and the hard disk, the partition is
stopped for maintenance. The workflow is described below.

Remarks

A field engineer performs the following step 2 only.

1. Turn off the power to the partition.

2. Replace the SAS interface components and hard disk.

3. Restart the partition., and then start WebBIOS from the BIOS screen.
4, Create the array configuration with WebBIOS.

5. Restore the data for backup.
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5 PClI Card Hot Maintenance iIn
Windows

This chapter describes the hot plugging procedure for PCI cards in Windows.
Hot plugging is supported only in Windows Server 2008.

5.1 Overview of Hot Maintenance

The hot plugging procedure includes the common steps for all PCI cards and the
additional steps required for a card function or driver. This section describes
both the operations required for all cards and the operations required for
combinations with a specific card and specific software.

Overview of hot plugging

You can add and replace cards by using the hot plugging supported by Windows
Server 2008/2012. This chapter describes the operating system commands
required for card replacement, together with the actual hardware operations. For
details on the overall flow, see 5.1.1 Overall flow.

Common hot plugging procedure for PCI cards

This chapter concretely describes the required tasks in the common
replacement procedure for all PCI cards. For details on the common hot
plugging procedure for PCI cards, see 5.2 Common Hot Plugging Procedures for
PCI Cards.

Hot plugging procedure for each type of card
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This chapter describes procedures with the required additional steps for certain
cards. The section contain procedures for NICs (network cards) and FC cards
(Fibre Channel cards). For details on NIC hot plugging, see 5.3 NIC Hot
Plugging. For details on FC card hot plugging, see 7.5 FC Card Hot Plugging.

For the respective procedures required for cards other than the above cards,

see the related hardware and software manuals as well as this chapter. Usually,
these cards (NICs and FC cards) are used in a combination with duplication
software (Intel PROSET/ETERNUS multipath driver). This chapter describes the
procedure needed for a NIC or FC card used in combination with such
duplication software, and the procedure needed for a NIC or FC card used alone.

Note

The procedures include operations for related software. Depending on the
configuration, the procedures may differ or require additional operations. When
doing the actual work, be sure to see the related product manuals.

5.1.1 Overall flow

This section shows the overall flow of hot plugging.

The following procedures are required for all types of cards for PCI Hot Plug
support in the current version of Windows Server 2008. If an operation is
required for a specific type of PCI card, the operation is described in the relevant
procedure. The contents of an operation depend on the software to be combined
with the card.

For details on the fjpciswap command, see 3.6 PCI Card Operation Command

(fipciswap).
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Replacement procedure

1. Confirm the physical location by using the display function of the
fjpciswap command.

2. Replace the PCI card by using the swap function of the fjpciswap
command.
3. Confirm the replacement card by using the display function of the

fijpciswap command.

Addition procedure
1. Add a PCI card by using the add function of the fjpciswap command.

2. Confirm the added card by using the display function of the fjpciswap
command.

5.2 Common Hot Plugging Procedure for PCI
Cards

This section describes the PCI card replacement procedure that does not
involve additional steps (e.g., when a redundant application is not used).

Note

Insert the PCI card securely.
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5.2.1 Replacement procedure

1.

Confirm the physical location by using the display function of the
fijpciswap command.

C:\>fjpciswap -

Replaceable PCI cards are displayed
UnitName Func  DeviceName

IOB#1-PCIC#5 FUNC#0 Intel(R) PRO/1000 PT Dual Port
Server Adapter #15

IOB#1-PCIC#5 FUNC#1 Intel(R) PRO/1000 PT Dual Port
Server Adapter #16

C:\>

Replace the PCI card by using the swap function of the fjpciswap
command.

C:\>fjpciswap -r IOB#1-PCIC#5
Selected card name is
Intel(R) PRO/1000 PT Dual Port Server Adapter #15

Intel(R) PRO/1000 PT Dual Port Server Adapter #16
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Please delete all settings about this card
Do you want to remove this card?(y/n)

y «User input

When "Do you want to remove this card?(y/n)" appears, replace the PCI card.
After replacing the PCI card, press the [y] key.

l

Removing the card....

The card has removed.

Please replace the card, and input "y" key.

When "Please replace the card" appears, replace the PCI card.

l

Please replace the card, and input "y" key.
y
Adding the card..............

The card has added.

C:\>

After replacing the PCI card, press the [y] key.
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3.

Confirm the replacement card by using the display function of the
fjpciswap command.

C:\>fjpciswap -I

Replaceable PCI cards are displayed
UnitName Func  DeviceName

IOB#1-PCIC#5 FUNC#0 Intel(R) PRO/1000 PT Dual Port
Server Adapter #15

IOB#1-PCIC#5 FUNC#1 Intel(R) PRO/1000 PT Dual Port
Server Adapter #16

C:\>

5.2.2 Addition procedure

1.

Add a PCI card by using the add function of the fjpciswap command.

Insert the PCI card into a PCI card slot. Then, specify the PCI card slot
and execute the add command (-a).

C:\>fjpciswap -a I0OB#1-PCIC#5

Adding the card.................
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2.

The card is recognized by the operating system. The command is

completed.

C:\>fjpciswap -a IOB#1-PCIC#5
Adding the card.................

The card has added.

C:\>

Confirm the added card by using the display function of the fjpciswap

command.

C:\>fjpciswap -

Replaceable PCI cards are displayed
UnitName Func  DeviceName

IOB#1-PCIC#5 FUNC#0 Intel(R) PRO/1000 PT Dual Port
Server Adapter #15

IOB#1-PCIC#5 FUNC#1 Intel(R) PRO/1000 PT Dual Port
Server Adapter #16

C:\>
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5.2.3 About removal

Note

Windows does not support PCI card removal while OS running.

5.3 NIC Hot Plugging

For NIC hot plugging (replacement), you need to especially consider other
matters in addition to the procedure described in 5.2 PCI Card Hot Plugging
Common Procedure.

This section describes NIC hot plugging combined with teaming.

For details on the fjpciswap command, see 3.6 PCI Card Operation Command

(fipciswap).

5.3.1 Hot plugging a NIC incorporated into teaming

This section describes the hot plugging procedure for a NIC incorporated into
teaming.

Note
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. Be sure to perform hot plugging after removing the card. If the card is
not removed, the operating system may stop.

. There are some precautions on teaming with Intel PROSet(R). For
details on the precautions, see APPENDIX G.8 NIC (Network Interface
Card) in PRIMEQUEST 1000 Series Administration Manual (C122-E108-

03EN).

1. Confirm the physical location by using the display function of the
fipciswap command. Here, replace IOB-PCIC#5.

C:\>fjpciswap -I

Replaceable PCI cards are displayed
UnitName Func  DeviceName

IOB#1-PCIC#4 FUNC#0 Emulex LightPulse LPe1250-F8,
PCI Slot 4, \

Storport Miniport Driver

IOB#1-PCIC#5 FUNC#0 Team: Team #0 - Intel(R)
PRO/1000 PT \

Dual Port Server Adapter #15

IOB#1-PCIC#5 FUNC#1 Intel(R) PRO/1000 PT Dual Port
Server \

Adapter #16

IOB#1-PCIC#7 FUNC#0 Team: Team #0 - Intel(R)
PRO/1000 PT\

Dual Port Server Adapter #23

IOB#1-PCIC#7 FUNC#1 Intel(R) PRO/1000 PT Dual Port
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Server Adapter #24

C\>

The \ at the end of a line indicates that there is no line feed.

2 . [+ & Computer

(8- Disk drives

- B, Display adapters

& Emulex PLUS

7 Human Interface Devices

Keyboards

P4 Mice and other pointing devices

Monitors

Network adapters

5 Intel(R) 82567LF-2 Gigabit Network Connection

= Intel(R) 82576 Gigabit Dual Port Network Connection #10
= Intel(R) 82576 Gigabit Dual Port Network Connection #11
Intel(R) 82576 Gigabit Dual Port Network Connection #12
Intel(R) 82576 Gigabit Dual Port Network Connection #9
Intel(R) PRO{1000 PT Dual Port Server Adapter #4
Intel(R) PRO{1000 PT Dual Port Server Adapter #9

TEAM : Team #0

0-8-8-8

el

Ll

Update Driver Software...
Disable
Uninstal

a
‘eam #0 - Intel(R) PRO/1000 PT Dual Port Server Ag
I3 Other devices

6 Processors

< Storage controllers

18 System devices

18 System management devices
@ Universal Serial Bus controllers

Scan for hardware changes

H-E-88-88

|opens property sheet for the current selection.

d, and click

[Device Manager] window
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3. Select the [Teaming] tab, uncheck the [Team this adapter with other
adapters] check box, and click the [OK] button.

TEAM : Team #0 - Intel{R) PRO/1000 PT Dual Port Server Ada... [kl B4

General |  Link Speed I Advanced I Power Management I
Teaming I BootOptions | Driver | Detals | Resources |

‘ inte' Adapter Teaming

[ Team this adapter with other adapters
few Team..
T e 15 am |
I Team #0 LI Froperties... |
Team with other adapters
Allowws you to specify whether a network connection will _‘_l

participate in a team. For an overviewy of teaming, click here.
If not checked this adapter is not part of a team.

=
| oK I Cancel I

[Teaming] tab
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4. The following message appears. Click the [Yes] button.

Adapter Teaming Property

Removing this adapter will leave just one adapter in the team.

Do you want to continue?

[Adapter Teaming] properties

5. Confirm DeviceName by using the display function of the fjpciswap
command. Confirm that the NIC is not incorporated into teaming.

C:\>fjpciswap -

Replaceable PCI cards are displayed
UnitName  Func DeviceName

I0B#1-PCIC#4 FUNC#0 Emulex LightPulse LPel1250-F8,
PCI Slot 4, \

Storport Miniport Driver

I0B#1-PCIC#5 FUNC#0 Intel(R) PRO/1000 PT Dual Port
Server Adapter #15

IOB#1-PCIC#5 FUNC#1 Intel(R) PRO/1000 PT Dual Port
Server Adapter #16

IOB#1-PCIC#7 FUNC#0 Team: Team #0 - Intel(R)
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PRO/1000 PT\
Dual Port Server Adapter #23

IOB#1-PCIC#7 FUNC#1 Intel(R) PRO/1000 PT Dual Port
Server Adapter #24

C:\>

The \ at the end of a line indicates that there is no line feed.

6.

Replace the NIC by executing the fipciwap command.

C:\>fjpciswap -r IOB#1-PCIC#5
Selected card name is
Intel(R) PRO/1000 PT Dual Port Server Adapter #15

Intel(R) PRO/1000 PT Dual Port Server Adapter #16

Please delete all settings about this card
Do you want to remove this card?(y/n)

y

Removing the card......

The card has removed.

Please replace the card, and input "y" key.
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y

Adding the card..............

The card has added.

C\>

When "Please replace the card" appears, replace the NIC, and insert the cable.
After replacing the NIC, press the [y] key.

7.

Confirm that the NIC was normally replaced by using the display
function of the fjpciswap command.

C:\>fjpciswap -

Replaceable PCI cards are displayed
UnitName  Func DeviceName

IOB#1-PCIC#4 FUNC#0 Emulex LightPulse LPe1250-F8,
PCI Slot 4, \

Storport Miniport Driver

IOB#1-PCIC#5 FUNC#0 Intel(R) PRO/1000 PT Dual Port
Server Adapter #15

I0B#1-PCIC#5 FUNC#1 Intel(R) PRO/1000 PT Dual Port
Server Adapter #16

IOB#1-PCIC#7 FUNC#0 Team: Team #0 - Intel(R)
PRO/1000 PT \
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Dual Port Server Adapter #23

Server Adapter #24

C:\>

IOB#1-PCIC#7 FUNC#1 Intel(R) PRO/1000 PT Dual Port

The \ at the end of a line indicates that there is no line feed.

8. After completing the replacement, open the Device Manager and open

the properties dialog box of the NIC to be incorporated into teaming.

| File  Action View Help

= Device Manager =] B

s b RN  Boall S -]

=3 WS08X86

[#-& Computer

(8 Disk drives

[+ Display adapters

(-4 Emulex PLUS

)-8 Human Interface Devices

[#-Z2 Keyboards

® )il Mice and other pointing devices

(- Monitors

-8 Network adapters
& Intel(R) 82567LF-2 Gigabit Network Connection
& Intel(R) 82576 Gigabit Dual Port Network Connection #10
£ Intel(R) 82576 Gigabit Dual Port Network Connection #11
l;“ Intel{R) 82576 Gigabit Dual Port Network Connection #12
I;" Intel(R) 82576 Gigabit Dual Port Network Connection #9
Pl Intel(R) PRO/1000 PT Dual Port Server Adapts
£ Intel(R) PROJ1000 PT Dual Port Server Adapte
& Intel(R) PROJ1000 PT Dual Port Server Adapte
£ TEAM : Team #0
£ TEAM : Team #0 - Intel(R) PROJ1000 PTDual | sean for hardware changes

3 Other devices ——
d
"
rs

Update Driver Software...
Disable:
Uninstall

163}

t Storage controllers
System devices
+ System management devices

1 @ Universal Serial Bus controllers

-

|Opens property sheet for the current selection.

Device Manager]| window

9. On the [Teaming] tab, check [Team this adapter with other adapters],
select the team into which the adapter was incorporated before the

replacement, and click the [OK] button.
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Intel(R) PRO/1000 PT Dual Port Server Adapter #10 Properties [kl B3

General I Link Speed | Advanced I Power Management
Teaming I YLANs | BootOptions | Driver | Detalls | Resources

( intel) Adapter Teaming

¥ Team this adapter with other adapters
New Team
Team: |
Select a team _'J Froperties... |
Select a team
Team with other adapters
Allovys you to specify whether a network connection will ;I

participate in a team. For an overviewy of teaming, click here.
If not checked this adapter is not part of a team.

id
[ ok | cancel |

[Teaming] tab
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10. Inthe Device Manager, confirm that the NIC is incorporated into the

team.

I -

File Action View Help

ots A e NN ? Mol B

El WS08X86
) Computer

[l Disk drives
Display adapters
Emulex PLUS
% Human Interface Devices
<= Keyboards
)3 Mice and other pointing devices
& Monitors
¥ Network adapters

&¥ Intel(R) 52567LF-2 Gigabit Network Connection
Intel(R) 82576 Gigabit Dual Port Network Connection #10
Intel(R) 52576 Gigabit Dual Port Network Connection #11
Intel(R) 82576 Gigabit Dual Port Network Connection #12
Intel(R) 82576 Gigabit Dual Port Network Connection #9
Intel(R) PRO{1000 PT Dual Port Server Adapter #4
Intel(R) PROJ1000 PT Dual Port Server Adapter #9
TEAM : Team #0
T #0 - Ini

(1) - - - - -

o 0 [ 0 s I I

-
]
i
[#- 13, Other devices

& Processors

[#-<;- Storage controllers

[#-4& System devices

[+-1&l System management devices

[ @ Universal Serial Bus controllers

TEAM : Team #0 - Intel(R) PROf1000 PT Dual Port Server Adapter #3

[Device Manager] window

11.  Execute the command that incorporates teaming information into server

management software.

C:\>fjpciswap -f

C:\>
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5.3.2 Hot plugging a non-redundant NIC

This section describes the hot plugging procedure in networks without
redundancy (a NIC is not incorporated into teaming).

1.

Confirm the physical location by using the display function of the
fipciswap command. Here, replace I0B#1-PCIC#5.

C:\>fjpciswap -

Replaceable PCI cards are displayed
UnitName Func  DeviceName

IOB#1-PCIC#5 FUNC#0 Intel(R) PRO/1000 PT Dual Port
Server Adapter #15

IOB#1-PCIC#5 FUNC#1 Intel(R) PRO/1000 PT Dual Port
Server Adapter #16

C\>
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2.

3.

Disable the relevant device by using the Device Manager.

File Action View Help

5 Device Manager _[Ofx

s | HE HE R IENE

-3 WS0BXBE
[+1-4&/ Computer
(¥ Disk drives
[+ By, Display adapters
(-8 Emulex PLUS
-8 Human Interface Devices
[#-Z= Keyboards
] ﬂ Mice and other pointing devices
(- B Monitors
- B* Network adapters
¥ Intel(R) 82567LF-2 Gigabit Network Connection
l‘:" Intel{R) 82576 Gigabit Dual Port Network Connection #10
l‘:“ Intel{R) 82576 Gigabit Dual Port Network Connection #11
t"_‘ Intel(R) 82576 Gigabit Dual Port Metwork Connection #12

dapter
t‘_f‘ Intel{R) PRO/1000 PT Dual Port Server Adapter
& Intel(R) PROf1000 PT Dual Port Server Adapter
[ 3 Other devices
[+ ﬁ Processors
[#-<; Storage contrallers
(#4184l System devices
[+-4& System management devices

[+ @ Universal Serial Bus controllers

rk Connection #9

Update Driver Software, ..

Disable
Uninstall

Scan for hardware changes

Properties

[Disables the selected device.

[Device Manager] window

Replace the corresponding NIC by using the fjpciswap command.

Selected card name is

C:\>fjpciswap -r IOB#1-PCIC#5

Intel(R) PRO/1000 PT Dual Port Server Adapter #15

Intel(R) PRO/1000 PT Dual Port Server Adapter #16

Please delete all settings about this card
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Do you want to remove this card?(y/n)

y

Removing the card....

The card has removed.

Please replace the card, and input "y" key.

y

Adding the card..............

The card has added.

C:\>

When "Please replace the card" appears, replace the NIC, and insert the cable.

After replacing the NIC, press the [y] key.

4, Start the command prompt. Display a list of hot replacement enable PCI
cards by using the fjpciaswap command. Confirm that the added card is

correctly displayed.

C:\>fjpciswap -

Replaceable PCI cards are displayed

UnitName Func DeviceName
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5.

IOB#1-PCIC#5 FUNC#0 Intel(R) PRO/1000 PT Dual Port
Server Adapter #15

IOB#1-PCIC#5 FUNC#1 Intel(R) PRO/1000 PT Dual Port
Server Adapter #16

C:\>

As shown in following figure, right-click the target device on Device
Manager, and select [Enable] if it is available in the displayed menu. (If

[Disable] is displayed, skip this step.)

File Action View Help

;§ Device Manager !EI E

e |mEdEEIINE

(-3 WS0BX86

[#-{& Computer

[ Disk drives

- B, Display adapters

[#-{& Emulex PLUS

¢l Human Interface Devices

[#-Z2 Keyboards

] B Mice and other painting devices

- Monitors

-8 Network adapters
& Intel(R) 82567LF-2 Gigabit Network Connection
% Intel(R) 82576 Gigabit Dual Port Network Connection #10
;" Intel(R) 82576 Gigabit Dual Part Network Connection #11
& Intel(R) 82576 Gigabit Dual Port Network Connection #12
& Intel(R) 82576 Gigabit Dual Port Network Connection #9
o 0 o

N 0 |
2 Intel(R) PROJA000 PT Dual Pt 54— Update Driver Software. .
& Intel(R) PROJ1000 PT Dual Port 5o Mk
¥}, Intel(R) PROJ1000 PT Dual Port 5¢_ Uninstal
& ﬁ Other devices Scan for hardware changes
® Processors AP A R
[#-€;- Storage contrallers Properties
(-4 System devices

[#-4Ml System management devices
[ @ Universal Serial Bus controllers

Enables the selected device.

[Device Manager] window
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5.3.3 NIC addition procedure

Referring to 5.2 Common Hot Plugging Procedure for PCI card, add a NIC.

5.4 FC Card Hot Plugging

For FC card hot plugging (replacement), you need to especially consider other
matters in addition to the procedure described in 5.2 PCI Card Hot Plugging
Common Procedure for PCI card.

The hot plugging of an FC card changes the WWN of the FC card if the WWN is
set on an FC switch or RAID device (ETERNUS). For details on how to set the
WWN again for a new card, see the respective device manuals.

This section describes hot plugging of an FC card combined with ETERNUS
MPD (multipath driver).

For details on the fjpciswap command, see 3.6 PCI Card Operation Command

(fipciswap).

Notes

. SAN boot paths are not valid.

. LTO library devices are not supported.

. Depending on the Windows specifications, if the FC card connection
destination has a Page File or other such paging scheme, FC card hot
plugging may not be supported.

. The error message "Source: SVagent, ID: 25004" may be output to the

event log during the replacement procedure. This message does not
indicate any problem.
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5.4.1 Hot plugging an FC card incorporated with the
ETERNUS multipath driver

This section describes the hot plugging procedure for an FC card incorporated

with the ETERNUS multipath driver.

1. From the SVOM Web-UI, click [System Status] - [Driver Monitor] to

search for the FC card to be replaced.

You can search for the FC card to be replaced from the Unit names or

BUS numbers.

Suppose that you are going to replace IOB#0-PCIC#5. The red box

indicates the target device.

12 serverview [F154-01] @ dallas - Windows Internet Explorer —ioj x|
|

| 5 ServerView

User: Administrator  Logout  FujfTsU

-
FUJITSUS

PRIMEQU

0

B =] Information/Operation
5 System Status
1 System Boards

9 I0Bs

Cabinets

[l sinale system view Help
L Frseon
| = primEquEST 18001 Onhne 20110208 134814 ]| Retren | arctivetow

[ Type

newore  pel
storage  poi
storage  pei
storage  pei

torage  pei

PRIMEQUEST 1800L

GSPB SAS1064E
GSPB SAS1064E
3442E-1545
2442E-1545

INTeI(R) 8250 /LF-Z GIgabit Newark Lonnecton

Ident Humber Enclosure Status
1480932004 !

Driver Monitor

SBFI-NILFZLSS j
GSPB#-SASH1 GERTTEELD
GSPBET1-SASH#I

SASU#1-Controllert255

ASUELC

Gh PCle Fibre Channel Adapter

g g ;”""g:"’”' SegBusiDeviFunc: 012110/ =
ass Storage
© RAD Configuration Vendor: 0x10df  EMULEX CORPORATION
© Power Supply Device: 0xf015  EmulexLPe1250 8Gb PCle Fibre Channel Adapter .
® BI0S Selftest Driver Name: elstor =l
Busses and Adapters. || [=] Events ‘
© Trusted Plattorm o ” =
& Performance Severity = Date / Time ErrorCode  EventlD  Message | Show Al
e, 8 Feb 2011 13:26:11 4155F0 10B#0-PICAE-FUNCHD
@ & Network Portd Ada
o
= System 015 03
System information Original Log Entry: 1p 1 Severity | error
Agent Informaton Message | The driver detected a controllr error on DeviceRaidPort.
Operating System Source aicetor
Processes ‘
Fie Systems =l Causes: 114 -
Resolution: 11/2 =l
| [ ] [0 T[T | Sdiocalintranet [®00% 4

[Driver Monitor] window
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4.

Remarks

Some multifunction cards differ only in the part after FUNC in the Unit
name. Also, some differ only in the Func number at [Seg/Bus/Dev/Func].
Perform the following steps 2 and 3 for each of these multifunction cards.

Select the UNIT name of the FC card to be replaced in [Driver Monitor]
window, and record the "WWN (hex)" value of the replacement device.

Start HBAnywhere and acquire the port number of the replacement
device based on the WWN acquired in step 2.
From the left pane, select the relevant WWN. From the right pane, select
the [Port Information] tab. The information displayed in [OS Device Name]
is a port number (in the following example, \.\Scsi2).

5€HB Anyware® =100

Elle Yew Pot Discovery Batch Heb

AW ¢

B LB TNIA0 Diagnossics | oHoW | TnscenerData | VPO |
L Potinformaton | - Statsties | | T | OmverParameters |

Port Attrbutes

Port WWN:  [10:00;00:00:C9:88:57:C6
Node WWN: :00:00:00:C9:88:57:C6 Driver Name: xstor

PabecName: VO Feowereverson: [LIIAS
Bock Versin: [5.0%04 Discavered Ports: |1

PetFCID: U Port Type: &8 loop

05 Device Nomme: | V5csi2:
Symbokc Node Name: LPe1250-F8 FV1L11AS DV5-2.10A7 WIN-POTUSTIXOQ0

Supported Class of Service:  Class 3,

Supported FC4 Types: 000001 0000000001 0000 0000 0000 00 00
10000000000 000000 000000000000 0000

Port Status.

[Ty — LkSpeed: 2 GRjsecond
Loop
aph | Cesaghon I

HBAnyware

Start ETERNUS Multipath Manager and place all the devices to be
replaced offline.
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‘i ETERNUS Multipath Manager _[O] x]
File Tools Help
~Fault list{ 0)
Status Machine name Unit name
5 Ws08Xe6 LUN | Disk Number [ 1stPath [ 2nd Path [ &rd Path
-9 E3000 (E340S114: 230004) LUNO  Diskl Active  Active
& ort2 BusO (TargetD = 0, Op* LUN1 Digk2 Active Active
SCSPort3 BusO (TarzetD = 0, LUNZ  Disk3 Active  Active
K Jr
|auto Path Check ON |uta Path Recovery ON | 4
ETERNUS Multipath Manager
5. Replace the FC card by executing the following command.

Exit ETERNUS Multipath Manager and HBAnywhere. Replace the relevant

card by using the replacement function of the fjpciswap command.

Selected card name is

Miniport Driver

C:\>fjpciswap -r IOB#0-PCIC#5

Please delete all settings about this card

Do you want to remove this card?(y/n)

Emulex LightPulse LPe1250-F8, PCI Slot 4, Storport
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y

Removing the card.....

The card has removed.

Please replace the card, and input "y" key.

y

Adding the card...............

The card has added.

C:\>

When "Please replace the card" appears, replace the FC card, and insert the
cable. After replacing the FC card, press the [y] key.

Remarks

The process may stop with the following message. This message is displayed
if an application is referencing the FC card or if the card was replaced soon
after the device went offline.

Check whether any application is referencing the FC card. If no application is
referencing the card, wait about 10 minutes and reexecute the command.
Depending on the configuration, it may take a much longer time to replace the
FC card.
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C:\>fjpciswap -r IOB#0-PCIC#5
Selected card name is

Emulex LightPulse LPe1250-F8, PCI Slot 4, Storport
Miniport Driver

Please delete all settings about this card
Do you want to remove this card?(y/n)

y

Removing the card...

ServerView Agents : E 08745 internal error :Device_Eject
failed:PCN\VEN_10DF&DEV_F015& \

SUBSYS_F01510DF&REV_03\8&39e14fc5&0&00000008

0048:23:679

C\>

The \ at the end of a line indicates that there is no line feed.

6. Confirm the FC card installation by using the fjpciswap command.
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C:\>fjpciswap -l

Replaceable PCI cards are displayed
UnitName  Func DeviceName

I0B#0-PCIC#5 FUNC#0 Emulex LightPulse LPel1250-F8, PCI
Slot 4, \

Storport Miniport Driver

IOB#1-PCIC#6 FUNC#0 Emulex LightPulse LPel1250-F8, PCI
Slot 6, \

Storport Miniport Driver

C:\>

The \ at the end of a line indicates that there is no line feed.
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7.

Start ETERNUS Multipath Manager and place all the replaced devices

online. Confirm that the devices are normally incorporated with the

multipath driver.

t2 BusO (TargetRm0mCATL= 34)
$ SCSPort3 Buso (Target, 3

5)

‘i ETERNUS Multipath Manager |_[O] x}
File Tools Help
~Fault list{ 0)
Status Machine name Unit name
|
EXEEE LUN | Disk Number | 1st Path [ 2nd Path | &rd Path
-9 E3000 (E340311A: 230004) LUNO Disk1 Offline Active
§ LUN1 Disk2 Offline Active
LUNZ Disk3 Offline Active

iAuto Path Check ON |Auto Path Recavery ON [

ERNUS Multipath Manager

5.4.2 FC card addition procedure

Referring to 5.2 Common Hot Plugging Procedure for PCI card, add an FC card.
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5.5 Hot Replacement Procedure for iSCSI

The prerequisites for iSCSI (NIC) hot replacement are as follows.

o The target system runs Windows Server 2008 or later.
. The maintenance person has the Administrator privileges required for
operations.

. The ETERNUS multipath driver (MPD) has been applied.

o To replace more than one card, one card at a time will be replaced.

For details on the fjpciswap command, see Section 3.6 PCI Card Operation
Command (fipciswap) in Chapter 3 SVmco CLI (Command Line Interface)

Operations.

5.5.1 Confirming the incorporation of a card with
MPD

This section describes the procedure for confirming that a card has been
incorporated with MPD.

- Windows Server 2008/2012

1. From the MMB Web-UI, click [System Status] - [Driver Monitor] to
search for the NIC to be replaced. You can search for the NIC to be
replaced from the Unit names or BUS numbers.
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3.

Suppose that you are going to replace |IOB#0-PCIC#5. The red box

indicates the target device.

Some multifunction cards differ only in the part after FUNC in the Unit

name. Also, some differ only in the Func number at [Seg/Bus/Dev/Func].

Perform the following steps 2 to 9 for each of these multifunction cards.

Select the Unit name of the NIC to be replaced in the [Driver Monitor]
window and record MAC address. Search recorded MAC address from
[System Status] - [Network] - [Network Interface] and record the "IP

Address" and "IP Subnet Mask" values under "IP v4 Interfaces" in order to

search for the device to be replaced or set these values again after

replacement.

Start iISCSI Initiator.

| Remote Desktop Services
#. Component Services
A Computer Management
= Data Sources (ODBC)

{2] Event viewer
Y

.(4 \ % iSCSI Initiator
B | e
¥ wpio [settings.
Administrator (&) Performance Monitor
i Security Configuration Wizard
Documents =k, Server Manager
. Services
Computer 2 Share and Storage Management
Netwak % Storage Explorer

System Configuration

(%) Task Scheduler

ﬂ Windows Firewall with Advanced Security
2] Windows Memory Diagnostic

% Windows PowerShell Modules

il & windows Server Backup

Starting [iISCSI Initiator]

The following steps 4 to 9 vary depending on the version, Windows Server

2008 or Windows Server 2008 R2 or later.
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4.

Click the [Targets] tab in the [iISCSI Initiator Properties] window. One of
the targets displayed in [Targets] is connected to the NIC to be replaced. If
you know which target, select the target, click the [Details] button, and
proceed to step 8. If you do not know, select any target, click the [Details]
button, and proceed to step 5.

iSCSI Initiator Properties B3
Favorite Targets | Volumes and Devices | RADIUS
General I Discovery Targets

To access storage devices for a target, select the target and then dick
Log on.

To see information about sessions, connections, and devices for a target,
dlick Details.

Targets:

Connected
eternus2000.cm1.port0 Connected

I Details I Log on... | Refresh I
[ o | coancet | ony |
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5.

Click the [Sessions] tab in the [Target Properties] window, and click the

[Connections] button.

This target has the following sessions:

Devices I Properties I

Identi

Log off... | Refresh
—Session Properties
Target portal group: 2
Status: Connected
Connection count: 1
~ Session Connections

To configure how the connections within
this session are load balanced, dick
Connections.

.
g
3

| OK I Cancel I

Apply

[Target Properties] window
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6. The [Source Portal] column in the [Session Connections] window

displays IP addresses. Check whether any IP address matches that
recorded in step 2.

If an IP address matches (192.168.3.150, in this example), this is the target
connected to the device to be replaced.

Session Connections ﬂ E
Connections I

Load balance policy:
IRound Robin L]

—Description

The round robin policy attempts to evenly distribute incoming
requests to all processing paths.

This session has the following connections :

< I i

Add | Remove I Edit... I

OK I Cancel | &pply I

[Session Connections] window

7. If no IP address in step 6 matches, repeat steps as follows.
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1. Click the [Cancel] button to return to the [Target Properties]
window shown in step 5.

2. Click the [Cancel] button again to return to the [iSCSI Initiator
Properties] window shown in step 4.

3.

Select the next target, and repeat the steps after step 4.

If an IP address matches, click the [Cancel] button to return to the [Target
Properties] window shown in step 5, and proceed to step 8.

8.

Click the [Devices] tab in the [Target Properties] window, and click the
[Advanced] button.

Target Properties m

" Sessions Properﬁes I

These are the devices exposed by iSCSI sessions to the target. Click

Advanced to view information about the device and configure the
multipath policy.

Devices:

FUIITSU E2000 SCSI Disk Device

Disk drive

[ advenced |

| OK I Cancel l
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[Target Properties] window

9. Record the values displayed on the [SCSI address] line in the [Device
Details] window (Port 2, Bus 0, Target ID 0, LUN 0, in this example).

Device Details B3

General I MPIO |

Type: Disk

Device number: 1

SCSI address: |Port 2, Bus 0, TargetId 0, LUN O |

Device interface name: W
\mpio #disk&ven_fujitsu&prod_e20008&rev
_0000#1&7f6ac24808&453230354c34432

Legacy device name: \\. \PhysicalDrive 1

Volume path names: E:\

OK “ Cancel I apply

[Device Details] window

- Windows Server 2008 R2 or later

1. From the MMB Web-UI, click [System Status] - [Driver Monitor] to
search for the NIC to be replaced. You can search for the NIC to be
replaced from the Unit names or BUS numbers.

Suppose that you are going to replace |IOB#0-PCIC#7. The red box
indicates the target device.
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Some multifunction cards differ only in the part after FUNC in the Unit
name. Also, some differ only in the Func number at [Seg/Bus/Dev/Func].
Perform the following steps 2 to 9 for each of these multifunction cards.

2. Select the Unit name of the NIC to be replaced in the [Driver Monitor]
window and record MAC address. Search recorded MAC address from
[System Status] - [Network] - [Network Interface] and record the "IP
Address" and "IP Subnet Mask" values under "IP v4 Interfaces" in order to
search for the device to be replaced or set these values again after
replacement.

3. Start iISCSI Initiator.

| Remote Desktop Services
%. Component Services
A Computer Management
= Data Sources (ODBC)

Ay {2] Event viewer
£ R
J ;: '3 Local Security Policy|Connect to remote iSCSI targets and configure connection

@ mpIo settings.
Administrator (&) Performance Monitor

S Security Configuration Wizard
Documents i, Server Manager

£.. Services
Computer G| Share and Storage Management
Netwai 5# Storage Explorer

& system Configuration
Conbotpand (%) Task Scheduler

@F Windows Firewall with Advanced Security
Devices and Printers (2] Windows Memory Diagnostic

£% windows PowerShell Modules

i & Windows Server Backup

Help and Support
Run...

[iSCSI Initiator]
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4. Click the [Targets] tab in the [iISCSI Initiator Properties] window. One of
the targets displayed in [Discovered targets] is connected to the NIC to be
replaced. If you know which target, select the target, click the [Devices]
button, and proceed to step 9.

If you do not know, select any target, click the [Properties] button, and
proceed to step 5.

iSCSI Initiator Properties B3

Discovery | Favorite Targets I Volumes and Devices I RADIUS I Configuration I
—Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Quick Connect, .,

Target: I

Discovered targets
Refresh I

Name Status

eternus2000.cm0.portl Connected
eternus2000.cm1.port0 Connected

To connect using advanced options, select a target and then Connect I
dick Connect. =

To completely disconnect a target, select the target and Disconnect I
then dick Disconnect. —
For target properties, induding configuration of sessions, roperties. ..

select the target and dick Properties.

For configuration of devices assodated with a target, select
the target and then dick Devices. =

More about basic iSCSI connections and targets

ok | cancet | ooy |

[ISCSI Initiator Properties] window (in Windows Server 2008 R2 or later)
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5. Click the [Sessions] tab in the [Properties] window, and click the [MCS]

button.

Properties E

Portal Groups |

Refresh

Identifier

[ fffffasoofe2b2f8-40000 13700000009

To add a session, dick Add session. Add session I

To disconnect one or more sessions, select each

Disconnect

session and then dlick Disconnect. —
To view devices assodated with a session, select Devices... I
a session and then dick Devices. —
[~ Session Information

Target portal group tag: =

Status: Connected

Connection count: 1

Maximum Allowed Connections: 1

Authentication: MNone Specified

Header Digest: None Specified

Data Digest: MNone Specified
[~ Configure Multiple Connected ion (MCS)

To add additional connections to a session or

configure the MCS policy for a selected session, MCsS...

dick MCS.
More Information on iSCSI Sessions

ok | Cancel

[Properties] window
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6. The [Source Portal] column in the [Multiple Connected Session (MCS)]
window displays IP addresses. Check whether any IP address matches
that recorded in step 2.

If an IP address matches (192.168.3.150, in this example), this is the target
connected to the device to be replaced.

Multiple Connected Session (MCS) B3

MCS policy:
IRound Robin _V_I

Description
The round robin policy attempts to evenly distribute incoming requests to all
processing paths.

This session has the following connections:

Source Portal Target Portal | status | Type | weight | c
E192. 168.3.150/... | 192.168.3.100/... Connected Active n/a 0
«| | 2
To add a connection, dick Add. Add...
To remove a connection, select the connection above and then emove |
dick Remove. —
To edit the path settings for the MCS policy, select a Edit... I
connection above and then dlick Edit. —

%
]
A
g

[Multiple Connected Session (MCS)] window
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7. Click the [Cancel] button to return to [Properties] window shown in step
5, and click the [Cancel] button again to return to the [iISCSI Initiator
Properties] window shown in step 4.

8. If no IP address in step 6 matches, select the next target, and repeat the
steps after step 4.

Otherwise, click the [Devices] button.

iSCSI Initiator Properties E3

Targets I Discovery ] Favorite Targets I Volumes and Devices l RADIUS I Configuration I
~ Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Quick Connect. .,

Target: I

~Discovered targets
Refresh

eternus2000.cm1.port0 Connected

To connect using advanced options, select a target and then Connect I
dlick Connect. —

To completely disconnect a target, select the target and Disconnect I
then dick Disconnect. —

For target properties, including configuration of sessions, Properties... I
select the target and dick Properties. —

For configuration of devices assodated with a target, select
the target and then dick Devices. —

More about basic iISCSI connections and targets

[iISCSI Initiator Properties] window (in Windows Server 2008 R2 or later)
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9. Record the values displayed in the [Address] column in the [Devices]
window (Port 2: Bus 0: Target 0: LUN 0, in this example).

Volume path names: E:\

Legacy device name: \\. \PhysicalDrive 1

\\?\mpio #disk&ven_fujitsu&prod_e2000&rev_0000#%1

I
Configure Multipath IO (MPIO)
To configure the MPIO policy for a

i3
selected device, dick MPIO. MPIO... I

Information On iSCSI Device Details

Device interface name:

[Devices] window
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5.5.2 Disconnecting MPD

This section describes the procedure for disconnecting MPD.

1. Start ETERNUS Multipath Manager.

2. Confirm the address value recorded in step 9 in 6.5.1 Confirming the

incorporation of a card with MPD. Then, place the target device offline. For
a multifunction card, it is necessary to place more than one device offline.

i ETERNUS Multipath Manager . [O] ]
Fie Tools Help
~Fault list( 0')
Status Machine name Unit name
D106 LUN [ Disk Number [ 1t Path [ 2nd Path | 3rd Path
= E2000 (E205L4G: 0014B6) LUNO  Disk1 Active  Standby
etD =0, CAD = 01)
SCSPort? Bus0 (TargetD = 1, GAD = 02
K1 |
lAuto Path Check O~ [Auto Path Recovery ON. | y

[ETERNUS Multipath Manager] window
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3. Referring to 5.3 NIC Hot Plugging in the PRIMEQUEST 1000 Series
Administration Manual (C122-E108EN), replace the NIC.

Remarks

The error message "Source: SVagent, ID: 25004" may be output to the
event log during the replacement procedure. This message does not
indicate any problem.

4, Set an IP address for the replacement device.

Set the IP address and subnet mask recorded in step 2.

Remarks

If the following message appears when you set the IP address, select [Yes].

Microsoft TCP/IP X

'o The IP address 192.168.3.150 you have entered for this network

\ adapter is already assigned to another adapter (Intel(R)

= PRO/1000 PT Dual Port Server Adapter #6) which is no longer
presentin the computer, If the same address is assigned to both
adapters and they both become active, only one of them will use
this address. This may result in incorrect system configuration.

Do you want to remove the static IP configuration for the absent
adapter?

No Cancel

TCP/IP deletion message
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5.

Click the [Refresh] button on the [Targets] tab in the [iISCSI Initiator

Properties] window. Confirm that the target status becomes [Connected].

-Windows Server 2008

iSCSI Initiator Properties m

Favorite Targets |  VolumesandDevices |  RADIUS
General I Discovery Targets

To access storage devices for a target, select the target and then dick
Log on.

To see information about sessions, connections, and devices for a target,
dick Details.

Targets:

eternus2000.am0.portl Connected
eternus2000.cm1.port0 Connected
Details | Log on... | Refresh

| oK I Cancel | Apply

[iSCSI Initiator Properties] window (in Windows Server 2008)
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-Windows Server 2008 R2 or later

iSCSI Initiator Properties B3

Targets l Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |

~ Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Quick Connect. .,

Connected

Target: I

[~ Discovered targets

Name
eternus2000.cmO0.portl
eternus2000.cm1.portO Connected

To connect using advanced options, select a target and then Connect

dick Connect. —

To completely disconnect a target, select the target and Disconnect

then dick Disconnect. —

For target properties, incuding configuration of sessions, Properties...
select the target and dick Properties. —

For configuration of devices assodated with a target, select Dewvices... I
the target and then dick Devices. =

More about basic iSCSI connections and targets

[ oK | Cancel | Apply |

[ISCSI Initiator Properties] window (in Windows Server 2008 R2 or later)
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5.5.3 Incorporating a card with MPD

This section describes the procedure for incorporating a card with MPD.

1. Start ETERNUS Multipath Manager.

2. Place the replacement device online. For a multifunction card, place all
the devices online.

‘i ETERNUS Multipath Manager _[O] ]
File Tools Help
~Fault list{ 0)
Status Machine name Unit name
310G LUN__ [ Disk Number | 1stPath | 2nd Path | 3rd Path

LUNO  Diskl Offline Active

|Auto Path Check ON ~ [Auto Path Recovery ON |

N

ETERNUS Multipath Manager
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6 Manual SVmco |Installation and
Uninstallation

This appendix describes how to manually install and uninstall SVmco for a
specific operating system.

If you use SVIM to install the operating system, you need not manually install
SVmco.

6.1 Manually Installing SVmco (Linux: Red
Hat Enterprise Linux)

This section describes how to manually install SVmco in Linux (Red Hat
Enterprise Linux).

Remarks

To operate the PRIMEQUEST 1000x2 series server, you heed to first install
SVmco. Otherwise, the following restrictions apply.

. Even under an REMCS agreement, no software errors are reported.

. Hot maintenance of hard disks is disabled. The partition must be
stopped for maintenance.

. PRIMECLUSTER linkage is disabled.
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6.1.1 Installation flow

For details on how to install SVmco, see Chapter 4 Installing the Operating
System and Bundled Software in PRIMEQUEST 1000 Series Installation Manual.
For details on how to configure SVmco, see 2.1 Configuring SVmco (Linux: Red
Hat Enterprise Linux).

Remarks

o After changing the MMB IP address on a partition or the management
LAN IP address,
restart SVmco. Otherwise, SVmco would not be able to report any
detected errors.

. If you use SVIM to install the operating system, you need not manually
install SVmco. However, after installation with SVIM, you will need to
check and make settings according to 6.1.2 Checks before SVmco
installation and 6.1.6 Settings after SVmco installation.

6.1.2 Checks before SVmco installation

This section describes the checks to make before SVmco installation.

® Confirming PSA-to-MMB communication LAN settings

® Confirming the functions required for SVmco operation
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6.1.2.1 Confirming PSA-to-MMB communication LAN settings

For details on how to confirm PSA-to-MMB communication LAN settings, see
2.1.1 Configuring the PSA-to-MMB communication LAN and 2.1.5 Setting the
management LAN IP address.

6.1.2.2 Confirming the functions required for SVmco operation

+ Confirming iptables setting
If you need automatic iptables-setting for SVmco,start iptables service.

if you stop iptables service,you can not set automatically iptables-setting for SVmco.
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6.1.3 Installing SVmco

6.1.3.1 Packages required for Symco

The following table lists the packages required for SVmco operation.

Please confirm necessary package has been installed in the partition before installing

SVmco.

Remarks:

To install to 64-bit RHELS5 or 6, you need to install “32-bit openss|” package.

Also, you only need to instsall “32-bit glibc” package when you install svmcovm to 64-bit

RHELSG.

If you don't install these packages, SVmco may not operate normaly.

Packages(RHELD5)

X86

X64

gdb-X.X.X-X.X.i386

gdb-X.X.X-X.X.X86_64

net-snmp-libs-x.x.X.x-X.X.i386

net-snmp-libs-Xx.X.X.X-x.X.i386

net-snmp-x.X.X.X-X.X.i386

net-snmp-x.X.X.X-X.X.x86_64

net-snmp-utils-x.X.X.X-X.x.i386

net-snmp-utils-x.X.X.X-x.X.x86_64

openssl-X.X.X-X.X.i686

Packages (RHEL6)

X86

X64

gdb-x.x-Xx.X.i686

gdb-x.x-x.x.x86_64

net-snmp-libs-X.x-x.x.i686

glibc-X.X-X.X.X.i686

net-snmp-X.X-x.x.i686

openssl-X.X.X-X.X_X.X.i686

net-snmp-utils-x.x-X.Xx.i686

net-snmp-libs-x.x-x.x.i686

net-snmp-x.x-X.X.x86_64

net-snmp-utils-x.x-x.x.x86_64
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6.1.3.2 Installing SVmco

Execute the following command to install the SVmco package.
The following explanation is based on the assumption that the SVmco package

(SVmco-$VER-$REL .tar.gz) has been extracted in the work directory
($WORK_DIR):

Syntax

cd $WORK_DIR/SVmco

JINSTALL.sh
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6.1.4 Automatic configuration during SVmco
installation

The following table lists settings for SVmco operation. The installer automatically
adds or updates these settings during SVmco installation.

Settings automatically added/changed during SVmco installation

Target Action Remarks

syslog.conf file Add setting

snmpd.conf file Add setting

snmptrapd.conf file Add setting

snmptrapd start option Change

snmpd start option Change

Dedicated PSA-to-MMB Set IP Referringto 2.1.1

communication LAN address Configuring the PSA-

interface to-MMB
communication LAN,
change settings as
needed.

iptables setting Add setting Only a chain for PSA-

MMB communication
is created during
manual installation of
SVmco.

Referring to Checking
the firewall function
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SVmco

Target

Action

Remarks

(opening ports) in
6.1.6 Settings after
SVmco installation,
add the jump setting
for the chain for PSA-
MMB communication
to INPUT and
OUTPUT chains
manually.

SELinux configuration file

(/etc/selinux/conf)

Change

If SELinux is
disabled, do not
change the settings.

6.1.5 Restarting the partition

After installing SVmco, restart the partition with a reboot.

Syntax

/sbin/reboot

6.1.6 Settings after SVmco installation

This section describes the settings after SVmco installation.
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® Confirming SELinux function settings

® Checking the firewall function (opening ports)
® Setting the destinations of traps from a partition
® Configuring SNMP to use duplicate disks

® Confirming management LAN settings

®  Confirming SELinux function settings

For details on how to confirm SELinux function settings, see 2.1.3 Confirming
SELinux function settings.

®  Checking the firewall function (opening ports)

For the required firewall for the PSA-MMB communication LAN and the
management LAN, only a chain is automatically configured.

Since the settings related to PSA-MMB communication LAN interfaces are
essential, add the jump setting for the chain for PSA-MMB communication
(referred to below as the PSA-MMB_LAN chain) to INPUT and OUTPUT chains
in iptables manually. For the setting procedure, see PSA-to-MMB
communication LAN interfaces.

Also, the settings related to management LAN interfaces are required only for
PRIMECLUSTER linkage. For the setting procedure, see Management LAN
interfaces in 2.1.4 Checking the firewall function (opening ports).

PSA-to-MMB communication LAN interfaces
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The firewall settings vary depending on the environment. The settings shown in
the following procedure are an example of settings for PSA-to-MMB
communication.
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Example: REJECT setting in INPUT and FORWARD

# iptables -L -n

Chain INPUT (policy ACCEPT)

target prot optsource destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state
RELATED,ESTABLISHED

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain FORWARD (policy ACCEPT)

target prot opt source destination

REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain PSA-MMB_LAN (2 references)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT icmp -- 0.0.0.0/0  0.0.0.0/0 icmp type 8
ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type O
ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:161
ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp spt:161
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:24450
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp spt:24450
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp spt:5000
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:5000

421



SVmco
User Guidel

1. Confirm that the PSA-MMB_LAN chain has been created.

# /sbin/iptables -L
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# iptables -L Execution result

Chain INPUT (policy ACCEPT)

target prot optsource destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state
RELATED,ESTABLISHED

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain FORWARD (policy ACCEPT)

target prot opt source destination

REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain PSA-MMB_LAN (2 references)

target prot opt source  destination

ACCEPT all -- 0.0.0.0/0  0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT _icmp -- 0.0.0.0/0  0.0.0.0/0 icmp type 8
ACCEPT _icmp -- 0.0.0.0/0  0.0.0.0/0 icmp type O
ACCEPT udp -- 0.0.0.0/0  0.0.0.0/0 udp dpt:161
ACCEPT udp -- 0.0.0.0/0  0.0.0.0/0 udp spt:161
ACCEPT tcp -- 0.0.0.0/0  0.0.0.0/0 tcp dpt:24450
ACCEPT tcp -- 0.0.0.0/0  0.0.0.0/0 tcp spt:24450
ACCEPT tcp -- 0.0.0.0/0  0.0.0.0/0 tcp spt:5000
ACCEPT tcp -- 0.0.0.0/0  0.0.0.0/0 tcp dpt:5000
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2.

Add the jump setting for the PSA-MMB_LAN chain to INPUT and

OUTPUT chains.

Make the setting such that there are no interruptions by an existing

REJECT setting in an INPUT or OUTPUT chain or by a user definition

chain.

Here, use the following command to add the setting to the fifth INPUT
chain (before the REJECT setting) and to the OUTPUT chain. (For details

on the iptables option, see the man manual.)

# /sbin/iptables —I INPUT 5 —j PSA-MMB_LAN

# /sbn/iptables —A OUTPUT —j PSA-MMB_LAN

Execute the iptables -L command, and confirm that the PSA-MMB_LAN
chains added to the INPUT and OUTPUT chains are not interrupted by the

previous REJECT, DROP, or other settings.

Example of settings:

# iptables —L

Chain INPUT (policy ACCEPT)

target prot optsource destination
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state
RELATED,ESTABLISHED

ACCEPT icmp -- 0.0.0.0/00 0.0.0.0/0
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp
dpt:22

PSA-MMB LAN all -- 0.0.0.0/0 0.0.0.0/0

REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-
host-prohibited

Chain FORWARD (policy ACCEPT)

target prot optsource destination

REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-
host-prohibited
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Chain OUTPUT (policy ACCEPT)
target prot optsource destination
PSA-MMB _LAN all -- 0.0.0.0/0 0.0.0.0/0

Chain MMLAN (2 references)

target  prot optsource destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type 8
ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type O
ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:161
ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp spt:161
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:24450
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp spt:24450
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp spt:5000
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:5000

4, Save the firewall configuration.

# [shin/service iptables save

®  Setting the destinations of traps from a partition

For details on how to set the destinations of traps from a partition, see 2.1.6
Setting the destinations of traps from a partition.

Remarks
. Make settings only as needed.
. Operations management software, such as Systemwalker, needs these

settings to manage events by partition.

® Configuring SNMP to use duplicate disks
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For details on how to configure SNMP to use duplicate disks, see 2.1.7
Configuring SNMP to use duplicate disks.

® Confirming management LAN settings

For details on how to confirm management LAN settings, see 2.1.2 Confirming
management LAN settings.

6.1.7 Installing a SVmco update

For details on how to install a SYmco update, see 2.1.8 Installing a SVmco
update.

6.1.8 Uninstalling SVmco

For details on how to uninstall SVmco, see 2.1.9 Uninstalling SVmco.

6.2 Manually Installing SVmco (Windows
Server 2008/2012)

This section describes how to install SVmco in Windows Server 2008/2012. You
need to log in with Administrator privileges for installation. To install the SVmco
as a non-Administrator user with Administrator privileges, right-click the file, and
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select [Execute as Administrator] from the menu that appears. Then, install
SVmco.

Remarks

To operate the PRIMEQUEST 1000x2 series server, you need to first install
SVmco. Otherwise, the following restrictions apply.

. Even under an REMCS agreement, no software errors are reported.

. Hot maintenance of PCI cards is disabled. The partition must be
stopped for maintenance.

6.2.1 Installation flow

For the SVmco installation flow, see Chapter 4 Installing the Operating System
and Bundled Software in PRIMEQUEST 1000 Series Installation Manual. For
details on how to configure SVmco, see 2.2 Configuration SVmco (Windows
Server 2008/2012).

Remarks

. If you use SVIM to install the operating system, you need not install
SVmco. However, after installation with SVIM, you need to check and
make settings according to 6.2.2 Checks before SVmco installation and
6.2.6 Settings after SVmco installation.

. After installing SVmco, execute the SNMP security setting command
(setsnmpsec) before you perform the operation in the following situations.
For details on the command, see 3.5 SNMP Security Setting Command

(setsnmpsec).
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You will be changing the SNMP Service security setting from [Accept
SNMP packets from any host] to [Accept SNMP packets from these
hosts].

You will be changing the MMB IP address.

If you change the MMB IP address or the management LAN IP address
on the partition, be sure to then restart SVmco. Otherwise, SVmco
would not be able to post any detected errors.

Notes on configuring Windows Server 2008/2012

If the set value of the following registry key is less than 20000 (20
seconds), the system may hang during operating system shutdown. Be
sure to set a value equal to or greater than 20000 (20 seconds).

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control
" WaitToKillServiceTimeout" (Type: REG_DWORD / default;
20000)

You can use the above registry key to specify the wait time (ms) before
the service is terminated in the shutdown sequence.
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6.2.2 Checks before SVmco installation

This section describes the checks to make before SVmco installation.

® Confirming PSA-to-MMB communication LAN settings

® Confirming the services required for SYmco operation

®  Confirming PSA-to-MMB communication LAN settings

For details on how to configure the PSA-to-MMB communication LAN, see 2.2.1
Configuring the PSA-to-MMB communication LAN.

Confirming the services required for SVYmco operation

SNMP Service is required for SVmco operation. Add SNMP Service by using the
following procedure.

Operations

1. Click [Start] - [Administrative Tools] - [Server Manager].

2. Select [Features] - [Add Function] - [SNMP Service] in the [Server
Manager] window.
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3. Confirm that the [SNMP Service] check box is checked. Then, click the
[OK] button. The screen returns to the Windows Component Wizard.

Remarks

If the check box is not checked, SNMP Service has not been installed. To
install SNMP Service, check the check box.

Click the [Next] button in the Windows Component Wizard window. Follow
the instructions of the wizard for installation.

Add Features Wizard B=

M
Lo Select Features
ke

Confirmation
Progress

Results

Select one or more features to install on this server,
Features:

Description:

[_] Quality Windaws Audio Video Experience
[7] Remote Assistance
[_] Remote Differential Compression
[7] Remote Server Administration Tools
["] Removable Storage Manager
["] RPC over HTTP Proxy
[7] simple TCP{IP Services
[7] SMTP Server
® [V E
[7] Storage Manager For SaNs
[7] Subsystem For UNI%-based Applications
[] Telnet Client
[7] Telnet Server
] TFTP Client
[7] windows Internal Database
[7] windows PowerShell
1] E Windows Process Activation Service
[ [ Windows Server Backup Features
[7] windows System Resource Manager
[7] WINS Server

=

[] wireless LaN Service

More about features

__‘J Simple Network Management Protocol
SNMP) Services includes the SNMP
Service and SNMP WMI Provider.

Ll

'“r{—-@u;l Next > I Irjstal| Cancel

Select Features window
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6.2.3 Installing SVmco

Install the SVmco package.

Prepare the ServerView Suite DVD supplied with the main unit.

Operations

1.

Execute
Tools\Japanese¥SVmco¥ SR_Windows\ ServerViewMissionCiritical
Option_Win.exe.

The following window appears for installation preparations.

The following window appears when installation preparations are
completed. Click the [Next] button to proceed.

Specify the installation destination. Then, click the [Next] button.

The default installation path for SVmco is Program Files\Fujitsu\ServerView
Suite or Program Files(x86)\Fujitsu\ServerView Suite. To change the
installation destination, click the [Browse] button and specify another
installation destination.

After the installation is completed, the following window appears. Click
the [Finish] button.

431



SVmco

User Guidel
5. You may need to restart your computer. If so, a confirmation dialog box
appears. The dialog box asks whether you want to restart the computer
immediately.

Check whether the computer can be restarted at this time. If the computer
can be restarted, select the restart option and click the [Finish] button.

6.2.4 Automatic configuration during SVmco
installation

This section describes the values automatically set for SVmco operation during
SVmco installation.

Service settings
. ServerView Mission Critical Option
. PRIMEQUEST PEM Command Service

. PRIMEQUEST Environment Control Service

Environment variable settings

. PATH variables
The values used for SVmco are added to existing PATH variables.

. SVmco_INSTALLPATH variable
A new variable is added.
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SNMP security settings

The SVmco installation configures SNMP Service security because SVmco
needs to accept SNMP packets from the MMB.

The settings depend on the selected items on the [Security] tab in the [SNMP
Service Properties] dialog box during SVmco installation.

. With [Accept SNMP packets from any host] selected:
SNMP security is not configured.

. With [Accept SNMP packets from these hosts] selected:

If neither the MMB IP address nor localhost is set, SNMP security is
configured.

6.2.5 Settings after SVmco installation

This section describes the settings for items after SVmco installation.

® Setting the destinations of traps from a partition

® Configuring the Windows Firewall

® Setting Watchdog for monitoring after a STOP error (fatal system error)
® |Installing the PSHED Plugin driver

® Confirming management LAN settings

Note
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From [Properties] in the Event Viewer, do not change the operation in [When
maximum log size is reached] for the system log or application log to [Do not
overwrite events (clear log manually)]. Otherwise, after the log reaches the
maximum log size, no errors are output to the log, so SVagent will be unable to
detect any errors.

®  Setting the destinations of traps from a partition

For details on how to set the destinations of traps from a partition, see 2.2.6
Setting the destinations of traps.

® Configuring the Windows Firewall

For details on how to configure the Windows Firewall, see 2.2.4 Configuring the
Windows Firewall.

®  Setting Watchdog for monitoring after a STOP error (fatal system error)

For details on how to set Watchdog for monitoring after a STOP error (fatal
system error), see 2.2.7 Setting the Watchdog Timer for monitoring after a
STOP error (fatal system error).

® |Installing the PSHED Plugin driver

For details on how to install the PSHED Plugin driver, see 2.2.3 Installing the
PSHED Plugin driver.

®  Confirming management LAN settings

For details on how to confirm management LAN settings, see_2.2.2 Confirming
management LAN settings.
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6.3 Manually Installing SVmco (Linux:
SUSE(R) Linux Enterprise Server)

This section describes how to manually install SVmco in Linux (SUSE(R) Linux
Enterprise Server ).

Remarks

To operate the PRIMEQUEST 1000x2 series server, you need to first install
SVmco. Otherwise, the following restrictions apply.

e Even under an REMCS agreement, no software errors are reported.
¢ If you change the MMB IP address or the management LAN IP address

on the partition, be sure to then restart SYmco. Otherwise, SVmco
would not be able to post any detected errors.

6.3.1 Checks before SVmco installation

This section describes the checks to make before SVmco installation.

® Configuring PSA-to-MMB communication LAN settings

® Configuring management LAN settings

6.3.1.1 Confirming PSA-to-MMB communication LAN settings

Please refer to [2.5.1 Configuring the PSA-to-MMB communication LAN].
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6.3.1.2 Confirming management LAN settings

Please configure management IP Address on partition of PRIMEQUEST in the case of
Cooperate with Higher rank software such as Systemwalker.

Please Refer to [PRIMEQUEST 1000 Series Administration Manual] (C122-E108)) of the
the 1.3 Management LAN “IP address of the management LAN (partition)” For details.
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6.3.2 Installing SVmco

The following table lists the packages required for SVmco operation.

Please confirm necessary package has been installed in the partition before installing
SVmco.

6.3.2.1 Packages required for SYmco

The following table lists the packages required for SVmco operation.

Please confirm necessary package has been installed in the partition before installing
SVmco.

Packages(for SUSE11)

X86 X64

net-snmp-X.X.X.X-X.X.X.i586.rpm net-snmp-x.X.X.X-X.X..X86_64.rpm
gdb-X.X-X.X.XX.i586.rpm gdb-X.X-X.X.XX.Xx86_64.rpm
libsnmpx-X.X.X.X-X.X.X.X.i586.rpm libsnmpXX-32bit-X.X.X.X-X.X.X.X86_64.rpm

6.3.2.2 Installing SVmco

Execute the following command to install the SVmco package.

The following explanation is based on the assumption that the SVmco package (SVmco-
$VER-$REL.tar.gz) has been extracted in the work directory ($WORK_DIR):

[example]

cd $SWORK_DIR/SVmco

JINSTALL.sh
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6.3.2.3 Automatic configuration during SVmco installation

The following table lists settings for SVmco operation. The installer automatically
adds or updates these settings during SVmco installation.

Settings automatically added/changed during SVmco installation

Target Action Remarks
snmpd.conf file Add setting
snmpd start option Change

6.3.2.4 Manually Configuring setting files of SVmco

6.3.2.4.1 SVmco configuration file(tommbipsetup.conf)

Please refer [2.5.4.1 Configuring tommbipsetup.conf of SVmco].

6.3.2.4.2 SVmco configuration file(ipsetup.conf)

Please refer [2.5.4.2 Configuring ipsetup.conf of SVmco].

6.3.2.5 Checking the firewall function (to open ports)

Please refer [2.5.3 Checking the firewall function (opening ports)].
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6.3.2.6 Reboot partition

Please reboot partition of PRIMEQUEST after installing SVmco.

[example]

/sbin/reboot

After reboot the partition,confirming the following things.
3. Confirming of the communication between PSA and MMB.
Confirm the following messages are output to the Syslog.

Then if there is no abnormal message, this is the end of the SVmco installation.

1 00502 MMBA MMB connected

4. Confirming of the transfer rate between PSA and MMB.

- execute ethtool command.( Device name is a value of which it wrote down at 2.5.1
Configuring the PSA-to-MMB communication LAN procedure 2.).

ex) In case of Device Name is “eth0”

# ethtool ethO

+ check the output
If they are all correct, then configuring of PSA-to-MMB communication LAN is completed.
- Advertised auto-negotiation: No
- Speed: 100Mb/s

- Duplex: Full
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ex) output

Settings for ethO:

Supported ports: [ TP ]

Supported link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Supports auto-negotiation: Yes

Advertised link modes: Not reported

Advertised pause frame use: No

Advertised auto-negotiation: No

Speed: 100Mb/s

Duplex: Full

Port: Twisted Pair

PHYAD: 2

Transceiver: internal

Auto-negotiation: off

MDI-X: off

Supports Wake-on: pumbg

Wake-on: g

Current message level: 0x00000001 (1)

drv

Link detected: yes

When the result of 1 and 2 are correct, SVmco operate normally.

If they are not correct, please recheck the procedure of 2.5.1 Configuring the PSA-to-

MMB communication LAN.
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6.3.3 Settings after SVmco installation

This section describes the settings after SVmco installation.

- Configuring parameter of management LAN

- Configuring SNMP to use duplicate disks

6.3.3.1 Configuring parameter of management LAN

Please refer [2.5.6 Configuring parameter of management LAN].

6.3.3.2 Configuring SNMP to use duplicate disks

Please refer to [2.1.7 Configuring SNMP to use duplicate disks] for details.

Configuring SNMP to use duplicate disks for[Linux : SUSE(R) Linux Enterprise
Server] is the same as that for [Linux: Red Hat Enterprise Linux].

6.3.4 Installing a SVmco update

Please refer to [2.5.8 Installing a SVmco update] for details.

6.3.5 Uninstalling a Svmco

Please refer to [2.5.9 Uninstalling a Svmco] for details.
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7 Manual SVmcovm Installation

Please refer to the following procedure of installing SVmcovm in each OS.

Chapter 2.4 SVmcovm Installation and Uninstallation
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8 Messages

This section describes the meaning of the messages displayed by SVagent and
SVmco, and how to handle the messages.

The messages are listed in ascending order of Event ID.

Event IDs are classified by the software that displays the messages and by
driver support at the problem detection point.

The following terms indicate the severity of each message:

. Error: Serious system problem
o Warning: Caution or warning. The system can continue operating.
o Info: Notification event

Each letter shown in Action (any of R/M/T/S) indicates the action that SVagent
and SVmco performs. The letter combination varies depending on the message.

. R: Sending REMCS data
. M: Sending e-mail
. T: Sending an SNMP trap

. S: Outputting syslog

If SVagent detects a problem in a PCI card and then again detects a problem in
the same unit, it suppresses the actions of sending REMCS data, e-mail, and
SNMP traps until acknowledge button is executed in [Driver Monitor] in SVOM.
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If SVagent detects a problem in a disk device and then again detects a problem
in the same unit within an hour, it suppresses the actions of sending REMCS
data, e-mail, and SNMP traps.

8.1 SVmco/ SVmcovm Messages

This chapter lists SVmco log messages.
Messages

00002

system err() %s4, %s5, %s5, %s5, %s5
Meaning:

A SVmco system error was detected.
%s4 = Numerical value (1 to 3 digits)
%s5 = Numerical value (1 to 8 digits)
Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)
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00003

system err() [%s1:%s2] %s4, %s5, %s5, %s5, %s5
Meaning:

A SVmco system error was detected.

%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)

%s4 = Numerical value (1 to 3 digits)

%s5 = Numerical value (1 to 8 digits)
Corrective action:

Collect getosvmco. Contact your sales representative or a field
engineer.

Severity:
Error
Action:

(/119)

00051

lib call err [%s1:%s2] (%s5) %s5, %s4, %s5, %s5, %s5, %s5
Meaning:

An error occurred during a required library call at SVmco startup.

%s1 = Numerical value (1 digit)
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%s2 = Numerical value (2 to 4 digits)

%s4 = Numerical value (1 to 3 digits)

%s5 = Numerical value (1 to 8 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)

00061

daemon normal end(etc/fujitsu/SVmco/global/pmsvmco.conf)
Meaning:

A SVmco daemon process terminated normally.

Corrective action:

No action is necessary.

Severity:

Info

Action:

(111S)
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00062

child process abnormal end [%s1:%s2] (%s3) %s1:%s4
Meaning:

An error occurred in a SVmco child process.

%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)

%s3 = Character string (2 to 7 characters)

%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Warning

Action:

(/119)

00063

child process %s6 time out [%s1:%s2] (%s3)
Meaning:

A SVmco child process became unresponsive.
%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)
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%s3 = Character string (2 to 7 characters)

%s6 = stop or exec

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Warning

Action:

(111S)

00064

Start failed:Parameter error [%s1:%s2]

Meaning:

SVmco startup failed because of a parameter error.
%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)
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00065

Start failed (/etc/fujitsu/SVmco/global/pmsvmco.conf):system call error
[%s1:%s2]

Meaning:

A system call error occurred at SVmco startup.

%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

00066

Start failed (/fetc/fujitsu/SVmcol/global/pmsvmco.conf):File can not open
[%s1:%s2] (Y%s4)

Meaning:
A file required for SVmco startup could not be opened.
%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)
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%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)

00067

Start failed (/fetc/fujitsu/SVmco/global/pmsvmco.conf):Multiplex starting
(%s4)

Meaning:

Multiple startups of SVmco occurred.

%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)
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00068

Start failed (/etc/fujitsu/SVmco/global/pmsvmco.conf) %s1:%s4:child
process was stopped

Meaning:

A SVmco child process was stopped.

%s1 = Numerical value (1 digit)

%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

00069

startup succeeded (/etc/fujitsu/SVmcol/global/pmsvmco.conf)
Meaning:

SVmco successfully started.

Corrective action:

No action is necessary.

Severity:
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Info
Action:

(111S)

00070

stop by Ctrl-C (/etc/fujitsu/SVmcol/global/pmsvmco.conf)
Meaning:

A SVmco process was stopped by Ctrl+C.

Corrective action:

No action is necessary.

Severity:

Info

Action:

(/111S)

00071

cannot open file (/etc/fujitsu/SVmco/global/pmsvmco.conf)
Meaning:

A SVmco definition file could not be opened.

Corrective action:

Contact your sales representative or a field engineer.
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Severity:
Error
Action:

(/119)

00072

file format err (/etc/fujitsu/SVmco/global/pmsvmeco.conf:line=%s4):line
length over

Meaning:

Reading of a definition file required for SVmco operation failed, so SVvmco could
not start.

The character length of (file name:line=line number) is too long.
%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.

Severity:

Error

Action:

(/11S)

00073
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file format err (/etc/fujitsu/SVmco/global/pmsvmeco.conf:line=%s4):out of
section

Meaning:

Reading of a definition file required for SVmco operation failed, so SVmco could
not start.

(file name:line=line number) is data outside the section.
%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/111S)

00074

file format err (/etc/fujitsu/SVmco/global/pmsvmco.conf:line=%s4):bad
section

Meaning:

Reading of a definition file required for SVmco operation failed, so SVmco could
not start.

The section format in (file name:line=line number) is incorrect.
%s4 = Numerical value (1 to 3 digits)

Corrective action:
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Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

00075
file read err (/etc/fujitsu/SVmco/global/pmsvmco.conf):not enough memory
Meaning:

The amount of allocatable memory is less than the memory size required for
SVmco operation.

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

00076

file format err (/etc/fujitsu/SVmco/global/pmsvmco.conf:line=%s4):section
name overlaps

Meaning:
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Reading of a definition file required for SVmco operation failed, so SVmco could
not start.

The same section name as in (file name:line=line number) was detected.
%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.

Severity:

Error

Action:

(111S)

00077

file format err (/etc/fujitsu/SVmco/global/pmsvmco.conf:line=%s4):bad
member

Meaning:

Reading of a definition file required for SVmco operation failed, so SVmco could
not start.

The member format in (file name:line=line number) is incorrect.
%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.

Severity:
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Error
Action:

(111S)

00078

file format err (/etc/fujitsu/SVmco/global/pmsvmco.conf:line=%s4):member
name overlaps

Meaning:

Reading of a definition file required for SVmco operation failed, so SVvmco could
not start.

The same member name as in (file name:line=line number) was detected.
%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.

Severity:

Error

Action:

(/119)

00079

file read err (/fetc/fujitsu/SVmco/global/pmsvmco.conf) %s5:%s4:system
error
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Meaning:

An error occurred during reading of a SVmco definition file.
%s4 = Numerical value (1 to 3 digits)

%s5 = Numerical value (1 to 8 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)

00080

file format err (/etc/fujitsu/SVmco/global/pmsvmco.conf) %s5:%s4:bad
member

Meaning:

Reading of a definition file required for SVmco operation failed, so SVmco could
not start.

(file name) is an invalid member.
%s4 = Numerical value (1 to 3 digits)
%s5 = Numerical value (1 to 8 digits)
Corrective action:

Contact your sales representative or a field engineer.
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Severity:
Error
Action:

(/119)

00081

cannot change directory
(/etc/fujitsu/SVmco/global/pmsvmco.conf) %s1:%s4

Meaning:

The work directory change in SVmco failed.

%s1 = Numerical value (1 digit)

%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

00083

starting timeout (/etc/fujitsu/SVmco/global/pmsvmco.conf)
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Meaning:

A time-out was detected at SVmco startup.
Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)

00090

abnormal end of service was detected

Meaning:

A SVmco service terminated abnormally.

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)

00100
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Stop failed:Parameter error [%s1:%s2]

Meaning:

SVmco stop failed because of a parameter error.
%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

00101

timeout occurred (/etc/fujitsu/SVmco/global/pmsvmco.conf)
Meaning:

A time-out occurred while SVmco was stopped.

Corrective action:

Contact your sales representative or a field engineer.

Severity:

Error

Action:
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(111S)

00102

message err [%s1:%s2] (letc/fujitsu/SVmco/global/pmsvmco.conf) %s4
Meaning:

An error occurred in message processing while SVmco was stopped.
%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)

%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.

Severity:

Error

Action:

(/111S)

00104

request is rejected [%s1:%s2] (%s5) %s5
Meaning:

A SVmco stop request was rejected.

%s1 = Numerical value (1 digit)
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%s2 = Numerical value (2 to 4 digits)

%s5 = Numerical value (1 to 8 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

00105

Under stop processing execution [%s1:%s2] (%s5) %s5
Meaning:

SVmco stop has been requested.
%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)
%s5 = Numerical value (1 to 8 digits)
Corrective action:

No action is necessary.

Severity:

Info

Action:
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(111S)

00111

lib call err [%s1:%s2]
(/fetc/fujitsu/SVmco/global/pmsvmco.conf) %s1:%s5, %s4, %s5, %s5, %s5,
%s5

Meaning:

A library call failed during the SVmco stop process.
%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)

%s4 = Numerical value (1 to 3 digits)

%s5 = Numerical value (1 to 8 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/111S)

00112
system call err [%s1:%s2] (%s5) %s1:%s4

Meaning:
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A system call error occurred during the SVmco stop process.
%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)

%s4 = Numerical value (1 to 3 digits)

%s5 = Numerical value (1 to 8 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

00129

stop succeeded (/etc/fujitsu/SVmco/global/pmsvmco.conf)
Meaning:

The SVmco stop process was successful.

Corrective action:

No action is necessary.

Severity:

Info

Action:
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(111S)

00130

stopped by Ctrl-C (/etc/fujitsu/SVmco/global/pmsvmco.conf)
Meaning:

The SVmco stop process was stopped by Ctrl+C.

Corrective action:

No action is necessary.

Severity:

Info

Action:

(/111S)

00131

cannot open file (/etc/fujitsu/SVmco/global/pmsvmco.conf)
Meaning:

The definition file for the SVmco stop process could not be opened.
Corrective action:

Contact your sales representative or a field engineer.

Severity:

Error
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Action:

(111S)

00132

file format err (/etc/fujitsu/SVmco/global/pmsvmco.conf:line=%s4) :line
length over

Meaning:

Reading of a definition file required for SVmco operation failed, so SVmco could
not start.

The character length of (file name:line=line number) is too long.
%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.

Severity:

Error

Action:

(/119)

00133

file format err (/etc/fujitsu/SVmco/global/pmsvmco.conf:line=%s4) :out of
section

Meaning:
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Reading of a definition file required for SVmco operation failed, so SVmco could
not start.

(file name:line=line number) is data outside the section.
%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)

00134

file format err (/etc/fujitsu/SVmco/global/pmsvmco.conf:line=%s4) :bad
section

Meaning:

Reading of a definition file required for SVmco operation failed, so SVmco could
not start.

The section format in (file name:line=line number) is incorrect.
%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.

Severity:
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Error
Action:

(111S)

00135
file read err (fetc/fujitsu/SVmco/global/pmsvmco.conf):not enough memory
Meaning:

The amount of allocatable memory is less than the memory size required for the
SVmco stop process.

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

00136

file format err (/etc/fujitsu/SVmcol/global/pmsvmeco.conf:line=%s4) :section
name overlaps

Meaning:

Reading of a definition file required for SVmco operation failed, so SVmco could
not start.
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The same section name was detected in (file name:line=line number).
%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.

Severity:

Error

Action:

(111S)

00137

file format err (/etc/fujitsu/SVmco/global/pmsvmco.conf:line=%s4) :bad
member

Meaning:

Reading of a definition file required for SVmco operation failed, so SVmco could
not start.

The member format in (file name:line=line number) is incorrect.
%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.

Severity:

Error

Action:
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(111S)

00138

file format err

(/etc/fujitsu/SVmco/global/pmsvmco.conf:line=%s4) :member name
overlaps

Meaning:

The format of the definition file for the SVmco stop process is incorrect.
The same member name as in (file name:line=line number) was detected.
%s4 = Numerical value (1 to 3 digits)

Corrective action:

Contact your sales representative or a field engineer.

Severity:

Error

Action:

(/119)

00139

file read err (/fetc/fujitsu/SVmco/global/pmsvmco.conf) %s5:%s4:system
error

Meaning:

An error occurred during reading of the definition file for the SVmco stop process.
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%s4 = Numerical value (1 to 3 digits)

%s5 = Numerical value (1 to 8 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)

00140

file format err (/etc/fujitsu/SVmco/global/pmsvmco.conf)%s5:%s4 :no
member

Meaning:

Reading of a definition file required for SVmco operation failed, so SVmco could
not start.

A required member could not be found in (file name).
%s4 = Numerical value (1 to 3 digits)

%s5 = Numerical value (1 to 8 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error
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Action:

(111S)

00141

cmd_path length over

Meaning:

The path length of the command used for the SVmco stop process is too long.
Corrective action:

Contact your sales representative or a field engineer.

Severity:

Error

Action:

(/119)

00142

cmd_path disconnected [%s1:%s2] %s1:%s4

Meaning:

The command path used for the SVmco stop process was disconnected.
%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)

%s4 = Numerical value (1 to 3 digits)
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Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)

00143

target process does not exist [%s1:%s2]
(/etc/fujitsu/SVmco/global/pmsvmco.conf)

Meaning:

The process that is to be stopped during the SVmco stop process could not be
found.

%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)
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00399

(%s1-%s2) Process Manager Down:Err (i_err=%s4, os_err=%s5,

detail(1=%s5, 2=%s5, 3=%s5))
Meaning:

SVmco Process Manager failed.

%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)
%s4 = Numerical value (1 to 3 digits)
%s5 = Numerical value (1 to 8 digits)
Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

00502

MMB connected

Meaning:

An MMB has been connected for communication.

Corrective action:
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No action is necessary.
Severity:

Info

Action:

(111S)

00504
MMB connection failed
Meaning:

Operation was degraded because the connection to the MMB failed. The
connection will be retried.

Corrective action:

Check the IP address setting for the PSA-to-MMB communication LAN.
Severity:

Warning

Action:

(/111S)

00515
Partition IP address of Management LAN is not found

Meaning:
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The IP address of the partition that is used for the PSA-to-MMB communication
LAN is not set.

Corrective action:

Set the IP address for the PSA-to-MMB communication LAN.
Severity:

Warning

Action:

(/119)

01190
setting error (%1)
Meaning:

The preparation process for setting PANIC as the MMB system status at
operating system hang failed.

%1 = Numerical value (1 to 8 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Warning

Action:

(/11S)
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01191

configuration file error (%1,%2)

Meaning:

The file that contains the Software Watchdog timer setting used for operating
system hang has a description error. The setting is invalid. (The Software
Watchdog timer is stopped.)

%1 = File name (character string. Full path)

%2 = Detailed error code (4-digit numerical value)

1176: The configuration file is invalid. Confirm the existence and format of the
configuration file.

1177: A setting value is invalid. Confirm the setting value.
1178: A setting value is outside its range. Check the range of the setting value.

1179: No section/member was found. Confirm that the section/member
definition is correct.

Corrective action:

Check the configuration file. If the problem persists, contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(111S)

02700
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initialization failed
Meaning:
Initialization failed.
Corrective action:

Confirm that the user logged in as a superuser. Also confirm that SVmco is
correctly installed.

Severity:
Error
Action:

(/119)

02701

version file read error

(filepath=%1 lineno=%2 lid=%3 value=%4)
Meaning:

Reading of the version number failed.

%1 = Character string

%2 = Numerical value

%3 = Numerical value

%4 = Numerical value

Corrective action:
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Confirm that the user logged in as a superuser. Also confirm that SVmco is
correctly installed.

Severity:
Error
Action:

(111S)

02702

version file format error

(filepath=%1 lineno=%2 errid=%3 lid=%4 value=%5)
Meaning:

A version information format error was detected.
%1 = Character string

%2 = Numerical value

%3 = Numerical value

%4 = Numerical value

%5 = Numerical value

Corrective action:

Confirm that SVmco is correctly installed.
Severity:

Error
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Action:

(111S)

02703

internal error (mode=%1)

Meaning:

An internal inconsistency occurred.

%1 = Numerical value

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

02704

updating filter file

Meaning:

The filter version number indicates that the filter is to be updated.
Corrective action:

No action is necessary.
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Severity:
Info
Action:

(111S)

02705
unnecessary to update filter file
Meaning:

The filter update is unnecessary because the filter version number of the update
target is older than that currently applied.

Corrective action:

No action is necessary.
Severity:

Info

Action:

(/111S)

02706
directory doesn't exist
Meaning:

The directory required for updating a filter does not exist.
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Corrective action:

Confirm that the specified directory exists. Also confirm that SVmco is correctly
installed.

Severity:
Error
Action:

(/119)

02707

failed to update filter file

Meaning:

The filter update did not complete normally.
Corrective action:

Confirm that the user logged in as a superuser. Also confirm that SVmco is
correctly installed.

Severity:
Error
Action:

(/11S)

02708

normally end
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Meaning:

The filter update preparation or filter update completed normally.
Corrective action:

No action is necessary.

Severity:

Info

Action:

(111S)

02709

failed to update filter file

Meaning:

The filter update did not complete normally.
Corrective action:

Confirm that the user logged in as a superuser. Also confirm that SVmco is
correctly installed.

Severity:
Error
Action:

(111S)
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02716

illegal version (valuel=%1 lid=%2)

Meaning:

The value specified for the version number is outside its range.
%21 = Numerical value

%2 = Character string

%3 = Character string

Corrective action:

The provided filter definition may be incorrect. Contact your sales representative
or a field engineer.

Severity:
Error
Action:

(/119)

02717

illegal version (lid=%1 valuel=%2 value2=%3)
Meaning:

The value specified for the version number is invalid.
%21 = Numerical value

%2 = Character string
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%3 = Character string
Corrective action:

The provided filter definition may be incorrect. Contact your sales representative
or a field engineer.

Severity:
Error
Action:

(111S)

02718

cannot update filter file

Meaning:

Filters cannot be updated because SVmco is running.
Corrective action:

Stop SVmco. Then, try again.

Severity:

Error

Action:

(111S)

02800
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Could not load %s1:%s2

Meaning:

Loading of a driver required for SVmco operation (modprobe) failed.
%s1 = Name of the driver for which loading failed (sg or mptctl)
%s2 = Return value of modprobe

Corrective action:

Contact your sales representative or a field engineer.

Severity:

Warning

Action:

(/119)

02801

Initialization Error %s1:%s2

Meaning:

Reading of SDR, FRU, and other files failed during SVmco initialization.
%s1 = Numerical value (1 digit)

%s2 = Numerical value (3 digits)

Corrective action:

Download the MMB system event log. Collect the SVmco data for investigation
(getosvmco). Then, contact your sales representative or a field engineer.
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Severity:
Error
Action:

(111S)

02899

disabled the SELinux function. This setting will take effect after reboot.
Meaning:

The SELinux function was disabled during SVmco installation or update.
Corrective action:

No action is necessary.

Severity:

Info

Action:

(/111S)

04000

system err [%1:%2] %3,%4,%5,%6,%7
Meaning:

A SVmco system error was detected.

%21 = Numerical value (1 to 2 digits)
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%2 = Numerical value (1 to 4 digits)
%3 = Numerical value (1 to 3 digits)
%4 = Numerical value (1 to 10 digits)
%5 = Numerical value (1 to 10 digits)
%6 = Numerical value (1 to 10 digits)
%7 = Numerical value (1 to 10 digits)
Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

04001
system err [%1:%2] %3
Meaning:

A SVmco system error was detected.
%21 = Numerical value (1 to 2 digits)
%2 = Numerical value (1 to 4 digits)
%3 = Numerical value (1 to 10 digits)

Corrective action:
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Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)

04002

Start failed :system call error [%1:%2] %3
Meaning:

A system call error occurred at SVmco startup.
%1 = Numerical value (1 to 2 digits)

%2 = Numerical value (1 to 4 digits)

%3 = Numerical value (1 to 10 digits)
Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)

04004
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starting timeout (%1)

Meaning:

A time-out was detected at SVmco startup.

%1 = Character string (1 to 256 characters)
Corrective action:

Contact your sales representative or a field engineer.
Severity:

Warning

Action:

(/119)

04005
Start failed :stop request (%1) [%2:%3]
Meaning:
A service stop request was accepted during SVmco startup.
%1 = Character string (1 to 256 characters)
%2 = Numerical value (1 to 2 digits)
%3 = Numerical value (1 to 4 digits)
Corrective action:
No action is necessary.

Severity:
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Info
Action:

(111S)

04007

Start failed: cannot execute process (%1) [%2:%3] %4
Meaning:

An error occurred at SVmco process startup.

%1 = Character string (1 to 256 characters)

%2 = Numerical value (1 to 2 digits)

%3 = Numerical value (1 to 4 digits)

%4 = Numerical value (1 to 10 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)

04008

cannot open file (%1)
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Meaning:

A SVmco definition file cannot be opened.

%1 = Character string (1 to 256 characters)
Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

04009
file read err (%1): not enough memory
Meaning:

The amount of allocatable memory is less than the memory size required for
SVmco operation.

%1 = Character string (1 to 256 characters)
Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:
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(111S)

04010

Start failed (%1): configure error [%2:%3] %4
Meaning:

An error was detected in a setting value of the SVmco definition file.
%1 = Character string (1 to 256 characters)

%2 = Numerical value (1 to 2 digits)

%3 = Numerical value (1 to 4 digits)

%4 = Numerical value (1 to 10 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/111S)

04011
Start failed (%1) %2:%3:child process was stopped
Meaning:

An error was detected in a setting value of the SVmco definition file.
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%1 = Character string (1 to 256 characters)

%2 = Numerical value (1 digit)

%3 = Character string (1 to 10 hexadecimal digits)
Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

04012

lib call err [%1:%2] %3,%4,%5,%6,%7,%8

Meaning:

An error occurred during a required library call at SVmco startup.
%1 = Numerical value (1 to 2 digits)

%2 = Numerical value (1 to 4 digits)

%3 = Numerical value (1 to 10 digits)

%4 = Numerical value (1 to 3 digits)

%5 = Numerical value (1 to 10 digits)

%6 = Numerical value (1 to 10 digits)

%7 = Numerical value (1 to 10 digits)
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%8 = Numerical value (1 to 10 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)

04013

cannot change directory %1:%2
Meaning:

The work directory change in SVmco failed.
%1 = Numerical value (1 to 10 digits)

%2 = Numerical value (1 to 10 digits)
Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)
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04018

child process abnormal end [%1:%2] (%3) %4:%5
Meaning:

A SVmco child process terminated abnormally.

%1 = Character string (1 to 256 characters)

%2 = Numerical value (1 digit)

%3 = Character string (1 to 10 hexadecimal digits)
%4 = Numerical value (1 to 2 digits)

%5 = Numerical value (1 to 4 digits)

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

04019

service was started
Meaning:

A SVmco service was started.

Corrective action:
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No action is necessary.
Severity:

Info

Action:

(111S)

04020

service was stopped
Meaning:

A SVmco service was stopped.
Corrective action:

No action is necessary.
Severity:

Info

Action:

(/111S)

04400
service was started
Meaning:

A service was started.
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Corrective action:

No action is necessary.
Severity:

Info

Action:

(///8)

04401

service was stopped
Meaning:

A service was stopped.
Corrective action:

No action is necessary.
Severity:

Info

Action:

(///S)

04402
Start failed: stop request (%s1) [%s1:%s2]

Meaning:
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A service stop request was accepted during SVmco startup.
%s1 = Character string (1 to 256 characters)

%s2 = Numerical value (1 to 2 digits)

%s3 = Numerical value (1 to 4 digits)

Corrective action:

No action is necessary.

Severity:

Info

Action:

(/7/7/8)

04403

system err [%s1:%s2] %s5

Meaning:

A SVmco system error was detected.
%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)
%s5 = Numerical value (1 to 8 digits)
Corrective action:

Collect getosvmco. Contact your sales representative or a field
engineer.
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Severity:
Error
Action:

(///8)

04405

lib call err [%s1:%s2] %s4, %s5, %s5, %s5, %s5
Meaning:

A library call failed.

%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)

%s4 = Numerical value (1 to 3 digits)

%s5 = Numerical value (1 to 8 digits)
Corrective action:

Collect getosvmco. Contact your sales representative or a field
engineer.

Severity:
Error
Action:

(///8S)
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04406

environmental error [%s1:%s2] %s4, %s5, %s5, %s5, %s5
Meaning:

An error was detected in the operating environment.
%s1 = Numerical value (1 digit)

%s2 = Numerical value (2 to 4 digits)

%s4 = Numerical value (1 to 3 digits)

%s5 = Numerical value (1 to 8 digits)

Corrective action:

Collect getosvmco. Contact your sales representative or a field
engineer.

Severity:
Error
Action:

(/77/8)

04407
not enough memory
Meaning:

The amount of allocatable memory is less than the memory size
required for SVmco operation.

Corrective action:
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Collect getosvmco. Contact your sales representative or a field
engineer.

Severity:
Error
Action:

(///8)

04408

configure error (%s1) [%s1:%s2] %s5

Meaning:

An error was detected in a setting value of the SVmco definition file.
%s1 = Character string (1 to 256 characters)

%s2 = Numerical value (1 to 2 digits)

%s3 = Numerical value (1 to 4 digits)

%s5 = Numerical value (1 to 8 digits)

Corrective action:

Collect getosvmco. Contact your sales representative or a field
engineer.

Severity:
Error
Action:

(///8S)

503



SVmco
User Guide

04409

Start failed (%s1) [%s1:%s2] %s5

Meaning:

Process startup failed.

%s1 = Character string (1 to 256 characters)
%s2 = Numerical value (1 to 2 digits)

%s3 = Numerical value (1 to 4 digits)

%s5 = Numerical value (1 to 8 digits)
Corrective action:

Collect getosvmco. Contact your sales representative or a field
engineer.

Severity:
Error
Action:

(/77/8)

04410
starting timeout (%s)
Meaning:

A time—out was detected at SVmco startup.
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%s1 = Character string (1 to 256 characters)
Corrective action:

Collect getosvmco. Contact your sales representative or a field
engineer.

Severity:
Error
Action:

(///9S)

04411

child process abnormal end (%s1) [%s2:%s3] %s4:0x%s5
Meaning:

A child process terminated abnormally.

%s1 = Character string (1 to 256 characters)

%s2 = Numerical value (1 to 2 digits)

%s3 = Numerical value (1 to 4 digits)

%s4 = Numerical value (1 digit)

%s5 = Hexadecimal numerical value (1 to 8 digits)
Corrective action:

Collect getosvmco. Contact your sales representative or a field
engineer.

Severity:
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Error
Action:

(//7/9)

04412

Initialization Error %s1

Meaning:

Reading of SDR, FRU, and other files failed during SVmco initialization.
%s1 = Numerical value (4 digit)

Corrective action:

Download the MMB system event log. Collect the SVmco data for investigation
(getosvmco). Then, contact your sales representative or a field engineer.

Severity:
Error
Action:

(/111S)

05308
FJSVfefpcl driver open error
Meaning:

An ioctl error occurred when it was issued to fefpcl, or the state of fefpcl is
abnormal. The error is reported in the ioctl results.
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Corrective action:

Contact your sales representative or a field engineer.
Severity:

Warning

Action:

(/119)

04802

management IP wrong format. Data=file_no;%d1, line:%d2, data:" %s"
Meaning:

The configuration file of the dedicated LAN for management contains an error.
%d1 = Numerical value (Decimal)

%d2 = Numerical value (Decimal)

%s = Cause details

Corrective action:

If the error is "format err,"” correct the description in the configuration file, and
restart SVmco.

If the problem persists, collect getosvmco, and contact your sales representative
or a field engineer.

Severity:
Warning

Action:
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(111S)

05380

configuration file error (%1,%2)

Meaning:

There is no definition file for the half/full down detection threshold setting for the
PRIMECLUSTER linkage function, or the file has a description error. The
operation is performed with the default settings.

%1 = File name (character string. Full path)

%2 = Detailed error code (4-digit numerical value)

5408: A configuration file error occurred. Confirm the existence and format of
the configuration file.

5409: No section/member was found. Confirm that the section/member
definition is correct.

5410: The magnitude relationship between the members is invalid. Check the
magnitude relationship between the setting values.

5411: A setting value is invalid. Confirm the setting value.
5412: A setting value is outside its range. Check the range of the setting value.
Corrective action:

Check the configuration file. If the problem persists, contact your sales
representative or a field engineer.

Severity:
Warning

Action:
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(111S)

05402

FJSVfefpcl is not installed

Meaning:

The fefpcl driver is not installed.

Corrective action:

If the driver is not installed, install it. If the driver is already installed or if the
problem persists after driver installation, contact your sales representative or a
field engineer.

Severity:

Info

Action:

(/119)

06252
MMB-PSA IP wrong format. Data=file_no;%d1, line:%d2, data:" %s"
Meaning:

The configuration file of the dedicated LAN for MMB-PSA communication
contains an error.

%d1 = Numerical value (Decimal)

%d2 = Numerical value (Decimal)
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%s = Cause details
Corrective action:

If the error is "format err," correct the description in the configuration file, and
restart SVmco.

If the error is "read err,” confirm that the configuration file exists and that the
user has the read privilege.

If the problem persists, collect getosvmco, and contact your sales representative
or a field engineer.

Severity:
Warning
Action:

(111S)

06297
hotplug %s1 event %s2 hasn't set
Meaning:

A hotplug event was accepted, but the required data is not set as an
environment variable.

%s1 = pci or scsi

%s2 = Environment variable name

Corrective action:

Contact your sales representative or a field engineer.

Severity:
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Warning
Action:

(111S)

06298
%s1 hotplug event %s2 doesn't correct. data:%s3
Meaning:

A hotplug event was accepted, but the format of the required data reported as
an environment variable is incorrect.

%s1 = pci or scsi

%s2 = Environment variable name

%s3 = Format of the environment variable value
Corrective action:

Contact your sales representative or a field engineer.
Severity:

Warning

Action:

(/11S)

08401

Couldn't create the device object
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Meaning:

Creation of a driver object failed.

Corrective action:

No action is necessary.
Severity:

Info

Action:

(/7/7/8)

08402
Couldn’t create symbolic link

Meaning:

Creation of a driver object failed.

Corrective action:

No action is necessary.
Severity:

Info

Action:

(//7/9)

08403
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Request device type error

Meaning:

The DeviceloControl process failed.

Corrective action:

No action is necessary.
Severity:

Info

Action:

(///9S)

08404
Query registry value failed

Meaning:

The DeviceloControl process failed.

Corrective action:

No action is necessary.
Severity:

Info

Action:

(///8S)
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08405
Unrecognized control code
Meaning:

DeviceloControl was called from a user space application with an
unrecoghized ControlCode value.

Corrective action:

No action is necessary.
Severity:

Info

Action:

(/7/7/8)

08406

Register Clash Callback failed
Meaning:

The DeviceloControl process failed.
Corrective action:

No action is necessary.

Severity:

Info

Action:
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(//7/9)

08504

Couldn't create the device object
Meaning:

Creation of a driver object failed.
Corrective action:

No action is necessary.

Severity:

Info

Action:

(///S)

08505

Couldn't create symbolic link
Meaning:

Creation of a driver object failed.
Corrective action:

No action is necessary.

Severity:

Info

515



User Guidel

SVmco

Action:

(//7/9)

08506

Couldn't get IRP stack location
Meaning:

The DeviceloControl process failed.
Corrective action:

No action is necessary.

Severity:

Info

Action:

(/77/8)

08507
Couldn’t get pci configuration data

Meaning:

Reading of the PCIConfiguration space failed.

Corrective action:
No action is necessary.

Severity:
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Info
Action:

(//7/9)

08508

Couldn't set pci configuration data

Meaning:

Writing to the PCIConfiguration space failed.
Corrective action:

No action is necessary.

Severity:

Info

Action:

(///S)

08509
Unrecognized control code
Meaning:

DeviceloControl was called from a user space application with an
unrecognized ControlCode value.

Corrective action:
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No action is necessary.
Severity:

Info

Action:

(/7/7/8)

09100

(%1-%2) System Status is changed in the "OS Running": succeeded
Meaning:

The system status changed.

%1 = Numerical value (Decimal)
%2 = Numerical value (Decimal)
Corrective action:

No action is necessary.

Severity:

Info

Action:

(111S)

09101

(%1-%2) System Status is changed in the "OS Running": %s %d
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Meaning:
The system status change failed.
%21 = Decimal
%2 = Decimal
%s = System error
retry over
request error
time-out
failed
%d = Decimal
Corrective action:
Contact your sales representative or a field engineer.
Severity:
Warning
Action:

(/119)

09110

(%1-%2) initialization of a library() failed : err(i_err=%d, os_err=%d,
detail( 1=%d, 2=%d, 3=%d ) )

Meaning:
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An error occurred in initial processing.

%31 = Decimal

%2 = Decimal

%d = Decimal

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(111S)

09111

(%1-%2) file %a error( %s ) failed : err(i_err=%d, os_err=%d, detail( 1=%d,
2=%d, 3=%d ) )

Meaning:

A file processing error occurred.
%21 = Decimal

%2 = Decimal

%a = open, read, or close

%s = Character string

%d = Decimal
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Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

09120

(%1-%2) System Error() failed : err=%d

Meaning:

When SVmco executed a Windows API, the API returned abnormally.
%1 = Decimal

%2 = Decimal

%d = Decimal

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/11S)
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09130

(%1-%2)System Error.

Meaning:

An error occurred in the Service Manager process.
%1 = Decimal

%2 = Decimal

Corrective action:

Contact your sales representative or a field engineer.

Severity:
Error
Action:

(/111S)

09131

(%1-%2) path went wrong. ( %s )
Meaning:

An error occurred in initial processing.
%21 = Decimal

%2 = Decimal

%s = Character string

Corrective action:
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Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/119)

09132

(%1-%2) change of a directory went wrong. : %s
Meaning:

An error occurred in initial processing.

%1 = Decimal

%2 = Decimal

%s = Character string

Corrective action:

Contact your sales representative or a field engineer.
Severity:

Error

Action:

(/11S)

09133
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(%1-%2) initialization of a log went wrong. ( %s, %s ) : err(i_err=%d,

0s_err=%d, detail( 1=%d, 2=%d, 3=%d ) )
Meaning:

An error occurred in initial processing.

%1 = Decimal

%2 = Decimal

%d = Decimal

%s = Character string

Corrective action:

Contact your sales representative or a field engineer.

Severity:
Error
Action:

(/111S)

8.2 SVagent Messages

This chapter lists SVagent messages.

Messages described in this chapter is event messages for REMCS and Mail Report on

PRIMEQUEST.

The Event format which are output to Syslog (Linux)/ EventLog (Windows) are described

as the following format.

524



SVmco User Guide

And this format include messages desribed in this chapter in “Event Detail”.

®  Output format

1) Error
Driver Monitoring error event at server '%s1':'%s2’
%s1:host name(Linux), Computer name(Windows)

%s2:Event Detail

2) Warning
Driver Monitoring warning event at server '%s1":'%s2'
%s1:host name(Linux), Computer name(Windows)

%s2:Event Detail
<Example>
Driver Monitoring warning event at server WIN-Q77EVKAG7J3: WS08_R2_x64
(PID=1) 21700, IOB#1-PCIC#7-FUNC#0 €1000_express:Intel(R) PRO/1000 PT Dual

Port Server Adapter #2 Adapter or Software error

(Adapter not found)

8.2.1 S.M.A.R.T. messages

This section lists S.M.A.R.T. messages.

10501
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Failure Prediction Threshold Exceeded vendor=%v model=%m serial-
no=%ser

Meaning:

S.M.A.R.T. detected an exceeded threshold in a message notification from a
driver.

%v: (Example) FUJITSU

%m: (Example) MAP3367NC
%ser: (Example) 01234567
Corrective action:

The relevant disk must be replaced.
Severity:

Warning

Action:

(RIMITIS)

8.2.2 RAS Support Service messages

This section lists RAS support service messages.

10600

RASStatusCheck:%2 RAID BBU announcement of the remaining time
of the operating life vendor—id=1000 device—id=%d revision=%r
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Meaning:

This message is a reminder indicating the battery unit on a RAID card
will soon be due for replacement.

%2: Card name
(Linux example)RAID Card Li-Ion 1
(Windows example)RAID_Card#01
%d: (Example) 0079
%r: Numerical value (1 to 3 digits)
Corrective action:

Start the GUI of RAS Support Service. Check the service life
components. Replace the relevant component.

Severity:
Warning
Action:

(R/M/T/S)

10601

RASStatusCheck:%2 RAID BBU exceeded the operating life vendor—
id=1000 device—id=%d revision=%r

Meaning:
This message prompts replacement of the battery unit on a RAID card.

%2: Card name
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(Linux example)RAID Card Li-Ion 1
(Windows example)RAID_Card#01
%d: (Example) 0079
%r: Numerical value (1 to 3 digits)
Corrective action:

Start the GUI of RAS Support Service. Check the service life
components. Replace the relevant component.

Severity:
Error
Action:

(R/M/T/S)

10602

RASStatusCheck: UPS BBU announcement of the remaining time of the
operating life

Meaning:

This message is a reminder indicating the battery unit on a UPS will
soon be due for replacement.

Corrective action:
Replace the relevant UPS battery.
Severity:

Warning
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Action:

(R/M/T/S)

10603

RASStatusCheck: UPS BBU exceeded the operating life
Meaning:

This message prompts replacement of the battery unit on a UPS.
Corrective action:

Replace the relevant UPS battery.

Severity:

Error

Action:

(RIMIT/S)

8.2.3 SVAgents external storage (hard disk cabinet)
unit-related messages

This section lists ServerView Agents external storage (hard disk cabinet) unit-
related messages.

10700
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SV Agents:Adapter error (Fan will fail in near future)
Meaning:

A fan error may occur.

Corrective action:

A power supply unit contains the mounted fan. Replace the power supply unit
soon.

Note

Do not operate the system while the cover is removed. Fan operation is not
guaranteed.

Severity:
Warning
Action:

(RIMITIS)

10701

SV Agents:Adapter error (Fan failed)
Meaning:

A fan error occurred.

Corrective action:

A power supply unit contains the mounted fan. Replace the power supply unit.

Note
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Do not operate the system while the cover is removed. Fan operation is not
guaranteed.

Severity:
Warning
Action:

(RIMIT/S)

10702

SV Agents:Adapter error (The redundant fan failed)

Meaning:

A fan error occurred. Consequently, the fan on only one side is operating.

Corrective action:

A power supply unit contains the mounted fan. Replace the power supply unit.

Note

Do not operate the system while the cover is removed. Fan operation is not
guaranteed.

Severity:
Warning
Action:

(RIM/T/S)

10703

531



SVmco
User Guide

SV Agents:Adapter error (Temperature has reached the warning level)
Meaning:

The temperature reached the warning level.

Corrective action:

Check the condition of the fans. Reduce the ambient temperature.

Note

Do not operate the system while the cover is removed. Fan operation is not
guaranteed.

Severity:
Warning
Action:

(RIMITIS)

10704

SV Agents:Adapter error (Temperature has reached the critical level)
Meaning:

The temperature reached the critical level.

Corrective action:

Check the ambient temperature. If no problem is found, confirm that the fans are
operating normally.

Note
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Do not operate the system while the cover is removed. Fan operation is not
guaranteed.

Severity:
Warning
Action:

(RIMIT/S)

10705

SV Agents:Adapter error (Insufficient operating power supplies available)
Meaning:

The power supply is insufficient.

Corrective action:

The required power is not supplied. Check the power supplies.

Severity:

Warning

Action:

(RIMIT/S)

10706
SV Agents:Adapter error (Power supply failed)

Meaning:
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A power supply unit error occurred.
Corrective action:

Check the connection of the power supply unit. If no problem is found, replace
the power supply unit.

Severity:
Warning
Action:

(RIMITIS)

10707

SV Agents:Adapter error (Redundant power supply failed)

Meaning:

A fan error occurred. Consequently, the fan on only one side is operating.
Corrective action:

Replace the faulty power supply unit.

Severity:

Warning

Action:

(RIMIT/S)

10708
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SV Agents:Adapter error (Power supply redundancy lost)
Meaning:

Redundancy of the power supply units could not be recognized.
Corrective action:

Check both power supply units, and replace the faulty one.
Severity:

Warning

Action:

(RIMIT/S)

8.2.4 LAN-related messages [Linux]

This section lists LAN driver messages in the following order:

® Common
® ¢e1000e-related
® igb-related

® ixgbe-related

® Common

This section lists LAN common messages.
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11000

ethx Transmit timed out vendor-id=%vi device-id=%d revision=%r
Meaning:

A transmission time-out occurred.

%vi: (Example) 8086

%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

Check whether communication is possible through the device that output this
message. If communication is possible, no action is necessary.

If communication is not possible, collect the data for investigation (dump or log),
and replace the adapter.

Severity:
Warning
Action:
(T/S)
11001

XXXX:XX:XX.X Adapter error (should not be a VF) vendor-id=%vi device-
id=%d revision=%

Meaning:

Unijustified VF device ID is set to PCle SR-IOV capability.
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%vi: (Example) 8086

%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.

If multiple adapters of the same type are connected, compare them with what is
displayed on the SVOM Web-Ul. Replace the one that is connected but not
displayed.

Severity:

Warning

Action:

(RIMIT/S)

® e1000e-related

This section lists e1000e-related messages.

11600

€1000e:xxxx:xx:xx.x Adapter or Software error (No usable DMA
configuration; aborting) vendor-id=8086 device-id=%d revision=%r

Meaning:
DMA cannot be used on this system.

%d: device id (e.g., 1209)
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%r: Numerical value (1 to 3 digits)
Corrective action:

Collect the data for investigation (dump or log). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11601

€1000e:xxxx:xx:xx.x Adapter error (The NVM Checksum Is Not Valid)
vendor-id=8086 device-id=%d revision=%r

Meaning:

An NVM checksum error was detected.

%d: device id (e.g., 1209)

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(RIMIT/S)
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11602

€1000e:%s Adapter error (Hardware Error) vendor-id=8086 device-id=%d
revision=%r

Meaning:

A hardware error was detected.

%s: ethX or XXXX:XX:XX.X

%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(RIMIT/S)

11603

€1000e:xxxx:xx:xx.x Adapter error (NVM Read Error while reading MAC
address) vendor-id=8086 device-id=%d revision=%r

Meaning:
An NVM read error was detected during reading of a MAC address.

%d: device id (e.g., 1209)
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%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(RIMITIS)

11604

€1000e:xxxx:xx:xx.x Adapter or Software error (Invalid MAC Address)
vendor-id=8086 device-id=%d revision=%r

Meaning:

The specified MAC address is invalid.
%d: device id (e.g., 1209)

%r: Numerical value (1 to 3 digits)
Corrective action:

Recheck the MAC address setting. If the MAC address is valid, an adapter
failure may have occurred. Replace the adapter.

Severity:
Warning
Action:

(/ITIS)
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11605

€1000e:ethx Software error (Unable to allocate memory for the transmit
descriptor ring)

Meaning:

Memory acquisition for the transmit descriptor ring failed.

Corrective action:

Check the validity of the system memory estimate. If the memory estimate
seems reasonable, try restarting the system. If the problem persists even after a
system restart, collect the data for investigation (dump or log), and contact your
sales representative or a field engineer.

Severity:

Warning

Action:

(/ITIS)

11606

€1000e:ethx Software error (Unable to allocate memory for the receive
descriptor ring)

Meaning:
Memory acquisition for the receive descriptor ring failed.
Corrective action:

Check the validity of the system memory estimate. If the memory estimate
seems reasonable, try restarting the system. If the problem persists even after a
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system restart, collect the data for investigation (dump or log), and contact your
sales representative or a field engineer.

Severity:
Warning
Action:

(/1TIS)

11607

€1000e:ethx Software error (Unsupported Speed/Duplex configuration)
Meaning:

The specified communication speed or method is not supported.

Corrective action:

Recheck the communication speed and method settings for the adapter. Set the
correct values.

Severity:
Warning
Action:

(/ITIS)

11608

€1000e:ethx Adapter or Software error (Unable to allocate MSI interrupt)
vendor-id=8086 device-id=%d revision=%r
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Meaning:

The MSI interrupt resource cannot be allocated.
%d: device id (e.g., 1209)

%r: Numerical value (1 to 3 digits)

Corrective action:

Collect the data for investigation (dump or log). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11609

€1000e:ethx Adapter or Software error (Detected Tx Unit Hang) vendor-
id=8086 device-id=%d revision=%r

Meaning:

A hang was detected in the transmission unit.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)
Corrective action:

After this message was output, if communication is normal, no action is
necessary.
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Alternatively, after this message was output, if communication becomes
abnormal, restart (reset) the adapter or restart the system. If normal operation
cannot be restored even after a system restart, replace the adapter.

Severity:

Warning

Action:

(/1TIS)

11610

€1000e:ethx Adapter error (pattern test reg failed) vendor-id=8086 device-
id=%d revision=%r

Meaning:

The pattern test failed.

%d: device id (e.g., 1209)

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(RIMIT/S)
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11611

€1000e:ethx Adapter error (set/check reg test failed) vendor-id=8086
device-id=%d revision=%r

Meaning:

The register test failed.

%d: device id (e.g., 1209)

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(RIMIT/S)

11612

€1000e:ethx Adapter error (failed STATUS register test) vendor-id=8086
device-id=%d revision=%r

Meaning:

The STATUS register test failed.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:
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An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(RIMITIS)

11613

€1000e:ethx Software error (MTU > 9216 not supported.)

Meaning:

Setting an MTU of more than 9216 bytes is not supported on this controller.
Corrective action:

Recheck the MTU setting. Set a value in the correct range.

Severity:

Warning

Action:

(/ITIS)

11614

e€1000e:ethx Adapter or Software error (Cannot change link characteristics
when SoL/IDER is active.) vendor-id=8086 device-id=%d revision=%r

Meaning:
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The link setting cannot be changed.
%d: device id (e.g., 1209)

%r: Numerical value (1 to 3 digits)
Corrective action:

Collect the data for investigation (dump or log). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11615

€1000e:ethx Adapter error (Cannot do PHY loopback test when SoL/IDER
is active.) vendor-id=8086 device-id=%d revision=%r

Meaning:

The PHY loopback test cannot be executed.

%d: device id (e.g., 1209)

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning
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Action:

(RIMIT/S)

11616

€1000e:xxxx:xx:xx.x Software error (Unable to allocate memory for
queues)

Meaning:

Memory acquisition for the send and receive queues failed.

Corrective action:

Check the validity of the system memory estimate. If the memory estimate
seems reasonable, try restarting the system. If the problem persists even after a
system restart, collect the data for investigation (dump or log), and contact your
sales representative or a field engineer.

Severity:

Warning

Action:

(/ITIS)

11617

€1000e:xxxx:xx:xx.x Adapter or Software error (Cannot enable PCIl device
from suspend) vendor-id=8086 device-id=%d revision=%r

Meaning:

The PCI device cannot be started from the suspend state.

548



SVmco User Guide

%d: device id (e.g., 1209)
%r: Numerical value (1 to 3 digits)
Corrective action:

Collect the data for investigation (dump or log). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11618

€1000e:xxxx:xx:xx.x Adapter or Software error (Cannot re-enable PCI
device after reset) vendor-id=8086 device-id=%d revision=%r

Meaning:

After an adapter reset, the PCI device could not be restarted.
%d: device id (e.g., 1209)

%r: Numerical value (1 to 3 digits)

Corrective action:

Collect the data for investigation (dump or log). Contact your sales
representative or a field engineer.

Severity:

Warning
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Action:

(//T/S)

11619

e1000e:xxxx:xx:xx.x Adapter or Software error (can't bring device back up
after reset) vendor-id=8086 device-id=%d revision=%r

Meaning:

After a reset, the device backup could not be acquired.
%d: device id (e.g., 1209)

%r: Numerical value (1 to 3 digits)

Corrective action:

Collect the data for investigation (dump or log). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11620
€1000e:xxxx:xx:xx.x Software error (DMA map failed)
Meaning:

Receive DMA address mapping failed.

550



SVmco User Guide

Corrective action:

Check the validity of the system memory estimate. If the memory estimate
seems reasonable, try restarting the system. If the problem persists even after a
system restart, collect the data for investigation (dump or log), and contact your
sales representative or a field engineer.

Severity:

Warning

Action:

(/ITIS)

11621

€1000e:ethx Software error (pskb_may_pull failed.)

Meaning:

The header deletion process (pskb_may_pull) on a received packet failed.
Corrective action:

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11622
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€1000e:%s Software error (Failed to initialize MSI-X interrupts. Falling back
to MSl interrupts.)

Meaning:

Switching to an MSI interrupt occurred because initialization of the MSI-X
interrupt failed.

%0s: ethx or XXXX.XX.XX.X
Corrective action:

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11623

€1000e:%s Software error (Failed to initialize MSl interrupts. Falling back
to legacy interrupts.)

Meaning:

Switching to a legacy interrupt occurred because initialization of the MSI
interrupt failed.

%0S: ethx or XXXX.XX.XX.X
Corrective action:

Collect the data for investigation (dump or fisnap). Ask your sales representative
or a field engineer to perform an investigation.
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For a RHEL 5.3 Xen environment, no action is necessary. (Although this
message is output at operating system startup because the management
operating system does not support MSI, there is no effect on the system.)
Severity:

Warning

Action:

(/ITIS)

11624

€1000e:ethx Software error (Interrupt allocation failed)
Meaning:

Setting an interrupt failed.

Corrective action:

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11625

€1000e:ethx Software error (MSI interrupt test failed; using legacy
interrupt.)
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Meaning:
A legacy interrupt is used because the MSI interrupt test failed.
Corrective action:

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11626

€1000e:ethx Software error (Error reading PHY register)
Meaning:

Reading of the PHY register failed.

Corrective action:

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)
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11627

e1000e:Software error (multicast array memory allocation failed)
Meaning:

Memory acquisition for the multicast address table failed.

Corrective action:

Check the validity of the system memory estimate. If the memory
estimate seems reasonable, try restarting the system. If the problem
persists even after a system restart, collect the data for investigation
(dump or fjsnap), and contact your sales representative or a field
engineer.

Severity:

Warning

Action:

(//T/8)

11628

e1000e:ethx Software error (Could not acquire PHY)
Meaning:

PHY semaphore acquisition failed.

Corrective action:

Collect the data for investigation (dump or fjsnap). Contact your sales
representative or a field engineer.

Severity:
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Warning
Action:

(//T/8)

11629

e1000e:ethx Software error (Could not read PHY page 769)
Meaning:

Reading of PHY page 769 failed.

Corrective action:

Collect the data for investigation (dump or fisnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(//T/S)

11630

e1000e:ethx Software error (Could not set PHY Host Wakeup bit)
Meaning:

Reading of the PHY Host Wakeup bit failed.

Corrective action:
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Collect the data for investigation (dump or fjsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(//T/S)

11631

€1000e:xxxx:xX:xx.x Software error (not support wake-up packets)
Meaning:

This interface does not support directed (unicast) frame wake-up packets.
Corrective action:

Check whether the card supports WOL. If it supports WOL, confirm that the
setting was made in the correct way.

Severity:
Warning
Action:

(/ITIS)

11632

e1000e:xxxx:xx:xx.x Adapter or Software error (Detected Hardware Unit
Hang)
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vendor-id=8086 device-id=%d revision=%r
Meaning:

A hardware unit hang was detected.
Corrective action:

After this message was output, if communication is normal, no action is
necessary.

Alternatively, after this message was output, if communication becomes
abnormal, restart (reset) the adapter or restart the system. If normal operation
cannot be restored even after a system restart, replace the adapter.

Severity:

Warning

Action:

(/ITIS)

11633

€1000e:xxxx:xx:xx.x Adapter or Software error (__pskb_pull_tail failed)
Meaning:

Additional processing for the transmission packet (_pskb_pull_tail) failed.
Corrective action:

Collect the data for investigation (dump or fisnap). Contact your sales
representative or a field engineer.

Severity:

Warning
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Action:

(11T/S)

11634

€1000e:xxxx:xx:xx.x Software error (Jumbo Frames not supported)

Meaning:

Jumbo frames are not supported.
Corrective action:

Delete the settings of jumbo frames.
Severity:

Warning

Action:

(/ITIS)

11635

€1000e:%s Software error (Unsupported MTU setting)
Meaning:

Unjustified size MTU was specified.

Corrective action:

Recheck the MTU setting. Set a value in the correct range.

%s: ethx or XXXX.XX.XX.X
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Severity:
Warning
Action:

(/1TIS)

11636

e1000e:ethx Adapter or Software error (Reset adapter)
Meaning:

Adapter is reset.

Corrective action:

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

® igb-related

This section lists igb—related messages.

11637
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€1000e:xxxx:xx:xx.x Adapter or Software error (Cannot setup 1Gbps
loopback)

Meaning:
The setup to use it on 1Gbps failed in the loop back test.
Corrective action:

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11638

€1000e:xxxx:xX:xx.x Adapter or Software error (Unable to create IPMI pass-
through filter)

Meaning:
The IPMI pass-through filter was not able to be made.
Corrective action:

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity:
Warning

Action:
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(//T/S)

11639

€1000e:xxxx:xx:xx.x Software error (Failed to allocate memory)

Meaning:

It failed in the acquisition of the memory.

Corrective action:

Check the validity of the system memory estimate. If the memory estimate
seems reasonable, try restarting the system. If the problem persists even after a
system restart, collect the data for investigation (dump or fisnap), and contact
your sales representative or a field engineer.

Severity:

Warning

Action:

(/ITIS)

11700

igbxoooexx:xx.x Adapter or Software error (No usable DMA
configuration; aborting)

Meaning:
DMA cannot be used on this system.

Corrective action:
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Collect the data for investigation (dump or fjsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(//T/S)

11701

igboooxxx:xx.x Adapter error (The NVM Checksum Is Not Valid)
vendor-id=8086 device—id=%d revision=%r

Meaning:

An NVM checksum error was detected.

%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(R/M/T/S)

11702
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igh:xxxx:xx:xx.x Adapter error (Hardware Error) vendor-id=8086 device-

id=%d revision=%r

Meaning:

A hardware error was detected.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.

Severity:
Warning
Action:

(R/M/T/S)

11703

igh:xxxx:xx:xx.x Adapter error (NVM Read Error) vendor-id=8086 device-

id=%d revision=%r

Meaning:

An NVM read error was detected.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
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Severity:
Warning
Action:

(R/M/T/S)

11704

igbxoooxxx:xx.x Adapter or Software error (Invalid MAC Address)
Meaning:

The specified MAC address is invalid.

Corrective action:

Recheck the MAC address setting. If the MAC address is valid, an
adapter failure may have occurred. Replace the adapter.

Severity:
Warning
Action:

(//T/8)

11705

igh:xxxx:xx:xx.x Software error (Unable to allocate memory for the
transmit descriptor ring)

Meaning:

Memory acquisition for the transmit descriptor ring failed.
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Corrective action:

Check the validity of the system memory estimate. If the memory
estimate seems reasonable, try restarting the system. If the problem
persists even after a system restart, collect the data for investigation
(dump or fisnap), and contact your sales representative or a field
engineer.

Severity:

Warning

Action:

(//T/S)

11706

igbxoooexx:xx.x Software error (Allocation for Tx Queue failed)
Meaning:

Memory acquisition for the transmit descriptor ring failed.
Corrective action:

Check the validity of the system memory estimate. If the memory
estimate seems reasonable, try restarting the system. If the problem
persists even after a system restart, collect the data for investigation
(dump or fisnap), and contact your sales representative or a field
engineer.

Severity:

Warning

Action:

(//T/8)
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11707

igbnoooexx:xx.x Software error (Unsupported Speed/Duplex
configuration)

Meaning:
The specified communication speed or method is not supported.
Corrective action:

Recheck the communication speed and method settings for the
adapter. Set the correct values.

Severity:
Warning
Action:

(//T/8)

11708

igboooexx:xx.x Adapter or Software error (Allocation for Rx Queue
failed)

Meaning:

Memory acquisition for the receive descriptor ring failed.
Corrective action:

Check the validity of the system memory estimate. If the memory

estimate seems reasonable, try restarting the system. If the problem
persists even after a system restart, collect the data for investigation
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(dump or fisnap), and contact your sales representative or a field
engineer.

Severity:
Warning
Action:

(//T/S)

11709

igbxooxxxx:xx.x Adapter or Software error (Detected Tx Unit Hang)
Meaning:

A hang was detected in the transmission unit.

%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

After this message was output, if communication is normal, no action is
necessary. Alternatively, after this message was output, if
communication becomes abnormal, restart (reset) the adapter or
restart the system. If normal operation cannot be restored even after
a system restart, replace the adapter.

Severity:

Warning

Action:

(//T/8)
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11710

igh:xxxx:xx:xx.x Adapter error (pattern test reg failed) vendor-id=8086
device-id=%d revision=%r

Meaning:

The pattern test failed.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(R/M/T/S)

11711

igh:xxxx:xx:xx.x Adapter error (set/check reg test failed) vendor-id=8086
device-id=%d revision=%r

Meaning:
The register test failed.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)
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Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(R/M/T/S)

11712

igh:xxxx:xx:xx.x Adapter error (failed STATUS register test) vendor-
id=8086 device-id=%d revision=%r

Meaning: The register test failed.

%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(R/M/T/S)

11713
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igbnoooexx:xx.x Software error (MTU > 9216 not supported.)
Meaning:

Setting an MTU of more than 9216 bytes is not supported on this
controller.

Corrective action:

Recheck the MTU setting. Set a value in the correct range.
Severity:

Warning

Action:

(//T/S)

11714

igh:xxxx:xx:xx.x Adapter or Software error (Cannot change link
characteristics when SoL/IDER is active.)

Meaning:

The link setting cannot be changed.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)
Corrective action:

Collect the data for investigation (dump or fjsnap). Contact your sales
representative or a field engineer.

Severity:
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Warning
Action:

(//T/8)

11715

igbxooxxxx:xx.x Adapter error (Cannot do PHY loopback test when
SoL/IDER is active.) vendor-id=8086 device—id=%d revision=%r

Meaning:

The PHY loopback test cannot be executed.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action: An adapter failure may have occurred. Replace the
adapter.

Severity:
Warning
Action:

(R/M/T/S)

11716
igbxooxxx:xx.x Software error (Error getting interrupt)
Meaning:

Setting an interrupt failed.
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Corrective action:

Collect the data for investigation (dump or fjsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(//T/S)

1717

igh:xxxx:xx:xx.x Adapter or Software error (Unable to allocate memory for
queues)

Meaning:

Memory acquisition for the send and receive queues failed.
Corrective action:

Check the validity of the system memory estimate. If the memory
estimate seems reasonable, try restarting the system. If the problem
persists even after a system restart, collect the data for investigation
(dump or fijsnap), and contact your sales representative or a field
engineer.

Severity:

Warning

Action:

(//T/S)
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11718

igh:xxxx:xx:xx.x Adapter or Software error (Cannot enable PCl device from
suspend)

Meaning:
The PCI device cannot be started from the suspend state.
Corrective action:

Collect the data for investigation (dump or fisnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(//T/S)

11719

igh:xxxx:xx:xx.x Adapter or Software error (Cannot re-enable PCIl device
after reset.)

Meaning:
After a reset, the PCI device could not be restarted.
Corrective action:

Collect the data for investigation (dump or fjsnap). Contact your sales
representative or a field engineer.

Severity:

Warning
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Action:

(//T/8)

11720

igbnoooxxx:xx.x Software error (igb_up failed after reset)
Meaning:

Interface startup after a reset failed.

Corrective action:

Collect the data for investigation (dump or fjsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(//T/8)

11721

igh:xxxx:xx:xx.x Software error (Could not allocate VF private data - IOV
enable failed)

Meaning:

EnablinglOV failed because the VF (Virtual Function) private data
could not be allocated.

Corrective action:
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Check the validity of the system memory estimate. If the memory
estimate seems reasonable, try restarting the system. If the problem
persists even after a system restart, collect the data for investigation
(dump or fisnap), and contact your sales representative or a field
engineer.

Severity:

Warning

Action:

(//T/S)

11722

igbnooxxxx:xx.x Software error (failed to allocate multicast filter list)
Meaning:

Creation of a multicast filter list failed.

Corrective action:

Check the validity of the system memory estimate. If the memory
estimate seems reasonable, try restarting the system. If the problem
persists even after a system restart, collect the data for investigation
(dump or fijsnap), and contact your sales representative or a field
engineer.

Severity:

Warning

Action:

(//T/8)
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11723

igbnoooexx:xx.x Software error (Error receiving msg from VF)
Meaning:

An error was detected while a message was received from the VF.
Corrective action:

Collect the data for investigation (dump or fjsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(//T/S)

11724

igboooexx:xx.x Software error (Unhandled Msg)
Meaning:

A message received from the VF could not be handled.
Corrective action:

Collect the data for investigation (dump or fisnap). Contact your sales
representative or a field engineer.

Severity:
Warning

Action:
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(//T/S)

11725

igh:xxxx:xx:xx.x Software error (Unable to allocate memory for vectors)
Meaning:

Allocation of memory for interrupt vectors failed.

Corrective action:

Check the validity of the system memory estimate. If the memory estimate
seems reasonable, try restarting the system. If the problem persists even after a
system restart, collect the data for investigation (dump or log), and contact your
sales representative or a field engineer.

Severity:

Warning

Action:

(/ITIS)

11726

igh:xxxx:xx:xx.x Software error (Invalid g_vector to ring mapping)
Meaning:

Mapping to the interrupt vector ring failed.

Corrective action:

Check the validity of the system memory estimate. If the memory estimate
seems reasonable, try restarting the system. If the problem persists even after a
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system restart, collect the data for investigation (dump or log), and contact your
sales representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11727

igh:xxxx:xx:xx.x Software error (Unable to allocate memory for VF Data
Storage)

Meaning:

The memory of the VF(Virtual Function) data storage structure was not able to
be allocated.

Corrective action:

Check the validity of the system memory estimate. If the memory estimate
seems reasonable, try restarting the system. If the problem persists even after a
system restart, collect the data for investigation (dump or log), and contact your
sales representative or a field engineer.

Severity:

Warning

Action:

(/ITIS)

11728
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igh:xxxx:xx:xx.x Software error (Unable to allocate memory for the receive
descriptor ring)

Meaning:

Memory acquisition for the receive descriptor ring failed.

Corrective action:

Check the validity of the system memory estimate. If the memory estimate
seems reasonable, try restarting the system. If the problem persists even after a
system restart, collect the data for investigation (dump or log), and contact your
sales representative or a field engineer.

Severity:

Warning

Action:

(/ITIS)

11729

igh:xxxx:xx:xx.x Software error (Invalid MTU setting)
Meaning:

The specified MTU size is invalid.

Corrective action:

Recheck the MTU setting. Set a value in the correct range.
Severity:

Warning

Action:
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(11T/S)

11730

igh:xxxx:xx:xx.x Adapter or Software error
(pci_cleanup_aer_uncorrect_error_status failed)

Meaning:

Clearing error status of PCI failed.Corrective action:

Reset the adaptor. Collect the data for investigation (dump or fisnap) when the
message is output even if it resets,. Contact your sales representative or a field
engineer.

Severity:

Warning

Action:

(/ITIS)

11731

igh:xxxx:xx:xx.x Adapter error (PF device is not up) vendor-id=8086
device-id=% d revision=%r

Meaning:

The PF device is not active.

Corrective action:

An adapter failure may have occurred. Replace the adapter.

Severity:
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Warning
Action:

(RIMIT/S)

11732

igh:xxxx:xx:xx.x Software error (TX DMA map failed)

Meaning:

DMA address map for transmittion is failed

Corrective action:

Check the validity of the system memory estimate. If the memory estimate
seems reasonable, try restarting the system. If the problem persists even after a
system restart, collect the data for investigation (dump or log), and contact your
sales representative or a field engineer.

Severity:

Warning

Action:
(/11TIS)

11733

igh:xxxx:xx:xx.x Adapter or Software error (Reset adapter) vendor-id=8086
device-id=%d revision=%r

Meaning:The adapter has been reset because of a transmission timeout.

Corrective action:
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After the output of this message and the adapter reset, check whether the
network interface that issued this message

can communicate normally. If communication is possible, no action is necessary.
If communication is not possible,

collect the data for investigation (dump or log), and replace the adapter.
Severity:

Warning

Action:

(/ITIS)

11734
igh:xxxx:xx:xx.x Software error (The MAC address of VF is overridden)
Meaning:

An attempt was made to rewrite the VF MAC address. To rewrite the VF MAC
address, reload the VF driver.

Corrective action:
Reload the VF driver.
Severity:

Warning

Action:

(/ITIS)

11735
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igh:xxxx:xx:xx.x Adapter or Software error (Unable to create IPMI pass-
through filter) vendor-id=8086 device-id=%d revision=%r

Meaning:

Creation of an IPMI pass-through filter failed.

Corrective action:
Collect the data for investigation (dump or log). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11736

igb: Adapter or Software error (The NVM size is not valid)
Meaning:

The NVM size is incorrect. The default size is used.

Corrective action:

Collect the data for investigation (dump or log). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(//T/S)
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11737
igb:ethx Adapter or Software error (Reset adapter)
Meaning:

Reset the adapter.

Corrective action:
Collect investigation materials (e.qg., fisnap, PrimeCollect), and contact your
sales representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11738

igb:ethx Adapter error (network adapter overheated) vendor-id=8086
device-id=%d revision=%r

Meaning:

Network adapter stopped because of a temperature increase.

Corrective action:

Review adapter use environment and use method to eliminate cause of the
temperature increase. If the problem

persists even after you take this measure, replace the adapter because an
adapter failure may have occurred.

Severity:
Warning
Action:

(11T/S)
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11739
igh:xxxx:xx:xx.x Software error (Couldn't find pci dev ptr for VF)
Meaning:

The pointer of PCI device structure for VF could not be found.

Corrective action:

Collect the data for investigation (dump or fijsnap for RedHat), and contact your
sales representative or a field

engineer.

Severity:
Warning
Action:

(//T/S)

® ixgbe-related

This section lists ixgbe—related messages.

11800

ixgbe:Adapter or Software error (Cannot enable PCldevice from suspend)
Meaning:

The PCI device cannot be started from the suspend state.

Corrective action:

Collect the data for investigation (dump or fisnap). Contact your sales
representative or a field engineer.
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Severity:
Warning
Action:

(/ITIS)

11801

ixgbe:Adapter or Software error (Cannot initialize interrupts for device)
Meaning:

The interrupt resources of the device cannot be initialized.

Corrective action:

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11802

ixgbe:ethx Adapter error (Fan has stopped) vendorid=8086 device-id=%d
revision=%r

Meaning:

An adapter error occurred.
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%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(RIMITIS)

11803

ixgbe:ethx Adapter or Software error (request_irgfailed for MSIX interrupt
Error)

Meaning:
Initialization of the MSI-X interrupt failed.
Corrective action:

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)
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11804

ixgbe:ethx Adapter or Software error (request_irg for msix_Isc failed)

Meaning:
Initialization of msix_Isc failed.
Corrective action:

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11805

ixgbe:ethx Adapter or Software error (request_irq failed)
Meaning:

Initialization of the interrupt failed.

Corrective action:

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity:
Warning

Action:
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(//T/S)

11806

ixgbe:ethx Adapter or Software error (RXDCTL.ENABLE on Rx queue not
set within the polling period) vendor-id=8086 device-id=%d revision=%r

Meaning:

RXDCTL.ENABLE of the receive queue could not be set within the polling period.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11807

ixgbe:ethx Adapter error (link_config FAILED) vendor-id=8086 device-
id=%d revision=%r

Meaning:

The condition and speed of the link cannot be set.

590



SVmco User Guide

%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(RIMIT/S)

11808

ixgbe:ethx Adapter error (Unable to allocate MSI-X interrupts) vendor-
id=8086 device-id=%d revision=%r

Meaning:

The vector required for an MSI-X interrupt cannot be assigned.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:
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(RIMIT/S)

11809

ixgbe:ethx Software error (Unable to allocate MSl interrupt; falling back to
legacy)

Meaning:

Initialization of the MSI interrupt failed. Consequently, it was switched with a
legacy interrupt.

Corrective action:

Collect the data for investigation (dump or fjsnap). Ask your sales representative
or a field engineer to perform an investigation.

Severity:
Warning
Action:

(/ITIS)

11810
ixgbe:%s Software error (Unable to allocate memory for queues)
Meaning:

Memory for the send and receive queues cannot be allocated.
%s: sd[a-z]* or %h:%c:%i:%l

%h: host number; %c: channel number; %i: id; %l: lun number

Corrective action:
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Collect the data for investigation (dump or fisnap). Ask your sales representative
or a field engineer to perform an investigation.

If the physical memory is insufficient, add memory.
Severity:

Warning

Action:

(/ITIS)

11811
ixgbe:%s Adapter or Software error (Unable to setup interrupt capabilities)
Meaning:

The interrupt function could not be set up.
%s: sd[a-z]* or %h:%c:%i: %I

%h: host number; %c: channel number; %i: id; %l: lun number
Corrective action:

Collect the data for investigation (dump or fijsnap). Ask your sales representative
or a field engineer to perform an investigation.

Severity:
Warning
Action:

(/ITIS)
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11812

ixgbe:%s Software error (Unable to allocate memory for the transmit
descriptor ring)

Meaning:

Memory for the transmit descriptor ring cannot be allocated. There may be a
temporary shortage of available memory in the system.

%s: sd[a-z]* or %h:%c:%i:%l
%h: host number; %c: channel number; %i: id; %I: lun number
Corrective action:
Restart the system. If the problem persists even after a system restart, collect
the data for investigation (dump or fisnap). Contact your sales representative or
a field engineer.
Severity:
Warning

Action:

(/ITIS)

11813
ixgbe:%s Software error (vmalloc allocation failed for the rx desc ring)
Meaning:

Memory for the receive descriptor ring cannot be allocated. There may be a
temporary shortage of available memory in the system.
%s: sd[a-z]* or %h:%c:%i:%l

%h: host number; %c: channel number; %i: id; %l: lun number
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Corrective action:

Restart the system. If the problem persists even after a system restart, collect
the data for investigation (dump or fisnap). Contact your sales representative or
a field engineer.

Severity:

Warning

Action:

(/ITIS)

11814

ixgbe:ethx Adapter or Software error (Cannot reenable PCI device after
reset) vendor-id=8086 device-id=%d revision=%r

Meaning:

After a reset, the PCI device could not be restarted.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

Collect the data for investigation (dump or fijsnap). Ask your sales representative
or a field engineer to perform an investigation.

Severity:
Warning
Action:

(/ITIS)
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11815

ixgbe:ethx Adapter error (ixgbe_up failed after reset) vendor-id=8086
device-id=%d revision=%r

Meaning:

After a reset, the card could not be updated.

%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(RIMITIS)

11816

ixgbe:xxxx:xx:xx.x Adapter or Software error (HW Init failed) vendor-
id=8086 device-id=%d revision=%r

Meaning:
Initialization of hardware failed.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)
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Corrective action:

Collect the data for investigation (dump or fisnap). Ask your sales representative
or a field engineer to perform an investigation.

Severity:
Warning
Action:

(RIMIT/S)

11817

ixgbe:xxxx:xx:xx.x Adapter error (Hardware Error) vendor-id=8086 device-
id=%d revision=%r

Meaning:

A hardware error was detected.

%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(RIM/T/S)
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11818

ixgbe:xxxx:xx:xx.x Adapter or Software error (EEPROM initialization failed)
vendor-id=8086 device-id=%d revision=%r

Meaning:

Initialization of the EEPROM parameter failed.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

Collect the data for investigation (dump or fisnap). Ask your sales representative
or a field engineer to perform an investigation.

Severity:
Warning
Action:

(/ITIS)

11819

ixgbe:xxxx:xx:xx.x Software error (TX DMA map failed)
Meaning:

Transmit DMA mapping failed.

Corrective action:

Collect the data for investigation (dump or fisnap). Ask your sales representative
or a field engineer to perform an investigation.
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Severity:
Warning
Action:

(/ITIS)

11820

ixgbe:xxxx:xx:xx.x Software error (No usable DMA configuration)
Meaning:

DMA configuration failed.

Corrective action:

Collect the data for investigation (dump or fijsnap). Ask your sales representative
or a field engineer to perform an investigation.

Severity:
Warning
Action:

(/ITIS)

11821

ixgbe:xxxx:xx:xx.x Adapter error (The EEPROM Checksum Is Not Valid)
vendor-id=8086 device-id=%d revision=%r

Meaning:

An EEPROM checksum error was detected.
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%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(RIMITIS)

11822

ixgbe:xxxx:xx:xx.x Adapter or Software error (invalid MAC address)
vendor-id=8086 device-id=%d revision=%r

Meaning:

The MAC address setting in EEPROM has an error.

%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

Recheck the MAC address. If no problem is found in the specified MAC address
and if the problem persists even after a system restart, collect the data for
investigation (dump or fijsnap), and ask your sales representative or a field
engineer to perform an investigation.

Severity:

Warning
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Action:

(11T/S)

11823

ixgbe:ethx Adapter error (setup link failed) vendor-id=8086 device-id=%d
revision=%r

Meaning:

The setting of NIC speed failed. A hardware error occurred.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(RIMIT/S)

11824

ixgbe:ethx Adapter error (pattern test failed) vendor-id=8086 device-id=%d
revision=%r

Meaning:

The pattern test of the NIC failed. A hardware error occurred.
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%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(RIMITIS)

11825

ixgbe:ethx Adapter error (set/check reg test failed) vendor-id=8086 device-
id=%d revision=%r

Meaning:

The register test of the NIC failed. A hardware error occurred.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:
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(RIMIT/S)

11826

ixgbe:ethx Adapter error (failed STATUS register test) vendor-id=8086
device-id=%d revision=%r

Meaning:

The STATUS register test of the NIC failed. A hardware error occurred.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.

Severity:

Warning

Action:

(RIMIT/S)

11827

ixgbe:ethx Adapter error (Could not enable Tx Queue) vendor-id=8086
device-id=%d revision=%r

Meaning:
The transmit queue cannot be enabled.

%d: (Example) 1209
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%r: Numerical value (1 to 3 digits)

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(RIMITIS)

11828

ixgbe:ethx Software error (Failed to enable PCI sriov)
Meaning:

PCI sriov cannot be enabled.

Corrective action:

Collect the data for investigation (dump or fjsnap). Ask your sales representative
or a field engineer to perform an investigation.

Severity:
Warning
Action:

(/ITIS)

11829

604



SVmco User Guide

ixgbe:ethx Software error (Unable to allocate memory for VF Data Storage -
SRIOV disabled)

Meaning:
Memory for VF data storage cannot be allocated. Disable SR-IOV.
Corrective action:

Collect the data for investigation (dump or fijsnap). Ask your sales representative
or a field engineer to perform an investigation.

If the physical memory is insufficient, add memory.
Severity:

Warning

Action:

(/ITIS)

11830

ixgbe:Adapter error (Error receiving msg from VF)

Meaning:

Messages from the VF cannot be received.

Corrective action:

An adapter failure may have occurred. Replace the adapter.

If multiple adapters of the same type are connected, compare them with what is
displayed on the SVOM Web-UI. Replace the one that is connected but not
displayed.

Severity:
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Warning
Action:

(RIMIT/S)

11831

ixgbe:ethx Software error (Could not set MAC Filter for VF)
Meaning:

A MAC filter cannot be set for the VF.

Corrective action:

Collect the data for investigation (dump or fjsnap). Ask your sales representative
or a field engineer to perform an investigation.

Severity:
Warning
Action:

(/ITIS)

11832

ixgbe:ethx Software error (Unhandled Msg)
Meaning:

No handler for the message was found.

Corrective action:
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Collect the data for investigation (dump or fisnap). Ask your sales representative

or a field engineer to perform an investigation.
Severity:

Warning

Action:

(/ITIS)

11833

ixghe:xxxx:xx:xx.x Software error (pci_request_selected_regions failed)
Meaning:

An error was returned from pci_request_selected_regions.

Corrective action:

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

11834

ixgbe:xxxx:xx:xx.x Adapter error (Network adapter has over heated)
vendor-id=8086 device-id=%d revision=%r
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Meaning:

Network adapter has over heated.

Corrective action:

An adapter failure may have occurred. Replace the adapter.
Severity:

Warning

Action:

(RIMITIS)

11835

ixgbe:ethx Adapter or Software error (Reset adapter)
Meaning:

Adapter is reset.

Corrective action:

Collect the data for investigation (dump or fjsnap). Ask your sales representative
or a field engineer to perform an investigation.Severity:

Warning
Action:

(RIMIT/S)
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11836

ixgbe:Adapter error (should not be a VF)

Meaning:

ID for VF is allocated to PF.

Corrective action:

An adapter failure may have occurred. Replace the adapter.

If multiple adapters of the same type are connected, compare them with what is
displayed on the SVOM Web-Ul. Replace the one that is connected but not
displayed.

Severity:

Warning

Action:

(RIMIT/S)

11837

ixgbe:xxxx:xx:xx.x Adapter or Software error (failed to initialize because of
an unsupported type) vendorid=8086 device-id=%d revision=%r

[SVAgent5.51-07 or earlier]ixgbe:xxxx:xx:xx.x Adapter or Software error
(invalid MAC address)
Meaning:

A type that does not support the SFP+ module is detected.
After installing a module that supports SFP+, reload the driver.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)Corrective action:
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Collect the data for investigation (dump or fisnap). Ask your sales representative
or a field engineer to perform an investigation.Severity:

Severity:
Warning
Action:

(ITIS)

11838

ixgbe:ethx Adapter or Software error (RXDCTL.ENABLE on Rx queue not
cleared) vendor-id=8086 deviceid=%d revision=%r

Meaning:

RXDCTL.ENABLE of the receive queue could not be cleared within the
polling period.

%d: (Example) 1209
%r: Numerical value (1 to 3 digits)
Corrective action:

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)
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11839

ixgbe:xxxx:xx:xx.x Adapter or Software error (failed to load because of
unsupported type) vendor-id=8086 device-id=%d revision=%r

Meaning:

The driver cannot be loaded because an unsupported SFP+ module type
was detected. Install a supported SFP+module to reload the driver.

%d: (Example) 1209
%r: Numerical value (1 to 3 digits)
Corrective action:

Collect investigation materials (dump or fijsnap), and contact your sales
representative or a field engineer.

Severity:
Warning
Action:
(/1TIS)
11840

ixgbe:xxxx:xx:xx.x Adapter or Software error (PCI-Express bandwidth is
not sufficient) vendor-id=8086 device-id=%d revision=%r

Meaning:

The function of this card cannot be fully implemented with the PCI-Express
bandwidth that it can use.

%d: (Example) 1209

%r: Numerical value (1 to 3 digits)
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Corrective action:

Collect investigation materials (e.g., fisnap, PrimeCaollect), and contact your
sales representative or a field engineer.

Severity:
Warning
Action:
(/1T/S)
11841

ixgbe:xxxx:xx:xx.x Adapter error (unrecoverable ECC Err) vendor-id=8086
device-id=%d revision=%r

Meaning:

An uncorrectable ECC error was received. Restart the system.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

Restart the system. If the problem persists even after a system restart, collect
the data for investigation (dump or

fisnap for RedHat), and contact your sales representative or a field engineer.
Severity:

Warning

Action:

(/ITIS)
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11842

ixgbe:xxxx:xx:xx.x Adapter error (can not provide enough headroom)
vendor-id=8086 device-id=%d revision=%r

Meaning:

There is a shortage of available memory for flow control of packet buffer.
Reduce the number of MTU or traffic class.

%d: (Example) 1209
%r: Numerical value (1 to 3 digits)
Corrective action:

Collect the data for investigation (dump or fijsnap for RedHat), and contact your
sales representative or a field engineer.

Severity:
Warning
Action:
(/1TIS)
11843

ixgbe:ethX Adapter error (VF Hung DMA) vendor-id=8086 device-id=%d
revision=%r

Meaning:

The DMA hanged.

%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:
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Collect the data for investigation (dump or fisnap for RedHat), and contact your
sales representative or a field engineer.

Severity:
Warning
Action:
(/1T/S)
11844

ixgbe:xxxx:xx:xx.x Adapter error (Enable failed; needs MSI-X) vendor-
id=8086 device-id=%d revision=%r

Meaning:

The adapter enable operation failed. MSI-X required.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)

Corrective action:

Collect the data for investigation (dump or fisnap for RedHat), and contact your
sales representative or a field engineer.

Severity:
Warning
Action:
(/1TIS)
11845

ixgbe:xxxx:xx:xx.x Adapter error (Using untested modules) vendor-
id=8086 device-id=%d revision=%r
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Meaning:

An unsupported module is mounted.
%d: (Example) 1209

%r: Numerical value (1 to 3 digits)
Corrective action:

Collect the data for investigation (dump or fisnap for RedHat), and contact your
sales representative or a field engineer.

Severity:
Warning
Action:
(/1TIS)
11846

ixgbe:xxxx:xx:xx.x Adapter error (VF already enabled for this device)
vendor-id=8086 device-id=%d

revision=%r

Meaning:

VF is already enabled for this device. Eliminate the spoofed packet error
and reload all VF drivers.

%d: (Example) 1209
%r: Numerical value (1 to 3 digits)
Corrective action:

Collect the data for investigation (dump or fisnap for RedHat), and contact your
sales representative or a field engineer.
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Severity:
Warning
Action:
(/1T/S)
11847

ixgbe:xxxx:xx:xx.x Adapter error (VF has caused a PCle error) vendor-
id=8086 device-id=%d revision=%r

Meaning:

A PCle error occurred.

%d: (Example) 1209

%r: Numerical value (1 to 3 digits)
Corrective action:

Collect the data for investigation (dump or fisnap for RedHat), and contact your
sales representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

8.2.5 Fibre Channel messages [Linux]

This section lists Fibre Channel-related messages.
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12002

Ipfc:xxxx:xx:xx.x Device or FC-Network error (unknown ELS command
received) vendor-id=10DF device-id=%d revision=%r

Meaning:

An unknown or unsupported ELS command was received from a remote Nport.
%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)

Corrective action:

Check the remote Nport.

Severity:

Warning

Action:

(/ITIS)

12005

Ipfc:xxxx:xx:xx.x Device or FC-Network error (Nodev timeout) vendor-
id=10DF device-id=%d revision=%r

Meaning:
The driver lost a remote Nport.
%d: (Example) F980

%r: Numerical value (1 to 3 digits)
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Corrective action:

Check the fabric/hub or device connection.
Severity:

Warning

Action:

(RIMITIS)

12006

Ipfc:xxxx:xx:xx.x FC-Network error (unknown Identifier in RSCN) vendor-
id=10DF device-id=%d revision=%r

Meaning:

An RSCN payload contains an unknown ID.
%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)
Corrective action:

This is a potential problem of the fabric switch. Contact the fabric vendor for a
check.

Severity:
Warning
Action:

(/ITIS)
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12007

Ipfc:xxxx:xx:xx.x Adapter or FC-Network error (Initial FLOGI timeout)
vendor-id=10DF device-id=%d revision=%r

Meaning:

FLOGI timed out.

%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)
Corrective action:

Check the fabric setting.

Severity:

Warning

Action:

(/ITIS)

12009

Ipfc:xxxx:xx:xx.x Adapter or FC-Network error (NameServer query timeout)
vendor-id=10DF device-id=%d revision=%r

Meaning:

A query to the name server timed out.
%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)

Corrective action:
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Check the fabric setting.
Severity:

Warning

Action:

(/1TIS)

12015

Ipfe:xxxx:xx:xx.x Adapter error (stray mailbox interrupt mbxCommand)
vendor-id=10DF device-id=%d revision=%r

Meaning:

The completion of a mailbox command that had supposedly not been issued
was reported.

%d: (Example) F980
%r: Numerical value (1 to 3 digits)
Corrective action:

Hardware or firmware has a fault. If the error keeps recurring, contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(RIMIT/S)
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12016

Ipfc:xxxx:xx:xx.x Adapter error (CONFIG_LINK mbxStatus Error) vendor-
id=10DF device-id=%d revision=%r

Meaning:

A CONFIG_LINK mailbox command was issued, but it failed.
%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)

Corrective action:

Hardware or firmware has a fault. If the error keeps recurring, contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(RIMIT/S)

12018

Ipfc:xxxx:xx:xx.x Adapter or Software error (Ring handler)

Meaning:

The index of the response ring on the port side is larger than the ring size.
Corrective action:

A driver, hardware, or firmware has a fault. Contact your sales representative or
a field engineer.
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Severity:
Warning
Action:

(/1TIS)

12020

Ipfe:xxxx:xx:xx.x Adapter or Software error (Ring issue)

Meaning:

The command get index of the ring on the port side is larger than the ring size.
Corrective action:

A driver, hardware, or firmware has a fault. Contact your sales representative or
a field engineer.

Severity:
Warning
Action:

(/ITIS)

12022
Ipfc:xxxx:xx:xx.x Software error (Rsp ring get)
Meaning:

The lotag assigned to the response ring exceeds the set maximum value.
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Corrective action:

A driver has a fault. If the error keeps recurring, contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

12023

Ipfc:xxxx:xx:xx.x Adapter error (READ_SPARM mbxStatus error) vendor-
id=10DF device-id=%d revision=%r

Meaning:

The driver issued a READ_SPARM command, but it failed.
%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)

Corrective action:

Hardware or firmware has a fault. Contact your sales representative or a field
engineer.

Severity:
Warning
Action:

(RIM/T/S)
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12024

Ipfc:xxxx:xx:xx.x Adapter error (CLEAR_LA mbxStatus error) vendor-
id=10DF device-id=%d revision=%r

Meaning:

The driver issued a CLEAR_LA mailbox command to the HBA, but it failed.
%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)

Corrective action:

Hardware or firmware has a fault. Contact your sales representative or a field
engineer.

Severity:
Warning
Action:

(RIMITIS)

12025

Ipfc:xxxx:xx:xx.x Adapter or Software error (unknown IOCB command)
Meaning:

An unknown I0CB command completion notification was received.

Corrective action:
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A driver or firmware has a fault. If the error keeps recurring, contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

12026

Ipfc:xxxx:xx:xx.x Adapter or Software error (unknown Mailbox command)
Meaning:

An unknown mailbox command completion notification was received.
Corrective action:

A driver, hardware, or firmware has a fault. Contact your sales representative or
a field engineer.

Severity:
Warning
Action:

(/ITIS)

12027

Ipfc:xxxx:xx:xx.x Adapter error (Config Port initialization error) vendor-
id=10DF device-id=%d revision=%r
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Meaning:

A READ_NVPARM mailbox command failed during initialization of the adapter.
%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)

Corrective action:

Hardware or firmware has a fault. If the error keeps recurring, contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(RIMITIS)

12029

Ipfe:xxxx:xx:xx.x Adapter error (Adapter failed to init; timeout) vendor-
id=10DF device-id=%d revision=%r

Meaning:

An adapter error occurred.

%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)
Corrective action:

Hardware or firmware has a fault. If the error keeps recurring, contact your sales
representative or a field engineer.
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Severity:
Warning
Action:

(RIMIT/S)

12030

Ipfc:xxxx:xx:xx.x Adapter error (Adapter failed to init; chipset) vendor-
id=10DF device-id=%d revision=%r

Meaning:

An adapter error occurred. A hardware error was detected during HBA
initialization.

%d: (Example) F980
%r: Numerical value (1 to 3 digits)
Corrective action:

Hardware or firmware has a fault. If the error keeps recurring, contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(RIM/T/S)

12031
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Ipfc:xxxx:xx:xx.x Adapter error (Adapter failed to init; chipset) vendor-
id=10DF device-id=%d revision=%r

Meaning:

An adapter error occurred. A hardware error was detected during HBA
initialization.

%d: device id (e.g., F980)
%r: Numerical value (1 to 3 digits)
Corrective action:

Hardware or firmware has a fault. If the error keeps recurring, contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(RIMITIS)

12032

Ipfc:xxxx:xx:xx.x Adapter error (Adapter failed to init; mbxCmd
READ_REV) vendor-id=10DF device-id=%d revision=%r

Meaning:

Initialization of the adapter failed.
%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)

Corrective action:
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Hardware or firmware has a fault. If the error keeps recurring, contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(RIMIT/S)

12033

Ipfc:xxxx:xx:xx.x Adapter error (Adapter failed to init; mbxCmd READ_REV
detected outdated firmware) vendor-id=10DF device-id=%d revision=%r

Meaning:

Initialization of the adapter failed. The HBA firmware revision could not be
identified during initialization. (The READ_REV command failed.) %d: (Example)
F980

%r: Numerical value (1 to 3 digits)

Corrective action:

Hardware or firmware has a fault. Update the firmware. If the error keeps
recurring, contact your sales representative or a field engineer.

Severity:
Warning
Action:

(RIM/T/S)
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12034

Ipfc:xxxx:xx:xx.x Adapter error (Adapter failed to init; mbxCmd
CONFIG_PORT) vendor-id=10DF device-id=%d revision=%r

Meaning:

Initialization of the adapter failed.
%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)
Corrective action:

Hardware or firmware has a fault. If the error keeps recurring, contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(RIMITIS)

12035

pfc:xxxx:xx:xx.x Adapter error (Adapter failed to init; mbxCmd CFG_RING)
vendor-id=10DF device-id=%d revision=%r

Meaning:
Initialization of the adapter failed.
%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)
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Corrective action:

Hardware or firmware has a fault. If the error keeps recurring, contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(RIMIT/S)

12037

Ipfc:xxxx:xx:xx.x Adapter error (Adapter failed init; mbxCmd
READ_SPARM) vendor-id=10DF device-id=%d revision=%r

Meaning:

Initialization of the adapter failed.
%d: (Example) F980

%r: Numerical value (1 to 3 digits)
Corrective action:

Hardware or firmware has a fault. If the error keeps recurring, contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(RIM/T/S)
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12038

Ipfc:xxxx:xx:xx.x Adapter or Software error (Enable interrupt handler
failed) vendor-id=10DF device-id=%d revision=%r

Meaning:

An attempt to register the HBA interrupt service routine with the operating
system on the host failed.

%d: device id (e.g., F980)
%r: Numerical value (1 to 3 digits)
Corrective action:

Hardware or a driver has a fault. If the error keeps recurring, contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

12039

Ipfc:xxxx:xx:xx.x Adapter error (Adapter failed to init; mbxCmd
READ_CONFIG) vendor-id=10DF device-id=%d revision=%r

Meaning:
Initialization of the adapter failed.

%d: device id (e.g., F980)
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%r: Numerical value (1 to 3 digits)
Corrective action:

Hardware or firmware has a fault. If the error keeps recurring, contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(RIMIT/S)

12040

Ipfc:xxxx:xx:xx.x Adapter error (Adapter failed to mbxCmd INIT_LINK)
vendor-id=10DF device-id=%d revision=%r

Meaning:

Initialization of the adapter failed.
%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)
Corrective action:

Hardware or firmware has a fault. If the error keeps recurring, contact your sales
representative or a field engineer.

Severity:
Warning

Action:
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(RIMIT/S)

12041

Ipfe:xxxx:xx:xx.x Adapter error (Adapter Hardware Error) vendor-id=10DF
device-id=%d revision=%r

Meaning:

An interrupt that indicates a hardware fault was received.

%d: (Example) F980

%r: Numerical value (1 to 3 digits)

Corrective action:

Hardware or firmware has a fault.

If the error keeps recurring, contact your sales representative or a field engineer.
Severity:

Warning

Action:

(RIMITIS)

12054
Ipfc:xxxx:xx:xx.x Software error (lllegal State Transition)
Meaning:

An invalid node state transition was detected.
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Corrective action:

A driver problem may have occurred. Contact your sales representative or a field
engineer.

Severity:
Warning
Action:

(/ITIS)

12059

Ipfc:xxxx:xx:xx.x Adapter error (readl: Detected PCI parity error. Retries
exhausted) vendor-id=10DF device-id=%d revision=%r

Meaning:

An error (Machine Check or Master Abort) was detected during readl, and retries
were performed, but the operation ran out of retries. (PC error recovery)

%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)

Corrective action:

If a retry with the succeeding driver is successful, no action is necessary. If it
fails, replacement of the HBA may be necessary or the PCI bus may have a fault.

Contact your sales representative or a field engineer.

If the error recurs after the retry, contact your sales representative or a field
engineer.

Severity:

Warning
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Action:

(//T/S)

12063

Ipfe:xxxx:xx:xx.x Adapter error (writel: Detected PCI parity error. Retries
exhausted) vendor-id=10DF device-id=%d revision=%r

Meaning:

A parity error was detected during writel, and retries were performed, but the
operation ran out of retries. (PC error recovery)

%d: (Example) F980

%r: Numerical value (1 to 3 digits)

Corrective action:

If a retry with the succeeding driver is successful, no action is necessary. If it
fails, replacement of the HBA may be necessary or the PCI bus may have a fault.

Contact your sales representative or a field engineer.

If the error recurs after the retry, contact your sales representative or a field
engineer.

Severity:
Warning
Action:

(/ITIS)

12064
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Ipfc:xxxx:xx:xx.x Adapter error (Suspect any fixed hardware failure)
vendor-id=10DF device-id=%d revision=%r

Meaning:

An HBA reset was tried after a parity error was detected, but the operation ran
out of retries. The HBA is blocked.

(PC error recovery)

%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)

Corrective action:

An HBA or a PCI bus in the system has a fault. Replace the adapter.
Severity:

Warning

Action:

(RIMIT/S)

12070

Ipfc:xxxx:xx:xx.x Adapter error (Adapter reset failed) vendor-id=10DF
device-id=%d revision=%r

Meaning:

When a PCI error was detected, HBA Reset was executed, but it failed. (PC
error recovery)

%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)
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Corrective action:

The HBA must be replaced because it has a fault. Contact your sales
representative or a field engineer.

Severity:
Warning
Action:

(RIMITIS)

12076
Ipfc:xxxx:xx:xx.x Software error (Device Discovery completion error)
Meaning:

Memory acquisition for the link reinitialization that is performed when a response
from NameServer times out failed. As a result, device detection failed.

Corrective action:

A driver or system error (insufficient resources) occurred. If the error keeps
recurring, contact your sales representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

12078

638



SVmco User Guide

Ipfc:xxxx:xx:xx.x Adapter error (bigger then rsp ring) vendor-id=10DF
device-id=%d revision=%r

Meaning:

The index of the response ring on the port side is larger in value than the ring
size.

%d: deviceid vpd (e.g., FAOO LP10000-M2)

%r: Numerical value (1 to 3 digits)

Corrective action:

Driver firmware or hardware has a fault. Replace the adapter.
Severity:

Warning

Action:

(RIMIT/S)

12080

Ipfc:xxxx:xx:xx.x Adapter error (Unknown IOCB command Data) vendor-
id=10DF device-id=%d revision=%r

Meaning:

An unknown IOCB command was detected (for a function for fast-path
processing, with IOCB of a FCP ring as the target).

%d: deviceid vpd (e.g., F980)
%r: Numerical value (1 to 3 digits)

Corrective action:
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A driver or firmware has a fault. If the problem persists, replace the adapter.
Severity:

Warning

Action:

(RIMITIS)

12081

Ipfc:xxxx:xx:xx.x Adapter error (Unknown IOCB command Data) vendor-
id=10DF device-id=%d revision=%r

Meaning:

An unknown IOCB command was detected (for a function for slow-path
processing, with IOCB of a nhon-FCP ring (for example, ELS ring) as the target).

%d: deviceid vpd (e.g., F980)

%r: Numerical value (1 to 3 digits)

Corrective action:

A driver or firmware has a fault. If the problem persists, replace the adapter.
Severity:

Warning

Action:

(RIMIT/S)

12083
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Ipfc:xxxx:xx:xx.x Software error (Bus Reset on target failed)

Meaning:

Bus Reset on a target failed.

Corrective action:

The target or path has a problem. Check the connection route (RAID, cables,
etc.). If the error keeps recurring,contact your sales representative or a field
engineer.Severity:

Warning

Action:

(/ITIS)

12089

Ipfc:xxxx:xx:xx.x Adapter error (Adapter failed to mbxCmd CONFIG_HBQ)
vendor-id=10DF device-id=%d revision=%r

Meaning:

Adapter initialization failure: The CONFIG_HBQ mailbox command failed.
%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)

Corrective action:

A card or the card firmware has a fault. Contact your sales representative or a
field engineer.

Severity:

Warning
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Action:

(RIMIT/S)

12090

Ipfc:xxxx:xx:xx.x Adapter or Device or FC-Network error (invalid service
parameters) vendor-id=10DF device-id=%d revision=%r

Meaning:

An error (service parameter error) was detected on an FC interface.
%d: device id (e.g., F980)

%r: Numerical value (1 to 3 digits)

Corrective action:

Check the connection route (cable, switch, HBA, RAID port, etc.). If the error
keeps recurring, contact your sales representative or a field engineer.

Severity:
Warning
Action:

(/ITIS)

12091

Ipfc:xxxx:xx:xx.x Adapter error (Adapter failed to set maximum DMA
length mbxStatus) vendor-id=10DF device-id=%d revision=%r

Meaning:
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Adapter initialization failure.

%d: (Example) F980

%r: Numerical value (1 to 3 digits)
Corrective action:

A card or the card firmware has a fault. Contact your sales representative or a
field engineer.

Severity:
Warning
Action:

(RIMIT/S)

12092

Ipfc:xxxx:xx:xx.x Device or FC-Network error (Invalid response length)
vendor-id=10DF deviceid=%d revision=%r

Meaning:
The response length is invalid.
Corrective action:

The target or path has a problem. Check the connection path (cable, switch,
HBA, disk device port, etc.).

Severity:
Warning

Action:
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(//T/S)

12093

Ipfe:xxxx:xx:xx.x Adapter or Software error (Tgt Map rport failure) vendor-
id=10DF device-id=%d revision=%r

Meaning:
The remote port data on the driver is NULL.
Corrective action:

A card or driver has a problem. Contact your sales representative or a field
engineer.

Severity:
Warning
Action:

(/ITIS)

12094

Ipfe:xxxx:xx:xx.x Adapter or Software error (Device Reset rport failure)
vendor-id=10DF device-id=%d revision=%r

Meaning:
The remote port data on the driver is NULL.
Corrective action:

A card or driver has a problem. Contact your sales representative or a field
engineer.
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Severity:
Warning
Action:

(/ITIS)

8.2.6 FCoE messages [Linux]

This section lists FCoE-related messages.

12200

Ipfc:xxxx:xx:xx.x Software error (Slow-path EQ not allocated)
Meaning:

Memory (Slow Path EQ) can not be allcated.

Corrective action:

A driver or kernel has a fault or memory is insufficient.

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity :
Warning

Action:
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(//T/S)

12201

Ipfe:xxxx:xx:xx.x Adapter or Software error (Failed setup of slow-path EQ)
Meaning:

The setting for Slow Path EQ is failed.

Corrective action:

HBA has some fault or memory is insufficient.

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity :
Warning
Action:

(/ITIS)

12202

Ipfc:xxxx:xx:xx.x Software error (Fast-path EQ not allocated)
Meaning:

Memory (Fast Path EQ) can not be allcated.

Corrective action:

A driver or kernel has a fault or memory is insufficient.
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Collect the data for investigation (dump or fisnap). Contact your sales
representative or a field engineer.

Severity :
Warning
Action:

(/ITIS)

12203

Ipfc:xxxx:xx:xx.x Adapter or Software error (Failed setup of fast-path EQ)
Meaning:

The setting for Fast Path EQ is failed.

Corrective action:

HBA has some fault or memory is insufficient.

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity :
Warning
Action:

(/ITIS)

12204

Ipfc:xxxx:xx:xx.x Software error (Mailbox CQ not allocated)
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Meaning:

Memory (Mailbox CQ) can not be allcated.

Corrective action:

A driver or kernel has a fault or memory is insufficient.

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity :
Warning
Action:

(/ITIS)

12205

Ipfc:xxxx:xx:xx.x Adapter or Software error (Failed setup of slow-path
mailbox CQ)

Meaning:

The setting for Slow Path mailbox CQ is failed.
Corrective action:

HBA has some fault or memory is insufficient.

Collect the data for investigation (dump or fisnap). Contact your sales
representative or a field engineer.

Severity :

Warning
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Action:

(11T/S)

12206

Ipfc:xxxx:xx:xx.x Software error (ELS CQ not allocated)
Meaning:

Memory (ELS CQ) can not be allcated.

Corrective action:

A driver or kernel has a fault or memory is insufficient.

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity :
Warning
Action:

(/ITIS)

12207

Ipfc:xxxx:xx:xx.x Adapter or Software error (Failed setup of slow-path ELS

CQ)
Meaning:
The setting for Slow Path ELS CQ is failed.

Corrective action:
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HBA has some fault or memory is insufficient.

Collect the data for investigation (dump or fisnap). Contact your sales
representative or a field engineer.

Severity :
Warning
Action:

(/1TIS)

12208

Ipfc:xxxx:xx:xx.x Software error (Fast-path FCP CQ not allocated)
Meaning:

Memory (Fast path FCP CQ) can not be allcated.

Corrective action:

A driver or kernel has a fault or memory is insufficient.

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity :
Warning
Action:

(/ITIS)

12209
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Ipfc:xxxx:xx:xx.x Adapter or Software error (Failed setup of fast-path FCP
CcQ)

Meaning:

The setting for Fast Path FCP CQ is failed.
Corrective action:

HBA has some fault or memory is insufficient.

Collect the data for investigation (dump or fijsnap). Contact your sales
representative or a field engineer.

Severity :
Warning
Action:

(/ITIS)

12210

Ipfc:xxxx:xx:xx.x Software error (Slow-path MQ not allocated)
Meaning:

Memory (Slow path MQ) can not be allcated.

Corrective action:

A driver or kernel has a