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Information Security Management Frameworks
Risk Management and Compliance Committee /
Chief Information Security Officer (CISO) / Regional CISO /
Security Management Organization

Security Management Function
Company Security Policy Formulation / Security Screening and Auditing /
Information Security Training / Information Security Awareness Development /
Information Management Handbook Publication /
Collaboration with Partners / Personal Information Protection

Security Measure Implementation Function
Network Security / E-mail Security / Web Security / Remote Access /
Endpoint Security / Authentication Security

Monitoring, Analysis, and Evaluation Function

Security Monitoring / White Hat Hacker Internet Behavior Surveys

Incident and Response Function

Incident and Response / Forensics / Recurrence Prevention Measures
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Three Priority Measures Based on the Concept of “Defense in Depth”

Priority Measure 1: "Information Management” Security

Information Classification / Information Categorization

Priority Measure 2: Cybersecurity
Gateway Security Measures / Network Security Measures / Endpoint Security Measures

Priority Measure 3: Physical Security
Site Security / Building Security / Floor Security



