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Introduction

What is Systemwalker Desktop Keeper?
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What is Systemwalker Desktop Keeper? FUJITSU

B Importance of operation log collection (view/trace) and operation prohibition

It is impossible to prevent information leakage only by recording operations performed on corporate
PCs such as access to files not related to business, printing of confidential information, or copying of
the information to USB memory.

Prohibiting printing or copying in order to lower the risk of information leakage may affect business.

To protect confidential information, it is vital to have measures for information leakage not only
from PCs, but smart devices as well, which are now commonly used for business.

B Systemwalker Desktop Keeper solutions!

Operations on PCs or smart devices, or operations using a printer or
USB memory are recorded, making it possible to take action promptly
after an issue occurs.

Operation log
collection (view/trace)

Determines security policies that meet the needs of the entire
LGl entlalien®™ company or a department and prohibits operations unnecessary for
business.

The diagnosis result of the security status within an organization and
Report feature the internal compliance status can be printed as a report or output to
file.
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Operation Log Collection
(View/Trace)

Flow of Operation Log Collection

Log Collection

Log Management (Trace Operations)

Log Management (Backup Up the Original File)
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® Operation log

Flow of Operation Log Collection =/ collecion” | FUJITSU

(view/trace)

Can see operations performed by
users and review policies

Management Server

Log Analyzer Server

| ) Output
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logs A
Administrator .
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Operation log

Log Collection e/ collecion | FUJFTSU

(view/trace)
B Operation records of PCs or smart devices per user can be centrally managed.

Management Server
9 PC users n

Collect

logs

2

Collect Relay Server

Internet
via Wi-Fi

&

PC users Smart device users
*
Logs collected from PCs™
®  Application startup/termination ®  File export ®  Logon, Logoff*3
®  Window title collection (Web access log) B PrintScreen key operation ®  Environment change
B  E-mail sending ®  Web operation (upload/download) ® Linkage application
B E-mail receiving ®  (lipboard operation *2
®  Device configuration changes B FTPserver operation (upload/download)
B Printing operation ®  File operation (15 types of logs)
. *
Logs collected from smart devices ™
B Webaccess B Wi-Fi connection ®  Application usage
B SD card mount/unmount B Bluetooth connection ®  Application configuration change
B SIM card mount/unmount ®  Incoming/outgoing calls (8 types of logs)

*1: There are also logs that cannot be collected in a virtual environment. Refer to the relevant documents that describe the feature for details.
*2: Collect logs of copy operation via Clipboard between a virtual PC (Citrix XenDesktop/VMware View) and PC.

*3: Also collect logs for power on/off of PCs.

*4: Smart devices with i0S are not supported.
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Operation log

Log Management (Trace Operations)  §-/ lecion  FujiTsu

(view/trace)

B Operations performed before or after the filtered operation can be traced by searching
logs, using keywords or period of time.

® Forward trace

Used to investigate operations (copy, rename) for the file to trace that
were performed after the specified starting point.

@ Create Starting point
F " ' Rename‘Copy ' Print ' Delete '

-> Customer A
Customer A name list
name list
r r { Confirm logs
Management Copy rnar - EXPO“C N 9
ustomers ustomers
Server CustomﬁrA Email
Copy or name list attachment %A
rename a file :
—
® Back trace
Used to investigate operations (copy, rename) for the file to trace that Administrator
were performed before the specified starting point.
Create
' Rename ' Copy ' Print ' Delete '
Customer A
=) ew Customer A name list
name list Rename Export
Copy ' ' g- P
Customer A Customers Customers
name list Starting point
Email \é E
attachment v

Customers

Search operation logs to trace operation history in case of an emergency, allowing

prompt action.
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® Operation log

Log Management (Back Up the Original File) =/ cllecion *  FUjiTSU

(view/trace)

B Afile (the original file) can be stored with operation logs when it is exported to a
portable storage device. |(GIEEEED)

— File
Copyafiletoa — Store
storage device

The original file is
stored on the server

Confirm
the
original

Management Server

the
original

i
Administrator

Portable media such
as USB memory

Even if the file is leaked, the administrator can plan actions to take according to the
stored original file.
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Operation Prohibition

Flow of Operation Prohibition
Operation Prohibition
Operation Prohibition (Permit Use of Media)
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Operation

Flow of Operation Prohibition S=/ poniviton . FUJITSU

Management Server
Log Analyzer Server

Policy settings

Output - I
[EpOTls Administrator
Systemwalker
— Desktop Keeper
= Operations can be prohibited OE::;?;:,S
per department or user
|I||p
4
¢ O
[ L PC
I I
| |
|
| Prohibition of data export to portable :
| media or read operation I
|
| Screen . :
i ~ Permit usage /)) 1
1 - . -
Wi-Fi connection  Application usage |
I - [D . o
I hibition rohibition 1
I . 1 prohibitio pro 0
\ PrlntScreﬁpb!(gy |\ Permit usage of USB memory ,l
~ ”

.---------------------------------------------_
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Operation

Operation Prohibition 8=/ poninition | FUJITSU

B Operations that have a risk of information leakage can be prohibited.

B Prohibits operations unnecessary for business according to security policies.

B Policies can be set per department
or user.

PC users

Distribute Print

URL access
Screen

@ operation prohibition
| —

Prohibition of data
export to portable
media or read operation

Administrator

Distribute PrintScreen key
policy usage prohibition

Application
startup
prohibition

&7 Smart device users

A

FTP server
Web upload/download upload/download
Wi-Fi connection  Application usage operation prohibition  operation prohibition  print prohibition

prohibition prohibition

PC or smart device operations that have a risk of information leakage can be

prohibited.
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Operation

Operation Prohibition (Permit Use of Media) ﬁ\__/ orohibition FUT?TSU

B The individual media identification feature allows export only for a specific person or
device for business purposes.

B Export can be permitted by specifying time or day of the week.  |EEIZEED)

USB device individual Specifying time or day
identification feature of the week

Unregistered ' Unconfigured
USB device | USBdevice
[

Administrator

V

Register the serial Administrator

number of the USB
device to use from '
the screen

Set the
department/user and
use

Can be used Can be used

Set the department, time
period, day of the week
of the USB device usage
from the screen

Can be used by the
department set in the
policy on the day of the
week within the time
frame set

: The following devices can be controlled in addition to USB memory:
i » Android device™ (portable/imaging)

i » i0S media (portable)

: » Digital camera (portable)

i » Scanner (portable)

: « SD card, mini SD card, micro SD card

Individual file usage can be permltted according to the security policy when the

*1: For smart devices etc., a different file transfer method (PTP/MTP*Z) from
: the USB memory is used to avoid file corruption during transfer.
i *2: PTP: Picture Transfer Protocol, MTP: Media Transfer Protocol

files are exported.
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Report Feature

= Qutput Report
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B Security measures, security risk status, and PC usage can be confirmed by using the
Report Output Tool.

Log Analyzer Server Administrator

¥~ &

Reports that can be output (24 types)

Create analysis reports using
the Report Output Tool

|II A
|[RNIFAN
J "4 A Y

® Information leakage analysis report: 8 types HEA

® Device usage analysis report: 4 types ]

® Violation operation analysis report: 6 types - —

® (Comprehensive analysis report: 1 type e NAN A
o e —passl —

® Print volume monitoring report: 5 types

Reqular evaluation/analysis results are visualized and can be used to review

policies.
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Product Information

Examples (for Reference)
Trademarks
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Example 1 - Telecom Carrier (for Reference) B sorethe original | FUiTSU

B Enhance security measures for products under development when they are exported to
portable media.
Requirement: Information leakage measures without compromising the work efficiency of system developers.

There is a concern of information leakage due to the loss of media when system developers export design
specifications or test data to portable media.

Want to understand the status of operation log collections or exported files.

Challenges
|

Using a feature of Systemwalker Desktop Keeper, original files are forcibly and automatically stored on the server when
they are exported to portable media. When the media is lost, prompt action can be taken because the file content can
be confirmed from the original file.

%)
c
@)
=
=
o
%9

By collecting operation logs of the terminals used by system developers, any operations that violate the security policy
can be traced.

,{ Proposal that Fujitsu and ]+ Additional proposal only from Fujitsu (differential)

Oﬁ

other companies can make

[ B

Export to portable media

ly

Collect logs when ddta ™
is exported to portable m Design
media specification/t

Developer est data

Collect logs when data is printed

Admlnlstrator

Store the original Original
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Example 2 - Oil Company (for Reference) gouejgjiirf:gimart FUjiTSU
B Smart device operation logs can be centrally managed.

Requirement: Smart devices are introduced to gas stations to start selling subscriptions for credit cards and car
insurance. Want to ensure security prohibiting the unauthorized use of smart devices.

®  Prohibit the use of applications unnecessary for business
® Understand how the devices are used to determine other operations to be prohibited

Challenges

Distribute applications or explanatory materials necessary for selling subscriptions to the outlets via smart devices
(Android)

Using the Systemwalker Desktop Keeper application startup prohibition feature, prohibit the startup of unnecessary
applications

Using the log collection feature, user operation logs are collected to understand how devices are used. Consider if any
operations should be prohibited.

(%)
c
@)
=
=
o
(V9]

/—-{ Proposal that Fujitsu and } Additional proposal only from Fujitsu (differential) \

other companies can make |~~~
I 1
- I
- I
1 I List of logs
I I ‘ou can check detailed log information by selecting 'Occurrence date and time'. You can display only a specific GT by clicking 'Select GT.
1 H | All BEBCase(s) | << < B/ 6Page > » | | Ta page |1DD 'l Cases displayed
i A I. t. t t 1 Name | Date and time 2 | User name | Domain name | Variety | Classification |
| pp Ica I‘Or! § ar up | PCO0 6T 140029 suzuki P00 fpplication termination Mar mal
: pFOthItIOH 1 PO 16/07/21 140206 | suzuki peont Window title obtaining Mormal
I ) o te=tphone_01 YOS 140207 suzuki FART fpplication uzage prohibition Wiolation
I L. testphone_01 AT 140207 suzuki FART Application usage Marmal
I Administrator
|
| q
I Achieved security control and simplified Collect/search smart device logs

' | operations
\ . Appllcatlon startup prohibition

/
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Example 3 - Metal Company (for Reference) otlectsearh Fuiirsu

— PClogs

W Security control to domestic/overseas sites using the same policy

Requirement: Want to use the same security policy as the domestic one in overseas sites and centrally manage
PClogs

Administrators are different for domestic sites and overseas sites in five countries (Thailand, Vietnam, China, Singapore,
and Malaysia), and the security policy is not followed in overseas sites as strictly as in the domestic sites.

Want to maintain the same security level over the entire company by distributing security policies to overseas sites as
well as domestic sites from a central location.

Challenges
|

Systemwalker Desktop Keeper also supports client operations on non-Japanese operating systems, so it is possible to
centrally manage overseas PCs from a domestic site.

(%)
c
@)
=
=
(@)
(V9]

Can achieve the same level of security policy operation between domestic and overseas sites.

________ Proposal thatother | o Proposal from Fujitsu o
"~ companies can make N N

| Distribute policies and collect logs at each site and
perform centralized management in Japan

Distribute policies and collect logs using different
administrators and servers for domestic and overseas sites

ST,
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: . Outside
i

i
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Trademarks FUjiTSU

Microsoft, Windows, Windows NT, Windows Vista, Windows Server or other Microsoft
product names are trademarks or registered trademarks of Microsoft Corporation in the
United States and other countries.

Citrix, Xen Citrix XenApp, Citrix XenServer, Citrix XenDesktop and Citrix Presentation
Server are trademarks or registered trademarks of Citrix Systems, Inc in the United
States and other countries.

VMware is a trademark or registered trademark of VMware, Inc in the United States and
other countries.

Android is a trademark or registered trademark of Google Inc.
Bluetooth is a registered trademark of Bluetooth SIG, and is licensed to Fujitsu.
Wi-Fi and Wi-Fi Logo are registered trademarks of Wi-Fi Alliance.

I0S trademark is used based on the license of Cisco in the United States and other
countries.

Apple, Apple Logo and Mac OS are registered trademarks of Apple Inc. in the United
States and other countries.

Other product names are trademarks or registered trademarks of their respective
holders.
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