
 
1． Title 

Fujitsu IP series Web UI vulnerability 
 

2． Description 
There is a vulnerability in Fujitsu IP series Web UI. This vulnerability could allow a remote attacker 
to initialize or restart the devices and stop encoding/decoding video. Installing devices in a secure 
network can prevent this vulnerability. 
This vulnerability is detailed in CVE-2023-38433. 

 
3． Affected model name and software version 

Model Name Affected version Corrected version 
IP-HE950E V01L001-V01L053 V01L054 
IP-HE950D V01L001-V01L053 V01L054 
IP-HE900E V01L001-V01L010 V01L011 
IP-HE900D V01L001-V01L004 V01L005 
IP-9610 V01L001-V02L007 V02L008 
IP-900E / IP-920E V01L001-V02L061 V02L062 
IP-900D / IP-900IID / IP-920D V01L001-V02L061 V02L062 
IP-90 V01L001-V01L013 V01L014 

 
 


