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Blockchains, which are used to manage virtual currency, are expected to be used in many
different fields as a distributed ledger technology that enables secure transactions among
multiple blockchain participants through a decentralized operation. To increase the value of
blockchains, it is necessary to link various blockchains. However, such linking at an application
level is insufficient to ensure transparency, as shown by the possibility of unauthorized opera-
tions by system operators. There is also a need to deal with errors that may occur when these
operations are performed. Fujitsu Laboratories has developed ConnectionChain, a security
technology for securely linking and operating different blockchains. This paper presents the
features of ConnectionChain and its prototype systems.

1. Introduction

Blockchains are a form of distributed ledger tech-
nology (DLT) for managing transactions and records
used for virtual currency. As a technology that can
facilitate collaboration among multiple blockchain par-
ticipants (hereafter, players), its application to a variety
of fields in addition to finance is expected.

Bitcoin, a type of virtual currency that uses a
blockchain, has been operating continuously without
a single shutdown since its launch in 2009. However,
there have been many reports to date of disappearing
or leaked coins at virtual currency exchanges. Yet, it
has become clear that such incidents have occurred be-
cause of improper operations by system administrators
rather than a problem with the blockchain technology
itself. Operating a blockchain safely can be difficult,
and for this reason, many platform technologies and
cloud services are being prepared.

Against this background, Fujitsu Laboratories has
developed ConnectionChain as a security technology for
safely connecting different blockchains.

This paper first describes the blockchain mecha-
nism and associated issues. It then introduces the
features of ConnectionChain and its prototype systems
for subsequent trials.
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2. Blockchain mechanism
This section describes the blockchain mechanism.

2.1 Data recording in a blockchain

A blockchain consists of computers called “nodes”
that interconnect with each other on a peer-to-peer
(P2P) network. Each node holds a copy of a ledger for
managing various types of digital assets, which gives
the blockchain high availability. A blockchain also uses
hash functions™e " and public-key cryptography™? to
prevent data tampering.

A blockchain records target data, i.e. transaction
data, in the ledger in units of "blocks,” each of which
groups multiple items of transaction data (Figure 1).
Each block of data is protected by a hash value calcu-
lated by a hash function. This hash value covers not
only the transaction data to be recorded but also the
hash value of the immediately previous block (prior
block). In other words, the hash value given to each

note 1) Technology for guaranteeing consistency by mak-
ing it easy to detect tampering in accordance with
differences in output hash values.

note 2)  Technology that permits only a player owning

a private key to create a signature and enables
the validity of that signature to be verified with a
public key.

47



S. Fujimoto et al.: ConnectionChain: Security Technology for Securely Linking Blockchains

Hash value
calculation

Digest values of successive

blocks guarantee no tampering
of past blocks

Hash value

Transaction data

calculation
=\ AV AV
Hash value of | Transaction data I Hash value of | Transaction data I Hash value of | Transaction data I
prior block prior block prior block
[fomamane]

Transaction data

Nonce* - Nonce
| Transaction data |

; Nonce
| Transaction data |

| Transaction data |

Previously recorded block but one

Previously recorded block

Newly recorded block

* A special value specified by the block creator. Changing this value changes the hash value of the entire block.

Figure 1
Blockchain mechanism.

block indirectly protects the immediately previous
block. This interlocking chain provides added protec-
tion for the data recorded in the blockchain.

2.2 Blockchain features

The following describes the blockchain features
enabling secure data management.
1) High-reliability P2P-based network

A conventional data management system gener-
ally operates by centralized data management under
a system administrator, which makes it difficult to deal
with fraudulent activities like data tampering or con-
cealment. Blockchains, on the other hand, can detect
tampering of transaction data through a chain of hash
values calculated from the data of previously recorded
blocks. In addition, the ledger consolidating the results
of executing transactions is stored on each node, which
compares the ledger it holds with that of other nodes
in a process of mutual monitoring. The end result is a
high-reliability network for transaction data.
2)  Public and shared transaction ledger

Ensuring data consistency in conventional data
management systems is difficult when sharing data by
means of a ledger. In a blockchain, however, each node
has a copy of the ledger via a P2P network so that each
player can check for data consistency using its own ledger.
3)  Robust verification of data operations

As described above, a conventional data

48

management system operates under centralized man-
agement, and as a result, there have been occurrences
of erroneous data operations or fraudulent operations
by system administrators.  Blockchains, in contrast,
have a function called a “smart contract” that distributes
authority to multiple participating nodes and performs
data operations in accordance with predetermined
processing rules. With this function, a ledger opera-
tion will be reflected only when the result of processing
at each node has been verified and the results at all
nodes are in agreement.

3. Issues in using blockchains
This section discusses issues in the use of blockchains
as background to the development of ConnectionChain.

3.1 Ensuring transparency in connecting

blockchains

It is said that more than 2,300 types of virtual
currency were in circulation throughout the world as of
September 2019." Virtual currency can be purchased
using actual money and converted to other types via
a virtual currency exchange. In Japan, legislation on
the operation of virtual currency exchanges includ-
ing a registration system is progressing on the basis
of guidance from related ministries and agencies, but
incidents of virtual currency leaks are nonetheless oc-
curring frequently.
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Furthermore, in addition to virtual currency, the
types of digital assets managed by blockchains have
been increasing, and have come to include package
delivery status and access rights to data content. The
management of such digital assets other than virtual
currency, while not accompanied by the transfer or ex-
change of assets, involves the recording of asset state
transitions. However, the validity of that recording is
often quaranteed outside of blockchains, so deciding on
strict operation rules is difficult. As a result, transparency
in the processing performed when making connections
between blockchains in this case cannot be ensured.

3.2 Exception processing in ledger
operation

Although dependent on the type of blockchain, a
certain amount of time is generally needed to settle a
ledger operation. In addition, there are cases in which
a transaction can span multiple blockchains even if the
players in that transaction are not mutually trustworthy.
In such a case, it is convenient to have an escrow transac-
tion that can initiate the transaction after guaranteeing
that the associated charge can be paid and that can
cancel the receipt or payment of the charge if the entire
transaction should fall through for some reason.

In such time-absorbing or escrow transactions, it
must be kept in mind that some transactions may not
complete. One means of dealing with such a situation
is to use a smart contract as described earlier to suspend
an incomplete transaction and return the transaction
back to where it started. However, this function oper-
ates only on a single blockchain, and as a result, it has
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Connection
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Connected blockchain A

Extended
smart contract

Block data notification \J Ewdence

not been possible to handle transactions across mul-
tiple blockchains or to execute exception processing at
the time of an error.

4. Features of ConnectionChain

To resolve the issues described in the previous sec-
tion, Fujitsu Laboratories developed ConnectionChain
security technology for securely connecting blockchains.

4.1 Highly-transparent blockchain

connections

With the aim of enhancing the transparency of
connection processing between different blockchains,
we adjusted the existing smart contract function that
has so far been used on single blockchains only. We
achieved the execution of this extended smart contract
for connecting multiple blockchains on ConnectionChain.

ConnectionChain uses a “connection node” for
operating on a connected blockchain as a single node.
A connection node has a function for receiving instruc-
tions from the smart contract and performing ledger
operations such as asset transfer and a function for
receiving block data targeted for connection and re-
cording the results of ledger operation in an evidence
management ledger. This scheme enables a series of
ledger operations spanning different blockchains to be
verified by viewing the evidence management ledger
(Figure 2).

4.2 State management in support of error

processing
ConnectionChain can deal with cases in which a
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Figure 2
Extended smart contract in ConnectionChain.
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transaction has not been fully completed, for example, be used by certain municipalities in Japan. The is-
by providing a function for putting a transaction into a suing of such regional digital currencies is being
pending state or restoring the state before the trans- accompanied by many trials to promote consumption
action began. This function incorporates the concept by local residents. The prototype system used in the
of escrow payments in which secure payments are trial introduced here is a settlement system support-
made via a third party. The main point here is that ing payments by regional digital currencies managed
ConnectionChain prepares an account that only it can by different blockchains. The system enables regional
operate on for the connected blockchain. digital currency that an individual holds to be used out-
In this way, if the need to put a payment on side of that region.
hold arises, ConnectionChain will move assets to the This system enables a user to use a regional digital
escrow account that it can access instead of moving currency settlement system via a web browser without
those assets to the intended destination. In addition, having to install a special application on a smartphone.
ConnectionChain can determine whether payment con- Additionally, compared to the operation of a paper-
ditions have been satisfied and automatically transfers based region-specific coupon system, in which printing
the deposited assets to the intended destination or can incur high costs to deter counterfeiting, this system
retransfers the assets to a player's account. has the advantage of a low-cost secure operation.
As an example, we describe a use case in which
5. Application of ConnectionChain two shopping districts that use different regional digital
technology currencies are connected as part of a promotional cam-
In this section, we introduce two prototype sys- paign (Figure 3). In this example, a resident, Hanako,
tems as specific examples of using ConnectionChain. is thinking of using regional digital currency A that she
holds to purchase a book at bookstore X that handles
5.1 Virtual currency settlement system regional digital currency B. With existing technology,
A virtual currency settlement system provides Hanako would first have to exchange her currency at a re-
a function for exchanging virtual currency. The de- gional digital currency exchange before making payment
velopment of such a system originates in the recent at bookstore X. This would require Hanako to create an
appearance of “regional digital currencies” that can account to receive regional digital currency B from the

Settlement processing by

Currency A blockchain extended smart contract Currency B blockchain
Transaction 2) Request Transfer | + Receive transfer result 5) Execute transfer | Transaction
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Figure 3
Example of using regional digital currency.
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exchange. Furthermore, in the event that the book she
wanted to purchase is sold out, Hanako may be left with
regional digital currency B that she has no other need for.

Our prototype virtual currency settlement system
could resolve these issues by executing an extended
smart contract that would enable “payment of a fee de-
nominated in regional digital currency B to be made in
regional digital currency A." Such a contract would enable
Hanako to purchase the book at bookstore X without hav-
ing to worry about the transfer mechanism of regional
digital currency or the exchange rate and without having
to create an account in regional digital currency B.

The ConnectionChain transaction record that
records the results of executing an extended smart con-
tract is shown in Figure 4. In this transaction record,
the results of a series of operations executed automati-
cally by ConnectionChain are recorded in the form of
transaction IDs and timestamps in the blockchains per-
forming the operations. This makes it possible to verify
the validity of a transaction at any time.

In addition, if the book could not be sold at
bookstore X for whatever reason, the extended smart
contract can cancel the purchase by returning the vir-
tual currency deposited by Hanako to her account.

5.2 Billing system for data usage
The second prototype system enables automatic

billing for data usage fees. This system consists of two
connected blockchains; one for data management
(hereafter, data management blockchain) and the
other for payment tokens (hereafter, token manage-
ment blockchain).

In the example shown in Figure 5, Hanako
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Figure 4
Example of asset transfer records in regional currency
exchange system.
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Figure 5
Billing system linked to data usage.
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performs an operation to obtain data using the data
management blockchain. Specifically, whenever Hanako
performs a data-acquisition operation, transaction data
is recorded in the data management blockchain. This
blockchain is connected to the token management
blockchain for billing purposes (regional digital currency
E) by a smart contract that bills in accordance with the
amount of data used. In this way, ConnectionChain
detects data usage via the connection node of the
data management blockchain every time a transac-
tion is recorded. Then, in accordance with the bill set
in the smart contract, ConnectionChain automatically
transfers assets from Hanako's account in the token
management blockchain to the account of the player
providing the data.

6. Conclusion

This paper introduced the ConnectionChain secu-
rity technology developed by Fujitsu Laboratories for
securely linking different blockchains.

Blockchain technology enables secure transac-
tions among multiple players, so it is exactly in use
cases involving many players that its true value comes
to light. ConnectionChain is a technology that provides
security for more complex online transactions without
losing the inherent features of blockchains, and that
can therefore uncover even more possibilities in the
use of blockchain technology. Going forward, Fujitsu
aims to accumulate more results through trials with
the aim of achieving a practical implementation of
ConnectionChain and contributing to the co-creation of
business in this area.

All company or products names mentioned herein are trademarks or
registered trademarks of their respective owners.
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