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UEFI-BIOS bug
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Disclaimer

This Document is provided on an as-is basis solely for informational purposes and does not imply any kind of
guaranty or warranty, including the warranties of merchantability or fitness for a particular purpose. Your use of the
information contained herein is at your own risk. All information provided herein is based on FUJITSU's current
knowledge and understanding of the vulnerability and impact to FUJITSU Hardware and Software products.

FUJITSU reserves the right to change or update this document at any time.
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Service Facts UEFI-BIOS bug
Date: November 18, 2014
Version: 1.3

1. CLIENT COMPUTING DEVICES

UNAFFECTED:

Product Issue date Comment
CELVIN NAS (Q600, Q700, @800, @802, Q902, 2014-10-27
QR802, Q703)
OEM-Mainboard D3348-B1 2014-10-27
CELSIUS M740 2014-10-27
CELSIUS R940 2014-10-27
STYLISTIC Q572 2014-11-04
STYLISTIC Q584 2014-11-04
AFFECTED:

Product Issue date Comment

CELSIUS H730 2014-11-06 Patch release is scheduled for

(W47/2014.

CELSIUS W530

2014-11-03

BIOS Version 1.31.0 or above are
available under
http://www.fujitsu.com/de/support/

ESPRIMO A525-L

2014-11-03

Patch release is scheduled for
CW46/2014.

ESPRIMO (720

2014-11-03

BIOS Version 1.30.0 or above are
available under
http://www.fujitsu.com/de/support/

ESPRIMO E420 /E420 D / P420

2014-11-03

BIOS Version 1.30.0 or above are
available under
http://www.fujitsu.com/de/support/

ESPRIMO E520 / P520

2014-11-03

BIOS Version 1.30.0 or above are
available under
http://www.fujitsu.com/de/support/

ESPRIMO E720/ P720

2014-11-03

BIOS Version 1.30.0 or above are
available under
http://www.fujitsu.com/de/support/

ESPRIMO E920 / ESPRIMO P920

2014-11-03

BIOS Version 1.30.0 or above are
available under
http://www.fujitsu.com/de/support/

ESPRIMO PH320

2014-11-03

BIOS Version 1.30.0 or above are
available under
http://www.fujitsu.com/de/support/

ESPRIMO Q520 /Q920

2014-11-03

BIOS Version 1.31.0 or above are
available under
http://www.fujitsu.com/de/support/
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ESPRIMO X923 / X923-T

2014-11-03

BIOS Version 1.30.0 or above are
available under
http://www.fujitsu.com/de/support/

FUTRO S520

2014-11-03

Patch release is scheduled for
C(W46/2014

FUTRO S720

2014-11-03

Patch release is scheduled for
C(W46/2014

FUTRO $920

2014-11-03

Patch release is scheduled for
C(W46/2014

FUTRO X923 / FUTRO X923-T

2014-11-03

Patch release is scheduled for
CW46/2014

LIFEBOOK E733

2014-11-06

Patch release is scheduled for
CW47/2014

LIFEBOOK E743

2014-11-06

Patch release is scheduled for
CW47/2014

LIFEBOOK E753

2014-11-06

Patch release is scheduled for
CW47/2014

LIFEBOOK U772

2014-11-06

Patch release is scheduled for
CW48/2014

OEM-Mainboard D3313-S1/S2/S3

2014-11-03

Patch release is scheduled for
CW46/2014

OEM-Mainboard D3220-A1/ B1

2014-11-03

BIOS Version 1.30.0 or above are
available under
http://www.fujitsu.com/de/support/

OEM-Mainboard D3221-A1/ B1

2014-11-03

BIOS Version 1.30.0 or above are
available under
http://www.fujitsu.com/de/support/

OEM-Mainboard D3222-A1/ B1

2014-11-03

BIOS Version 1.30.0 or above are
available under
http://www.fujitsu.com/de/support/

OEM-Mainboard D3230-A1/ B1

2014-11-03

BIOS Version 1.30.0 or above are
available under
http://www.fujitsu.com/de/support/

OEM-Mainboard D3240-B1

2014-11-03

BIOS Version 1.30.0 or above are
available under
http://www.fujitsu.com/de/support/

STYLISTIC Q702

2014-11-06

Patch release is scheduled for
CW48/2014

STYLISTIC Q704

2014-11-06

Patch release is scheduled for
CW46/2014
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2. SERVER PRODUCTS

UNAFFECTED:

Product Issue date Comment
SP;{IMERGY BX400 S1/BX900 S2 / BX900 MMB | 2014-10-27
PRIMERGY BX92x S1/S2 2014-10-27
PRIMERGY BX600 S3, BX620 S4 /S5 /56 2014-10-27
BX630S2
PRIMERGY SX650, SX910, SX940, $X960, SX980 | 2014-10-27
S1/82
PRIMERGY (X250 ST, (X270 S1, (X400 S1 2014-10-27
PRIMERGY (X420 ST (X272 S1 2014-10-27
PRIMERGY CX1000, CX120, (X122 2014-10-27
PRIMERGY RX100/S2 /S3/S4/S5/56 S7p/S7 | 2014-10-27
PRIMERGY RX200/S2 /S3 /54155 1 S6 2014-10-27
PRIMERGY RX300/S2 /S3 /541551756 2014-10-27
PRIMERGY RX500 S7 2014-10-27
PRIMERGY RX900 S1/S2 2014-10-27
PRIMERGY RX2540 M1 2014-10-27
PRIMERGY SX05, SX10 S2 2014-10-27
PRIMERGY TX100 S1/S2/S3/S3p 2014-10-27
PRIMERGY TX120 52 /S3/S3p 2014-10-27
PRIMERGY TX140 S1/S1p 2014-10-27
PRIMERGY TX150 S6 / S7 2014-10-27
PRIMERGY TX200 S4 /S5 /56 2014-10-27
PRIMERGY TX300 S4 /S5 /56 2014-10-27

Page 4 of 8




Service Facts UEFI-BIOS bug
Date: November 18, 2014
Version: 1.3

PRIMEQUEST 1800 E

2014-10-27

PRIMEQUEST 2400 E / 2800 B/E

2014-10-27

AFFECTED:

Please note: all PRIMERGY Servers are delivered with the default “Legacy Boot” mode for BIOS switch.
If default settings are kept, servers are not affected. However, for maximum security, Fujitsu
recommends to install a patch for the following products:

Product

Issue date

Comment

PRIMERGY BX924 S4

2014-11-17

Patch release is scheduled
for CW 48/2014

PRIMERGY RX100 S8

2014-11-05

BIOS release 2.10.0 is available
under
http://www.fujitsu.com/de/support/

PRIMERGY RX300 S7

2014-11-17

BIOS release 1.29.0 is available
under
http://www.fujitsu.com/de/support/

PRIMERGY RX300 S8

2014-11-05

BIOS release 1.14.0 is available
under
http://www.fujitsu.com/de/support/

PRIMERGY RX350 S7

2014-11-17

BIOS release 1.29.0 is available
under
http://www.fujitsu.com/de/support/

PRIMERGY RX350 S8

2014-11-05

BIOS release 1.14.0 is available
under
http://www.fujitsu.com/de/support/

PRIMERGY RX1330 M1

2014-11-05

BIOS release 2.10.0 is available
under
http://www.fujitsu.com/de/support/

PRIMERGY RX2520 M1

2014-11-05

BIOS release 1.14.0 is available
under
http://www.fujitsu.com/de/support/

PRIMERGY $X350 S8

2014-11-05

BIOS release 1.14.0 is available
under
http://www.fujitsu.com/de/support/

PRIMERGY TX140 S2

2014-11-05

BIOS release 1.14.0 is available
under
http://www.fujitsu.com/de/support/

PRIMERGY TX300 S7

2014-11-17

BIOS release 1.29.0 is available
under
http://www.fujitsu.com/de/support/
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PRIMERGY TX300 S8

2014-11-05

BIOS release 1.14.0 is available
under
http://www.fujitsu.com/de/support/

PRIMERGY TX1310 M1

2014-10-05

BIOS release 1.4.0 is available under
http://www.fujitsu.com/de/support/

PRIMERGY TX1320 M1

2014-10-05

BIOS release 2.10.0 is available
under
http://www.fujitsu.com/de/support/

PRIMERGY TX1330 M1

2014-10-05

BIOS release 2.10.0 is available
under
http://www.fujitsu.com/de/support/

PRIMERGY TX2540 M1

2014-11-05

BIOS release 1.14.0 is available
under
http://www.fujitsu.com/de/support/
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3. STORAGE PRODUCTS

UNAFFECTED:
Product Issue date Comment
ETERNUS CD10000 2014-10-27
ETERNUS CS800 2014-10-28
ETERNUS CS8000 2014-10-29
ETERNUS DX Series 2014-10-24
ETERNUS LT20 - LT60 S1/S2 2014-10-28
ETERNUS LT260 2014-10-28
FibreCAT SX60 - 100 2014-11-1
Support Gateway (ACA) 2014-10-29
4, SOLUTIONS
UNAFFECTED:
Product Issue date Comment
FLEXFRAME for SAP 2014-10-27 Underlying PRIMERGY systems
should be checked
HANA 2014-10-27 Underlying PRIMERGY systems
should be checked

5. ENTERPRISE SERVER

UNAFFECTED:
Product Issue date Comment
BS2000 S-Series 2014-10-27
BS2000 SQ-Series 2014-10-29
BS2000 SX-Series 2014-10-27
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