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Key topics

Current operating environment in
which organizations need to
navigate in

The role of Business Continuity Plan
in safe-guarding the infrastructure
and business .

What needs to be addressed in the
Business Continuity Planning?

Possible future threats for the
business and infrastructure
continuity

LEELGEVEVE

How to prepare for possible events
and disasters. How to implement
Business continuity. What kind of
strategic choices we can encounter
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What kind of status-quo and operating
environment are we in?

Four telecommunication cables
connecting Finland out of service
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Valtiovarainministerid paivitti valtionhallinnon
pilvilinjaukset

Valtiovarainministerié on paivittanyt linjaukset
julkisen hallinnon pilvipalveluista.

\ Pilvipalvelulinjauksien tavoitteena on tukea
valtionhallinnon seké soveltuvin osin
hyvinveintialueiden ja kuntien paatéksentekoa
pilvipalvelujen kiytéssa. Tarkoitus on myds
edists laajemmin pilvipalvelujen kiyttoa
julkisessa hallinnossa.
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How to ensure infrastructure and service continuity in
today's challenging operational environment
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Technologies and technical solutions can take you far,
but not all the way. It's even more about making strateglc choices and decisions, than just pure

technol /
echnology. “ .:‘ L “/‘

In order to ensure com Erehenswe Business Contmwty, you need to have a plan.

\\r“ \ -
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4 Key elements for fundamental Business Continuity planning: = ‘

1. Business Impact Analysis (BCI)

iy
‘ 2. Risk assessment and vulnerability analysis .
4 «

3. Implementing redundant and resilient infrastructure

| —
4. Crisis management and communication strategies ~
5. Regular testing, updates, and continuous improvement ’

- | .
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Business Impact Analysis (BIA) FUﬁTSU

Business Impact Analysis
(BIA)

' — TN VA

BIA is the process of analyzing the impact over time of a disruption on
the organization.

1. Identify Critical Business Functions

* Maximum tolerable period of B

2. Assess Potential Impacts disruption (MTPD)
* Minimum business continuity
3. Determine Recovery Time Objectives (RTO) & Recovery Point gbjective (MBioz)_ o~
. . * Recovery point objective
Objectives (RPO) * Recovery time objective (RTO)

4. Prioritize Recovery Efforts

5. Develop Risk Mitigation Strategies
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Risk assessment and vulnerability analysis FUﬁTSU

Risk assessment and
vulnerability analysis

AN e,

You can make the assessment and analysis yourself, order it, or utilize existing
material. The most important thing is, that is suits your needs, organization, and
operational environment.

If you choose to do it yourself, consider at least these: ‘

* Define business continuity and infrastructure resilience |

- What they mean to you? .
* Discuss methods for assessing vulnerabilities and .

their potential impact. -
* |dentify potential risks to infrastructure and

business processes. o

-~ ~

FUJITSU-PUBLIC 7 QR ' © 5 | 0709-01
- . |



Implementing redundant and resilient infrastructure FUﬁTSU

Implementing redundant
and resilient infrastructure

i @

* The role of redundancy in critical systems (e.g., data centers, networks)..

* Leveraging cloud services and backup solutions for resilience.

* Implement redundancy in all levels.

* How to do it? - Yourself or utilizing partners /

* Require Business Continuity Framework from your partners and build it
together. =

* Are the Backup systems applicable?

* Are the Disaster recovery systems and processes functional?

0
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Crisis management and communication strategies FUJITSU
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Crisis management and
communication strategies

\\\\\\ s ALY
In case of event, everyone needs to know what to do. Effective communication
minimizes panic, misinformation, and operational disruptions.

When building your Crisis Management and Communications plans, consider these: il

Communication Strategy Crisis management

® Crisis Communication Plan ® Crisis Response Plan

. Stakeholc;ler Mapping ® Incident Command Structure (ICS)

® Communication Channels & Redundancy ® Emergency Response Procedures | N

® Spokesperson & Media Management ' ki L
PEreEsR ST 9 ® Resource Allocation & Logistics st

® Real-Time Monitoring & Feedback Loop e Compliance & Regulatory Requirements

® Training & Simulation Exercises
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Regular testing, updates, and continuous improvement FUJITSU
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Regular testing, updates,
and continuous
improvement

\

I
° It is important to test the BCP through simulations and (\ |
drills. W\
* Adapt to new threats and evolving technologies A =
through regular BCP updates. \ \ ﬂ"\
* Require participation from partners. .
~Y
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Possible future threats and risks FUﬁTSU

* The evolution of Al

* High Performance Computing and Quantum
Computing

The development of geopolitical circumstances
Climate change and environmental risks

Regulations, legislation, and compliance

Future energy supply and evolution of energy industry
Supply chain vulnerability
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Summary and key takeaways FUﬁTSU

* It's not rocket science; prepare and execute,and
develop consistently.
* You don't have to do everything yourself, benefit
- from your partners.
* Utilize technology.
* Prepare for the worst, rather than be too optimistic.
* Prepare for the future.
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Thank you!

o)
FUJITSU




	Slide 1: Secure the Continuity of IT Services and Business  – Prepare, Protect and Recover
	Slide 2
	Slide 3: Key topics
	Slide 4: What kind of status-quo and operating environment are we in?
	Slide 5: How to ensure infrastructure and service continuity in today’s challenging operational environment
	Slide 6: Business Impact Analysis (BIA)
	Slide 7: Risk assessment and vulnerability analysis
	Slide 8: Implementing redundant and resilient infrastructure
	Slide 9: Crisis management and communication strategies
	Slide 10: Regular testing, updates, and continuous improvement
	Slide 11: Possible future threats and risks 
	Slide 12: Summary and key takeaways
	Slide 13: Thank you!

