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FOR SAFE OPERATION

This manual contains important information regarding the use and handling of this
product. Read this manual thoroughly. Pay special attention to the section "NOTE ON
SAFETY" Use the product according to the instructions and information available in
this manual. Keep this manual handy for further reference.

Fujitsu makes every effort to prevent users and bystanders from being injured or from
suffering damage to their property. Use the product according to this manual.

ABOUT THIS PRODUCT

This product is designed and manufactured for use in standard applications such as
office work, personal device, household appliance, and general industrial
applications. This product is not intended for use in nuclear-reactor control systems,
aeronautical and space systems, air traffic control systems, mass transportation
control systems, medical devicesfor life support, missile launch control systems or
other specialized uses in which extremely high levels of reliability are required, the
required levels of safety cannot be guaranteed, or afailure or operational error could
be life-threatening or could cause physical injury (referred to hereafter as "high-risk”
use). You shall not use this product without securing the sufficient safety required for
high-risk use. If you wish to use this product for high-risk use, please consult with
sales representatives in charge before such use.
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RADIO FREQUENCY INTERFERENCE STATEMENT

The following notice is for EU users only.

WARNING: Thisisaproduct which meets Class A of EN55022. In adomestic environment this
product may cause radio interference in which case the user may be required to take adequate
measures.

The following notice is for USA users only.

This equipment has been tested and found to comply with the limitsfor a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in acommercial environment.

This equipment generates, uses, and can radiate radio frequency energy and, if not installed and
used in accordance with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in aresidential areaislikely to cause harmful
interference in which case the user will be required to correct the interference at his own expense.

Laser standards.

This equipment includes Class 1 laser products and complies with FDA Radiation Performance
Standards, 21 CFR 1040.10 and 1040.11, and the International Laser Safety Standards
IEC60825-1: 2001.
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® Microsoft, Windows, MS, Windows NT, and Windows Server are trademarks or
registered trademarks of Microsoft Corporation in the United States and/or other
countries.
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TERMS AND CONDITIONS

The product includes software provided by third parties in addition to that provided
by Fujitsu Ltd. You are granted permission to use the third parties software subject to
the terms and conditions below. If you acquire the source code of the software to
which the following terms and conditions apply, refer to LICENSE1 EN.pdf and
LICENSE2_EN.pdf, which are provided with the 'PRIMEQUEST Manuals
(C122-E013-C2).

THIS SOFTWARE ISPROVIDED "ASI1S" AND FUJITSU LIMITED MAKES NO
WARRANTIES, EITHER EXPRESSED OR IMPLIED, ASTO ANY MATTER
WHATSOEVER REGARDING TO THIS SOFTWARE, INCLUDING, WITHOUT
LIMITATION, WARRANTIES OF MERCHANTABILITY OR FITNESSFOR ANY
PARTICULAR PURPOSE.

IN NO EVENT SHALL FUJTSU LIMITED BE LIABLE FOR ANY CLAIM
FROM A THIRD PARTY, OR SPECIAL, INDIRECT OR CONSEQUENTIAL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN
CONNECTION WITH THE USE, COPYING, MODIFICATION OR
DISTRIBUTION OF THIS SOFTWARE.

Fujitsu Ltd, April 2006
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The contents of this manual shall not be disclosed in any way or reproduced in any
media without the express written permission of Fujitsu Limited.

All Rights Reserved, Copyright © FUJITSU LIMITED 2006-2008
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Preface

This manual describes conditions and points for consideration, and provides essential
notes regarding installation and operation of the GSWB, which isa PRIMEQUEST
(pedestal type) option.

Hereafter in thismanual, PRIMEQUEST (pedestal type) isreferred to as
PRIMEQUEST.

The manual isintended for system administrators. Read the manual together with the
reference manuals cited in it.

This section explains

® Structure and Contents of This Manual

® Other Reference Manuals

® Text Conventions

@ Syntax of the Command Line Interface (CL1)

® Environmental Requirements for Using This Product
® Conventionsfor Alert Messages
® Reader Feedback

Structure and Contents of This Manual
This manual is organized as described bel ow.

CHAPTER 1 Business LAN Management by GSWB
Describes network system construction with the GSWB and management mechanism.

CHAPTER 2 GSWB Setup
Describes how to initialize the GSWB.

CHAPTER 3 Network Management and Operation
Explains how to manage and operate a network using the GSWB.

CHAPTER 4 Web-UI Operations
Provides alist of menus and describes the windows and use of the MMB Web-UI for
GSWB operations.

CHAPTER 5 CLI Operations
Describes use of the CLI for GSWB operations.
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Preface

CHAPTER 6 GSWB Messages
Lists GSWB messages and describes how to read these messages.

Appendix A List of Default Values
Provides lists of default valuesfor the GSWB (Gigabit Switch Board).

Appendix B Status Confirmation from LED
Describes the LED displays on the GSWB.

Glossary
Explains the terms used in this manual.

Index
Describes keywords and corresponding reference page numbers.
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Other Reference Manuals

The following manuals are provided for reference:
a) PDF manuals included on the PRIMEQUEST Manuals CD-ROM disk

(C122-E013-C2)

Guide

PRIMEQUEST 580A/540A/580/540/480/440.

Title Description Manual code
PRIMEQUEST 580A/540A/580/ |Explains requirements, considerations, and  |C122-BO01EN
540/480/440 System Design notes on the system operation design of the

PRIMEQUEST 580A/540A/580/
540/480/440 Installation
Planning Manual

Explains specifications and requirements for
installation sites that are applicable to the
installation of the PRIMEQUEST 580A/540A/
580/540/480/440.

C122-HOO1EN

PRIMEQUEST 500A/500/400
Series Installation Manual

Explains the setup of the PRIMEQUEST,
including the preparation for the installation,
initial settings, and software installation.

C122-EOO1EN

PRIMEQUEST 580A/540A/
520A/500/400 Series Reference
Manual: Basic Operation/GUI/
Commands

Explains operations, setup methods, and the
system management method that are required
for the system operation of the
PRIMEQUEST. Theexplanation coversbasic
operations and functions of the MMB, PSA,
and EFI.

C122-EOO3EN

PRIMEQUEST 500A/500/400
Series Reference Manual: Tools/
Operation Information

Explains system maintenance, Hot Plug,
REMCS, and LEDs and other information
required for system operation. Also, the
manual provides supplementary information
such as information on the physical locations
of components.

C122-EQ074EN

PRIMEQUEST 500A/500/400
Series Reference Manual:
Messages/Logs

Explains measures to be taken against
problems that occur during operation and
describes various types of messages.

C122-EOO4EN

SPARC Enterprise/
PRIMEQUEST Common
Installation Planning Manual

Explains basic information and policy on
installation planning and facilities planning
that are required for the installation of the
SPARC Enterprise series and PRIMEQUEST
series.

C120-HOO7EN

b) Printed Manual

For the printed manual (sold separetely), contact your certified service engineer.

® PRIMEQUEST 500A/500/400 Series Installation Manual

(C122-EQ01EN)
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Text Conventions

This manual uses the following fonts and symbols to express specific types of

information.
Fonts/symbols Meaning Example
Indicates names of manuals. | See the PRIMEQUEST
Italic 580A/540A/580/540/480/440
System Design Guide.

Indicates names of chapters, |See Chapter 1, "Business LAN
sections, items, buttons, or | Management by GSWB."
menus.
Indicates window names, Click the [OK] button.
window button names, tab
names, and dropdown menu
selections.

[l

Syntax of the Command Line Interface (CLI)
The command syntax is described below.

Command syntax

The command syntax is as follows:

® A variable that requiresinput of avalue must be enclosed in < >.

® An optional element must be enclosed in | ].

® A group of options for an optional keyword must be enclosed in [ ] and delimited
by |.

® A group of optionsfor amandatory keyword must be enclosed in { } and delimited
by |.

‘ The command syntax is shown in a frame such as this one. |

Environmental Requirements for Using This Product

This product is a computer which is intended to be used in a computer room. For
details on the operational environment, see the PRIMEQUEST 580A/540A/580/540/
480/440 Installation Planning Manual (C122-HOO1EN).
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Conventions for Alert Messages

Thismanual uses the following conventionsto show alert messages. An alert message
consists of an alert signal and alert statements.

Thisindicates a hazardous situation that could result in serious
AWARNING S

personal injury if the user does not perform the procedure correctly.
Thisindicates a hazardous situation that could result in minor or
moder ate personal injury if the user does not perform the procedure

A CAUTION correctly. Thissignal also indicates that damage to the product or
other property may occur if the user does not perform the procedure
correctly.

Thisindicates information that could help the user to use the

IMPORTANT product more effectively.

Alert messages in the text

In the text, alert messages are indented to distinguish then from regular text. A wider
space precedes and follows the message to show where the message begins and ends.

[AWARNING|

Certain tasks in this manual should only be performed by a certified service engineer.
Users must not perform these tasks. Incorrect operation of these tasks may cause
electric shock, injury, or fire.

® [nstallation and reinstallation of all components, and initial settings

® Removal of front, rear, or side covers

® Mounting/de-mounting of optional internal devices

® Plugging or unplugging of external interface cards

® Maintenance and inspections (repairing, and regular diagnosis and maintenance)

C122-E028-06EN Vv
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Reader Feedback

In this manual, it is assumed that two BMMs (optional products) can be connected to asingle 10
Unit; thisis reflected both in the explanations and in the figuresincluded in this manual. At
present, however, the PRIMEQUEST series supports only connection to one BMM (BMM#0)
per 1O Unit.

In this manual, the term BP (BackPlane) used in descriptions for the PRIMEQUEST series
actualy stands for MP (MidPlane).

The screen images in this manual may be different from the actual screen images.

If you find any errors or unclear statementsin this manual, please fill in the "Reader's Comment
Form" sheet at the back of this manual and forward it to the address indicated at the bottom of
the sheet.

Thismanual is subject to revision without prior notice.

The PDF version of thismanual is best viewed in Adobe® Reader® with a magnification

of 100% and Single Page for the page layout.

vi
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NOTE ON SAFETY

Important Alert Messages

This manual provides the following important aert signals:

[ACAUTION|

This indicates a hazardous situation that could result in minor or moderate
personal injury if the user does not perform the procedure correctly. This signal
also indicates that damage to the product or other property may occur if the user
does not perform the procedure correctly.

Task

Warning

Page

Normal
operation

Malfunction

MMB Web-UI supports the following browsers. Note that
if other browsers are used, the Web-Ul window may not

be displayed correctly.

® Microsoft ® IE (Internet Explorer) v5.5 (SP2) or later

® Netscape v7.02 or later

P4-2

C122-E028-06EN
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Product Handling

Maintenance

[AWARNING|

Certain tasks in this manual should only be performed by a certified service
engineer. Users must not perform these tasks. Incorrect operation of these tasks
may cause electric shock, injury, or fire.

@ [nstallation and reinstallation of all components, and initial settings

® Removal of front, rear, or side covers

® Mounting/de-mounting of optional internal devices

® Plugging or unplugging of external interface cards

® Maintenance and inspections (repairing, and regular diagnosis and maintenance)

[AACAUTION|

The following tasks regarding this product and the optional products provided from
Fujitsu should only be performed by a certified service engineer. Users must not
perform these tasks. Incorrect operation of these tasks may cause malfunction.

® Unpacking optional adapters and such packages delivered to the users

Remodeling/Rebuilding

[ACAUTION|

Do not make mechanical or electrical modifications to the equipment.
Using this product after modifying or overhauling may cause unexpected injury or
damage to the property, the user, or bystanders.
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CHAPTER 1 Business LAN Management by
GSWB

1.1 GSWB Overview

The gigabit switch board (GSWB) is aoption product of PRIMEQUEST 580A/540A/
580/540/480/440 and works as a switching hub compatible with Gigabit Ethernet or
10Gigabit Ethernet. With the GSWB, PRIMEQUEST 580A/540A/580/540/480/440
systems can be used in building effective network infrastructures.

The GSWB can be operated from the MMB Web-UI for centralized and smple
operation.
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Figure 1.1 GSWB

The built-in LAN switching hub in the cabinet provides the following advantages:

 Cabling on board
Since no cable is required for connecting an external LAN switch hub (wireless),
the time necessary for cable connection and management can be reduced. This
also can prevent mistaken cable connections.

* Centralized management
Centralized management of GSWB status monitoring (for failure occurrences)
and GSWB control can be implemented from the MMB Web-UI.

e Virtua LAN (VLAN)
A single GSWB port can be shared by multiple groups, and each group can
function as an independent logical network.

If VLAN is used, the spanning tree protocol (STP) function must be

Remarks:

set to off.
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1.1 GSWB Overview

The gigabit switch board (GSWB) is an optional product that uses dedicated CPUs
and memory to provide frame repeating and related functions in the data link layer
(Layer 2). A PRIMEQUEST 580A/540A/580/540/480/440 main unit can
accommodate up to two GSWBs. The GSWB contains GSWB firmware that controls
the GSWB. The GSWB firmware can be set up and operated via MMB firmware.

These firmware programs can be used to construct and manage a business LAN (user
LAN) used by a business system.

» External view
Figure 1.2 and Figure 1.3 show the GSWB-1G and GSWB-XG.

LAN 1Gbx8

GSwWB GSWB Location
Power Alarm

Figure 1.2 GSWB-1G

Optical module: LAN 10Gbx2

------------------------------------------

LAN 1Gbx8

3 : = |
|
GSWB Power Location

GSWB Alarm
Figure 1.3 GSWB-XG

C122-E028-06EN 1-3



CHAPTER 1 Business LAN Management by GSWB

* Mounting position

An example of the GSWB mounting position is shown below.
GSWB#0 or GSWB#1.

GSWB is mounted at

LAN 1Gb x 8

5] [ |
@ 0’0’0‘0‘0’0‘0‘0’0‘0‘0’0‘0‘0’0’0’0‘0’0’0‘0‘ [w ] @
. !

Figure 1.4 GSWB mounting position
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1.2 GSWB Specifications

1.2

GSWB Specifications

The specifications of GSWB main functions are listed below.

Table 1.1 List of provided main functions

Item Description Remarks
Interface Front 1000 BASE-T |8 ports
10GBASE-LR |2 ports Only GSWB-XG is supported.
Backplane|1000 BASE-T |16 ports

Auto-negotiation

Front only 1000 BASE-T is supported

Full duplex/haf duplex,
10/100/1000 Mbps

LAN protocol IPv4 IPv6 is not supported.
LAN swtiching mode |Store and forward
Buffer size 1 MB/DEV
Forwarding rate 10/100/1000 32 Mpps
Flow control PAUSE frame Full duplex
Back pressure Half duplex
Number of address Upto 16 K MAC address
tables
BOOTP/DHCP RFC951/RFC1541 Client function
Setting a unit |P address
Layer 3 protocol Unsupported A unit IP address can be set.
Routing protocol Unsupported The default gateway can be
specified.
VLAN function IEEE802.1Q VLAN tag
Port-based VLAN
Upto 4094 VLAN ID
CoS function IEEE802.1p Priority control function

Priority with four steps (maximum)

Port trunking function

|[EEE802.3ad

Link aggregation function

Spanning tree function |IEEE802.1D Supported by software control
IGMP snooping IGMPv1 (RFC1112) Supported by software control
IGMPVv2 (RFC2236)
Jumbo frame Up to 9020 byte (9 K)
Rate control function Broadcast/multicast/DLF storm
control

Network management
function

SNMPv1, v2c, v3/IRMON
Port mirroring
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CHAPTER 1 Business LAN Management by GSWB

Item

Description

Remarks

Operation management

function

Local console, IPMI, Telnet, SSH,
ping, traceroute, tftp, multiple access
rights, connection timeout

Log function

elog, llog, mlog, tlog

Private LAN function

Backplane: 100BASE-TX x 2

For communication with

MMBs

1-6
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1.2 GSWB Specifications

1.2.1 Communication function support list

The communication function support list for abusiness LAN is shown below.

Table 1.2 Communication-related function support list

Function

Business LAN

Unit MAC address

1

Unit IP address

1

Number of L2 address entries

16K

Flow control

<

Auto-sense/auto-negotiation

Port trunking

Port mirror

VLAN function

IGMP snooping

CoSfunction

Rate control function

STP

Jumbo frame

Connection timeout

SNMP/MIB/RMON

Telnet, SSH

BOOTP/DHCP client

TFTPclient

IPITCP/UDP/ARP/ICMP

Diagnosis command (ping, traceroute,
and others)

<| <| <| <| <| <| <| <| <| <| <| <| <| <| <| <

IPMI

pd

NTP client

<

Y = Supported, N = Unsupported

C122-E028-06EN
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CHAPTER 1 Business LAN Management by GSWB

1.3

Main GSWB Functions

The main GSWB functions are shown in the ¢ GSWB box included in the main

PRIMEQUEST functions shown in Figure 1.5.

This section describes the GSWB functions.

Major functions of PRIMEQUEST

p
[ ommB |

- User privilege management

- Hardware configuration
display

- Hardware monitoring

- Partition setting
'Configuration display' and

- Console redirection

- MMB use environment
setting

- Time synchronization

- Power control/scheduled
operation

- Firmware maintenance

- Setting information saving

\_ and restoration

J

G displa
- KVM/USB connection p'ay .
o - Maintenance operation
switchover

\

4 N
[ opsa |

f
([ ecsws |

Operation management GUI
Hardware configuration
information

OS information display
Hardware error monitoring
Log collection, analysis and

REMCS linkage
PRIMECLUSTER linkage
Operation management
software linkage

J

Physical layer function

MAC bridge function
Spanning tree function
Virtual LAN function

Priority control function

Port ranking function

IGMP snooping

Port mirroring

Statistical information and log
information function

- SNMP

Device management and others

\ /

MMB:Management Board

PSA:PRIMEQUEST Server Agent

GSWB:Gigabit Switch Board

Figure 1.5 Main PRIMEQUEST functions
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1.3 Main GSWB Functions

131 Physical layer functions
1.3.1.1 Function overview
A GSWB-G whichisalayer 2 LAN switch blade, has 16 Gigabit Ethernet ports on
the Backplane side and eight Gigabit Ethernet ports on the Front side.
Table 1.3 Interface overview
LAN type| Location Interface | Number of ports| Connector Remarks
Business |Front 1000BASE-T |8 RJ-45
LAN 10G BASE-LR|2 SC Only GSWB-XG is
supported.
BackPlane |SerDes 16 -
1.3.1.2 Interface standard

Business LAN 1000BASE-T (front side)

® Complieswith IEEE802.3ab. (1000BASE-T)
® Complieswith IEEE802.3x. (10/100 BASE-TX)
® Twisted-pair cable (category 5 UTP, category 5 enhanced (1000BASE-T only))
® Connector type RJ-45
® Transmission distance Upto 100 m
® Transmission speed 1 Gbps (1000BASE-T), 100 Mbps (100BASE-TX),
10 Mbps (10BASE-T)

Business LAN 10GBASE-LR (front side)

® Supportsonly GSWB XG

® Complieswith IEE802.3ae

® Optical fibretype (single-mode), fibre core diameter of 10 um
® Connector type SC double fibre optic connector

® Transmission distance Up to 10 km

® Transmission speed 10.3125 Gbps

Note: Do not remove the optical module when the GSWB power is on.

Business LAN SerDes (BackPlane side)

® Complieswith IEEE802.3ab.

® Connector type HS-3 connector

® Transmission distance -

® Transmission speed 1 Gbps (fixed)
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1.3.1.3 Details of the functions

Details of the GSWB-supported functions are described below.

Maximum frame length of transmittable frame
The maximum frame length (size from MAC DA to FCS) of aframe that this unit can
transmit is listed below.

Table 1.4 Maximum frame length of transmittable frame

Maximum frame length
LAN type | Location Interface Jumbo_frame e (1) -
setting Without With
VLAN-Tag | VLAN-Tag
Business |Frontside |1000BASE-T |Invalid 1516 bytes 1520 bytes
LAN valid 9016 bytes 9020 bytes
10G BASE-LR [Invalid 1520 bytes
valid 9020 bytes
BackPlane |SerDes Invalid 1516 bytes 1520 bytes
side valid 9016 bytes 9020 bytes

*1

Excluding FCS (4 bytes).

Supported communication mode
The communication modes that the communication interfaces of this unit support are

listed below.
Table 1.5 Supported communication modes
LAN type Location Interface Communication mode
BusinessLAN |Front side 1000 BASE-T Full-duplex/half-duplex
communication
10G BASE-LR |Full-duplex communication
BackPlaneside |SerDes Full-duplex communication

1-10
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1.3 Main GSWB Functions

Auto-sense and auto-negotiation functions

The auto-sense and auto-negotiation functions are available. Auto-senseisafunction
for the port itself, for detecting the speed of a connected unit. Auto-negotiation,
which isaprotocol between two units stipulated in IEEE802.3u, setsthe
communication speed, the communication mode (full duplex or half duplex), and
whether to use the flow control function. If units, both of which have the auto-
negotiation function, are connected to each other, the common mode is determined in
accordance with the priority stipulated in IEEE802.3u.

* Interface support

The table below lists whether interfaces have the auto-negotiation function.

Table 1.6 Interface support for auto-negotiation

LAN type | Location Interface Auto-neggtlatlon Remarks
function
Business  |Front 1000 BASE-T Y
LAN 10G BASE-T N Only GSWB-XG is
supported.
BackPlane |SerDes N Communication speed:
1 Gbps (fixed)
Communication mode:
Full duplex (fixed)
Y: Supported

N: Unsupported
» Setting priority
The table below lists the setting priority for auto-negotiation.
Table 1.7 Auto-negotiation priority

. Communication Communication
Priority
speed mode
1 1 Gbps Full duplex
2 Half duplex
3 100 Mbps Full duplex
4 Half duplex
5 10 Mbps Full duplex
6 Half duplex
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auto-MDI/MDI-X function

The auto-MDI/MDI-X function is provided as a function of automatic negotiation.
When the automatic negotiation function is enabled, the auto-MDI/MDI-X functionis
also enabled.

Flow control function

If the network load increases, the amount of input data may exceed the throughput of
the unit, and data may overflow from buffer memory. Therefore, when buffer
memory approaches full status, areceiving unit instructs the sending unit to wait for a
certain amount of time before sending the next dataitem. This can free buffer
memory and prevent the occurrence of dataoverflow. Thistype of traffic control
mechanism is referred to as flow control. Flow control varies depending on the
communication mode of aport. If aport uses half-duplex mode, areceiving unit
sends a collision (back pressure) to cause the sending unit to wait (enter standby
mode) before transmitting again. If aport uses the full-duplex mode, areceiving unit
sends a PAUSE frame in accordance with the |EEE802.3u standard to cause the
sending unit to wait (enter standby mode) before transmitting again.

* Support interface

The following table lists whether interfaces have the flow control function.

Table 1.8 Interface support for flow control

. Flow control function
LAN type | Location Interface
Back pressure PAUSE frame
Business |Front 1000 BASE-T Y Y
LAN 10G BASE-LR N Y
BackPlane |SerDes N Y

Y: Supported, N: Unsupported

1-12
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e Support functions

® Back pressure
Back pressure is a method for retaining transmission of a sender by generating a
dummy collision. Back pressure can be specified for half-duplex communication.

® PAUSE frame function
The PAUSE frame function sends a PAUSE frame using the MAC control

mechanism.
A PAUSE frame can be specified for full-duplex communication and supports the

following three modes.

- Two-way control (Symmetric)
- One-way control (Asymmetric: accept)
- One-way control (Asymmetric: transmit)

* Restrictions

The restriction list for communication speeds and communication modes is shown

below.

Table 1.9 Flow control and restriction list

Communicatio

Communication mode

n speed Half duplex | Full duplex
Back pressure 10 bps Y N
100 bps Y N
1000 bps Y N
10G bps N -
PAUSE function 10 bps N Y
100 bps N Y
1000 bps N Y
10G bps - Y

Y: Supported, N: Unsupported

Remarks: Both functions cannot be executed at the same time.

C122-E028-06EN
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Jumbo frame function

The GSWB supports the jumbo frame function.

A frame size that exceeds 1514 bytes, which is the maximum frame size according to
the Ethernet standard, is referred to as ajumbo frame. It is expected that enabling
jumbo frames will increase the throughput, because this allows increasing the size of
data items that can be transferred at the same time, and reducing the number of times
datais transferred.

* Interface support

The table below lists whether interfaces have the jumbo frame function.

Table 1.10 Interface support for jumbo frames

LAN type Location Interface Jumbo frame
function
BusinessLAN Front 1000 BASE-T Y
10G BASE-LR Y
BackPlane SerDes Y
Y: Supported

» Supported functions
® A jumbo frame (expansion frame) supports a maximum transmission unit (M TU)
size of up to 9 KB.
® The allowable range is between 1514 and 9020 bytes.
® The function can be set to enabled or disabled only for the entire unit; this function
cannot be specified on a per-port basis.
* Restrictions

® \When the jJumbo frame is set, the frame size of all units on communication lines
needs to be matched.
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Rate control function
The GSWB supports the rate control function.
The rate control function protects packets against network failures caused by storms.

With respect to packets for broadcast, multicast, and Destination Lookup Failure

(DLF), it is possible to discard frames greater than or equal to athreshold value on a
PPS basis for each port.

* Interface support
The following table lists whether interfaces have rate control.

Table 1.11 Interface support for rate control

LAN type| Location Interface Rate control function
Business |Front 1000 BASE-T Y
LAN 10G BASE-LR N
BackPlane |SerDes Y
Y: Supported

N: Unsupported
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1.3.2

MAC bridge function
A GSWB supports the MAC bridge function complying with IEEE802.1D.

The MAC bridge function relays frames between MAC sublayersin transmission
lines that differ up to Media Access Control (MAC). The MAC layer isalower
sublayer of the datalink layer. The following functions are also supported as related
functions.

® Addresslearning function
The function for learning MAC addresses is supported. Thisfunction
automatically learns, for filtering and forwarding execution purposes, which bridge
port each terminal is connected to. A learning table stores the correspondence of
MAC addresses and ports.

® Age-out function
The information on MAC addresses and ports registered in alearning tableis
deleted if the information is not referenced for a certain amount of time.  This
function allows more effective use of the learning table. The user can set the aging
time.

If, however, there
isno

communication

for acertain =

amount of time, Addresslearning

information Self-learning with |

isddeted. communication on, PRIM EQUEST

aLAN

MAC address | Port number
a

Deleting <:I : E Partition#n
" Q7
GSWE
1 2 Port number
Deleting
Adding

MAC address

Figure 1.6 Address learning and age-out
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1.3.3

Spanning tree function

This function determines the dynamic relay path of abridge relay as stipulated in
IEEE802.1D.

This function is used when a bridge network that has multiple paths between two
pointsis created.

The spanning tree protocol automatically constructs tree-formed logical paths
(spanning tree) including all switches based on message exchanges between switches.
If aphysical loop exists, loop configuration can be avoided because ports that do not
form atree are automatically blocked. A redundancy function, which re-computesthe
tree and switches to a new path automatically whenever one part of a path is blocked
dueto afailure, is also provided.

Figure 1.7 shows the difference in the system depending on whether this function is
enabled or disabled.

| When the spanning tree function is disabled | | When the spanning tree function is enabled |

PRIMEQUEST PRIMEQUEST

Partiti on#

Partition#n

loop.

used as
afailure.

Figure 1.7 Spanning tree function
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1.34 VLAN function

The GSWB providesaVLAN function complying with IEEE802.1Q.

A virtual LAN (VLAN) isasystem that enables setting up alogical network
configuration in contrast to a conventional system that depends on a physical network
configuration.

The GSWB implements the VLAN function by using the group identification
methods referred to as the port method and the tag method. The port method
identifies groups on a per-port basis. The tag method identifieswhich VLAN aframe
belongs to by adding additional information referred to as atag to the frames.

® Port method

PRIMEQUEST

Web server Application server DB server Server for development

Partition#0 Partition#1 Partition#2 Partition#3

Grouping is enabled on a port basis
- Ensuring security
GSWB - Distributing traffic

B m |
\/h y 4 Internet
Hub \ @

@ Group 3 Group 2 @Group 1 Firewall

Figure 1.8 Port method
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® Tag method
PRIMEQUEST
Web server Application server DB server Server for development
Partition#0 Partition#1 Partition#2 Partition#3

GSWB

{ i y 4 Internet
SW

\
é @ @’ ‘ Firewall
To identify packets, additional information referred
to as a tag is added to the header of packets that transit. Group 1 @ Group 3
- Ensuring security

- Distributing traffic
. Group 2 @ Group 4

Figure 1.9 Tag method

Remarks: To use the tag method to configure aVLAN, the VLAN function must be
supported by not only the GSWB but also switches.

Configuring aVLAN means configuring multiple logical switch networks, with
switch communication enclosed within asingle VLAN. A router isrequired for
communication between VLANS.

® How transmission and reception are handled depends on the port setting statuses
and frame types
Thetable below lists how transmission and reception are handled depending on the
port setting statuses and frame types. Suitable attention is required when setting up
aVLAN.
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Table 1.12 How transmission and receiving are handled depending on port setting
statuses and frame types

Port status PVID
Port VLAN Tag VLAN (at tag VLAN)
Frame type UP DOWN UP DOWN UP DOWN
With a Thesame VLAN |Unavailable |- Available |- Available |-
receive ID as port (discard)
VLANtag |specification
VLAN ID different |Unavailable |- Unavailable |- Unavailable |-
from port (discard) (discard) (discard)
specification
Without a Available |- Unavailable |- Available |-
receive (discard) (*1)
VLAN tag
With a Thesame VLAN |Unavailable|- Available |- Unavailable |-
transmission |ID as port
VLANtag |specification
VLAN ID different |Unavailable |- Unavailable |- Unavailable |-
from port
specification
Without a Available |- Unavailable |- Available
transmission *2)
VLAN tag

Remark 1: If the port is down, all transmission and reception isimpossible.

Remark 2: Theport VLAN ID (PVID) identifiesthe VLAN to be allocated when an
interface belonging to atag VLAN receives a frame without a tag.
The specified PVID isvalid only for an interface running on atag VLAN.

*1 If atag VLAN isspecified for the interface, aframe without aVLAN tag, as
indicated by PVID, can be received.
*2 If atag VLAN is specified for the interface, aframe without aVLAN tag, as

indicated by PVID, can be transmitted.
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1.3.5 Priority control function
This function performs priority processing of traf

Class of Service (CoS) isinformation stored in a

fic.

fieldinthe VLAN tag of aMAC

frame. CoS is standardized by a standard, and indicates the priority of frames.

Based on this value, priority can be controlled as

shown in Figure 1.10. If areceive

frame does not have a VLAN tag, the priority complies with the default priority of a

receive port. The priority can be changed.

Server for development

PRIMEQUEST
Web server Application server DB server
Partition#0 Partition#1 Partition#2

Partition#3

The priority information is
stored in a field in a VLAN tag.

\
SW,
Priority
High4
- - Packets are allocated
Sent prior _- to each queue.
to other.
Output| g - - Input
Low

Breakdown (example) of packets
that transit through B.

Priority

Application 1

High
Application 2
Application 3
Application 4

Low

Figure 1.10 Priority control function
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1.3.6 Port trunking function
This function binds multiple ports to handle them like a single port.

Asshown in Figure 1.11, this function groups two or more ports, makes them operate
asasingle port, and allocates an | P address to the grouped port.

This function has two major advantages. One advantageis that distributing the load
among the ports grouped enables the use of a bandwidth comprising the total of the
bandwidth of al individual ports.

The other isthat if one of the ports grouped fails, this function detects the failure and
uses the remaining ports to continue communication.

PRIMEQUEST

Web server Application server DB server  Server for development

[ Partition#O} { Partition#l} [ Partition#ZJ [ Partition#BJ

GSWB

/A \

——

Multiple ports are bound.
y @ 4 Example: Handled as 1G L 3 ports— 3G L 1 port

Figure 1.11 Port trunking function

SW
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1.3.7

IGMP snooping

This function monitors whether to join a multicast group.

Internet Group Management Protocol (IGMP) snooping isafiltering function to relay
multicast data only to the required switch port. Asshownin Figure 1.12, aswitch that

does not support |GMP snooping broadcasts multicast stream to all ports. For a

switch that supports |GMP snooping, destinations to which specific multicast datais
relayed can be restricted to a specific switch port. The GSWB can enable or disable
this function.

IGM P snooping prevents multicast data from being broadcast, thereby optimizing the

network.

| When IGMP snooping is enabled
PRIMEQUEST

[ When IGMP snooping is disabled |

PRIMEQUEST

—

The relayed destination of specific multicast
data can be restricted to a specific port.

N

Exj iz entry enables the
switch to be :I(|3E[l o
distributed destinations.

Figure 1.12 IGMP snooping
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1.3.8 Port mirroring
This function mirrors the replication of frames that transit on the specified port to
another port.
Specify aport asamirror port, and another port as a port to be monitored. The
replication of frames that transit on the monitored port is passed to the mirror port.
However, note that the following restrictions apply.

Restrictions
® Multiple mirror ports cannot be created at the same time. Multiple portsto be

monitored can be created at the same time, however.
® A port set asthe mirror port does not work as a normal switch port.

PRIMEQUEST
Web server Application server DB server  Server for development
Partition#0 Partition#1 Partition#2 Partition#3

Port to be monitored Mirror port
S Analyzer
Trasit packet Types of transit packets (example)

-
B Aviicaion A
o o el B Avplication

[ ] Application C
| 5 IR A ][z ]

[ ] Application D
Figure 1.13 Port mirroring

Record packets

L2 ]
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1.3.9 Statistical information and log information function
This function displays statistical information and log information.

As statistical information, it is possible to display the number of transmitted and
received frames and the number of error frames of the entire unit or for each port.

Aslog information, the following items can be displayed.

® clog (Error log)
When an abort occurs due to an abnormality, abort processing is started and the log
isarchived. Thelog isdisplayed.

® tlog (Trap log)
A trap that SNMP agent reportsto SNMP manager isarchived asalog. Thelogis
displayed.

® llog (Linelog)
The Linkup/Linkdown log of a switch port isarchived. Thelog is displayed.

® mlog (Message log)
Messages that programs output as needed is archived asalog. Thelogis

displayed.

1.3.10 SNMP

Simple Network Management Protocol (SNMP) supports the agent functionsin vi,
v2c, and v3.

SNMP can implement read (Get) and write (Set) targeting agent unit information or
MIB information in response to an inquiry from an SNMP manager belonging to a
community to which accessright is given. SNMP also can report a trap message for
an event occurring in the unit to the specified SNMP manager.

SNMP supports the following Management Information Bases (MIBS).

= MIB e Standard MI1B (complying with
RFC1213)

- Ether LIKEMIB ..o Transmit/receive error information of
Ethernet (complying with RFC1643)

- BridgeMIB ..o Objectsrelated to bridges (complying
with RFC1493)

- Remote network monitoring (RMON).....Statistical information on traffic.
Event notification, log information
(complying with RFC1757)

- Original MIB.......ccoviieceeeeee e, GSWB original
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1.3.11 Managing units and others

The GSWB provides operating management functions and maintenance functionsin

its function as a server.

The main functions are as follows:

® Telnet functions
Remote log-in functions

® Secure Shell (SSH) functions
The functions (server/client functions) for improving security at remote log-in are
supported.

® TFTP function
The client function for transmitting files from remote units are supported for
mai ntenance management purposes.

® Network Time Protocol (NTP) functions
The client functions for setting a standard time are supported.

® Lightweight Directory Access Protocol (LDAP) functions
The client functions for managing passwords for login, telnet, SSH, and ftpin a
centralized manner are provided.

® Firmware update function
Thisfunction isfor updating GSWB firmware.

® Download/upload function for configuration definition files
These functions are for implementing save and restore of the specified
configuration definition file.
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1.4 Notes on System Design

14.1 Learning table

The GSWB has the switching function, which creates alearning table for
automatically recording connection information indicating which port is connected to
which 10 Unit port.

The age-out function deletes the old connection information when ports are moved
such as because of a partition reconfiguration. Upon receipt of polling data from the
GSWB, the function also automatically finds the relevant port to implement
communication.

Age-out of learning table
e Symptom
When abridge relay is used, age-out of the learning table is performed at a different
time from the setting.
e Cause

A gap between the MAC address learning timing and learning table monitoring
timing causes a time shift between the specified aging time and actual age-out time.
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MAC address learning

Learning table
monitoring

Actual age-out time
= Specified aging time + o
< >
Learning Flag assignment Delgtion
* *
l\ >
+a
<
Specified aging time Specified aging time
—— ——>
Monitoring Monitoring

The monitoring interval is the specified aging time.

o (‘occurs if there is even a slight gap between the monitoring timing

and learning timing.

o (increases if the monitoring interval (specified aging time) is longer.

The maximum age-out time is "specified aging time x 2."

Figure 1.14 Age-out of learning table
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Entry deletion from the learning table

An entry is deleted from the learning table when one of the following conditionsis

met.

Table 1.13 Conditions under which an entry is deleted from the learning table

ltem

Deletion conditions

Deletion of an entry

Age-out of aging timer

When aframe, which was sent from the relevant
MAC address, has been received from a port other
than an already learned port, due to terminal
movement.

Deletion of an entry learned at a port

A link-down has occurred.

The port is set to Disable.

The port has been added to the channel-group.

Deletion of all entriesfrom thelearning
table

The device has been reset.

VLAN has been changed or deleted.

VLAN mode has been changed.

"Clear bridge" has been issued by a command.

STB reconstruction has begun.

Temporary flooding of already learned frames

A MAC learning table exists on each chip in the GSWB. Note, therefore, that an
already learned frame may be flooded temporarily if the following conditions are met:

(1) When aframe whose source MAC addressis MAC-A isreceived from port a,
MAC-A islearned in the MAC learning tables of both chips#1 and #2.

Source MAC-A frame

}
Port a !
v
Chip#l Chip#2
MAC learning table U MAC learning table
MAC-A MAC-A

Figure 1.15 Temporary flooding of a learned frame (1)
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(2) If theframe whose source MAC addressis MAC-A istransferred to only port b
of chip#2, the frame does not flow to chip#1 and therefore MAC-A is deleted
from the MAC learning table of chip#1.

Source MAC-A frame

‘ Port a

Chip#l Chip#2

MAC learning table MAC learning table

MAC-A

AN
[\
/ \ ‘ Port b

MAC-A isdeleted by the age-out function because the
relevant frame is not received by chip#l.

1
1
1
1
1
1
1
1
1
1
1
1
|
1
1
1
1

v

Figure 1.16 Temporary flooding of a learned frame (2)
(3) If aframewhose source MAC addressis MAC-A isreceived at port ¢ of chip#l
under the above condition, the relevant frame is flooded to all ports of chip#l

because MAC-A is not registered in the MAC learning table of chip#l.

Destination MAC-A frame

]
]
: Port ¢ Port a
]
Chip#1 : Chip#2
At oAty y A
MAC:leanin:g tabld | ( ) MAC leaning table
]
! Lo \ MAC-A
]
' T
] 1 ' }
! 1 | 1
: 1 1 1
v v v Vv Port b

N

Because MAC-A is not registered in the MAC learning table of chip#1,
the MAC-A frame is flooded to all ports of chip#1.

Figure 1.17 Temporary flooding of a learned frame (3)
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(4) However, the condition in (3) istemporary because MAC learning table
synchronization works between chip#1 and chip#2 in the GSWB.

Chip#1 Chip#2

MAC learning table MAC learning table

d
<

MAC-4

MAC learning table synchronization enables chip#1 to relearn the

MAC-A registered in chip#2.

Note, however, that this processing is performed by software and the condition
in (3) may temporarily occur depending on the timing.

Figure 1.18 Temporary flooding of a learned frame (4)
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14.2 Relay-inhibited frame

A relay-inhibited frame isaframethat IEEE802.1D specifiesto not berelayed. Some
examples are the Bridge Protocol Data Unit (BPDU) and PAUSE frames.

The following explains the processing to be performed when the GSWB receives
these relay-inhibited frames.

PAUSE frame

When the flow control is active, the PAUSE frameis processed. When the flow
control isinactive, the PAUSE frame is abandoned.

BPDU frame

The BPDU frameisrelayed when STP as adevice is set to Disable and the BPDU
filter is set to Enable. The BPDU frame is processed or abandoned in other cases.

Table 1.14 Handling of BPDU and PAUSE frames according to the STP

setting conditions

Device Enable Disable
STP Port Enable Disable -
BPDU filter - Enable Disable
Flow control ON OFF |ON OFF |ON OFF |ON OFF
PAUSE Proces- |Aban- |Proces- |Aban- |Proces- |Aban- |Proces- |Aban-
sed doned |sed doned |sed doned |sed doned
BPDU Processed Abandoned Relayed Abandoned

Addition of a VLAN Tag to BPDU
When STPis set to Enable, aVLAN Tag is not attached to the BPDU that is output.

When BPDU isrelayed, it isrelayed in the original form. WhenaVLAN Tagis
attached to the original form, it isrelayed withaVLAN Tag. WhenaVLAN Tagis
not attached to the original form, it isrelayed without aVLAN Tag.

1-32
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Table 1.15 Addition of a VLAN Tag to BPDU

stp | BPPY 1 source BpDU | OUtPUtPOr Output BPDU
filter VLAN setting
Enable |Setting |WithoutaVLAN Port VLAN Without aVLAN Tag
disabled |Tag Tag-VLAN
WithaVLAN Tag |Port VLAN
Tag-VLAN
Disable |OFF Without aVLAN Port VLAN Without aVLAN Tag
Teg Tag-VLAN
WithaVLAN Tag |Port VLAN WithaVLAN Tag
The Tag isthe same asthat of the
Teg-VLAN source BPDU.
ON Without aVLAN Port VLAN No BPDU is output.
Teag Tag-VLAN
WithaVLAN Tag |Port VLAN
Tag-VLAN

143

Port mirroring

Mirroring of CPU-sent frame

e Symptom

In a certain configuration, aframe sent from the CPU cannot be mirrored.

« Cause

Frames sent from the CPU cannot be copied across chips.

Table 1.16 CPU-send frame mirroring enabled/disabled

Monitored port (source)
Mirror port IOU00-31 IOU40-71 . . . .
(destination) GigabitEthenet0/3-0/4 | GigabitEthenet 0/1-0/2 Te”eiftaf/'fth Te”eigtaf/'fth
GigabitEthenet 0/7-0/8 | GigabitEthenet 0/5-0/6
IOU00-31 Enabled Disabled Disabled Disabled
GigabitEthenet 0/3-0/4
GigabitEthenet 0/7-0/8
IOU40-71 Disabled Enabled Disabled Disabled
GigabitEthenet 0/1-0/2
GigabitEthenet 0/5-0/6
TenGigabitEthenet 1/1  |Disabled Disabled - Disabled
TenGigabitEthenet /2  |Disabled Disabled Disabled -
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VLAN Tag of mirroring frame

This section explainsthe VLAN Tag of the mirroring frame.

> TEETTETEET PR TR PRI PEITEE >

Port A Port B

PortC

Figure 1.19 VLAN Tag of mirroring frame
Monitored port: Port B transmission/reception
Mirror port: Port C
Frames are transferred between ports A and B.
Ports A and B belong to the same VLAN (VLAN 10).
Port A and B are set so that they send frames without a VLAN Tag.
(VLAN 10 is set as native in access or trunk mode.)

» Transfer from port A to port B when the transmitting port is mirrored

The following explains how the frame sent from port C is handled when aframeis
transferred from port A to port B.

Table 1.17 VLAN Tag of mirroring frame (transfer from port A to port B)

Port A Port B Port C
Receiving aframewithout atag | Sending aframewithout | Frame without atag
atag
Receiving aframewithaVLAN 10 |Sending aframewithout |FramewithaVLAN 10 tag (*1)
tag atag

*1 A framewithout atag is sent from the monitored port (port B) but a frame with
atagismirrored to the mirror port (port C).

» Transfer from port B to port A when the receiving port is mirrored

The following explains how the frame tag sent from port C is handled when aframeis
transferred from port B to port A.
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14.4

Table 1.18 VLAN Tag of mirroring frame (transfer from port B to port A)

Port B

Port A

Port C

Receiving a frame without atag

atag

Sending aframe without

Frame without atag

Receiving aframe with aVLAN

10tag

atag

Sending aframe without

FramewithaVLAN 10 tag

Receiving a non-affiliated VLAN

frame

No transmission

(*2)

Non-affiliated VLAN frame

*2

transferred to port A but is mirrored to the mirror port (port C).

Notes on the Speed/Duplex setting of the interface

This section provides notes on the Speed/Duplex setting of the interface.

Because the frame is abandoned at the monitored port (port B), it is not

Table 1.19 Notes on the Speed/Duplex setting of the interface

Speed/ Setting of opposed port
Duplex auto(1G) 100Mbps 100Mbps 10Mbps 10Mbps
] to(100M
setting - FULL HALF FULL HALF auto(100M)
1 auto Linkup Linkup Linkup Linkup Linkup Linkup
1Gbps 100Mbps 100Mbps 10Mbps 10Mbps 100Mbps
FULL HALF (*1) HALF HALF (*1) HALF FULL
2 100Mbps Linkup
FULL 100Mbps
FULL
3 100Mbps Linkup
HALF 100Mbps
HALF
4 10Mbps Linkup
FULL 10Mbps
FULL
5 10Mbps Linkup
HALF 10Mbps
HALF
*1 Oneisset to auto-negotiation and the other is set to fixed.

Regardless of the Duplex setting on the fixed setting side, Duplex on the auto-
negotiation side becomesHALF. Always set Duplex on the fixed setting sideto

HALF.
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145

Flow control

Flow control setting

|EEE8B02.3x flow control is supported for full duplex communication, and
backpressure flow control is supported for half-duplex communication.

Note, however, that IEEE802.3x flow control operates differently depending on the
result of the auto-negotiation.

Table 1.20 Flow control setting

Flow control setting Flow contrgl setting . Interface Speed setting. .
of opposite port Fixed (10/100) Auto-negotiation
Receive ON Send ON Enabled Result of auto-negotiation
OFF Disabled Disabled
OFF ON
OFF
Send ON Receive  |ON Enabled Result of auto-negotiation
OFF Disabled Disabled
OFF ON
OFF

Notes on using flow control

Note that enabling the flow control may affect the transfer of other ports because the
flow control is also performed between GSWB internal chips.

In the sample configuration shown below, the transfer from 10U 0 0 to
GigabitEthernet 0/6 enables flow control and then a PAUSE frame is sent from
BCM5692 #1 to BCM 5692 #0 to restrict the transfer from BCM 5692 #0 to BCM 5692
#1. Enabling the flow control thus affects the transfer from IOU 3 1 to IOU 4 0.
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IoU00 BCM5692#0 ;

GigabitEthernet 0/8

GigabitEthernet 0/7

GigabitEthernet 0/4

GigabitEthernet 0/3

IOU31 ———r; A

I0U40

PAUSE frame

Il

OU71 BCM5692 #1

i M, > GigabitEthernet 0/6

GigabitEthernet 0/5

GigabitEthernet 0/2

GigabitEthernet 0/1

Figure 1.20 Example of flow control

1.4.6 LinkAggregation load distribution

Load distribution algorithm

A key is created from the address (MAC address or | P address) of a send frame.
Based on the key and the number of ports that make up LinkAggregation, a modulo
calculation is performed and the transfer destination port is determined using the

result of the modulo calculation.

A key is created according to the load distribution method as shown below.

Table 1.21 Load distribution algorithm

No.

Load distribution method

Key

Source MAC address

3 low-order bits of source MAC address

Destination MAC address

3 low-order bits of destination MAC address

Combination of source and
destination MAC addresses

3 low-order bits of exclusive-OR of source and destination
MAC addresses

Source | P address

3 low-order bits of source |P address

Destination | P address

3 low-order bits of destination |P address

Combination of source and
destination | P addresses

3 low-order bits of exclusive-OR of source and destination
| P addresses

C122-E028-06EN
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Example of load distribution

® Port configuration: Ports 1, 2, and 3 constitute LinkAggregation.

® | oad distribution method: Source MAC address

Table 1.22 Example of load distribution

Source MAC address of send
frame

Key

Modulo result

Destination port

00:0B:5D:70:80:01

00:0B:5D:70:80:02

00:0B:5D:70:80:03

00:0B:5D:70:80:04

00:0B:5D:70:80:05

00:0B:5D:70:80:06

00:0B:5D:70:80:07

00:0B:5D:70:80:08

00:0B:5D:70:80:09

00:0B:5D:70:80:0A

N RO NOIO| A~ W|IN|PF

N R ORI ONPFP OIN|IF

WINIFPINPFPIWIN P WIN
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1.4.7 Other notes

Port linkup time

When the external ports (GigabitEthernet 0/1 to 0/8) are set to auto-negotiation
(default) and connected to the 1G-bit ports, the linkup timing of all ports at startup
may vary by about five seconds.

STP setting for VLAN
When VLAN isdivided to avoid aloop, set STP to off.

STP operates for each device. Even when VLAN isdivided, STP determines aloop
and blocks one port.

GSwB SW
VLAN2
Port A Port B
Port C VLANS Port D
& S

Figure 1.21 STP setting for VLAN

A loop configuration is avoided by separating the A and B pair of ports from the C
and D pair of portsusing divided VLANs. However, STP detects aloop and blocks
port C, and accordingly the communication between ports C and D is disabled.
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Optical module in the GSWB-XG

Do not remove the optical module provided in the GSWB-XG, when the GSWB-XG
power ison. If the optical module is removed when the GSWB-XG power is on, the
GSWB-XG restarts. After this GSWB-XG restart, the error log has the following

message:
"00d0 X2 Module detach"

If power isturned on to the GSWB-XG with the optical module removed, the GSWB-
XG gtarts in the hardware error state, where it cannot operate. After this GSWB-XG
startup, the error log has the following message:

"HE-4800-e00b IFM_NET: X2 Module not installation. Unit** Port**"

When communication with a GSWB is performed from the business LAN

When communication with a GSWB is performed by using telnet, ssh, tftp, or ping
from the business LAN in any of the following conditions, it may take along time to
perform the communication:

® A broadcast frame has been sent to the business LAN.
® Many frames have been sent to the | P address set in the GSWB.

When it takes a long time to perform communication, place the devices that perform
communication with the GSWB in a separate VLAN group to have communication
occur only between the devices and the GSWB.

VLAN group A VLAN group B

I’/ Business LAN v GSWB ' Device

I
1
— | 1
’ \ ’
Tt ’/\//\" ”””””” g

Have devices that communicate with the GSWB
belong to a VLAN group different from the business LAN.

1
1

Figure 1.22 Setting for when communication with a GSWB is performed from the

business LAN

Communication speed setting

The communication speed of the 1000BASE-T interface at the front of the GSWB
cannot be set to afixed rate of 1,000 Mbps. For communication at 1,000 Mbps
through a port, make Autonegotiation settings for the port. The SerDes interface on
the backplane side of the GSWB supports only afixed rate of 1,000 Mbps for the
communication speed setting.

The communication speed cannot be set to 100 or 10 Mbps.

1-40
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Cable for a connection

To connect the GSWB to an externa switch through a port for which the
communication setting is other than Autonegotiation (i.e., the communication speed
isfixed), use a crossover cable.
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CHAPTER 2 GSWB Setup

2.1 GSWB Initialization

The setup tasks that should be performed for the GSWB product are listed below.
These settings are not required unless you plan to use the GSWB.

If two GSWBs are mounted, make these settings for one GSWB, and copy the settings
except the basic host function settings to the other GSWB. This resultsin the boards
being powered on individually.

For backing up the settings that have been made, see Section 2.1.7, "Saving GSWB
configuration definition information”

® Turning GSWB power on (— 2.1.1)

® Basic setting for host function (— 2.1.2)
® Setting SNMP (- 2.1.3)

® Setting the Telnet server (— 2.1.4)

® Copying GSWB settings (— 2.1.8)

Remarks:

1. Touse more GSWB functions, further settings are required. Before the actual
operation starts, refer to the PRIMEQUEST 580A/540A/580/540/480/440
System Design Guide (C122-B0O01EN), PRIMEQUEST 580A/540A/520A/500/
400 Series Reference Manual: Basic Operation/GUI/Commands (C122-EOO3EN),
etc., to make settings required by your customer.

2. When making GSWB settings, be sure to make a backup copy of the settings
and configuration information.

2.1.1 Turning GSWB power on

1 Turnon the power to the MMB and the periphera devices.
2 Logintothe MMB Web-Ul.

The MMB Web-UI window appears.
3 Sdect [System] — [System Power Control] from the MMB menu.
The [System Power Control] window is displayed.
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er Adminstration Netwo ation  Ivlantenance Logout

System Power Control Help

Click the Apply Button for all changes to take effect

Sysiem Power Control € Power Oneall defined Partition(s) are powered on
€ Power On chassis only
€ Power Dffthe chassis is powered off after all pastition(s) are shutdown.

L]
L]
(-]
(]
B
Ll
(]
L]
L]
(]
o
o

Applyl Cancel |

Figure 2.1 [System Power Control] window
4 Click [Power On chassisonly] and click the [Apply] button.

Remarks: Clicking [Power On chassis only] turns on the power to the units
(including the GSWB) other than the SBs and 10 Units.
You can also turn on the power to the GSWB in the standby state by
clicking [Switch] — [GSWB#x] and then performing the power-on
operation from the [Power Control] window. In this case, the boards are
powered on individually.

2.1.2 Basic setting for host function

Basic data (host name, |P address, Subnet Mask, Default Gateway) for the host
function can be set. This setting can be made with the Administrator privilege.

During installation, specify the default VLAN ID to continue. If two GSWBs are
mounted, make these settings for each GSWB.
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Procedure

1 Select [Switch] —

[GSWB#x] — [System] — [Host].

The [Host] window is displayed.

Systern Partiion

User Admimstration Network Co

>Bwitch >GIWEED >System >Hosl

Host (GSWB#0)

snfiguration  Mamtenance

VLAN ID(Management VLAN)

[1=]

Host Mame [1-63 characters]

|GSWEI_test_gswb1_conﬁg1

IP Address

|10 |10 i |100

Subnet Mask

[285 [255 [2s5 o

Default Gateway

|10 J1o i 12

-
[]
o
[]
]
[]
[]

Apply | Cancel

Hel |

Figure 2.2 [Host] window

2  Enter necessary datafor items.

Table 2.1 Displayed and setting items is the [Host] window

ltem Description
VLAN ID Specify the VLAN ID used on ahost. Only defined VLAN IDs
(Management VLAN) |areavailable.
Default: [1]
Host Name Specify ahost namein up to 63 a phanumeric characters (0 to
9, ato z, A to Z) and/or symbols (-_/#*).
The host name must begin with an alphanumeric character.
Default: switch
IP Address Enter the host |P address (0 - 255).
Default: blank
Subnet Mask Enter the subnet mask (0 - 255).
Default: blank
Default Gateway Enter the I P address of the default gateway (0 - 255).
Default: blank

3 Click the[Apply] button.
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2.1.3 Setting SNMP
An SNMP agent can be set.

@ Setting an SNMP community (- 2.1.3.1)
® Setting SNMP V3 (— 2.1.3.2)
® Setting an SNMP trap send destination (— 2.1.3.3)

2.1.3.1 Setting an SNMP community

Set a host that collects or manipulates M1B information using SNMP version 1 or
SNMP version 2. Up to eight hosts can be set.

Procedure
1 Click [Switch] - [GSWB#x] — [Management] — [SNMP] — [SNMP
Community].

The [SNMP Community] window is displayed.

System  Partihon ser Admmstrahon Wetwork Configuration  Mamntenance

>Bwitch >GEWEED *Management *SHMP =SHMP Community
] Info SNMP Commumity (GSWES) Help
D]T.:?: Location [up to 64 characters] |n0ne
DS‘&:@eﬂﬁﬂg\?ﬂaﬁm Contact [up to 64 characters] |none
D) Restars Conlguation
Dﬁdmxmﬁgg@hmgg Please check the check box of line to add orto change an entry.
Dl Bror Log 1P Addess SNME Version Aceess Mods Comiuiniy Siing
O Line Log [1-20 characters]
LI Mdess a-i;n_g._ O I I | | 18 [Read-Only =] |
ET O | I | | 1 'I lRead-OnIy j |
Lo g
B e ™l I I I [1=] [Restonly =] ||
s T e — [ [Fesond ||
El aimE || | | [ 1 'I [Read-Only =] |
L 5HMP Community : :
LI SNMEP v3 Configuration il | i} [ 1 [Read-Only =] |
| | [ [ 1] [Read-Cnly =] |
™|l I | | = [Restonly =] ||

Apply | Cancel

Figure 2.3 [SNMP Community] window
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2  Depending on the requirement take the appropriate action as detailed bel ow.
[To set an SNMP agent]
Set [Location] and [Contact].
[To add or modify an SNMP host]
Select a check box and specify [IP Address], [SNMP Version], [Access Modg],
and [Community String].
[To delete an SNMP host]
Select the check box of the target host and delete the | P address displayed in the

[IP Addresg] field.

Explanation of [SNMP Community] window

Table 2.2 Displayed and setting items is the [SNMP Community] window

Item

Description

Location

Specify the location of the GSWB in up to 64 alphanumeric
characters (0to 9, ato z, A to Z) and/or symbols
C-@).

Default: [none]

Contact

Specify the contact for the GSWB in up to 64 a phanumeric
characters (0to 9, ato z, A to Z) and/or symbols
C-@)).

Default: [none]

IP Address

Specify the IP address of the target SNMP host.
Default: blank

SNMP Version

Specify the SNMP version (1 or 2).
1. Lowest-security model
2: Second-lowest-security model

Access Mode

Read-Only: Allows read-only accessto the MIB tree.
Read-Write: Allows read/write access to the MIB tree.

Community String

Enter a password-like community string in up to 20
alphanumeric characters (0to 9, ato z, A to 2).

1 Click the [Apply] button.
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2.1.3.2 Setting SNMP v3

Set a user who establishes a connection using SNMP v3 from the server. Up to eight
users can be registered. Engine-ID need not be specified if SNMP v3 is not used.

Procedure
1 Click [Switch] - [GSWB#x] — [Management] — [SNMP] — [SNMPv3
Configuration].

The [SNMP v3 Configuration] window is displayed.

System Partition User Admiristranion Networlk Configuration  Mamtenance
=3witch >GEWEHD =M anagement >ZHMP =3NMF +3 Configuration
U Infarmstion SNMP v3 Cenfiguration (GSWEH)) Help
l;l Host
01 Uplosd Configurstion
5 Uﬁvﬁ"ﬁm‘&c‘" e ‘ Engine 1D String [10-24 hexadecimal characters] ||DxDDDUDDUDDUDDUDDUDDUDDUDD |
g_:avjﬂofﬁg_ _:zm Pleage check the check box of line to add o to change an entry.
CELTE D ] L Pagsword [2-16 Passphrase [5-16
g-Aqil'V?e' Image Change User Hame [4-16 characters] Access Mode Auvthentication charaobers] | G onk chara e
| ErvorLog
- d &
O Lins Log r | [Reag-oniy =] | [noauth =] {.,H:j I I
L Message Log sha | |
Cl TrapLog (o} I I
aplog " il
] i { i} | |Head—0n\y J |nnauthJ € cha I I
O Log Download
| | |Head—0n\ Ll |nnauthj = I I
Clamp . Coma | I
[ 8NP Community it | |
[ 39MP +3 Configuration | ) | |Head—0n\y L‘ |nnauth j c o
L SNMP Trap — I I
O Tetet = I |
* md5
DSSHSi;Qms ] [Read-only =] | [noauth =] © b I I
L S5H Key Generate |
_Re.mntaﬁc\:ess = | |Head—0n\y L‘ |nnauth j 3 I
:  sha I I
Apply | Cancel

Figure 2.4 [SNMP V3] window

2  Depending on the requirement take the appropriate action as detailed bel ow.
[To change an Engine ID]
Enter anew engine ID in a character string consisting of 10 or more hexadecimal
characters.
[To add or modify an SNMP user]
Select a check box and specify the User Name, Access Mode, and Authentication
level. When the Authentication level is something other than noauth, specify a
hash function. When it is auth, specify a Password. When it is priv, specify a
Password - Path phrase
[To delete an SNMP user]
Select the [Delete] check box of the target host currently registered, and delete the
user name from the [User Name] column.
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Table 2.3 Displayed and setting items is the [SNMP v3] window

Item

Description

Engine ID String Specify a character string consisting of 10 to 24 hexadecimal
digits(0to 9, atof, Ato F).
"0x" is not included in the above number of digits and can be
omitted. A character string specified in lessthan 24 digitsis
padded with trailing O(s) to make a 24-digit Engine ID.

Default: 0x000000000000000000000000

User Name Specify auser namein 4 to 16 alphanumeric characters (0 to 9,
ato z, A to Z) and/or symbols'-_'.

Default: blank

Access Mode Specify access mode.

» [Read-Write]: Grants the user read/write authority
* [Read-Only]: Grantsthe user read-only authority

disables encryption.
password.
encryption.

encryption.

Authentication Specify the authentication level.

 [noauth]: Disables authentication and encryption based on a
password (enabl es authentication based on the user name).

 [auth]: Enables authentication based on a password but

 [priv]: Enablesauthentication and encryption based on a

* [md5]: Selects MD5 as a hash function for password

 [sha]: Selects SHA as ahash function for password

Password Specify an authentication password in 8 to 16 alphanumeric
characters (0to 9, ato z, A to 2).

confirmation.

Confirm Specify the same authentication password as [Password] for

Passphrase Specify a keyword for packet encryption in 8to 16
alphanumeric characters (0to 9, ato z, A to Z).

Confirm Specify the same keyword for packet encryption as
[Passphrase] for confirmation.

3 Click the[Apply] button.

2.1.3.3 Setting an SNMP trap send destination

Set ahost so that traps can be sent to it, and specify how to send the traps. Up to eight

hosts can be defined for trap send destinations.
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Procedure

1 Click [Switch] - [GSWB#x] — [Management] — [SNMP] — [SNMP Trap].
The [SNMP Trap] window is displayed.

System Partiion User Admimstranon Network Configuration  Mamtenance

»Switch >GIWEHD »Management >SHMP =SNMP Trap
gwmamn SNMP Trap (GSWEH)) Help
| Host
g:l_lpiﬁe_«% Configuration Please check the check box of line to add o to change an entry.
| Download Configueation SHMEP | Community Steing[1- : Password[3-16]
I;‘. Save Configuration thdeens Wersion | 20] f User Mame[4-16] Siteoion Passphrase[5-16]
L Restars Configuration Guts ||
Bioaiin e = o = || [l ooy |———
[ EmorLag |
D iineLog. g L
Dil\ﬁ-essa_ga-i;o& O l l l l IEI I |w|-3an|!wJ € sha
Hlroploe e |
U Log setting il | il [ |1 = ] [noauth =] e S
O Log Dewrroad she
&
e e < o | =h el g2 [——
O 8NP Community |
3 39MP +3 Configurati & ms
B ;mp” i il ¥ | | [z |l [roauth =] . :ﬁ —
lj-T.Ef-t,"r_ﬂ .' & s [
[ 52 Status r I | |1 - |l noauth =] i
Ll s Key Genetate I I l I © sha
O Remuote Access & [
: 7 mds
; = [ | | = | [roauthF] ¥ | —

1
Apply | Cancel

Figure 2.5 [SNMP Trap] window

2  Depending on the requirement take the appropriate action as detailed bel ow.
[To add or modify an SNMP trap send host]
Select a check box and specify necessary information including the IP address
and SNMP version.
[To delete an SNMP trap send destination]
To delete atrap, select the check box of the associated trap send destination,
check box and delete the IP address that is set in [IP Address].

Table 2.4 Displayed and setting items is the [SNMP Trap] window

Item Description
IP Address Specify the |P address of the trap send destination host in the
range from O to 255.
Default: blank
SNMP Version Select an SNMP version.

* [1]: Sends traps of SNMP version 1. Specify [Community
String] used for the server for authentication.

* [2]: Sends traps of SNMP version 2. Specify [Community
String] used for the server for authentication.

* [3]: Sends traps of SNMP version 3. Specify [Community
String] used for the server for authentication.
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Item Description
User Name Specify the name of the user who sets up the connection using
SNMP v3 from the server in 4 to 16 alphanumeric characters (O
to9,atoz, AtoZ) and/or’-_".

Community String Enter a password-like community string in up to 20
alphanumeric characters (0t0 9, ato z, A to Z).
Authentication Specify the authentication method.

» [noauth]: Disables authentication and encryption based on a
password (enabl es authentication based on the user name).

 [auth]: Enables authentication based on a password but
disables encryption.

 [priv]: Enablesauthentication and encryption based on a
password.

* [md5]: Selects MD5 as a hash function for password
encryption.

* [sha]: Selects SHA as ahash function for password
encryption.

Password Specify an authentication password with 8 to 16 a phanumeric

characters (0to 9, ato z, A to Z).

Pass phrase Specify a keyword for packet encryption with 8 to 16

alphanumeric characters (0to0 9, ato z, A to Z).

3 Click the [Apply] button.
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214 Setting the Telnet server

This section describes the settings for enabling or disabling Telnet. No port number
can intentionally be assigned to the Telnet server. For a GSWB connection through
the Telnet server, ahost that is permitted access for this connection must be specified
in the [Remove Access| window.

Procedure

1 Click [Switch] - [GSWB#x] — [Management] — [Telnet].
The [Telnet] window is displayed.

System Partition Tser Administration  INetworle Configuration  Maintenance

=Bwitch >GEWEHD =IManagement >Telnet
Tenet (GSWB#() Belp
[Tetnet [ € Ensbls @ Dissbls |
| Timeout[sec]:[0-700] ‘ €] |

#,'85H Timeout' is also changed when 'Timeount' is changed.

Apply | Cancel

Figure 2.6 [Telnet] window

2 Select [Enable] or [Disable].
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Explanation of [Telnet] window

Table 2.5 Displayed and setting items is the [Telnet] window

Item Description
Telnet Enable or disable Telnet.
» [Enable]: Enablesthe Telnet server.
 [Disable]: Disablesthe Telnet server.

Default: [Disable]
Timeout Specify the timeout value for the consoles (Telnet, SSH) in the
range from 0 to 900 seconds. If O is specified, no timeout
OCCUrS.

The value specified hereis also used for timeout in the SSH
server setting window.

Default: 300

Note: To change the Telnet timeout value, enter anew value in the setting field.
Note, however, that the value set here is also used for the SSH timeout
value.

3 Click the[Apply] button.

2.1.5 Setting the SSH server

The SSH server can be enabled or disabled. The SSH server cannot be individually
enabled by setting [Enable] for the SSH server status. To use the SSH server, an SSH
key must be generated. For a GSWB connection through the SSH server, a host that
is permitted access for this connection must be specified in the [Remove Access]
window.

Fujitsu recommends setting up the SSH server during installation to ensure security.
However, the SSH server can be set up later.

® Enabling or disabling SSH (- 2.1.5.1)
® Creating an SSH key (—» 2.1.5.2)

2.1.5.1 Enabling or disabling SSH

The SSH server can be enabled under the specified protocaol.
For details on SSH key generation, see Section 2.1.5.2, "Creating an SSH key."
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Procedure

1 Click [Switch] - [GSWB#x] — [Management] — [SSH Status].
The [SSH Status] window is displayed.

System Parfiion User Admumstranon Network Configuration  Mamtenance

2Rwitch >GEWE#0 =M anagement =33H Status

U Inforenation SSH Status (GSWEA0) Help
L Host
g Mimatbn fhenanng, R3AL: S3H pratocol | with RSA
D D“wmc“nﬁg“&mﬂ - Server Status  Bnable @ Disable
Ll Save guration o
Cl Hﬁskw?_(?ju__i:ﬁgvm;m‘ Key Status
L1 A ctive Image Change
O ErverLog RSA: B3H protocol 2 with BSA
O Line Log Setvet Status  Enable ® Disable
Ll na L
D il Key Status HEHE
Traplog
O Log Setting
Llpg ‘.E;a»minaﬂ D&A: 33H protocol 2 with DEA
h Server Status " Bnable @ Disable
S 2 Key Status HONE
L] Tetret

L] 5 Status

E1 S50 Koy Gonerals ‘ Timeout[sec]-[0-900] | 300

LI Remote Access * "Telnet Timecut'is also changed when ‘Timeout' is changed

Apply | Cancel

Figure 2.7 [SSH Status] window

2 Toenableor disable SSH, change the SSH status.
To delete the key, select the [Delete] check box. (If no SSH key has been
generated, the [Delete] check box isnot displayed.) When the server statusis
[Enable], key deletion cannot be selected. First change the server statusto
[Disable] and then select the [Delete] check box.

3  Enter datafor theindividual items.

Table 2.6 Displayed and setting items is the [SSH Status] window

Item Description
SSH Status Specify whether to enable or disable the SSH server.
e [Enable]: Enables the SSH server under the specified
protocol.
» [Disable]: Disablesthe SSH server.
Default: [Disable]
Key Status Key status
» [None]: Displayed when akey has not been created.
e 1024: A 1024-bit key has been created.
e 2048: A 2048-bit key has been created.

2-12
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Item Description
Timeout Specify the timeout value for the consoles (Telnet, SSH) in the
range from O to 900 seconds. If O is specified, no timeout
occurs. The value specified here is also used for timeout in the
Telnet server setting window.

Default: 300

Note: To change the Telnet timeout value, enter a new value in the setting field.
Note, however, that the value set hereis also used for the SSH timeout

value.

4  Click the[Apply] button.

2.1.5.2 Creating an SSH key
A key of the specified protocol can be created.

Procedure

1 Click [Switch] — [GSWB#x] — [Management] — [SSH Key Generate].
The [SSH Key Generate] window is displayed.

System  Partitton zer Admiustration Network Configuration  Mamtenance
>Bwitch »GEWBED >Management >55H Key Genetate
SSH Key Generate (C5WEGD) Help
S5H Protocol R34l CRsA T DBA
KeyLength & 1024 © 2043
Generate I

Figure 2.8 [SSH Key Generate] window
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Table 2.7 Displayed and setting items is the [SSH Key Generate] window

Item Description

SSH Protocol * [RSA1]: Generatesan RSA1 key.

* [RSA]: Generates an RSA key.
* [DSA]: Generates a DSA key.

Key

e [1024]. Generates a 1024-bit key.
» [2048]: Generates a 2048-bit key.

2 Tocreate an SSH server key, specify the protocol and the number of key bits, and
click the [Generate] button.

Notel:

Note2:

No key can be generated under a protocol in which the SSH server is
enabled. To generate another SSH key, the SSH server must be disabled

beforehand.

A progress window is displayed during key generation. To cancel key

generation, click the [Cancel] button.

2.1.6 Setting ports
This section explains port settings and port status confirmation.
® |nterface names (— 2.1.6.1)
® Setting ports (- 2.1.6.2)
® Conforming port status (— 2.1.6.3)
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2.1.6.1 Interface names

You can use the Web-UI to select an interface name to specify a GSWB port. The
following table lists the ports and their corresponding interface names.

Table 2.8 Interface names

Type GSWB Web-UlI

Port No. Interface name ID Interface name
IOU portl |IOUOO 00 (IOUO0O0
(Back panel ports) port2 |IOUO1 01 |[loU01

port3 |IOU10 02 |IOU10

port4 |IOU11 03 |IOU1l1

port5 |IOU20 04 |IOU20

port6 |IOU21 05 |[lOU21

port7 |IOU 30 06 [IOU30

port8 |IOU 31 07 |IOU31

port 9 10U 40 08 |[loU40

port 10 |IOU 41 09 |[loU41

port11 |[IOU50 10 [IOU50

port12 |IOU51 11 |IoU51

port 13 |[IOU 60 12 |IOU60

port14 |IOUG61 13 |IoU61

port15 [IOU 70 14 |IOU70

port16 |IOU 71 15 |lou71
Externa port 17 |GigabitEthernet 0/1 16 |Gigahit 1
(Front panel ports) port 18 |GigabitEthernet 0/2 17 |Gigabit 2

port 19 |GigabitEthernet 0/3 18 |Gigahit 3

port 20 |GigabitEthernet 0/4 19 |Gigabit4

port 21 |GigabitEthernet 0/5 20 |Gigabit5

port 22 |GigabitEthernet 0/6 21 |Gigabit 6

port 23 | GigabitEthernet 0/7 22 |Gigabit 7

port 24 |GigabitEthernet 0/8 23 |Gigabit 8
Externa port 25 |TenGigabitEthernet 1/1({24 |10Gigabit 1
(10G daughter ports) port 26 | TenGigabitEthernet /2|25 |10Gigabit 2
port-channel port 27 |port-channel 1 26 |port-channel 1
(Port channels) port 28 |port-channel 2 27 |port-channel 2

port 29 |port-channel 3 28 |port-channel 3

port 30 |port-channel 4 29 |port-channel 4

port 31 |port-channel 5 30 |port-channel 5

port 32 |port-channel 6 31 |port-channel 6

port 33 |port-channel 7 32 |port-channel 7
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2.1.6.2 Setting ports

Interface status and communication speeds can be set.

Note:

The Speed/Duplex settingsfor port 1 (I0UQO) to port 16 (I0U71), port 25

(10Gigahit 1), and port 26 (10Gigabit 2) cannot be changed.

Procedure

Select [Switch] — [GSWB#x] — [Port] — [Port Configuration] — [IOU].
The [Port Configuration (I0U)] window is displayed.

1

[+ [+ [+ ]

L]

ration  Mambenance
Port Configuration [ IOU | (GEWE#0) _Heln |
01 S e Tarition
T Status | SpeedDuplex Status
s b 10T 00 Down - IV Enable 0 free
[ 10T 01 Down ¥ Enable 0 free
IoU10 Dowm " Enable 1 fiee
0T 11 Down " Enable 1 free
IoT20 Down [~ Enable 2 free
0oU21 Diowm " Enable 2 fiee
10T 30 Down [ Enable 3 free
I0U 31 Diown ™ Enable 3 free
10T 40 Diown " Enable 4 free
10T 41 Down " Enable 4 free
I0T50 Down [~ Enable 5 free
10U 51 Dowm " Enable 5 fiee
10T 60 Down " Enable 6 free
I0T 61 Down [~ Enable 6 free
IOU 7 0 Not-present M Enable 7
Apply | Cancel

2

Figure 2.9 [Port Configuration (IOU)] window

Specify whether to enable or disable each interface, and click the [Apply] button.

2-16
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Table 2.9 Displayed and setting items is the [Port Configuration (I0U)] window

ltem Description
I0OU Displays alist of interfaces.
Status (Current) Displays current setting.
* Up: Link-up state
* Down: Link-down state
Speed/Duplex (Current) |Displays current setting.
10M/Full: The port isrunning at 10 Mbps, full duplex.
10M/Half: The port isrunning at 10 Mbps, half duplex.
100M/Full: The port isrunning at 100 Mbps, full duplex.
100M/Half: Theport isrunning at 100 Mbps, half duplex.
1000M/Full: The port isrunning at 1000 Mbps, full duplex.
» -: Link-down state
Status (Setting) Specify whether to enable or disable each port.
» [Enable] Select the check box to enable the interface. Clear
the check box to disable the interface.

Default: [Disable] (not checked)
Partition Displays the number and name of the partition to which the IO
Unit belongs.

3 Continue by clicking [External] in the submenu.
The [Port Configuration (External)] window is displayed.

m Partition User Administration Metwork Confisuration  Mantenance
Switch >GEWEH#0 >Port >Port Configuration >External

Port Configuration | External | (G5WE#D) _Help |
i Clurrent Sethng
S IE?;‘tgmal R Status SpeedTuplex Stats SpeedTuplez G

Cigabit 1 Down |- ¥ Enable [aa =] |3

Gigabit 2 Down |- ¥ Enable Auto =l o3

Cigabit 3 Down |- ¥ Enable Ao x| |-

Cigabit 4 Town |- ¥ Enable Autn |

Gigabit 5 Down |- ¥ Enable Auto =l

Cigabit 6 Down |- ¥ Enable Ao |

Gigabit 7 Town |- ¥ Enable Autn =

Gigabit 8 Down |- ¥ Enable Auto =l

B Enable

L]
] B Enable
-]
[
L]

Apply | Cancel

Figure 2.10 [Port Configuration (External)] window

C122-E028-06EN 2-17



CHAPTER 2 GSWB Setup

4  Specify whether to enable or disable each interface, and click the [Apply] button.

Table 2.10 Displayed and setting items is the [Port Configuration (External)] window

ltem Description
External Displaysalist of interfaces.
Status (Current) Displays the current settings.
* UP: Link-up state
* Down: Link-down state
Speed/Duplex Displays the current transfer rates and duplex modes.
(Current) * 10M/Full: The port isrunning at 10 Mbps in full-duplex mode.

» 10M/Half: The port isrunning at 10 Mbps in half-duplex mode.

» 100M/Full: The port is running at 100 Mbps in full-duplex mode.

» 100M/Half: The port is running at 100 Mbps in half-duplex
mode.

» 1000M/Full: The port is running at 1000 Mbps in full-duplex
mode.

e -: Link-down state

Status (Setting)

Specify whether to enable or disable a port.
 [Enable]: Select the check box to enable the interface. Clear the
check box to disable the interface.
Default: [Enable] (checked)

Speed/Duplex (Setting)

Specify atransfer rate and duplex mode.

e [10M/Full]: The port runs at 10 Mbps in full-duplex mode.

* [10M/Half]: The port runs at 10 Mbps in half-duplex mode.

» [100M/Full]: The port runs at 100 Mbps in full-duplex mode.

* [100M/Half]: The port runs at 100 Mbpsin half-duplex mode.

» [Auto]: The port automatically detects the appropriate setting.
Default: [Auto]

port-channel

Displays the number of the port channel to which the interface
belongs.

2-18
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5 Continue by clicking [port-channel] in the submenu.
The [Port Configuration (port-channel)] window is displayed.

System Partition

33 TUser Admuustration Metw
witch >GEWEHD >Port >Port Configuration >port-channel

Port Configuration [ port-channel | (GEWE#D)

nfisuration Mamtenance

L]
L]
L]
L]

P = =

| Current |
Status SpeedDuplex

Setting
Status

port-channel External

B Enable
HEnable

el 4 Ui [ Enable

B Enable
B Enable
M Enable

Apply | Cancel

Figure 2.11 [Port Configuration (port-channel)] window

6  Specify whether to enable or disable each interface, and click the [Apply] button.

Table 2.11 Displayed and setting items is the [Port Configuration (port-channel)] window

Item Description
port-channel Display alist of interfaces.
Status (Current) Displays the current settings.
e UP: Link-up state
e Down: Link-down state
Speed/Duplex Displays the current transfer rates and duplex modes.
(Current) » Speed: Total speed of all interfaces composing a port-channel pair.

e Duplex: "Half" is displayed if all interfaces composing a port-
channel pair are in half duplex mode.

» - Indicates either the link-down state where both the full- and
half-duplex modes exist or the link-up state for each of the
interfaces composing a port channel.

Status (Setting) Specify whether to enable or disable a port.
» [Enable]: Select the check box to enable the interface. Clear the
check box to disable the interface.
Default: [Enable] (checked)
Front Panel Displays the number of the interface belonging to the port channel.

C122-E028-06EN
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2.1.6.3 Conforming port status

Settings of interface status and communication speeds can be confirmed.

Procedure

1 Click [Switch] - [GSWB#x] — [Port] - [Port Satus].
The [Port Status] window is displayed.

System Partiion User Admumstration Network Configuration Mamntenance

=5Switch > GEWE#0 >Port >Port Status
Port Status (GSWEH)) Refregh |le\ﬂ

: Current
e Statas SpeedDuplex

I0U00 Down
I0U01 Down
1010 Down
I0U11 Down

" 10U 20 Down

1021 Down

i 10U 30 Down

10U 31 Down

B 1040 Down

100741 Down

LIp I0U50 Down

L] 10U 51 Down

Ll IOUE0 Down
10U 6 1 Down

|DOWn

Figure 2.12 [Port Status] window

Table 2.12 Displayed and setting items is the [Port Status] window

Item Description
Interface Displaysthe interface
Status (Current) e UP: Link-up state
e Down: Link-down state
Speed/Duplex (Current) |« 10M/Full: The port isrunning at 10 Mbps, full duplex.

* 10M/Half: The port isrunning at 10 Mbps, half duplex.

e 100M/Full: The port isrunning at 100 Mbps, full duplex.

* 100M/Half: The portisrunning at 100 Mbps, half duplex.

e 1000M/Full: The port isrunning at 1000 Mbps, full duplex.
e - Link-down state (If "port channel" is selected, "-" is

displayed even in the link-up state.)

2 Torefresh the interface status display, click the [Refresn] button.
If auto refresh is enabled, the displayed information is automatically refreshed,;
the [Refresh] button need not be clicked.

2-20
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2.1.7 Saving GSWB configuration definition information

This section describes how to save GSWB configuration definition information.
There are following two types of saving:

® Saving the configuration definition file
Save GSWB RunningConfig (current definition).
Remarks:
Two configuration definition files can be stored on the GSWB. Therefore, the user
must identify them by specifying configO or configl on the Web-UI.

® Downloading the configuration definition file
Download the configuration definition file from the GSWB (MMB) to the remote
PC.

2.1.7.1 Saving the configuration definition file

Save GSWB Running Config (current definition). When saving this configuration
file, specify to whichever of configO or configlthefileisto be saved. You can add a
comment to the configuration definition file by specifying it during saving.
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Procedure

1 Select [Switch] —» [GSWB#x] — [System] — [Save Configuration].
The [Save Configuration] window is displayed.

System  Partiton zer Admiustration Network Configuration  Mamtenance
»Switch HGSWE#] >System »Save Configuration

| !p&m'ﬁ‘mﬂ Save Configuration (GSWEHD Help

Save Gontiguration File @ config 0 © config 1

Comment [up to 63 characters]

*+, The Comment character string doesn't include 7"

B
|
|
-]
]

Save I

Figure 2.13 [Save Configuration] window

Table 2.13 Displayed and setting items is the [Save Configuration] window

Item Description
Save Configuration File |[config0]: Savesto configO.
[configl]: Savesto configl.

Default: [configQ]
Comment Specify acomment to be added to the configuration definition
filein up to 63 aphanumeric characters (0t0 9, ato z, A to Z)
and/or symbols ( space characters,!, " #$% & "()* +'-./:;<
=>@[\]"_ " {|} ~) except the question mark (?).

Default: blank

2  Specify the configO or configl save areato which the current definition isto be
saved.
To add acomment to the configuration definition file, specify acomment in the
"Comment" field.

3 Click the [Save] button.
This saves the specified definition and displays a completion window.
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2.1.7.2 Downloading a configuration definition file

Download a configuration definition file from the GSWB to the remote PC.

Procedure

1 Click [Switch] —» [GSWB#x] — [System] — [Download Configuration].
The [Download Configuration] window is displayed.

Systern Partihion Tser &dmmstration Metwork Configuration  Mamtenance

U Upload Configuation
O Download Confi

=
L]
L]
-]
L]
L]

=Rwitch >GIWBH0 >Zystem >Download Configuration

LT

Download Configuration (G5WEBH0)
|DuwnluadCDnﬁgwaﬁUnFlle | @ configh (' configl |
Download |

Figure 2.14 [Download Configuration] window

Table 2.14 Displayed and setting items is the [Download Configuration] window

Item

Description

Download
Configuration File

config0: Downloads configO.
configl: Downloads configl.

Default: [configO]

2  Specify which configuration file, config0 or configl, should be downloaded from

the GSWB.
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3 Click the [Download] button.
The download window is displayed.

File Download x|

Do you want to open or save this file?

Mame; confie_down
Type:
From: 10.24.12.27

Open Sawe

While files from the Intemet can be uzeful, zome files can potentially
harm vour computer. IF you do nat trust the source, do naot open or
zave thig file, What's the risk?

Figure 2.15 [File download] dialog box

4  Click [Save] button.
The file name specification dialog box appears.
5  Specify the path and name of the save target file in the remote PC.

Save jn: I@My Documents j €] ? 3 '

(5

D

L

My Documents

File name: I config_down j Save I
Save as ype: I Al Files j Cancel |
¥/

Figure 2.16 [Save As] dialog box

6 Click [Save] button.

2-24 C122-E028-06EN



2.1 GSWB Initialization

2.1.8 Copying GSWB settings

If the PRIMEQUEST 580A/540A/580/540/480/440 machine contains two GSWBs
(GSWB#0 and GSWB#1), copy the settings made for one GSWB, as described in
Sections 2.1.3 to 2.1.6, to the other one.

Overall procedure
To make identical GSWB#0 and GSWB#1 settings, GSWB operations other than
those from the [Configuration Copy] window are required. Copy the GSWB settings
asfollows:

1

Create a sourcefile.
Specify the respective GSWB items, and save the configuration definitions of the

source GSWB as a configuration definition file.

Make a copy.

Specify the source GSWB (whose configuration definitions have been saved), the
destination GSWB, and the configuration definition file to be copied (which has
been saved) in the [Configuration Copy] window, and start copying. For details,
see "Procedure ([ Configuration Copy] window)" below.

Note: If the destination GSWB already has a configuration definition file, the

new configuration definition file is written over the existing file.

Restart the destination GSWB.

The destination GSWB must be restarted to validate the new configuration
definition file. For this purpose, the copy of the configuration definition file to be
used at startup of the GSWB must be selected in the [Active Image Change]
window before restarting.

Specify the items that need not be copied.

The copy operation does not copy some setting items to the destination GSWB.
Therefore, if any such item is specified for the source GSWB, they must be
specified again for the destination GSWB.

Note: After adding or modifying any item for the destination GSWB in step 4,

save the configuration definition file to save the new setting.
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Procedure ([Configuration Copy] window)

1 Click [Switch] — [Configuration Copy].
The [Configuration Copy] window is displayed.

System Parfiion
=Rwitch >Configuration Copy

Wger Admumstranon Network Configuration  hamtenance

Configuration Copy Help

o Configuration Copy 1. Zelect the direction of copy,
 Copy from GSWEH0 1o GSWEEL
© Copy from GSWEHL to GSWEHD

2. Belect the configuration file ID.
© configh
 configl

Apply | Cancel

Figure 2.17 [Configuration Copy] window

2  Select the source and destination GSWBs from [ Sel ect the direction of copy], and
specify the configuration definition file to be copied in [ Select the configuration
file1D].

Sincea GSWB can store two configuration definition files (config0 and configl),
select one of the configuration definition files as the one to be copied.

Table 2.15 Displayed and setting items is the [Configuration Copy] window

ltem | Description

Select the direction of copy

Copy from GSWB#0 to |Copies configuration information from GSWB#0 to GSWB#1.
GSWB#1
Copy from GSWB#1 to |Copies configuration information from GSWB#1 to GSWB#0.
GSWB#0
Select the configuration file ID

config 0 Copies configO.
config 1 Copies configl.
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3 Click the[Apply] button.

Notesl:  After the configuration definition fileis copied and after the copied fileis
modified in the [Active Image Change] window, the GSWB must be
restarted before the switching operation can reflect the changes in thefile.

Notes2:  After the configuration definition fileis copied, the configuration
definition file of the specified destination GSWB is overwritten.

Notes3:  [Select thedirection of copy] and [Select the configuration file ID] are not
selected by default when the window is displayed for the first time.

Notes4:  The settings that must not be the same between the two GSWBs and the
operation setting items are not copied. The settingsthat are not copied are
listed below:

Configuration definition | I P address, subnet mask, gateway address
items
Operation setting item  |SSH key
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CHAPTER 3 Network Management and

Operation

3.1 Function list

This section lists the functions supported by GSWB Web-UlI.

For the GSWB CLI command types, see CHAPTER 5, "CLI Operations.”

Table 3.1 Function list
Function Description Reference section

Device Device information display 4.6.1 [Information] window
information
display function
Log function Log level setting (message log only) 4.6.12 [Log Setting] window

Error log display, clear, or downloading

4.6.8 [Error Log] window

Line log display, clear, or downloading

4.6.9 [Line Log] window

Message log display, clear, or downloading

4.6.10 [Message Log] window

Trap log display, clear, or downloading

4.6.11 [Trap Log] window

Batch downloading of log files

4.6.13 [Log Download] window

Configuration

Configuration definition file (Running config)

4.6.5 [Save Configuration] window

definition saving
management Configuration definition file restoration 4.6.6 [Restore Configuration]
function window
Configuration definition file downloading 4.6.4 [Download Configuration]
window
Configuration definition file uploading 4.6.3 [Upload Configuration file]
window
Configuration definition file copying between 3.2.1 Copying the GSWB settings
GSWBs 4.5.1 [Configuration Copy]
window
Firmware Firmware uploading 3.2.3 Updating firmware
management
function
Start file Selection of runtime configuration definition file  |4.6.7 [Active Image Change]
selection window
function
Flow control Flow control setting 4.8.5 [Flow Control] window
function
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Function Description Reference section
Jumbo frame Jumbo frame setting (enable or disable) 4.9.1 [Jumbo Frame] window
function
Rate control Multicast, broadcast, and DLF frame setting 4.8.6 [Rate Control] window

function (Storm
control function)

Host function Unit name (host hame) setting 4.6.2 [Host] window
IP address setting
Default gateway setting
MAC bridge Aging timer setting 4.10.1 [Aging Time] window
function Static address addition or deletion (VLAN-ID)
Static address addition or deletion 4.10.2 [Static MAC Address]
window
MAC addresstable displaying or clearing 4.10.3 [MAC Address Tableg]
window
STP function STP setting (Enable or Disable) for the entire 4.11.1 [Global Setting] window

device

BPDU frame transfer setting (Transfer or Not
transfer)

4.11.1 [Globa Setting] window

Bridge priority setting

4.11.1 [Global Setting] window

Maximum aging time setting

Hello message transmission interval setting

[
4.11.1 [Global Setting] window
4.11.1 [Global Setting] window

Transfer delay timer setting

4.11.1 [Global Setting] window

Port priority setting

4.11.2 [Interface Setting] window

Interface path cost setting

4.11.2 [Interface Setting] window

S