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26T L 7MUY —N—tYy Ty T —RZRL. B2.71% TRole Mappingl # 7Z R L TWLWE
o CORITTIF. TALIZMIF—ERG—N—TERINLI—HF—CTIL—TIZ TLAICHTBTD
T XHERHMEIDETENET,
AR
B3 SANtricity System Manager DX 7 U —>> 3w EHARENTULETAHL SANtricity Unified Manager
BECEY b7y T o —FRzTo LI IS —N—IZERBLFT,
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2. RBACBELUTasLIMUH—EZR
23 LDAP A—H%—HXUVIIN—TFT7HoY DI vEVS

2.6 SANtricity System Manager 7« L & kU —N\N—i8REE

Server Settings Role Mapping

What oo | need 10 know before adding a directory servers

Configuration settings

Domain(s)

Server URL

Idaps /f10.113.91 48 63¢

Upload certific ate (optional) m

Bind aceount (optional)

CN=bindAcct CN=Users DC=mab DC=com

Bind password

¥ Test server connection before saving

Privilege seitings

Search base DN

N=Users DC=mab, DC=com
Usermname attribute

AMAC countName
Group attnbute(s)

cor

2.7 SANtricity System Manager 7« L2 fUH—N—0O—)LIY v EVITRE

Directory Server Settings b

Server Settings Role Mapping

What do | need to know about mapping directory service groups to the storage amay roles?

Mappings
Group DN Roles

CN=MontorOnly, CNisUsers, DC=msb, DC=c orr x Monitor »

CN=SupportAdming CN=Users DC=msb, DC=¢om x Monitor »
x Support admin

CN=Storageddmnins CN=Users DCamsb DC=rom K Momtor x
» Storage admin

CM=Socunty Admins CN=Usern. DS mab DC=can w Maonitor »
x Secunty admin

CN=Admins, CN=Users DC=mab DC=com % Monitor x

x Support admin
¥ ST0rage aogmin

= Sacurity sdmn

+ Add another mapping

Save Cancel

SANtricity BBt +*a U7+«



2. RBACBELUTasLIMUH—EZR
23 LDAP A—H%—HXUVIIN—TFT7HoY DI vEVS

TaoLob)A—H-—HOJ12LEO8TRE. A—HF—IDcA—HF—DIEE LT R X1 UHREREHZ R
ETHAREICEDET,
A—H%—ID DFERIE. ZROWTNHICED £9,

o PBEX—)LT7 RLX/IXZ— :user@domainname

o RXA1>%\usero TT Ty RXA %L LDAP HEBHAD R X1 VICEENMIT S N-RBI T,

+ local

D7 A=Y M BHEDI—H—%REET R7=DICEDI—H— - R—XZFEFT 2HEEREICHER L.
RAIEREZEIET BTDICED R XA VEFERTZDERETDLODICHETYT, 7oL MIHF—N—RIC
JIN—T%ERL. FICA—F—BEANZIBELRHDEFT,

EE
TALY FUROI-H—ROBERERIEYR— SN TV EE Ao

local WS R XA V&ld. O—HILA—HF—=TFThHI Y TF—ER—IA%EBBTZ1-DICFHTNTVETS,
TALYI MY —EXDRESNATLARWVNGE., 22— —IDIXFO—AILA—HF—THIO Y FT—ER—I R
BENET, TaLIZMIUH—EXDERETND . user@local EWSERDI—H—IDICL>T. O—7H
IWA—HF—THIY T —EAR—RIR T BIRIEDEBINE T,

2019 &£ 8 B (2020 £ 3 B®E#7). Microsoft Itz a5« 7 K/N1H1) (ADV190023) "B L. 2 —H—H
LDAP F¥ RILNA > T 1> L LDAP BEL%ZBMIITETBELSICL £ L7 Microsoft &, LDAP F ¥ x%JL/\
1>FT 1 >7 L LDAP BLDIREDT 7 # )L FEREH Active Directory KX > AV FO—F LICEFEETS L
FOTWETY, LDAP F¥ RILNA VT4 T ¢ LDAP ER%Z 5L 95 Z &4 <. Active Directory K X >
OV hO—SE LDAP OS54 72 FEDBEENAREICAR>TVWET,

AR
SANtricity OS | LDAP F ¥ RILNA > 5« >4 £ LDAP EROEHZEHHR— L TLAW D, SHEDY

1) — X T SANtricity OS #' LDAP O 2 DD#REZ 7R— b 9% X TId. LDAP DX D (C LDAP over SSL/TLS
(LDAPS) #R%E L T LDAP RIRZRL T B L Z< BBDHL X T,

Microsoft (2020 F3 B 10 HD7 v 77— hT. XD 2 DOEEZMA F LT
« BB 1L

Microsoft Tld. LDAP % T JL— 7R o —%FET [Require Signing] ICREL. T L7 FUT—EX
DAARY ~OYJ T LDAP BLOKKZER I B 2HRELTUVET, LDAPEBLRIY S —RELL IR H
EREDEDI Y EVTIERDEED T,

- R1) > —F&%%E : "Domain controller: LDAP server signing requirements"

- LY X MUERTE : LDAPServerintegrity

- 7—74%3:DWORD

LX) /NA:HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet\ Services\NTDS\ Parameters

JIL—TFRIS—DREL LR NURE
Off 0
None UT7AILE)
Require Signing 2

P

I—H—HLDAPS BICHEBHINTUVLWARWED, S%8DU)—XTLDAP BLZHR—h935FT. 0D
LYZ FUREE T0) (OF) £721F 1) (None) DLWFNACRET 5 L & #BL £ T,
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2. RBACBELUTasLIMUH—EZR
23 LDAP A—H%—HXUVIIN—TFT7HoY DI vEVS

o BE

Microsoft (FFIL WK X > Y bO—FZEBMLE Lo LDAP B —N—F v RXINA VR =0V EH
TIN—=TRI>—, B R—FTNTWVWBETNAXETLDAP FYRILNA VT 1 27 %KL FT, LDAP
FYRINADTA VIRV —RELLPZAMIFREDOHDI Y EVTIIRDODEED T,

- RS —F&%E : "Domain controller: LDAP server channel binding token requirements"

- LY X MUERRE : LdapEnforceChannelBinding

- T—%% :DWORD

- LR FU/NZ:HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\ Services\NTDS\ Parameters

TJIN—FRI)—DREHL LR MURKRE
Never 0
When Supported UF7xILE)
Always 2

=

SEDV)—XTLDAP FYRINA VT4 VIR R—bENBZET. COLPRMNIEREZ 0]
(Never) £7z1& T11 (When Supported) DWEFNMCRET D ZHELET,
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3. t*a7 SMcli

TFXa7 SMcliZBETR L. SMcli 7547 MMEEF 2 T7HBHTTPS FyRILENLTR ML =7 LAL
POEMDTEET, RO SMcli AL AR Y REI YT VR EFEAL. B2B7OMIILTI ML=
ATLEHEEZERTES HTTPS D047 bzigfELE Y,

7472 MHOEAICH L TEBXEBTOS v /2R LIV FERITIBR0DIC. £F 27 SMcli 337
Y RABOABAMTONEZA ML =T LA ERETIBES v /N—ERHELET,

System Manager ZN L TEF a7 SMcli Ny —2 A T>O—-RFTEET, AFRIIE3LICRILSIC,
Settings > System > Add-ons €22 3> DTFICHD X7,

3.1 System Manager H'5 SMcli 4~ > O— K 9 335FR

Add-ons

Enable Premium Feature
Enable a premium feature by obtaining a key file using the Feature Enable Identifier listed below.
Feature Enable |dentifier: 3330333733393330333734395A500BEB

Change Feature Pack
Change the feature pack that is currently installed by obtaining a feature pack file using the Feature Enable Identifier listed below.
Feature Enable |dentifier: 3330333733393330333734395A500BEB

Command Line Interface [
Download and install the SANtricity Command Line Interface.

3.1 Xa7 SMclisGIB7—FT70F %

tFa27 SMcli AL =P RFLEERCPORMDTSIH5E. VLA - A1 22—T7 12— ADREICH LT,
kD SYMbol 1 > 2 —T T —RF I HTTPS 7O R I EFEALTA ML= RTFLEEETEET, K
3.2 I&. SANtricity System Manager h"EI29 % ETERNUS AB/HB series 7 L A®D SMcli R R kH 5 DixIEE
e mRLTVWET,

X 3.2 ARL=U7 LA L TEMET 5+ 27 SMcli oM OV R—>

CLIERZ
BHERICRSWT | | ARL—ST LA
vith 1 B ek e e R
s5qrot | SMcli- | p n
TR ; debidle . ‘ | |
:
: !/ | s l H_TT_S__FHJ[ DxTH—I—A H Ll |
— gEaFcll b | i '
| m:&aﬁ, I el | oy : | |
i 7 BidriAdr / \'35‘3;" . HTTPS 'i Fx7Y—/{—B H APUFRIT |
/ |
i A / \& | l |
. :7‘/"5‘1"/‘ z?uj'._ e ¢ — ,I—- ............ —
I 21 FrAIL HHFFTIL | |ll
| EBRE
| | \
I | LDAPH—/§—
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3. EF a7 SMcli
31 EFa7 SMclisREBE7—F T F v

P

T7AIETIE. RARL=S2XFTLDL AT — SYMbol 7 2 —7 T —RIFHBERFHIS T I 70 TIZ%B>T
WEd, 7LrztFxa) 71— RESNLAVEZ—T T —XEETBICIF. B4 CAJL— MEEERZE. #
EEAE. BLUVBLMASY—N—REEZEAOI L -7 LAY b O—FICA Y X F—ILT ZHEH
HOFJ, F7/. SANtricity System Manager GUI ZEFRB L T. 7LABEA >4 —TJxz—ZtFa7 -

E-—FICEETBIHNEDN DD T T, B33 ELIUVR 3.4 IC79 &SI, GUI THE Settings > System >
Additional Settings DJBIZ#&1 L. Change Management Interface Z:&RL £7,

X 3.3 BEAVA—TJI—ADEFa2 VT4 E-—FZEETZODFET—>3>

Settings — System®@IRICHEIRLTTICRZO—-ILLET,

1LY sy

3.4 SANtricity System Manager GUI ZER L B > &2 —T7 1 —X + E—FDEE

FChange Management Interface) %3i%4R

Change the defmd hest oorstrg pffter you e fieal corrwctng hoats ta the LISEQE BTy OF WA you Bre COANeCng Bddtional ihoaty

Crange the TarsgETreTT FIeTace 13 erforce cOTOETtmTy Detwesr I SIFIGE BTHY BNd T TRNSQETENT THCT OF 15 SCORSS XTI 100%

P

X2 T —RESNICBEZENCTZOHDOTLAEEAS U E—T 1 — XADBEAEICDVTIE,

FERAEDEIR) (P.21) ZBRL T 2T,

SANtricity BBt +*a U7+«
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3. EF a7 SMcli
32 EFa7 SMcli ANV RDT A=< v bk

3.2 TFa27 SMcli AR FDT =Y k

X7 SMcli ERZHIL S 27D, A—HF—F FEDIAY YV RELIFEY>a>YDaAY Y RSA4 VT
A—HY—BENIXT—RFOmMAZHFUHELET, XX EXxa7 SMcliZERLTRAMNL—ST7 L1004
FIEZETBICIE. FLABER—MIIP7IVEIXTEZBEEXT—a 59ROV M 2RHE
F9d, EXa7 SMclild. —AFHIEEADIY FO—5® SMcli AV Y RXFFTIEESIN/-RR & E
IEIP7RLRICEDWVWT, O brO—FAFEEI>O—-F BAOBENIEFERALET,

P
SMcliZL > — +« E—RF&EFEFa27 - E—FTERITBICIF. BEXT—2 3 2IC SANtricity System

Manager 11.60 UpE%Z 1 > X b= LT ZRENH D £9, Windows DIFE. 1A —=JL- Fos LT MUK
BHE. C:\Program Files\ SystemManager \ client T3,

SMcli.exe 771 IL%Z BT Windows T« LY FUBRRINTS. EFa )70 THRESNLIOTY RERIEE
LX) T THRESNTLVAVWIIT Y REZEITLTRA ML= T LABEZEETEEXT,

C:\Program Files\SystemManager\client>SMcli <Array management IP> -u <root admin or storage
admin username> -p <password> -c "set storageArray userLabel=\"EF570_All_Flash_Array\"";
Performing syntax check. ..

Syntax check complete.

Executing script...

Script execution complete. SMcli completed successfully.

C:\Program Files\SystemManager\client>

=

Windows SMcli TlE. FILWZ LA BDRIRICNY IR Sy a%ZFEALE T, LInuxR—XDIATYVRTA
VEERTZESIE. AT YT alZmESLD FH A

SMcli AY Y RXFFICHT S -u<username> DFERIZ. TF a2 ) T TRESNIEGHIMERRIEERIBEIC
HTTPS ZfEA T2 %Rl £, EF¥al) T THRESNLEGIMERTITRVES. SMcli i& SYMbol =
KHODICEALET. PLADEEA VA —T T —IXN secure ICRESNTUVBIFEE. 7L IxBEMAEI—
F—BENZAT—RZZL SMcli ATV ROAHAEZITANE T, £3.11FE. TEITEXLTLA - EFILESLUE
Fal)T7Tq - BE—REDOAYVERSAVDORORDODZRLTVWET,

*31 SMcli A< > KT -u<username> Z{Ef L 1358 OEHGEE

v REX ETERNUS AB2100/AB5100/AB6100 ETERNUS AB2100/AB5100/AB6100
$ & ETERNUS HB1000/HB2000/ $ &£ ETERNUS HB1000/HB2000/
HB5000; Legacy SYMbol- On HB5000; HTTPS - On

--->SMcli <IP Address> -u SMclild. YRXTFLICHLTLAY— SMcli ld. Y RTLADEF27%

<username> -p <Password> -c SYMbol ##izERAL £95 HTTPS $&itz AL £ 7,

<”command=\ "argument \ ”>”;

-=-> SMcli <IP Address> -p SMcli t&. P RFLIHLTLAS— ARV RAKRHEL. Xy bD—o T

<Password> -c SYMbol ##iz ERAL £7. T—hEHINE LT

<’command=\ "argument \ ”>”;

PI-PNFAR—RZFRATIE. ReERATETET,

o -p "password"

+ -P <file-name> | -

-pHREFEATZHE. NAT—RIFIVT7 « TEFRXAMTIOIVR A VICEREELEF T, CHISBEEFEDE)
FE—8L £, -P<file-name> K TIE. NRT—RZT7AIDSHAMB N TEET, -PEIBET
2. ZEANDSNRT—REFAMB EHTEEXT,
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3. EF a7 SMcli
32 EFa7 SMcli ANV RDT A=< v bk

d—H—%ld -u<user-name> TEELFX T, I—H—%E. KOVWTINHADERTIEETET XY,
¢ user-name@domain-name
@ EBFDEDI—F—DERBRZBRT B1-DICHERITEIRAAN VB EIBELEF T,
» domain-name \ user-name
\DENIC R X+ >2%EEELE T, Zhik Microsoft Active Directory 2 2 1 JLDIEZM A& HIH T T,

e user-name
A—H—&7EF2EETETET, A——EHPO—HILTHD Y FEOoWVWIFnHhe—RT 3ESIE. N
FHINE T, TNUANDEZEIZ. TIAILEDTo LI MU —EXR XA &EFERLTOY 1 UHEHR
HOENET, MANKKTZ . OF 1 VIFEBMLET,
ARL=OZFALICHLTEF 27 SMcli XY RZRITIT2700FREZMGEE LT, HTTPS TAOJ 1> T
BPUERHDFT, A—F—IIEFTEA SN, BEAOHFAIXO—HAILT AT Y MEREFIETA LI MU —/N—
hEEEINET, £550D8H. A1 LTVWBRI——IZiIF—FEoO—ILHHD £7,
IARTOSMcli AT RICIFE. TNS5DAX Y RDOERTEHFAINZ—EOO-IHLHBD £, 7LAIIHT
B3 SMcli BXRICK D, OV ROETRIICO—ILF T v IDBERITEINE T, I—HF =IOV REERTT
B1=0D+D BTV IFAHBEVGEIE. T7—EIN. OIXVRORTHIMERTLET, SMclirrsOo—)L
ADIYEVTIFERESNTED, A—H—IZZETET Ft A
BEIC. CABAIBEEZ 7L AICA YR M=ILd3H0ICtEF 27 SMcli AY > RERTI3HaIE. OIIXUR
XFEHDIPT7RLADRIC-kA T avEIRELEF T, KD, SMcli IFHTTPS #EHioty c 7y 7D
—Ee LTERAEEF v I LAVWKSICAD £, Chid. HTTPS ZER L T > UHICERE L. EHEiL't
Fa) T4 TCREINTULVAVEWVWSEXF 2T EEEZZITANDIBELRILERETY,
ChiE. O bO—3IC CAELFETIIHR BEEAIREZEL K> TVWBIBETY,
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4., EBEEQOS

SANtricity OS ICIE. BB OV ZB L CA—Y— - 7T ET 1 —ZEBH I BHEN DD £, EFal)
TAARY D RETZEX2) T THRESNLTI/EIAEZOVWTNOEFER L TA—F—DRIEE 21
IRV RZREKRT 3. T hUAOJICERREINE T, OJ 1>, Bl BLUREET7 7T ET1r—Z2H
H#BA—HF—H, EFa)Tr— - ARV bZHEHELET,
EEOJ0&HHAIZ. A—H—DT7IEATEZIRTOEXF2THTIERA A —T £ —2R (System
Manager GUI. £F 27 SMcli. > z)L1>R—7 2 —XDHHR— k. Web Services API) ICILFREI N FTHN.
SYMbolAPI ZERLT7 IV T1 ET OO ZERTZCIEHD FEA ANL—JXATFTLTTAL Y b
U —EZFANRESNTVWBIHEER. COMYR—Tx—RENLEA—F—T I/ XZBMITETET,
R41F. TESFEATIERARCORZEEOI/ORI—TEZRLTWVWETD,
x4.1 BENY DOEHHE

EET7IEZRX (VR —T1I—R EEOYJ nEEHE
OJa>e0d7o b £y a>OBEIICERT. FUHThET I3 e E
K. BLUOENZNOBERZECIRTOA—YHY— - TIT0ET1—
OJq>e0d7o b £y a > 0BT FUHINAEERECI YRR
%27 SMcli AV b SMcli ARV R, OV R - AVTERI BLUVENTNORBRES
CINTOA—Y—-T7I714ET 1,
AJr>end 7o b Ly a>OBILCKRT. BUHINET IS a2V E
K. BEUOENZNOBERZECIRTOA—YH— - T7IT70ET1—
SSHE Y>3 YOI T. A—F—0onJ1>end 7707071
TAo
COT7IEZAARTIE A—F—DNRIBLIT I3 ARV RDRAT &
FUENENOBERITEHSINEH Ao
AJE. AL =22 X7 LORERMEERHICREFSIN. @AOIX O-SD5T7I7EXTEEI. €
Fa) T EEMERZIFE DAY —3. FEOT7I/EXFEEFERALTOJZRTELIUVEEBLED. CSV
T77AIWERICTVZAR—bLIEDTEERT,
4.1 |&. SANtricity System Manager @ Settings > Access Management > Audit Log D FICHZEEOJ Z R
LTWEY,
4.1 BEENJ%KRRT 37D SANtricity System Manager R—

System Manager GUI

Web Services API

SINAVE—=TT—ROYR—k

ACCESS MANAGEMENT x

Sattrga Diretbory Service ol User Rsles Audit Log

¥ o P w

prrp—  onee |
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77 AILDI Y RR— MEETIL. System Manager GUI. 23 27 SMcli. F7zlZ API 772 XARICK S,
BALRR Y THEFIELI—F IDSEEEREFERALALEEONJLI-FOI IV AR— AP R—rENE
To M42IC. TVRR=rT=TNAATOTRY I RZRLET,

4.2 BEENY % T RR— k93 SANtricity System Manager 41 7OJRw I X

Export Table b4

Rows 92 row(s) will be exported

Format Comma Separated Value (CSV)

BEEOJIF. COMREYR—NI37LADSA 710 Z@E LT A—F—DREXMRENICEERT S
CEEBRNELTVWEY, LA >T. OY - 770 - A XADNGEDEEIGELI-CETOHIH T o> 3>
ICBL T, 770 - A XFRFOJ -T2 )— - LO—-RFRORIEDSWVWT, BYRBIL—IL - Y+ ZEFE
BIDIMERHDET,

43 1F. BEEOJRENEEBINZR—JZRLTVWET,

4.3 EBENJRELBM T 3 -HD SANtricity System Manager R—

Audit Log Settings X

What types of events are recorded in the audit log?

Overwrite policy

Select how events are handled when the maximum capacity s reached

Allow the oldest events in the audit log to be overwnitten when the audit log is full

® Require audit log events to be manually deleted

Send me an alerd when

- B0 % 4 of maximum capacity has been reached

If the log reaches the maximum number of events, system access will be prevented
and can only be accessed by users with Secunty admin privileges

Level of actions to be logged

Select what type of events are recorded in the audit log
* Record modification events only

Record all medification and read-only events
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5. GIFAZEOERE

SR TId. FEBAMEER (CA) 3T RILEERRE ZRITI DI VT4 71 T3 TP XILEEIL. FARED%
ST IO MK > TLHABOPMEEZIIFAL £9, CORGEIE. SREESNIcRBERICTIST 2 WE#
ICDWTER S NTBRE 7 - aVIcRkET I e 2D ANICEFRIL XY, CA L. SEFBEDFREE L
SIRREZERIZAOmADSEHEINDS. EBEINIEE=ZBE L THEELET. INSDIEEEDOFIIE.
International Telecommunications Union's Standardization (ITU-T) X.509 EIF#1Z2|C K > TIRESIN TV E
3-0

FEER DO—REN RS EIE. World Wide Web D& £%4T 5T X - 7O THS HTTPS TEA TN BEE
BREICERTEIETY, UTFDT7—2770-IC2VWTIdE. SO/ a>0BFTHBLEFT,

« WSPAPI T KRR+ > b%=fEMA L7 WSP GEEAZE
« SANtricity Unified Manager % /8 L 7= WSP SERAE

SANtricity System Manager (CI&. SEEASESEEMKENEATNSE D, KD EHAIRETT,
¢ ARL—=YYRFLDOEY FO—FTO CASEEEDHR—~

« LDAPS F£7-lxZDthdt—/\N—FRAEZ% 55T S
o FAAAAREEIEY —/N\—IAEZEHR—+T3

SANtricity WSP (ZFERHEEE % H7R— k L. Web ServicesProxy V7 bz 7% {795 H— /. 7OF>
KL > TEBBLUVERINZITR— RO ML= AT LLDBEOREHBELZRELE T,

EDAVR—T 1 —RA%EFRATEINE. EFaU T OUNBMCBTEOKEEFERATINERICK>TRED
F9, &£5.1IC. TOREICH/IDERFEZT-LET,

5.1 TEIEREEI S 7Y b THR-FEINTV S EIEKAE

BEISAT = Z— IR SMcli RIVTRNITAR | BB RATLDBMDI T
(Script Editor) LADKEDA VR—
SANtricity Web =TSV HR—kINTL | BR—bETNTVE | HBORE (75— k.
Services Proxy ETERNUS AB/HB FHA A ASUP. X L —CHERIAY)
LU series ¥ 2T LT ZERTIHLVWSITLOD
Unified Manager DHHER—k BAzHEML T 3R

5.1 Web Services Proxy D:iEFAEEIE

Web H—E XiF. RD 3 DORFTHEHAINTULWET, Web Services Proxy Id. SANtricity ¥V 7 b = 7hiA
VAR=ILEINTVWBHT—N—ICERL XY, WebServicesProxy i&. UE—FIZ—)YI/BHREZRRICT
B7cHis. ALY —NLETRITINTLS SANtricity System Manager DHNREBE T L 1 LBE T 57 HICE
A9 3&IRGES 7O+ T,

Web Services Proxy (CI1Z T. X& > R 70> ® SANtricity WSP %Z Windows £ 7z13 Linux #—/\iIZ1 > R
F=ILTEZXYT, COFAOFTIE. ETERNUSAB/HB series D XA T LxERH. BE. BLUVEBERTI-HD
Web Services APl Z1fEL £ 3, 7OF2IE. A ML= PR TFLBICEEINY—ERIZTIERT 31
HIC. RESTZARAINDAVA—TT—ADAL I3 ANDT7 IR zRRHBLE T, 51 93147
ke H—/N—TETINTLS Web Services Proxy. & & ETERNUS AB/HB series & X 7 LRI DB
BONALANILBHEZRLTVET,
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5. FEEREODEIE
5.1 Web Services Proxy DiIFHEEE
5.1 BEIZAT7 > e —NIZA > X b—=)LENTz Web Services Proxy B D&fS

ERBISITE EWEH —/(— ZRL—SFLA

A I,
Qﬁ “"REST ) -
\_L/

\l.Ls..QH_V,"
AB5100 HB2000

L: +: HTTPS =+

3HFEBD Web H—EXEEIE., 7L - Y bO—FITHAAFNTLS SANtricity System Manager Web
Service T, BKIC. 754072 MIMZENA HTTPS XAZIXLENLTWeb H—ERICTIEXLET,
Web 5 —EZXBRX ML= Y AT LADT —ENEXLIIBREEERDETICE>TI ST b EKREH
e WebH—ER - EVa—ILIER ML= X7 LIC SYMbol BERZHITLE T,

<§YMW -\)

5.1.1 SANtricity Unified Manager ZfER L 7=
WSP FEFHE D EIE

SANtricity WSP (Zi&. SANtricity Unified Manager @ FN TWE 7, fEAAABEBED 1 DIC. Unified
Manager GUI %5 WSP ¥ 2 ) 7« sEFAZEZ BT 2HEENH D £ 9. ROFIEIE. WSP FEFEEDERICH
BERT7—070-ZRLTVWET, RYIDFIEIEX. WSP H—N—DWIXTFLNEDEEI 147> FERDER
SEICERY % CAJL— HEEPRE C PREERRE Z WSP IC1 Y R— b33 28T,

1 WSPAYRb—ILUaH—RH5 £ https://<WSP Server FQDN>:<Secure Port #>/um
IC#8) L T. SANtricity Unified Manager ZFE £ 9,

Install Complete

Netapp SANtricity Web Services Proxy has been successfully
installed lo

C\Program Files\NetApp\SANIricity YWeb Services Proxy

SANIricity Unified Manager can be accessed anytime al
hitps IVIN-VBGNRUQOB64 ict englab netapp.com 8444/um

[ Dpen SANtricity Unified Manager in browses

Web Serwvices Proxy Documentation Index can be found at
hitps AMVIN-VBGNRUQODSB64 ict englab netapp.com: 8444

] Open Web Senvices Proxy Documentation index

SANtricity BBt F+a U7+ 22
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2  user=admin. password=admin ¥ LTOZ 1> L&,

pEd

T7FIEDadmin PHDOY FONZAT—RZZEELHEIE. TOFHFLVLWNRT—RFRTOJ1>L

9,

|8 s - t win-vBgnr

coce * ¢

SANTtricity® Unified Manager

Usemame

Password

First time logging in?

Log In

BRHEINIED AT LIE. BT LA EDBERT—FRAZECIT VT4 VT « R=DIIRTEINZET,

Manage
MANAGE - All

Operations

Certificate Management

Stornge Array

Access Management

Si n
S ESTO0EF280-1

Net&pp EFS70_

SANtricity BBt +*a U7+«

(2]
Status. Modal Name IP Address
Untnusted Cartificate  Linknown
0 9
BERT—HZR
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3 Certificate Management 2 7IC#&1 L. Import #&IRL £

CERTIFICATE MANAGEMENT

Trusted Management

Issied To Stastus Ussused By Expirstion Date

4  Certificates Vs HF— RO T rHARRINES. CAJL— MEFERE T 7

E77 ML EBRL. AVR-bFBT71ILERRLET,
Ctrl ¥ —Z AL TEBO 7 7 1 LZERLE T

Import Trusted Certificates x

Select the trusted certificates from your computer

Select trusted certificates EEETTENTEH

Filename Size
NetApp_CA_ Root cer <001 MiB x
NetApp_Intermediate cer <0.01 MiB x

coe

- )L & FEEERA

FLLAVR— MINFEHED. Certificate Management R4 VICRREINE T,

Manage
CERTIFICATE MANAGEMENT

"
Al 2
Trusted Management

Operations
Show certificates that are
Cartificata Managamant usor installed
Accass Management 9
Suppot
|
] lesuod To Status Issucd By Expiration Dato
Netipp Corp lssuing CA 1 @ Trusted NetApp Corp Foot CA Oct 16, 2030 10.57. 34 AM  sae
NetApp Corp Root CA @ Trusted NetApp Corp oot CA Oct 16, 2040 104531 AW eas

Salected rows: 0 of 2 2

ChICED. CAEEFAENAI VA F—ILENTWVWE Y AT LATOMRAEDORBEIBREINE T,

SANtricity BBt +*a U7+«
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Marage
MANAGE - All

i i
E

o

o0

#1L L) SANtricity WSP Web 1 —/N—ZEBRE (WSP IZ3Et 950 5177 > MMZ WSP HMER Y B4 —/\EE
BAE ) 2EMLTA YR —ILTBICIE. CSRZERL. EDCSR T 71 L% CARBICXET 20 E
RHDET, FLLVAREZRITIN 75, RIOFIREARDOHFETT VR—FLET,

5  TCertificate Management)] # 7IZF+E4'— k L. TManagement) #%1) w4 LT TResety
ZRTL. Web H—N—LETHLWECEBRIREZBERLE T,
TN EFHEIND . TZVHDBEY 1 bADT IR ET 0Oy L. 1 FAYHTTP Strict
Transport Security ZERA L TWS e Z2HREITBHENHD T, COREIFZ. BESERIHASICY
DEBEXCEIICRELET, BANDTI7ERAZTOv I LTWAREZ I U T7T3ICIE. TZ7HD
SBRT 220 VT I3HENDDFT,

Manage
CERTIFICATE MANAGEMENT

Trusted Management

Oparations o
=
Acress Management
entificate Type lssued To Statun ssued By Expiration Dae
Support
3 v SRR 1P

SANtricity BBt ¥ 21 5+ 25
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6 CompleteCSREZTHEBIRL. V¥ —RICR>TCSRERTLET,

Complete & Download a Cerlificate Signing Reguest x

1 Complete General Information

This information will be saved to @ CSR file. After you obtan the appropnate certificates. you can import themn by gong to Settings
Cenificate Management and selec ting Import in the Menagement tab Because a CSR s associated with a partic ular management
server teificats. do nol create another CSR before you impon tha canificate or that cemficate will not be valid

Organzation o

NelApp_ESG

Organzaticnal unit (ophional) @
T™ME

City Lo ality
Wichita

State/Region (optional) a
Kansas

Country ISO code @

usg

o

Altormats 1P addressas (optional) @

| server IP Address

Altemate DNS names (optionali @

WINVAGNRUGDSE loc alhost

EE EROANMTIRSBDFEA.

o= =

T Finishz2Uwo L. CSRT77AILEAT>O—RLT. CSR 771 J/L% CA4B8IC3%(E
L. LWL Web H—/\—ZBAZE ( ChIF@ER. JL— MEERRE C PRIGERRE =15 D3RS
Fr—IlHOET)EZEBRLET,

SANtricity BBt +*a U7+«
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8 Import Vs H—REMFALT. FLWIEHASE Y R—FLET,

rharags
CERTIFICATE MANAGEMENT

Cestrarinrs

Cerbc ate Managesent

Cantiicate Type

Azzess Management
haued To
Seghnnt

Earoer W BC NRUQOSS

Toa o Lo |

L. N VROMALQDEGE e

Trustod Waragemaent

Stans lssuwd By

& Vald Sof Sogred

Cuplimtion Dase

Jun @ M2V LERPM -

9 AYKR—FFBI— MEERAE RIS, BLUF LV Web F—N—FEFAZAERL £

ER

Import CA 'Certiﬁcatas

Select the management certificates from your computer

ﬂmulmnmedialn- CA Certificates

Select rootintermediate CA cenificates [EIe a1

“oln: After the import is complete, your browser will refresh

Filename Size
NetApp CA_Intermediate cer <0.01 MiB x
NetApp CA_Root cer <001 MiB x
’/ll_anngernmt Server Certificate \
Select server cerificate Browse
Filename Size
WSP_WebServer_Cer cer <001 MiB x

SANtricity BBt +*a U7+«
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10 Web#—N%&1ViR— kLIt BREBTI L. 759U RohUty rEh, 75
Uty arvidtFal) T TRESNE I HILLWISUTF LYy avERIBLETD,

5.1.2 Web Services RESTAPI AD 71t X

TOFIOHRAL VI F=ILENTWBHRAFTWeb 7504 %2R LTRESTAPIICTZ 27X T BICIE. LUTIC
HEAET,

https://localhost/devmgr/docs/#/
RESTAPI ICFIHTT7 VRS BBEIF. ERATDT 0 H|ITRDBHRIKRTINE T,

« Chrome | TCOERTIFTZANS—DMREShELEAL ERTENET, TFFHREI 27U v ILT
Web 4 MMTEAHF T,

« Internet Explorer T. TC D Web ¥ bDEF a2 ) T sEABICIIREENHD £91 CRRENFT, [C
DA bOBEZHITTS HERINFLA) 27Uy I LT, Web 1 MIEAFT,

o Firefox T NMZeB/HENTITEFEHAT LY ERTRENE T, T35l RE>522 U v o L. SEREEZEDHIN
#EBMLT Web - MEAE T,

5.2 Web Services Proxy Dt ¥ 21 7« SERAEDEEEE 3. A+ 27 THL

Administration > Co—
Configuration >

Copy-Services »

Counters >

Diagnostics >

Drive-Firmware >

File-Management >

Firmware »

Flash-Cache >

P . 1

HR—bETNTWVWBE TS THEMERL T https://<Web_Proxy_host_server_FQDN_or_IP>:<secure port ID>/
devmgr/docs/#/ ICT7 VX L. JE— bH5 Web Services Proxy IC7 V2R T2H5HTEET,
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AR
FI A EDOEF T - B— b Z 8443 THH. SANtricity WSP A Y X b —ILENTVBH—N—IZ&>T

¥ 7OF S —DRIOR—EBESICTIDBDLZSZEDHDET, TOHER. COT7TIVITr—23>DR—FH
RIBICE > TERRBRBBENDBD XY,

5.1.3 EIEE Y L TD Web Services Proxy ADOT 1 >~

tFXa) T EEEO-IICEAERITONLT I AEZEH. X—7 v b Web H—N—iCOJ 1> TEBC
7RI BICIF. ROFIRICREWVNE T,

1 ROy RO AX=Za—h5 TUtIlsy &3#IRL T, TUtilitiesy R—=JICT7I7EXLE T,

Meb Sevins - A Do X

@ & pet, oamen, ” u i

Administration > _
Configuration >

Copy-Services »

Counters >

Diagnostics >

Drive-Firmware >

File-Management >

Firmware >

Flash-Cache >

T P Y

2  Llogin AV¥YRZEREBEL. Get:/login AYY RERIRLE T,

= P [T

€ C A 2% //lscalhostice hassS pac = utie®, - wial hack | i

About >
Buildinfo >
Login v
GET flogin
Perform o manual kegin of chick login st

Redes Allowsd: ALl ACCESS MO_XSAF_PROTECTION

Barmetars Ty ttout |

Harne Descriplion

nd
aming

et Passwe o

SANtricity BBt F+a U7+ 29
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3 TryltOutzoJwo L. 2—#—ID ¥/SNRT— K% user=admin/password=admin IZ{&
E£L T Execute ZZ Vv I LET,

pEd

Responses o> avilid. AX Y Ry FAIRRIN. BETIFEHROEZEZZTL AT FOKRE
HNRENFT, COFITIE. admin I—HF—ICEIDHTonO—IILHA—ERREINZET,

gl 3

curl X GET “Nilps: MocathosUta v e ks Aogin Tl dmink ped—sdmnd.cs (1= slse onlycheck—talse™ H “sccepl; sppikcationgson”

Raquest URL

Ity -oc.alvos Litkowrng atibs Sogem T - sdmm e - admmk 1 sr- labedonly check -lalsg |
SErval reaponge

Code Detads

-n‘rmnl'.
“shage monfioe,
" SO Ladmin®

!
'Ihstiumunl': o
= ghoba BrvwernionyChange ouni™: 07, |
“sessioninacive Fenod™: 1509
]

4 rOYTEIIAZa—H5VR2ERBIRLTV2R—JICRD., CASFFAZERERE LUV >
Ar—ILTBFIEZRITLEI.

About > an__

Buildinfo >

Login >
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5.1.4

WSP % fEF L 7= Web Services Proxy ¥ a1
T4 SEEAE D1V X =)L

MUTFOFIRIE. Web Services Proxy TEERRIREL I Y RRA > ORFICESVTWVE Y,

1

2

SANtricity BBt +*a U7+«

FAdministration] {TZEBR L. /certificates TV RIRA > hETRXoO-IILLZE T,

[allz]®] & ]
f [1 Web Services - AL Do x W\ )
L7 C | A berT/lecalhost/e -
| Web Services - API Documentation & '

Administration v

e

GET the SSL Configuration on the system

rour P

Set the SSL Configuration on the system. This will cause a regeneration of the SSL Certificate

m lcertificates/export

Retneves an x500 certificate signing request

Icertificatesireload

Asynchronously reloads the SSL configuration

Icertificates/remote-server

Retneves miormation about the remole server certificates

Icertificates/remote-server

Uploads a certificate for a remole server

POST:/certificates ZFER L. TryltOut=o ) v oL %9,

AR
COFIRICED. Web H—N—IZBECBERIAREZBEML. W< DD DT 1 —ILRICERZASIL
T. CSROEMICERY 5@ R. . BEEMAL. A8 ID. 8LUZOMMOBEHREZERTEEXT,

I

3 C | A bwrT localhost/devimg .

[ rosr v

Set the SSL Configuration on the system. This will cause a regeneration of the SSL Centificate

Roles Allowed: root admin. security admin

Parameters Cancel

Name De scnplion

body

(et}

Example Vale Loce

{
“dn": “siring”,
“rans™; |

[

“attributes”; |
{

"name™: "string™,
“walue™; “stnng”
}
]
b

|
“subjectAiermalsNames™, [
{

“sanTypa”™: “ip",
“sanvaiue”: “string”
}
| =
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3

Example DEDRA > TRERFRZEML T, B CAFAEZEML. OV RZRE
TLEY,
AR
B%7: DN BlEZE ROl 3IC1&. https://www.ietf.org/rfc/rfc2253.txt ZBER L T TV, Z D)
E. KEZWRLCTEI3EEHREZTARELTUVET,

{

lldnll :
"CN=Enter_server_FQDN,0=Company_Name,0U=0rganization_Unit,L=Location,ST=State,C=US",
"rdns": [

{
"attributes": [
{
"name": "CN",
"value": "Enter_server_FQDN"
b
{
"name": "0",
"value": "Enter_Company_Name"
}I
{
"name": "OU",
"value": "Enter_Origanization_Unit"
b
{
"name": "L",
"value": "Enter_Location"
b
{
"name": "ST",
"value": "Enter_State"
}I
{
"name": "C",
"value": "US"
}
1
}
1,
"subjectAlternateNames": [
{
"sanType": "dns",
"sanValue": "Enter_server_FQDN"
I
{
"sanType": "ip",
"sanValue": "Enter_server_IP"
}
1
}
A=

POST:/certificates F7=1& POST:/certificates/reset x BEMUH IRV TLL T V. BMUBLTLE
S¢. CSRZBERTINELNHD £9, POST:/certificates F 7=l POST:/certificates/reset =}
HI e, FILLERZF OFLVLWEHCEBLAIAENMERINE T, T—N—LOMWERIZEIC)
Ty hETNBENCER SN CSREXETD . FTLWEFa) T itRAEIIHEL A, FTLL
CSRZERM L. LW CAFBEEZEKRTIHENHD X7,
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4 GET:/certificates/server T R4 > b ERTL T, REDIEHRZEXT—X P, POST:/
certificates A< Y RO LEBMINIBHREIF OBCERIIAETHS I 2HEELET,

[Allal®=] =
[ Web Services - AP Doc. % \§_
| ¢ O | A 5w/ /localhost/dev scs/ 18 Admintstrat t ServerCerbihcati e
GET Icertificates/server
Retrieves nformation about the server certificates
Roles Allowed: root admin, Security admin
Paramaeters Cance |
No parameters
|
Responsas Response content ty pe I application/jsen v I

Curt

curl X GET “hitps:itocalbos tdewmgriv 2 icerlifica lesiserver™ -H "accept: applcabonjson”

[ Web Services - AFl Doc. %

&« C | A =7, /localhost

Response bady

“alas™: "jetty”,
“shaFingerprint™: “1ed1Tb8ace7 dazg21Sb0S005e97 TeabeaM 398137,
“sha256Fingerprint™: “0acaa5d9132221 fal% 2220696 54b85856ch1 2bI9 11 see1 b 755008 2c B I60000",
“subectDN™: "CN=WICC 01 PO3-D0080™,
“subjectRdns": |
{

“atiributes™: |
{
“name™; “CN~,
“value™: “WICC01P03-00080
)
)

k
“issuerDN™: "CN=WICC1PO3-00080",
“issueriRdns": [

{
“attributes™: |
{
“pame™: "CN",
“walue™: “WICCD1P03-00080™

© =2018-07-23718:36:29.000+0000",
“2021-04-1TT18:36:39.000 +00007,
usted™,
“trusisiore”: false,
“isUserinstalled™: irue,
“lsKeyEntry™: true,
“type™: “selfSigned

b
{

AR

H—N—GEERE (Fl% jetty TRTENB ) 3. CORRTHEHESERINTLE T,
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5 POST:/certificates/export T R+ > bEREBEL. TryltOutZo ) w2 L. CSRT7 7+
IWDT 71 IL&a% AL T, Execute =2 ) v o LET,

M Web Services - APl Do % W)

& C | A b5/ localhost/devn Jocs/T#/Admimistration/get_s508CetificateSigningRequest -4

| POST Icertificates/export

Retrieves an x509 certificate signing request
| This will return the 1D for the x509 certificate Signing request file (Tor use wilh other endpointsiand a URL which can be used o directly access the file

Roles Allowed: root admin, sEcunty admimn

i Parameters Cancel |
|
|

Hame Description

hiename The name for the x509 certficate file

o x50%sr.csq
(uery)

Responses Response content type [applu[mm]!nn w ]

6 TFAIDOURLEIFP—LTHLVWISIHRIICEEDMIF. CSRT77IILZ24 o >O—
FRLZEXY,

all=lE] &

[ Web Services - APl Docu X

&« C | A b //localhost s Tinist 1 S( tif t b+ §

e )

Responses Responss content type | applicationijson w ]

Curl

curl X POST “hitps:ilocaihostidevmpe i 2iceriificatesexporiHlename=x 508csrcsr® H “accepl: applica lionjson®

Request URL

hitps Jitocaihostidevymgr v icerihcatie siexport fhlename- 508 sr.Csr

Server response

Code Detais

Responsae body
{
"l Sire”: “1084™,
T Tad2assl T 057 14N aked chEZe NamnT,

“file U RL": “hitps -localhos Udevmgrivi Tilks privalaidd Jase 8T 0571 401 ated c5ideT10m0"
)

T CSRZEB®ACAIHEEL. FILLWWeb H—N—AEF T — V% ERLET,

8 CAMFLWEBRAEF I — Y% RITIZ LS, MAEIYR—Cvy—Y—ILEERL T,
L= b, B, BLUP Web H—N—FEEAEZREIL T,
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9

9-1
9-2
9-3
9-4
9-5

9-6

SANtricity

B4 DIERE 7 7 1 ILHMERRABEIC 7R o7 5. Web Services Proxy H—/N—IZ1 > 7R—

9,
POST:/sslconfig/server endpoint ZEBF L. TryltOutZz2o v oL %79,
AMBT 1 —ILRICCAIL— FEERRZEDRRIZATILF T,
replaceMainServerCertificate 7+ —JL K T false Z:#RL £,
FLOWCAIL— MEERAEZSRB L TGERLF T,
Execute 22w o LE,

&1l |E
[ Web Senvices - 471 Doc. X
& C | A b/ locathosty/davmgr/docs/ 7#/ Administratian/uplo ad_ServerCertificate 1r
BESER ccnesiserver
| Uploads a certificate for this server
i Roles Allowed: root admin, secunty admin
I B ——
Parametars Cancel

Name Description

certificate file. if the alias already exists on the sysiem, the sxasting certificate will be
ndom one will be assigned This paramaier is mutually exciusive with the

alias
string
eyl

replaceMainServerCer

My CAmol

replaceMainServerCertific aleingk ales 1 he cenmcate beng upioaded 1 meant 10 replace the Main server cermmcate. Make sure 10 upload all root
bockean and intermediate cermcates before using this opfion

| taise v |

file The cedific ale file 1o uplbad
(L]

SormDia) Choose File | digicenCA cnt

SERRED Ty 7O— AL 2B L £ I,

[ Web Services - APl Dow. %
< C | A e/ localhost/d docs/i#/ Administration/upload_ServerCertificat b 4

Curl

curl X POST ~NiIps 2A0CAMOSUIevIMgrv2 Cemcaie /s erver 72 las=MyC Arooi&replaceMam ServerCerincale=faise™ H “accept: apphcationgson” H “Conent Type:
mulipartiom daia” -F “file=@digiceriCA cri;type-applicationx x509 ca cert”

Roguest URL

hittps iloc alhos tdevmgr v 2icertifics les/seiver Jalias =MyC AroothreplaceManServerC erlificate=false
Server response

Code Detais

204
Response haaders

siricitranspori-securily: lmu-lw-] 1536000; nchade SubDomains
xcontentfype-options: nos

date: Wed, 12 Sep 2018 14: ul' 9 GMT

x frame options: SAMCORIGIN

asccess-control allow methods: GCT, POST, DELETE

pdp: CP="No policy.™

sccess-control allow origin: htips:focalhost
cache-controb no-cache, no-siore, musl-revaldate
sccess-conirod ablow credentials: rue
sccess-conirol-alow-headers:

x-xas-protection: 1; mode=block

R&Sponses

Code Descripton -

BEtF*a )T+

bL
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9-7 CATRIEAZEICOWVWT. CAGIBEDT Yy 7O—FFIEEZEDEL 75

[ Web Services - APl Doce % W%

€ & O | A bwrf/locathost/devma/docs 74/ Ad jupload ServerCortificate fr| it

POST leertificates/server
Uploads a certificate for this server

Roles Allowed: root admin, security.admin I

—

Name Description
alias The alias to assecate wih this certificate file. If the alias already exists on the sysiem, the exsting cerlificaie will be
string overviien I no akas Is provided a random one will De assigned. This parameler is mutually exclusive with the
) replaceMainServerGernne ate parameter
l MyCAntemed ate
replaceMainServerCertific atelndicates if the cerfificate being uploaded s meant to replace the main server certificate. Make sure to upload all root
e and intermediate certificates before using this oplion
fquery) taise -
file The certificate file 1o upload
% " =
— Choose File | digcenCA ent
. _ _ _ _ _ _ _ ] 5=

9-8 FHLWLWWebH—NDEFaUTFAHRET 7IILICHL T, MBEZEO7 Yy 70— RFIEZEDIRL
¥, replaceMainServerCertificate ROw FH I X Za—Hh5 True Z:FIRL £7,

€ > C | A bwE localhost/devmar/docs/#/Admmistration/upload_ServerCertificate % i

m::am\m

Uploads a certificale for this server

Roles Allowed: root admin, secunity admin

Pemeiars

Mame Description
alias Tha alias to assotiate with this certificate file If the alias already axists on the system, the existing certificate will be
string Ouenwrtten, If no aitas s provided a random one will be assigned. This parameter is mutually exchisive with the
fquery) e Sl

MyWebServerCentific ale
repincaManSawnlCanmcutalnch If the certificale being uploaded is meant to replace the main s2rver certificate. Make sure to uplcad all root
Bookan 1ermeaiate cermcates Detore using s option
fovery) true >
file The certficate fie 1o upload
gomoaR) Choose File INnupp_am Servercsr

SANtricity BBt Fa U7+«
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9-9 Web H—NDOtFxa2 ) T HAENEREICA VY R—bEINAZEERRLET,

— C | A b/ localhast/de &/ Achr t i 2 ficate o

curl X POST “hitps Mocaihostidevmor v 2icertilicale siserver Talias=MyWebServerCortificate&re placeMain SorverC ertificate~false™ -H “accept: applicationjson™ -H
“Conieni-Type : mullipariTorm-daia™ -F "lilke-@NetApp_Proxy_Web_Servercri;iype-applications x509 ca-ceri™

Regquest URL

hitpes - locathostidewmgs v 2 icerlifica iesiserver Palias=MyWeb ServerCerlifica tr&replaceMam Server Certificate—false:
Server response

Code Datails

204
Responss hoaders

stc-ransport-secwity: maz-age-31536000; inc ude Sublomans
x-conten-type-options: nosnill

dale: Wed, 17 Sep 7018 14:18:78 GMT

xSrame oplions: SAMEORIGIN

access-control-allow-methods: GET, POST, DELETE

p3pe CP="Na policy.”

access control allow.origin: hitps :Mocalhost

cache conbiol: no-cache, no-store, musl-revabdale
sccess-conirolallow-credentiaks: true
accesscontrol-allow-headers:

x-xssprolection: 1; mode=block

Responses

9-10 #HLWIL—b. . LU Web H—N—FEAENF—X b 7 TERAIBEICH LI EEZHRT S
ICIE. GET:/certificates/server #2217 L £ 3

10 POST:/certificates/reload T> KR > b ZERLTEML. TryltOutZo Vv L£9,
WMAEDIAY NO—SZBEBITINESHZHERTIAVE—IUDRRINLS, False &
BIRLE S, (Trueld. Ta7IL7LAa> bO—-SDBEICOIABEAINE T, )[Execute]
®#OUw O LEY,

[AllalE] =

™) Web Services - APl Doc. X

:6 3 | A 5T/ localthost/devir = ! eload_ - 4

[certificatesireload

Asynchronously reloads the SSL configuration

Roles Aliowed: rootadmin, securty admm

Parameters | cancel

Hame Description

reloadBoih  This parameter is only appicable for embedded environments. True if wanting to restart the SSL ceriificate configuration on both

boolean controliers

waery) talse <)

Responses Response contenttype | application/json v ]
Code Description

SANtricity BBt F+a U7+ 37
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SERAZ DERE

5.2 SANtricity System Manager > kO— 5 DIIAZEIE

B3
BE. /certificates/reload T> RRA1 > bE. BINL 7z http 202 [5ZFZRL 9, 7=7ZL. Web
P—N—DLFRAMZALTFECF—XNT7OBEEZ)O—-—RFF B L. API 7O R & Web H—/NN—0D
SERRE Y O— R 7O XOMICHERENREL£T, FNIS. Web H—N—DIEED ) O— KA
APl DB %* FEIZ e HDEFT, CDFE. VO—RIZEREICET LD HHE5T.. KL
TESICRAFET, COBRIF. ROFIEICEAF T, JVO— RHARBICKKLIZBEE. ROFIEIZ
Il £t A,

11 Web Services Proxy ADIRED T SUH - Ly avEBAL. HLLWISOH -y a3y

B E. Web Services Proxy NOFLWEF a7 RIS U EREZMII TS 2L
E3

EE
BRELTIAR-TIUIV Iy a2 fABTRL. LEIOTZU90 YTty a vy TR
BEINLT—2EEBETIC. Y—N—AOEFER LN TEET,

win-vBgnrug0864 gp_name.company.cor
(— c NN gnr JU864 g name Mpany.com

. = ~
7 /ewstchbsploceritenl [T Engneenng Weblab !_ Submocel | Mew Tad _  Budd Seach fU [ [ncex of \macengy ] Dell Opei

GET Isettings/sessions

etneve Sesson settings

Isettings/sessions
pdate sascnn sett

5.2 SANtricity System Manager O FO— S5 OFAEEIE

EIBE N SANtricity System Manager Z#ER L T7 LA ICHIH CTHRE#RET 3HS. I rO—F LD
Web H—N—IE@EBELHT 7+ OB CEBAMAZTZH/ OO, T I MDA T—2AIHEEZEE LR
W EIiChbFxzd,

SANtricity System Manager B"WJIBMIC 7 VL R TRHELHZDIE. 2 00> bO—FD53ED 1 DFEITH
DT, Settings > Certificates ICHIDTREN TR L. MOO> FO—>DECBLIAAZEZZITANDIHESH
ZBRZAATATRY I IDNHEET,

P

OpenSSL & & DAERY — L% #F L T Certificate Signing Request (CSR) #ERTE 3 LS ICHRD £ L 7=
Ffe. BRBEAMABEECHICWEBER I 7IIILHAVR— b II3BELRHD FT,
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5. FIFAEDERE
5.2 SANtricity System Manager > k O— 5 DIIAEERE

5.3 1. HTTPS EHNLETHWT 7 AIILbDOO>Y FO—35 Web H—N—GEAERT—2XZRLTULE

=~
X 5.3 SERRE % BIRY 3 72 D SANtricity System Manager DFE4S —> 3>

| Dot Cpemblanage Y bt ot wmemgts [ Mserr iy - [ CitegunOpng

SYSTEM ACCESS MANAGEMENT CERTIFICATES

A =

5 Eosisbed

/

CERTIFICATES(GEBAE) #:&E1R

5413 KRB FO-SOEECERIMAZEZZITANS L SICKROOSNBZ XA T7OT Ry I XAZRLTUVE

o

5.4 I -HNECEBRAZTZRITANZ D TEZH 7O RV IR

o}

Cannot Access Other Controller x

0 A ¢ eplars ! Sl Sagreesd Covifia; i
- 3

Accopl Sell Sgnexd Cortc ale

KBV MO—-SOBECELIMAZEZRITANT, AV MO—JRAEZEELE Y, AEEZZITANS C.
5.5 IC"9 & S51C [Certificates] U« > RUBKRREINE T,

X 5.5 KREIV MO-SOBECELIIAENZITANSNILEDT 7 AL bOIY FO—SAZEX T —

£
P
2 s caT
- g CERTIFICATES 1
P T o
O Senp Array Management Trumted Ky Haragement
R Sagoen o
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5. IRZEDER
5.2 SANtricity System Manager > kO— 5 DIIAZEIE

LUFOFIETIE. SANtricity System Manager GUI > bO—3>® CSR 7O RIZDWTEBAL £7,

1 Certificates R« > TReset ANV RZETLT. A bO—SOBEZELIAEEE Y
FELUBERLET,
COOARVRIE. FLAIDA YA =)L, 7O %) -V RRETHEEHLEY,

AE
TSOYDREFEINDZ . TSOYDREEY A FADOTIEX%E=TOv I L. B A HTTP Strict
Transport Security ZfEAL TWB CZRETBIHENHD T, COREBIIEHSELIMBPSICRE
LEEZICRELEFT, BEANDTI7ELRZTOVvILTVWBRBREEZEIUTITBICIE. TZTH5D
FywlaT—REITSOYNSI)TIINELAHD I,
2 TFLADOEEBRYMI—IROY—NDIAYV R« 7OV T D5 nslookup AX > REE
LT, O +bO—>D FQDN #EEL £ 9,

C:\Users\admin>nslookup 192.13.85.213
Server: DNS1.location.group.company.com
Address: 192.11.102.130

Name: ICTM@904C1-A.group.company.com
Address: 192.13.85.213

C:\Users\admin>nslookup 192.13.85.214
Server: DNS1.location.group.company.com
Address: 192.11.102.130

Name: ICTM@904C1-B.group.company.com
Address: 192.13.85.214

AE

DNS H—N\—7%ZfER L TLWABWEEIE. nslookup OFIEZEETETEd, KHDIC. CSRT+—L4A
DHELE LTEBRESNAL TSI O-5DIP 7RLRZFERAL. KEIP7RLRLE
LTELCEHRESNIP PRLAZFERALET, AVIXYO—EBZFHALTHREIP 7RL X%
EBMTEETH. CABLIHBEERZ AV R— ML TEEICBESESICIE. RTIOKEBIP 7RLIN
HELIP E—BLTVWBRRELRHD £,
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5. FEEAEDER
5.2 SANtricity System Manager > k O— 5 DIIAEERE

3

3-1

3-2

mADIY FO—SOFH LWEBEERZEM T 31IE. TComplete CSR1 2 T ##EIRL £

ERS

HERiE & UPREM Z 3R T 3 BEH/REANLE T,

Complete & Download a Certificate Signing Request X
Thus information wil be saved 10 two CSR fies jone per contioller) Afler you obtan the appropaate certificates, you can impor them by

gaing to Settings » Centificates and selecting Import in the Array Management tab Because a CSR is associated with 2 particular
array managemen! serer certificate, do not create another CSR before you import the certificate or that cerificate will not be valid

Mote: It it recommended that you don delete any values that are pre-populated in the vanous fields n this wizard
Organization (@

Enter_Organization_Name

Organizahonal unel {ophional) o

er Group Name
City/Loc aiity
Enter City_Town_or_County
State/Regon [optional e

Enter_State_District_or_Region

Courtry 150 code 0

Enter_Country_Code

e [

AV PO—SADBHREZEZIIANTSICIE. I bO—5 ADFQDN #FERAL X9,

AR

DNS ZERA L B2 WEE(IE. BBRESNIHBZEPRBEIP 7 RFLAZEELRZVTLET L, I
IREYIDD—EICREIP 7 RFLXZEMTEEIH Hd% IP ERIORE IP 7 FL Xid5T

BI—HITB3HVENDDET,

Complete & Download a Certificate Signing Request X

1 Complete General Inlormation 2 Complete Controller A Information

Controlies A common name 9

CTMISLCT-A group compamy corm

Controller A aernate IP addresses foptional] Y

Controlier A alternate DNS names (optional) @)

CTMOS04C-A group company cor

SANtricity BBt +*a U7+«

41




5. FEEAEDER
5.2 SANtricity System Manager > k O— 5 DIIAEERE

3-3 A hO—5 BOBEREZEEFIFANTSICIE. > O—5B D FQDN ZEAL F 9,

Complete & Download a Certificate Signing Request x

ontroller B common name Q)

JrOUp COMmpany.cor

Controlier B alternate P addresses joptional) )

Controller B aternate DINS names (optonal o

05%04C1-B group company cor

‘Back Sk step and finish Cancel

34 FinishzZ2Uw o LT, A>rO—5 AR MO—SBAD2DODCSRI77TILEERL
ERS

& Seungp Array Management 1

X Suppont

v [ oot

Certificate Type Controllers Issued To
Sarv e CN MK 1 mpan I=
Server E CN 4018 i T =0m 0=

CSRIZ7AIBHo>O—-FENS

NetApp EFST0 A8 Flcw =~ MNetapp EFS70_AL FlLcw
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5. FIFREDERE

5.2 SANtricity System Manager > kO— 5 DIIAZEIE

4

SANtricity

CSR7 74 ) %Z CAISEFEL. 1 DUEDFHLWERBEAEF 2 T 3ERZE (Fc X3
Verisign X DigiCert) #ER L. PEMFEERDEBE R BAIAHEZERL X,

pEd

+ ETERNUS AB/HB series ¥ X 7 L Tld. RN ETFAZEIC PEM 2R (Base 64 ASCII T>—F «

VT )VDRETYE, PEMERICIE. KDT 7 ILZA 7 pem, .crt. .cer. BXU key BEEN
F9.

« CSRT77A)%Z CAISXELIRIE. BIOCSR 7 7ML ZBERLBZVWTLS IV, CSRZERK

TRV, WERRELHBORTIMERNENE T, LFRIF CSR D— ﬁB'C'é‘fJ\ M\“E‘"‘ﬁ}itzt*‘/x
TLOF—XM7ICREECNE T, BANTHREEZRITR o TAIVR-—bI3 L. YRTLIE
MERENRBOMADTORT THZ L zHRBLET. F—D—HLARVEE. BRI
SERAZE IIHERE LB WV oo, CAICH L THLVWEEREZERT 3R EDH D 96

CADSEERAE 7 71 L == ITE o 7= 5. SANtricity System Manager Import Certificates
DA —REFEALTA VR bIIBERHDET, TNHDT 7AILICIE. JL— MEEFA

1 DU EOFREEEAE. EXUY—N—SAENEENET,

A=

- EERREMNMERICIRM IR WSS (JL— MEERRE. PREEIRE. LUt Fa U 70 ERE ).

Windows SEAEY 2~V vV —ILEERALTF I~ Y2 D8 T 2L ELHD £ T, AREF = —
YEDETZHEIF. BT base-64 TV I—F« I EFALTIEETL

« CADNFI—MEESNIGEERE T 7ML (e XIE. apTb 770 ) ZRRELIBEIF. Fo—

AESNTET 7 AIILEERNDOT 7). DEDIL— MEEEE. 1 DU EOHREERE. L0
~ EI—5%%&%5']?5"7‘—/\“—%@5%&:7‘//\"‘y73‘%%\%73“&6 D %9, Windows ® certmgr 21—
Ta)T1—%Z2FALT. 2700 EZT7 YNy I TEEY (H2 ) w2 LTAIlTasks>Export %
BEIRLET ), Base-64 TV I—T 4> JZH8HLET, TIVRAR—DPRETITEHE. F—1

ANOFEAE 7 7ML CICCER 77 M IILDRREINE T,
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5. IRZEDER
5.2 SANtricity System Manager > kO— 5 DIIAZEIE

Import CA Cerlificates X

Select the array management cerdificates from your computer

Root/intermediate CA Certiticates

Salect rootintermediate CA certiicates

Fileaname Size
netapp-oot.cer <001 MB x
nelappHnermediale. cer =0.01 MBS pid

Controller A Management Server Ceriificales
Select Controller A certificate

Filename Size

controllar-A-signed cer <0.01 MB x

Solect private key file (Optional) 0

Controller B Management Server Cenificates
Select Contraoller B cerificate

Filename Size

controllzr-B-signed.cerl <0.01 MB x

Select prvate key fie (Optianal) @ m

Note: Aftar the impor is complate, your browser will rafrash

Settings > Certificates #EIRL £,

T  [Array Management] 2 7. [Import] Z:&RL £9, SRAE T 71L& VR— T 37
HDRAATATRY I ZADHEEET,

8 [Browse] RE>% I U w4 LT, BAIIN— BLUOHBEBAE T 70 /LEBRL. &iC3
YhO—-Z0&FF—N—REZERLET,
W=FrT770IILEHET7 7ILIE. BADOY FO—5THRLTY, H—N—FERAZFEFHZIV b+

A—25T—RBTY., AMMY—ID5 CSRZEMLIIBERIE. CSR EEBIEHSNIMERT 711D
I VR—FTRIREDRBDEXT,

9 IFANBIEEEATOIRY IRICKRRINET, [Import] 52U v L%ET,
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5. FEFHEDER
5.3 LDAPS t%—/N\—DIFEHEEIR

10 72707y FO—REN, BEESNE T, CAJL— NIFAZ L PRIGFAZIZTARTD A

11 7599t v> 3> L TEHLL SANtricity System Manager v 3 V%A T3 .
X2 T4 THRESNLITSTHFERTHS DN REINET,

5.3

V=T I—XTALTHH, EAXO-FDELBEA LT TAAEZRIAT S

HICT Yy TO—RFTERENHD XT,

Ty aYiZEBNICKRTLETS, MBAEZEBMCTBICIE. BEOJ AV I3HENHDEY. BE
OJ14>9%c. LW CABLIRAEN Yy 3 VICERINE T, 1V R—MUBNTET I3 L.

T30ty avaBHIT3ODAYE—OHTSIUHFICRTINE S,

Import CA Certificates

rponed cerific ad

[ Index of \wicengvfir. [ Dell Open

oYour storage array is optimal

Hardawe

o hm >
]

LDAPS H—/N\—DIRAEEIR

TIAIWNTIE 9547 e —=N=FF V75— 3 B0 LDAP BEIFESIEEINELEA. DED.
FYRIT—UBERTNARERIFIY I NIz T7E2FERALT. LDAP IS4 7 > beT o LT MUY —N\EODBE
ZRACTITET, CORRIF. BERBER (I —F—BENAT—F)HESEEINTICRY hT—JLTESN
%7, LDAP BN > FAMERSNZGEICHICHBICAD £9, ChiIFT CICERBROBREICOHHNS
AIREMN B D FT,
LDAP over Secure Sockets Layer (SSL) & & U Transport Layer Security (TLS). 5% LDAPS ZE%hIC Y 3IEH
EXRDEEDTY,

o —EB®D Windows 7 1) 7r—> 3 &k, Bfli/N > FIZK o T Active Directory R X >4 —E X (AD DS)
SEREEL £ T BHMINA Y R TIRA—HY—DERBEBRNFEX TLHINSZ /2. Kerberos ZfEFAT S &
EEEFOLET, BN Y RHBRBRBAIZE. SSL/TLS ZEAL TRty a3 v 2lES{kd 5 Z & xiE<
HELEXT,

¢ LDAP ETOZ7OFINA Y FOERFIZ/INAT — REE (LDAPS B AR ) o
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5. FEFHEDER
5.3 LDAPS t%—/N\—DIFEHEEIR

o LDAP H—N—HEINTWVWB—ED 7 F1) s — 3 > (Active Directory & & U Active Directory K X1
> hO—3%Y) TlE. BSLIhBEIBETI, Windows v k7 —2 T LDAP BEZES1t
9 3I1ZIE. LDAP over SSL/TLS (LDAP) ZB%HICL £9
LDAPS itf7/R— TN THD. K 5.7 12" 9 & 51C. SANtricity System Manager GUI ZfFRB L TR TS £
I BELE. T4 LI MU —N—18EY ' — R TIE. LDAPS H—/N\—D CA BLIIAHEIC—KT S CA
I— NEFAZ CHREEREZER 7L A FS A MM ZIC7yFAO—RTEE Y, Zhid. £x 27 SMcli =FEH
LTITSCCHTEET,

P

FEALDHZE. IL—FEREDAZT LA FSRAMIMTZICT Yy 7O—-RIIHENH D FIH. LDAPS
H—N—DJ)L— FEFAZCHPEEREOEAZ T LA S A I FPICESK BEDN DI HBELHD T T,

5.6 LDAP H—ND CAIL—rEEREZ 7 LA S A MR MTICT7y FO- RT3 T3>

Directory Server Settings b4

Server Settings Role Mapping
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5. FIFREDERE
54 HHAHNBREEY —/N\—DIREERE

5.4 {HHAHNGBREEY —/N—DIIAZEIR

Gemalto SafeNet KeySecure Enterprise Encryption Key Management B X DHREFEEE S S w F T+ —L%EfE
FALTFEEFaUTsF—%2BETE. 7T+ XUESML (FDE) Lt hTWEY, COTIv b
7 #— LlF Key Management Interface Protocol (KMIP) #RA&ICEI L TWE T, Z D#%EEIZ. SANtricity OS
11.60 UPEZEITT B IR TDRA ML —J LR FLTHERATEET,

NEPBREIEREEZEANICTZ7OCRAT,. BEBIEITLAIC—EDIREEEZAN VA M=ILTZ2HRENHD £7,
CNSDFEAEIE. A NL—UO AT LACRBEEY —N—HOREeBEGEROmMA ZHILT 2 7-HICFEA
INF T, SANtricity System Manager I&. BIEENA Y RZ—T7 1 —XA%ZFEALT. A L= XFALAOV R
O—3ICx 9 ZEAZEERER (CSR) ZER L. A ML= XTLDERGE Y 547> MEBHAZE C EKMS
H—NDSSLABEDAAZ A VA M—IT237OCRZRELET, COMEIF. SMcliZFERL TEITY
BLLHTETET,

P

UTDR 7w 7ld. Gemalto Key Management Server [Z# L TWE 7, fthdD Key Management Server &
ICId. D> —7 Y ADBBERBEDHD £,

5.4.1 NfEEEZBMICT B FIE

NERREEY —/\ (EKMS) BERTEIT I 2MEDH EZREFIELN VWS DD BODET, CDHARTIE. CN5D
FIBICDOWTEHLLFHHATZDTIFH <. EKMS M SBUF LIcERMICDOWTEBAL £ 95

1 EKMSH—N—0Dty b7y RC. 75472 FERICER T RERAMDX 1 T%=ERTE
F9, RbtXa74H4+0 T LTSSLsessionand username Z:&RITB3 2z b@#HL
£9,

COBBATYTITIE. 95147 MDIFRREQED T4 —IL R 21— -3 L TERTIHh %8R
TEEd, CUCKD., BRI T3 /-DICO A 7Y MEBBEIC A —Z%Z BT TEE
ERS

2 SANtricity System Manager #fEBL T, HILW CSREZEM L £F. CSRERAZr 70O
T ATY 1 TEELEDLRARL 7 —IILRICOA—H—%%ZEELEF T,
M 5.8 FIAAZEZERERIATOJ ) (P.48) ZBRLTLTW

3  CSRiBEHRZ%Z EKMS H—N\—IZXEL. HFREBL O XZETLET,
FLWISATY MEEZEERL. O—AILYATFLICAIYO—RTZI3BEABHD £9,

4 SANtricity System Manager Z M L T. EKMS H—N\—ADEHZEHR L £ 9,

CDFIETIE. EKMSH—NDIP 7 RLRAZFIFHRA L « PRLRER—+ESHZIEEL. A FL—
TLAISAT Y NEBER A VR— S R3REDNFHDEFT, AL—FLADEKMS H—N\% 1558
TEBLS5IC. EKMS H—NZEFRZESH 1 VAR— F T B3RELHD X9, EKMS H—/N\NOHRIEEEE X7
[FIL—FEEBBEH 1V R— N TEEY, X5.9 BEEHY—N\—AODFEF (P.49) #BBL TS
L\o

S ROFIETIF. AT 3> TNy I Ty I¥—%#BBL. BEREEZETLET,
[Create backupkey]l] FTw IRy I RZATICTR L. NvIT7yvFE¥F—FA7>O-REhFtA

6 [Finishi /R4 > %42 1) w4 LT, Create External Security Key 7—2 7O0—%%T L £ 7,
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5. (IRRZEDERE
5.4 A AAHINEBREIFY —/N—DIFAEEIE

5.7 1&. NEPREEY —/N\—IHEHEE I3 SANtricity System Manager D4 — 7 ViEBAEZE X 1 L &R
LTWET,

5.7 SANtricity System Manager TCSRZ5ET L. AL = AT LOBANESISAT7 > b
EXUV EKMS 4 —N—0D SSLEEAZEZ 1 Y R— b 937D AF T3>

RS

aul

Hems St

i #

CERTIFICATES x

v

i}

Ay Management Trusied K a7 Mznagemant

% o B W >
; g
{

[ i | comeecsn [

RE A SDEERIIEMICE-TVETD:

X 5.8 SEREERERA 1 70O

Complete & Download Client Certificate Signing Request b 4

Complete and download a client certificate signing request (CSR) to obtain proper client
authentication to access the key management server.

Common name a
ICTM 1511508C1
Organizaton (@)
Organizatonal unit (oprional) @
City/Localkty

Stara/Region (optional) @

Country ISO code @
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5. FIEAEDERE
5.4 fHMHAHINEBREIRY —/N\N—DIIRAEEE

| 5.9 REEY — /N — D

Create External Security Key b 4

1 Connect to Key Sermver

Connect to the following key management server

What do | nead to know before cresting a security key?
Key management server address 0

kmip eng datacentes org

Key management port number 9
5696

Select client centificate Browse

Fllename Size

nelapp-controller-signed cer <0.01 MiB x
Select key server certificale (server, intermediate CA or root CA)  Browse

Filename Siire

netapp-intermediate. cer <0.01 MiB x

X 5.10 FTTa> Ny I Ty TE—DIER

Create External Security Key x

1 Connect to Key Server 2 Create/Backup Key

Create a security key and a backup key (optional)
[ Create a backup key

Important: When you create a secunty key, a copy of the key will be saved to your local host. For security purposes a
pass phrase must be provided to encrypl the backup key

Define a pass phrase @

Re-anter the pass phrase

<Back Cancel Finish
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6. SAML 2.0 & T MFA (SANtricity 0S DS )

Security Assertion Markup Language (SAML) I&. B8O X T LB TREICREER A —H— - T—2 %%
BIB1-ODERIZETT, COFETIF. ZLODT7FVTr—2a3a W1 20 —EXZFEBLT. IRTD
A—HY—Rrty > a > EBRBZEETTED,

ZEREVE (MFA) TlE. FRBEICAEINT 27cIC. A—HF—HDEATH S e DIFFL LT 2 DU EDIBER % iR
TRINRBEHLHD 9, SREEICHBERIBE THEMNABDDISHE (NNXAT—REREI—F—HEEELTVIDHD ).
FIEY (O—REEZITI3HWREI—H—DFLTVEDD ). FHIFMEADDD (IENE Y DEAFEE= &
LHETRIA—H—ICEABEDHD ) DAD. D CHTEETY, BREGIETVRAOEENLGRZRATIE. T
YRA—H—HEEOtEF )T F—LDERELET,

SAML %Z ETERNUS AB/HB series ®#@ICHEE T 2 &« BHROFEXDREETI—H—%ZFEEL. SREEDMINE /-
I % SANtricity System Manager 7 7 —> g VICHRETEZNMBU AT LEBETETE T, NI R
T L&, $ Eimun N 2%?:%:! N it.‘i%gim.nm%ﬁﬁﬁ?5$D‘u*%ﬁi—cz‘;i?_o %“B/XTAH: 1‘&0)
TIVr—=o3>eDo 0TI« A oA e Y R— b 388EDIRHELE T,

6.1 MFA 7 =% 79 F v D&

SAML |&. ETERNUS AB/HB series ®RICIZZED/N— 3> 2.0 2FERAL THESNTH D, Shibboleth &
Microsoft ADFS #7147 > T« 7« 7ANA AR (IdP) e LTARICHR—FLTVWE T, K6.1(&. SAMLHEE
ARIFTIEDICEAINZITARTOAVR—XY FONALARILBEEEZRLTVWET, REEH—/NC D@
FBlE—H—D Web 7S5 UH%EL TITHN 7%, SANtricity System Manager 7 U 7 —> 3 VHh'EHEE
e Bd gD EFtA. SAMLIZK D, SANtricity System Manager (31— —®d Web 75 U H%EZERL T
HTTP U ZAL o> a>aFERL. BBBRET7AT VT4 T4 TANARIZET A TEE T, IRTOE
WiF. TAT7oTo T TONAEZHRE T Z5HEZFEA L TBABLUESEINE T, ChiCKD.
ETERNUS AB/HB series 8 Tld. Shibboleth X Microsoft ADFS %2 & DY — R /N—F « & |dP TEREE S 1Lre
A—H—ICKBEEIAREICR D £9. SANtricity System Manager Z#8 9 % £ WY O— )L CTEERZIT
W IdP ZEREL (RIS NI ——ICEBEDORAIB F/-I1E 1D ZBEMITZZENTET XY,

6.1 SAML @ ETERNUS AB/HB series @A DIHEE

a [[ \]} )

s,

FSRRRRP | ToEAZ

DIAT U2 ATL

Filra

SAML
PAFVTATL |a— HTTPS & SAM UI

ForTs -t R

SAMLY—EZR

AYFO—Z77—L7T7
\ BT RAT L

S o—:?&I—N-a _//]‘
1
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6. SAML 2.0 & & TF MFA (SANtricity OS D& )

6.1 MFAZ7—FTUF v DHIE

SAML $' ETERNUS AB/HB series & X2 7 L\ TR E 7=, SANtricity System Manager ADOY 1 V3. 15K
TN IdP B S DAEIEET T, 21— —h' SANtricity System Manager IC7 72X L &S T3 T7 z)b

k@ SANtricity System Manager OJ 1 > « R—T Tldi <.
§|§€’)\733‘5 2:\ :L_"j" Lj:ﬂlh\ﬂ L_TLTZ_

IdP DOT A > « R=JITERES
w3 > & &HIZ SANtricity System Manager ICEXDRE . 21—

N9, BEAEE

H—ICEERITOSNFTBEICEDVWTERE IS NE I, K 6.2 &, ETERNUSAB/HBseries Y XTLDIT X ER
AVAR—y bTOOJq0 YBEROFANEZRLTWEYT, H—EX - 7O/ 4L ETERNUS AB/HB series &
mERLET, A—H—I—Sx 2 hE A—HF—DWeb T75IHERLET, 71TV Ta 7 7ANAH
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