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This software is copyrighted by the Regents of the University of
California, Sun Microsystems, Inc., Ajuba Solutions, and other parties.
The following terms apply to all files associated with the software unless
explicitly disclaimed in individual files.

The authors hereby grant permission to use, copy, modify, distribute,
and license this software and its documentation for any purpose, provided
that existing copyright notices are retained in all copies and that this
notice is included verbatim in any distributions. No written agreement,
license, or royalty fee is required for any of the authorized uses.
Modifications to this software may be copyrighted by their authors and
need not follow the licensing terms described here, provided that the new
terms are clearly indicated on the first page of each file where they apply.

IN NO EVENT SHALL THE AUTHORS OR DISTRIBUTORS BE LIABLE TO ANY PARTY
FOR DIRECT, INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OF THIS SOFTWARE, ITS DOCUMENTATION, OR ANY
DERIVATIVES THEREOF, EVEN IF THE AUTHORS HAVE BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

THE AUTHORS AND DISTRIBUTORS SPECIFICALLY DISCLAIM ANY WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT. THIS SOFTWARE
IS PROVIDED ON AN "AS IS"™ BASIS, AND THE AUTHORS AND DISTRIBUTORS HAVE
NO OBLIGATION TO PROVIDE MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR
MODIFICATIONS.




GOVERNMENT USE: If you are acquiring this software on behalf of the U.S.
government, the Government shall have only "Restricted Rights" in the
software and related documentation as defined in the Federal Acquisition
Regulations (FARs) in Clause 52.227.19 (c) (2). If you are acquiring the
software on behalf of the Department of Defense, the software shall be
classified as "Commercial Computer Software" and the Government shall have
only "Restricted Rights" as defined in Clause 252.227-7013 (c) (1) of DFARs.
Notwithstanding the foregoing, the authors grant the U.S. Government and
others acting in its behalf permission to use and distribute the software
in accordance with the terms specified in this license.
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sysUpTime

TimeTicks

sysContact

OCTET STRING
Ascii

MIB

n

ID (

ID

MIB-11

sysDescr sysObjectID

Object 1D

sysDescr

sysDescr.0 {1.3.6.1.2.1.1.1.0}

sysObjectlID

sysObjectlD.0 {1.3.6.1.2.1.1.2.0}

MIB-11

MIB

iflndex ifDescr

49




B SNMP

iflndex 1ifDescr ifTable ifEntry
ifTable )
i fIndex i fIndex
MIB-11 ip
Object 1D
5 ifDscr ifDescr.5 {1.3.6.1.2.1.2.2.1.2.5}
B.3.3 MIB
1) MIB
2) node ()
3)
4) ( )
L sysName, sysLocation]
[ ifTable, atTable]
5) MIB
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B.4

SNMP

1P

COMMUNITY NAME

a) IP
1P

IP

b) COMMUNITY NAME
PDU
get,get-next

get, get-next

COMMUNITY NAME

SNMP

IP
1P Trap

COMMUNITY NAME

SNMP
authentication
failure Trap
SNMP / PDU
COMMUNITY
LR SNMP
SNMP
IP SNMP 1P
COMMUNITY
SET ACCEPT or REJECT SET
TRAP ON or OFF TRAP
LR
, get
Trap
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B.5 MIB

MIB

a) (mib-2 RFC1213 . "rfcl213-mibl . txt"

-- MIB
RFC1213-MIB DEFINITIONS ::= BEGIN

- ID
IMPORTS
mgmt, NetworkAddress, IpAddress, Counter, Gauge,
TimeTicks
FROM RFC1155-SMI
OBJECT-TYPE
FROM RFC-1212;

-- This MIB module uses the extended OBJECT-TYPE macro as
-- defined in [14];
-- MIB-11 (same prefix as MIB-1)

-- MIB2 OBJECT ID mgmt.1
mib-2 OBJECT IDENTIFIER ::= { mgmt 1 }
-- textual conventions

DisplayString ::=

OCTET STRING
-- This data type is used to model textual information taken
-- from the NVT ASCII character set. By convention, objects
-- with this syntax are declared as having

-- SIZE (0..255)
-- (DisplayString PhysAddress)
- OCTET STRING

PhysAddress ::=

OCTET STRING
-- This data type is used to model media addresses. For many
-- types of media, this will be in a binary representation.
-- For example, an ethernet address would be represented as
-- a string of 6 octets.
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-- mib-2 OBJECT IDENTIFIER

-- groups in MIB-11

system OBJECT IDENTIFIER ::= { mib-2 1 }
interfaces OBJECT IDENTIFIER ::= { mib-2 2 }
at OBJECT IDENTIFIER ::= { mib-2 3 }
ip OBJECT IDENTIFIER ::= { mib-2 4 }
icmp OBJECT IDENTIFIER ::= { mib-2 5 }
tep OBJECT IDENTIFIER ::= { mib-2 6 }
udp OBJECT IDENTIFIER ::= { mib-2 7 }
egp OBJECT IDENTIFIER ::= { mib-2 8 }

-- historical (some say hysterical)

-- cmot OBJECT IDENTIFIER ::= { mib-2 9 }
transmission OBJECT IDENTIFIER ::= { mib-2 10 }
SNMP OBJECT IDENTIFIER ::= { mib-2 11 }
-- system

-- the System group

-- Implementation of the System group is mandatory for all
-- systems. If an agent is not configured to have a value
-- for any of these variables, a string of length 0 is

-- returned.

-- OBJECT-TYPE

sysDescr OBJECT-TYPE

SYNTAX DisplayString (SIZE (0..255))

-- - read-only:

-- - read-write:

-- - write-only:

-- - not-accessible:
ACCESS read-only

-- - mandatory:

-- - optional:

-- - obsolete:
STATUS mandatory

DESCRIPTION
"A textual description of the entity. This value
should include the full name and version
identification of the system"s hardware type,
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software operating-system, and networking
software. It is mandatory that this only contain
printable ASCII characters."

-- 0ID

- system.1

i= { system 1 }

sysObjectID OBJECT-TYPE

SYNTAX OBJECT IDENTIFIER
ACCESS read-only

STATUS mandatory
DESCRIPTION

"The vendor®"s authoritative identification of the
network management subsystem contained in the
entity. This value is allocated within the SMI
enterprises subtree (1.3.6.1.4.1) and provides an
easy and unambiguous means for determining “what
kind of box" is being managed. For example, if
vendor “Flintstones, Inc." was assigned the
subtree 1.3.6.1.4.1.4242, it could assign the
identifier 1.3.6.1.4.1.4242.1.1 to its “Fred
Router*®."
ci= { system 2 }

-- the Interfaces group

-- Implementation of the Interfaces group is mandatory for
-- all systems.

ifNumber OBJECT-TYPE

SYNTAX  INTEGER
ACCESS read-only
STATUS mandatory
DESCRIPTION
"The number of network interfaces (regardless of
their current state) present on this system."
c:= { interfaces 1 }

- the Interfaces table

- The Interfaces table contains information on the entity"s
- interfaces. Each interface is thought of as being

- attached to a “subnetwork®. Note that this term should

- not be confused with “subnet® which refers to an

addressing partitioning scheme used in the Internet suite
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-- of protocols.

-- ifTable
-- ifTable ifEntry
ifTable OBJECT-TYPE
SYNTAX SEQUENCE OF ifEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION
"A list of interface entries. The number of
entries is given by the value of ifNumber."
c:= { interfaces 2 }

-- ifEntry
ifEntry OBJECT-TYPE
SYNTAX ifEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION
"An interface entry containing objects at the
subnetwork layer and below for a particular
interface."
INDEX  { ifIndex }
= { ifTable 1 }

-- ifEntry ifIndex
ifEntry ::=
SEQUENCE {
iflndex
INTEGER,
ifDescr
DisplayString,
ifType
INTEGER,
ifMtu
INTEGER,
ifSpeed
Gauge,
ifPhysAddress
PhysAddress,
ifAdminStatus
INTEGER,
ifOperStatus
INTEGER,
ifLastChange
TimeTicks,
ifInOctets
Counter,
ifInUcastPkts
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Counter,
ifInNUcastPkts
Counter,
ifInDiscards
Counter,
iflnErrors
Counter,
ifInUnknownProtos
Counter,
ifOutOctets
Counter,
ifOutUcastPkts
Counter,
ifOutNUcastPkts
Counter,
ifOutDiscards
Counter,
ifOutErrors
Counter,
ifOutQLen
Gauge,
ifSpecific
OBJECT IDENTIFIER

ifIndex OBJECT-TYPE

SYNTAX  INTEGER

ACCESS read-only

STATUS mandatory

DESCRIPTION
"A unique value for each interface. Its value
ranges between 1 and the value of ifNumber. The
value for each interface must remain constant at
least from one re-initialization of the entity's
network management system to the next re-
initialization.”

= { ifEntry 1}

ifDescr OBJECT-TYPE

SYNTAX DisplayString (SIZE (0..255))

ACCESS read-only

STATUS mandatory

DESCRIPTION
"A textual string containing information about the
interface. This string should include the name of
the manufacturer, the product name and the version
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of the hardware interface."
i= { ifEntry 2 }

-- MIB
-- BEGIN
END
b) Trap (rmon-mib RFC1757 . "rfcl7s57.my"”
)
- TRAP-TYPE Trap
-- TRAP-TYPE Trap
risingAlarm TRAP-TYPE
-- Enterprise-0ID rmon

- OBJECT IDENTIFIER
ENTERPRISE rmon
-- Trap (Varbind)
-- 5 Varbind
-- VARIABLES
VARIABLES { alarmlndex, alarmVariable, alarmSampleType,
alarmvValue, alarmRisingThreshold }
-- Trap
DESCRIPTION
"The SNMP Trap that is generated when an alarm
entry crosses its rising threshold and generates
an event that is configured for sending SNMP
Traps."
-- specific code
=1
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Systemwalker Centric Manager Trap Event

Systemwalker Centric Manager T2E T2E




C T2E

C.1 T2E

Systemwalker Centric Manager (Trapd)
( ) Trap
Trapd Trap NTC(Network Trap Converter V4 _x CN
)
NTC Trapd Trap Event
Trap

SystemWalker

{ SHAR I AT A W

Event

- KB + | A9R—-TFFHFALW | + | Trap F— 35

RepeaterMIB (RFC1368 MIB)
rptrHeal th-Trap Systemwalker Centric Manager
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1 FZP : "APMpCONappl: ERROR: 1050 7
RSk b5 | RIS TERPEELELE.
Trap 5 25

“(TRAP agent:10.34.195.134 community:public generic:6

enterprise:mib-2.22
specific:1 timestamp:1234566 varbind:(mib-2.22.1.1.2 [1 1 0] 3))“

Event
AP Solaris OE
Linux UX
MpCNappl NTC
" T2E
T2E Trap "MpApLink"
ERROR ERROR WARNING V4.x
« « V5. x
106 Trap GenericCode(0 6)+100
V4 _x
Trap
Enterprise-Trap
V4. x “ " Generic-Trap

Trap
cold start "ColdStart™
warm start "WarmStart"
link down "LinkDown™ (IF Index.[ D"
link up "LinkUp" (IF Index.[ D"
authentication failure "AuthenticationFailure”
egp neighbor loss "EgpNeighborlLoss™
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Trap
TRAP Trap
agent Trap 1P 10.34.195.134
IP Trap
community Trap community
generic Trap Generic-Code(Trap ) "e"
Enterprise-Specific Trap
enterprise Trap Enterprise-0ID mib-2 22
oID
specific Trap  Specific-Code
timestamp Trap Timestamp
varbind Trap VarBind VarBind
Trap VarBind
( Xy-1 )
MIB
X
Integer 1
Octet String 2
Object Identifier 3
Null 4
IPAddress 5
Counter 6
Gauge 7
Timeticks 8
Opaque 9
Y Byte
“ (mib-2.22.1.1.2[110] 1) VarBind
"mib-2.22.1.1.2" MIB lbyte "
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C.2 MIB

T2E

MIB MIB ObjectlD (ID
Systemwalker Centric Manager MIB
MIB
MIB T2E ( Event

rptrHealth-Trap

MIB

MIB AP:MpCNappl: ERROR: 106:
(TRAP  agent:10.34.195.134 community:public generic:6
enterprise:mib-2.22 specific:1 timestamp:1234566
varbind: (mib-2.22.1.1.2 [1 1 0] 3))

MIB AP:MpCNappl: ERROR: 106 :
(TRAP  agent:10.34.195.134 community:public generic:6
enterprise:snmpDot3RptrMgt specific:1 timestamp:1234566
varbind: (rptrOperStatus [1 1 0] 3))

Trap
( Enterprises-0ID VarBaind MIB )

MIB Trap
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C.3

NTC T2E
Trap Event
T2E Trap Event
T2E
o T2E SJIS Solaris OE Linux
Systemwalker Centric Manager SJIS
T2E Enterprise-0ID
"# enterprises=( Enterprise-0ID )"
#

"# Trap -> event conversion setup file"
Trap

T2E
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#enterpizes=1.36.1.4.1.12.3534 V1
# trap > event conversion setup file g2
TRAF:

public - - - syaOhjectID - 3 ©O-

*1 b *3 4

WARBIMN D

aysLocation.0 OCT O "33C 3"

*5 6T *a

MESSAGE:

Smalld:

%% hosty BAGENT_ADDR%]fjhub X ¥ Linkup % {5

*3
SmallE:
s hostx %AGENT_ADDRY% lfjhub reported Linkup."
10

EVENTTYFE: ™

WAaRNING

*11

Threshald: e iS5

1

12

Ed

=

o

Al 0 Fe AL - F

A2 0 FEEZEzxz - MUAHL2-F
A3 1 ERAS Trap SEIEHR

Hd 0 AwE-TUERES

A5 EEEFTRES
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)

EnterpriseOID
Enterprise-0ID

Generic-Code

Cold_start
Warm_start

> Linkdown

> Linkup

: Authenticationfailure
: Egpneighborloss

: EnterpriseTrap

-: Trap

o 01~ W NP O

Specific-Code
Generic-Code 6
Generic-Code 6

125 etc)

( 1

=)

Varbind

Varbind

6 8 )

)

Varbind

INT Integer

OCT Octet string

OID Object ldentifier
IPA  IPaddress

CNT Counter

GAG Gauge

TIM TimeTicks

OPA Opaque

Varbind
Varbind
0( ASCII)

Octet Stri

ng Opaque

Varbind

Varbind
Varbind
INT ( 1 125
OCT
o] b]

etc)

1PA DNS

CNT
GAG
TIM
OPA
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%COMMUNITY%
%ERROR_STATUS%
%ERROR_INDEX%
%ENTERPRISE%
%AGENT_ADDR%
%GENERIC_TRAP%
%SPECIFIC_TRAP%
%T IME_STAMP%
%TRAPD_HOST%
%VARBIND_NAME%
%VARBIND_TYPE%
%VARBIND_VALUE%
%VARBIND_LENGTH%

)
%VARBIND_BIN_FLAGY%

%NEXT_V% .-

Trap

.. community

.. error-status

.. error-index

.. enterprise

.. agent-addr

.. generic-trap

.. specific-trap

.. time-stamp

.. trapd-host

.. varbind-name

.. varbind-type

.. varbind-value

.. varbind-value length( )
%VARBIND_VIEW_LENGTH% ...

varbind-value display length(

.. varbind-value binary flag

( Varbind )

%BACK_Vh
(

[%%hostx :%AGENT_ADDR%]

”

Varbind

Varbind
Varbind

%NEXT_V%, %BACK_V%
%NEXT_V%, %BACK_V%

Value:%VARBIND VALUE%
value 1

............. next varbind
............ backword varbind
Varbind )
" Trap
%%
%NEXT_V% Varbind

%BACK_V%

%WNEXT_V%Vname :%VARBIND NAME%
name
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Systemwalker Centric Manager

ERROR
WARNING
INFORMATION

V5.0L10,V5.0L20
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C.4

NTC Trap Event
1) Trap EnterprisesOID oID T2E
4)

2) T2E

3) Trap Trap
Event

4) T2E

5) T2E

6) Trap Trap
Event

7 Event

T2E Systemwalker Centric Manager

Systemwalker Centric Manager VL

Enterprise-0ID T2E , T2E
T2E .
T2E Enterprise-0ID
T2E
T2E

7
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C.5 T2E

NTC T2E
Systemwalker Centric Manager

T2E
1) T2E T2E T2E
Windows (SJIS LR+LF) Solaris OE
Linux
2) (CNSetCnfMg.exe )
3)
CNSetCnfMg.exe
[}
0ID
[}
01D
CNSetCnfMg.exe Systemwalker Centric Manager
T2E

CNSetCnfMg.bat

o As A A

EWmdows

| I I L N

[|nstall dir]¥MpWaIker dm¥MpCNappI¥MpCngr¥bin
ﬂlarls Linu X
I_If’l_lf’l_lf L—FL _FL_F

/opt/FISVEwntc/MpCNmgr/bin

CNSetCnfMg.exe -f { -a -c }
— -f
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T2E
E Windows
| I I L N
Systemwal ker di r¥MpWaI ker .dm¥MpCNapp I¥MpCNagt¥etc¥master
0 laris Linu X

I_VI_VI_P LFL _FL_F

/opt/FISViwntc/MpCNagt/etc/master

an + OID *4 “.Cnf”
Enterprise-0ID
T2E
T2E
. T2E
° T2E [#
enterprises=( Enterprise-0ID )"] T2E

CNSetCnfMg.exe

err.CNSetCnfMg:Failed to prepare T2E
file. code = 3 LastError = 86031 T2E
err:CNSetCnfMg:Failed to prepare Windows Administrator Solaris
file. code = 3 LastError = 86032 OE Linux
err.CNSetCnfMg:Failed to prepare  [T2E T2E
file. code = 3 LastError = 69639
T2E
#

enterprises=1.36...
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