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07’ LU TH AL ET, TRUNCATEIZIZRISL TV EH A, Object Audit Logging T, 8 ESHIZ— /LIS LT HEBRAMS 5-&
NTCWEA T V= MiER 7 L CH ILET, Session Audit Logging 0 ESISHIA N KTl H DZ T 52N TEET,
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Password:skxkxx
# cp -r /opt/fsepv<x>server64/0SS/pgaudit/* /opt/fsepv<x>server64
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[output]
logger = "auditlog’

. postgresql.confD &% &
postgresgl.confiz, A m 7 2RI T 572D DL FONRTA—FEZELET,
shared_preload_libraries

“poaudit” ZFEEL £,
pgaudit.config_file

pgauditiX &7 7 A /L DELE Je/ S AL B AR E L ET,

X SATHRELIZH AL, 7 — LD T AL I RNIDDOFAR AL ET,
log_replication_commands

“on"ZFEELE T
log_min_messages

ERRORUL LM EESN TWDIEZ R LET,

B ny ath— a9 585 A (pgauditsk iE 7 7 /L Dlogger 37 A—# 12 “serverlog” 5 E) i, — " u BT BLLT
DIRTA—=HEfERLET,

logging_collector

‘N EESN TCNWAZ LML ET,
log_destination

“stderr” 2MEESN TNDIEEMERRLET,
log_file_mode

FFASNIC NI — N0l ~ DT 7R REFF Al DI, = "ay DN =y a Bl ThHHZ L E MR LET,

log_file_mode/ 7 A—% DT 7 4/LNI0600THY, T —FX—AEIHE DO BT 7 EARFETT,
T2l 2L, TR REHEOT N—TITH B IRE TR T 5841, log_file_modelZ0640% 5 EL £7,
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log_file_mode = 0640

0000ZH45E T DL T, T —FN—RFHELSIA AN DL TEET, 7720, nF WHEATIIZD | HEZIALHERRI I 5
SHITIRRBLZRD T,
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R LET,

max_worker_processes

max_worker_processes/ 37 A—Z R EL TODEA L, FBESN TODEIZIZBIILET,
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postgresgl.confd> i
TROFITIL, AR BRI FIRFI R E D LI/ TA—Z D HFEH L TOET,

shared_preload_libraries = 'pgaudit
pgaudit. config_file = 'pgaudit. conf
log_replication_commands = on
log_min_messages = WARNING

. AVAZ L ADEHE)
AL AL 25 HREIL L OAY =V RN SNDZEa R L TTEE N,

LOG: pgaudit extension initialized

. pgaudit™27 27 a DIER
CREATE EXTENSIONZ{# L. pgaudit=Z A7 v al ZAERL£T,

$ psal
=ft CREATE EXTENSION pgaudit;
=t ¥dx
List of installed extensions
Name | Version | Schema | Description
pgaudit | 1.0 | public | provides auditing functionality
plpgsal | 1.0 | pg_catalog | PL/pgSQL procedural language
(2 rows)

. PYaUditiX & 7 7 A /L DT A—F

pgauditi% &7 7 A /LD /3T A= B IIEFELET,

pgauditix &7 71 /L DFEAIIL“6.3 pgauditi%k &7 7 AV 2 R TLTZENY,
. A AR AD TR E)

pauditi 7 7 A /L DI EAE T 57280 A AZ A FEBIL £, FEEk, ZERNRPELIRSHTOD T L2 RS
LTIZEYY,

LOG: log_catalog = 1

LOG: log_level_string =

LOG: log_level =15

LOG: log_parameter = 0

LOG: log_statement_once = 0

LOG: role =

LOG: logger = auditlog

LOG: log_directory = pgaudit_log
LOG: log_filename = pgaudit-%Y-%m-%d_%H%M%S. log
LOG: log_file_mode = 0600

LOG: log_rotation_age = 1440

LOG: log_rotation_size = 10240
LOG: log_truncate_on_rotation = 0
L0G: fifo_directory = /tmp

LOG: Rule 0

LOG: pgaudit extension initialized
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LET, HEDHER
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log_file_mode TSI NI T IR T 7 ANA~DT 7 A%FFA[35 | logger 37 A—#1Z

“auditlog” A5 & L7= %5
BDHHE

log_rotation_age

BT a 7y AN DI KFMERRELE T, 22 CTHRIELR]
(BB T HE, FLWERRS 77OV ERSET,
O ERETHILT, RRNCEDSW LV s T 7LD ERL
1T ET,

FRE ATREZR BAATIImIN(SY). h(BFRE), d(H 0 <3, BENTAE I
LIz A iEmin(dn) &7en £9,

T7HNVNE, “1d"(AH) T,

logger/ X7 A—#|Z
“auditlog” &8 E L7
HEDHER

log_rotation_size

a7y ANVORRREERELET, 22 THRELZIR
NANyOurBas 7y A M Sk, FiLvar 774
NINERRSIET, “O"FRETHIET, P ARIZEEDNHL
WBZ T 7 AVOAE RTINS ET,

FRIE AT REZR AN ITKB (T /3 A1), MB(AH /3AR), GB(FX 43
AR)TT, BN EE LI A IIKB(EF a3 AN e ET,

T 7 /VNE, “1I0MB”CT9,

logger/ N7 A—ZIZ
“auditlog” i E L7125
BDHEE

log_truncate_on_rotation

A ST 7 ANVERRZ L Ce—T — a3 R85 A810, &
BT w#REF ORI D7 7 A M EEXTS(on)/ LEEXLWN
(of)ZHaELE 9, Bz iE, “on”ZFEE L. log_filenamelZ
“pgaudit-%H.log” 25 E T 2L, 24 DK 7 7 A VD3
FREAL, FASITE T EEEXINAZLITRVET,
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logger/ s7 A—Z|Z
“auditlog” =5 E L1235
HEDHER




RTA—54 BisA w5
T 7HVNI, “ofTT, “of P EARET DL AR T 7
ANTERELET,

fifo_directory BAOT 77 AN 9 AT —8r S a7 R 7 m | loggers ST A—FIT

T ADOM T AT BFIFO RifH& SA DT AL 7R EFRE | “auditlog” Z 45 & L7- 4%
LFE 9, p.PGAUDIT.nnnnE D4 HTOFIFO(nnnniXpostmaster | & DA HE %)
OPID)/¥Mifo_directoriesT (L7 N DOHIZIERSHET, W
D7 7ANS FEETHIBR T 2ZLITTEEE A,

T 7 VML, “Itmp” T,

logger/ X7 A—&(Z“serverlog” # 48 E LT= 354 BB a3 — \aZices Ay —C LT EN5720, BEE s OEBEIC
postgresgl.conf 7 /L Dlog_line_prefix/ 37 A—X X DAT — X AfFMEA 2 —RAE L~V B IS ET,
logger/ T A—2%241s, E-ix “auditlog” 8 E L7356, i/ I3RS LU TEH s 77 A/ UICHI I E57259 , postgresgl.conf
77 A Dlog_line_prefix/ X7 A—ZZ LD AT —ZAERRL A B —VRAEL VT ShER A,

AT 7 O RIT OV TIE, “6.4 Session Audit Logging”d“ H i F721%76.5 Object Audit Logging” D “tH /B 25 FRL
TLIEENY,

B Rqk

log_file_mode 37 A—%1, postgresgl.conf>log_file_mode, 37 A—% DF% iE 3 L Winitdb=~ K ?>--allow-group-access 7> a2
KB IZ T ER A, T B B EHaS 77 AV 1T 5854 log_directory/ ST A—2 TR ET 57 4L 7N OT 7 4 /L ME
1T — 2RO T AL ZRIEE FIZZE9, 20720, log_file_mode/ ST A—F TR E LTz 3=t a3, initdb=< > KD -—allow-
group-accessd 7 a DX REIRD T — ZREINIED S —I L as LA T HEA1ZIE, log_directory/ ST A—Z THETHT AL 7R
37 — 2R LIS R E L TEE W,

© ©0000000000000000000000000000000000000000000O00COCOCOCOCOCIOCIOCOCOCEOCOCOC0CI0C0C0C0CI0C0COC0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0CCCCCOCOCEOCEECEEETS

optionto3v
optiontZa i, LT THELET,
© TR =

optiont 7 a CHRE R/ ST A—FE T RITRLET,

NTA—34 BL] ]
role Object Audit Logging Tffi FH 9~ %roleD 44 FiiA R E L 77, Object Audit Logging®

K, %0, A F A ANLFB LI~ T | FCRHTR 7=
BHOE, EBAFCHATEED,

log_catalog pg_cataloglZxt9-5m7 1O h(on)/ s (off) 2 EL £,
pgAdminZz ¥, pg_catalogiZ 7 7 A4 B s ARG LARN
Az of AR ELET,

T I ANVNE, “on”(FEh) T,

log_parameter SQLIATT/RTA—=F TRLTED H I NN T, %) (on)/
o EIRELET,

T 74N, “off” () T,
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IRTA—44 BILT] w5

log_statement_once [RICSQLA R DHI ik Ged7e 856 2l B LIEDSQLDHI /)
[ZoWT, R B (on)/ L L (of) R EL £,

F 74 NE, “off” (L LAV T,
log_level R ous L~ )L EEELET, logger/\7 A—%|Z

« ”» (=== .
HEN72EIL, “DEBUGS”, “DEBUGA4”, “DEBUG3”, iiel\vgzg;jmw“
“DEBUG2”, “DEBUGL”. “INFO”, “NOTICE”, “WARNING”.| 7*"~ *
BLO“LOG” T,

774V NEL “LOG T,

rulekoar
rulez 7 a1, Session Audit Logging Tt SN D172 a T4, “6.4 Session Audit Logging” 22 fRL TL7ZEW,

Gix=
B=
) /. oy

optiontZ v aizrole/ 3T A—2 4R ELIZEA X, rulet 7> ab BHRELRNTIZEWN, rulet 7 a2 E 54, Object Audit
Logging&Session Audit Logging®DEs &2 ANEIEL THI1EN D729, CSVIER TR TEA{/R2 5720 TT,

6.4 Session Audit Logging
Session Audit Logging i, pgaudits® &~ 7 A /L INDrulet 7 a T, BT 5r7 2K0IATL T DL — L EEELET,
= LR OIEATHRELE Y, EITh e~ XU TEERETEET,
© RIRA—EL = E
© NFGA=Z = E

rulet 7> aAZ[rule] D A ELHEIL . RTA—ZEIREL WG S, TR TOBEAER B SET,
151

[output]
logger = "auditlog’
[rulel

Fiz. rulet v a AT LR ([rule] 2 FEH LW )G A AR 1T s ivE T A,
151

[output]
logger = "auditlog

rulez 7 a THRIE FIREZR T A—F % TRITRLET,

NTGA—E4E BILL] e B
timestamp BA DAL T D, timestamp = '09:00:00 - 10:00:00, 18:00:00
FRERRITHOWTL, “timestamp” 22 BLT | 18:30:00
STZEWY,
database TR RS, database = 'product_db’
ZEDMEEAEE T D5E L. B HfFE2-oft
FTHREC)LTLEEEN, KT, F—U—F,
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INGA—BE

B

faEH

SNTF AL FRBEOD L~ &R ET D5 G
. CEGI A THA TTZS N,

audit_role

o—/V4

ZEOMEARET DY a1, —H | &2kt
FTHRE) L TTEE N, RIF, F—U—F,
SNTF AN LFBION S~ TR ET 256
3. ZEGIAFCTHATIIES N,

audit_role = 'appuserl'

class

BEDIF A,

PUFOERLE7, BEIEENFIRE T, &
I ADEIRITONWTIE, “class” &% R,

+ BACKUP
+ CONNECT
+ DDL

* ERROR

* FUNCTION
+ MISC

* READ

* ROLE

* WRITE

* SYSTEM

class = 'READ, WRITE'

object_type

F7 V= MO,

class/ 7 A—4 33 “READ” B L ON“WRITE”
BECAMIIET,

DIFABEIRL ET, HAIRERTRECT,
* TABLE

* INDEX

+ SEQUENCE

* TOAST_VALUE

* VIEW

* MATERIALIZED_VIEW

+ COMPOSITE_TYPE

* FOREIGN_TABLE

* FUNCTION

object_type = 'TABLE, INDEX'

object_name

FT VeI,

class/ YT A= N“READ” BIL U “WRITE” D

LA IZAENTR0ET,

T =T NIpEAR =B CEDA T V= N,
A — 4 TIEAL TSN,

KT F—U—R, </LVF N ANLFBION

U ERETAEAT. EHIHATHAT

TEEN, “ARF—<L . T—T N Lnoi=A
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object_name = 'myschema.tbl1'
object_name = "'myschema.7—>7 /11"

object_name ="myschema.tbll, "~ 1A% —
~.TABLE"™




INSA—BE Bt EA EEH
TV MR ET DA A — v
LicA 7V = My 2 fkx ZES | HFF CHA T
<TEEW,

ZEDEEFEE T DH AL, HE I fFE2-oht
FTHREC™LTLIZS Y,

application_name TIVr—var, application_name = 'myapp'

ROMAARIET DAL, 5 FFE2HE
B CHRE()L TS,

remote_host Pt S DIRANMG FTZIXIPT R LA, remote_host = 'ap_server'

postgresgl.conf” 7 /L ®log_hostname/ X7
A—HZ o EHREL CWODIE AL, AN &
FEELTIESW, ZHLSNOSEIE, IPT R
AEHELU TSN, 7235, B—H/LRARDS
ElE Tlocal]” Z+5EL TTES0 Y,

ZEOEEFETE T DA, ES A% E2o%:
FCHECLTLESND,

timestamp

a7 DREG% TBIRAIREZI DG TR TR | £ TOZALAZ L 7 O THEL ET, FEEFEIL, 'hh:mm:dd-hh:mm:dd'(hhiZ
24IRfR1RFL, F72, hhy mm, ddiF2H7TTHRFD)TT

BHAEDZA DAL T X, $&T DHFA DAL T F0/NSUMBEEFRE T DM ENHYET, EE ORI EIEE T DL IFALAZ T D
BRIREE T o~ TRV ES,

KTEREZNE, RTRAHDOXALRZ L T OIVHETHRRERDET, 728 20E, '11:00:00 - 11:59:59' 45 & L= 5 &1L,
[11:00:00:000]%>511:59:59:999 | F TA 5L ELET,

pgauditdrulet 7 a NOFEE Tl HEN -2 A LAZ L TF1E, 0 T N CRAITESNT A A DAL T LR 0ES, n/ = NI,
pgauditDBAT 41 H AL, 2 DI CHA BAK LT IS DT T,

class
class/ ST A—HTIRET D/ TADEKIL, FieDEBVTT,
— READ: SELECT, COPY FROM
— WRITE: INSERT, UPDATE., DELETE, TRUNCATE, COPY TO
— FUNCTION: B§%FFUML . DO
— ROLE: GRANT, REVOKE, CREATE ROLE, ALTER ROLE, DROP ROLE
— DDL: ROLEZZA®DDLLA DT~ THDDL (CREATE.... ALTER...72&)
— CONNECT: 452\ B 21~ MK, GRAE, UIE)
— SYSTEM: AL A ADLE), T TA <) — S~DFHFKE
— BACKUP: pg_basebackup

— ERROR: =7 — T T LizA X R(PostgreSQLD =7 —=—R7300LL4}), postgresgl.confddlog_min_messages’ N7 A—4 73
ERRORLL FIZERE AL TWHEA i Al HE,

— MISC: ZDfthidd=<> K (DISCARD, FETCH, CHECKPOINT, VACUUM72&)
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ruletzo a2 Ol
s O ARUIRTREAETEHE ruler 7L al NOT R CTORXN—EIZRHMESNE S, 27 =ML, rulek 7 al NOF_TH/Z
A—Z0true(BE) ERHMIiS - Alc o A iEnET,

T2EZ0E LUF O — VR ESIU U A . apserver 2y myschema.tbl 1 Sd L T T 72 B EDH B A RiT10) S AP BiT 11 OO [
DIZAWRITE LSMI S ST 2 ERE A LU TH S ET,

[rule]

timestamp = "10:00:00-11:00:00
remote_host = "apserver’
object_name = "myschema. tbl1’
class = "WRITE

* poauditi E7 7 AV T, rule 7L ar BB ERTHIENTEET, T A_UNT, 2 dnule 7y a k> TGRS,
rulee 7L ar N—E9 a2 LIcER S BNH IS ET,

722X LT O — A BEESI TV G BEELCEER7 BRHISNET,

[rulel]
object_name =
[rulel

"myschema. tbl1’

object_name

« 1oOruleZyar NICE— D/ 8T A= PNEEFR TSN TVTA .,

"myschema. tbl1’

KBTI ESN TND/RT A= RNHIN R ET,

7oz LLF O — 3G ESI TG, “object_name = 'myschema.tbl3” 3 Zh /20 £ 9,

[rulel]

object_name
object_name
object_name

"myschema. tbl1’
"myschema. th12
"myschema. tb |3

HARK
Session Audit Logging Tl Bs &R 3L T OB THASNET,

AUDIT: SESSION, READ, 2022-03-12 19:00:58 PDT
M (2) (3)
[locall, 19944, psql, appuser, postgres, 2/8, 2, 1, SELECT,, TABLE, myschema. account,

@) & ® D 8 (9 (10) (11) (12) (13) (14) (15) (16)
SELECT * FROM myschema. account;, <not logged>
an (18)
No HARE

1) BT D~y B —,

“AUDIT: SESSION” C[ & T,
) Vo
3) SQL D BHAARHH
4) UE—PMRAM,

T — ANV RANDEA I, [local] 3 SN ET,
(5) Ny R7 e RID
(6) TV —ark,

TV —a A BRESI TRV A X, [unknown] 23 DSV ET,
%) a—H—4
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No HARE

)] TR R— R
9) AN T 7 avID
(10) AT —hAND
(11) T A7 —hARID
(12) g RET
(13) SQLSTATE
(14) F T2 NEAT
(15) I
(16) TT—Ay—
a7 SQL,
CREATE ROLEZ2X SQLIZ/ SAY—RAVE T D 41%, <REDACTED> (&
Lz ONET,

F7-. pgauditi E 7 71/LDoptionz7a-PDlog_statement_once’ 7 A—#{Z“on”
ZHRELCWDEA . 201 H LR iX<previously logged>73 H A& 9,

(18) pgauditi% &~ 71 /L Doptiont 2 a2 Dlog_parameter/ X7 A—HDAEIZEY, LT
DOHINNEEIRVET,

- log_parameter=on%45 &

SQLIZ T A=HEFRTEL CODE AT, 73T A—ZDAEHZE H X Y)Y CHEfEE
ncHASnET,
SQLIZ/ ST A—=FZFE L TWRWEA 1. <none>3H & x4,

+ log_parameter=off(7 7 +/L N & 45 E
<not logged>73 /& ivET,

72, pgauditi £~ 7L Doptiont2/ T a2 Dlog_statement_once’ 7 A—4(Z“on”
EIRELTWHIE, 20 B LI iT<previously logged>23 i h&ivE,

VLT OBREZ R L2 BIRIC T 7 B AT 556 (12)0a~r RE7 3L TSNS S A RHVET,
* INSTEAD OFRJ 7
* RULE
* VIEW
© ATHMIOEF 2V TR —

© T VOREIK

BERH
Session Audit Logging™C., Bs&im s A ST o6 R LET,
1E&E

poauditi® 7 7 A /M, LA F Drulet 7 av a4 ELET,

[rule]
class = 'READ, WRITE'
object_name = "myschema. account’
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2.0 %WE
LLFDSQLEI AT U MBFEITLET,

CREATE TABLE myschema. account
(

id int,

name text,

password text

description text
)
INSERT INTO myschema. account (id, name, password, description) VALUES (1, 'user1’, '"HASH1', 'blah, blah’);
SELECT * FROM myschema. account;

LI OB R 3G TEET,
class/ N7 A—H|Z'DDLANEFRS AL T2V 2h  CREATE TABLEIZE &/ s LTI IShvE A,

AUDIT: SESSION, WRITE, 2022-03-12 19:00:49 PDT, [local]l, 19944, psql, appuser, postgres

2/7,1,1, INSERT, , TABLE, myschema. account, , “INSERT INTO myschema. account (id, name, password, description) VALUES (1,
"user1’, "HASH1', 'blah, blah');”, <not logged>

AUDIT: SESSION, READ, 2022-03-12 19:00:58 PDT, [locall, 19944, psql, appuser, postgres,

2/8,2, 1, SELECT, , TABLE, myschema. account, , SELECT * FROM myschema. account;, <not logged>

6.5 Object Audit Logging
Object Audit Logging Tid, v — /L &3228 T, BEA R OS2 FEBL TWET,
optiontZ i ar drole/ ST A—HT, BiAn 7 BAROTIZODu— /L2 ELE T, m—/WZFITESNTa < ROMERDH L6 Eiz. Bl
Du—LPBHERPEAS N TOBEE, TOa~<  FOBREZEREn s LLTHALET,

7oLz 03, optionEZ L ar droles 7 A—2(Z “auditor” 5% E1% ., account” —7 /Lt 9 ASELECTHERRE DELETEME[RA “auditor” (24 5-
LET, Z0H4 | accountT —7 /WKL, SELECTE/ZIIDELETEN FEATSNDH L, BHEu /7 BHhENET,

H AR
Object Audit Logging T, AR N FORATH IS ET,

AUDIT: OBJECT, 1, 1, READ, SELECT, TABLE, public. account, SELECT password FROM account;, <not logged>
M 2) 3 @) () (6) Q)] 8 9)

No HANE

@) 0y D~y —,
“AUDIT: OBJECT” CEE T,

@) AF—RAPD

®) #7257 —hAL D

@ T2

(5) aw RET

®) FT LI NIAT

) FT VI

(8) SQL,
pgauditz &~ 71 /L Doptiont 7T =2 MDlog_statement_once’ <7 A—#|Z“on” &4
FELTWBEA, 200l B DL X <previously logged>73 i & Ed,
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No HAIRAE
9) pgauditi% £~ 7 /L Doptiont 732 Dlog_parameter’S7 A—ZDAEIZLD, LT
DOHIINEERVET,
+ log_parameter=on%#5 &

SQLIZ ST A—ZZFEEL TWAB AT, /ST A—Z DN F o~ K0 TiE s
S CTHIEnET,
SQLIZ/ ST A—HEFREL TWRWEA L. <none>3H &£ 1,

* log_parameter=off(7 7 4/L )& & &
<not logged>»3tH isn x4,

F7=. pgauditi% E 7 7 /LDoptionzZ a2 Dlog_statement_once’ X7 A—#Z“on”
ZHRELTWAEA . 28] B BRI Z<previously logged>723 H S ET,

VLT OBREZ R LIZBIRIC T 7B AT 286 B) DA~V RE 7 L L TSRS A BBV ET,
* INSTEAD OFRJ 7

* RULE

- VIEW

c ATHEMOEF 2V T 4RI —

« T—T LD

i
Object Audit Logging Cr 2 & BUfG3 2014 /~RLET,
B UKL MERRZAS 53 D5t R A <R IET DL T, nZ DA EHIEIT 22N TEET,

PAFOHITIL, account7 —7 v ouZ B, FINTAF G- HE R Chil iz i E 373, account_role_map7—7 /L OuZ BfE, 7—
T I B SN HERRI L TRl S E T,

1.5%7%E

pgauditi® &~ 7 A /L Doptiont 7 > a2, LA FDrole/ ST A—2&FFELE T,

[option]
role = "auditor’

20— ILDEE

Object Audit Logging?® 7= Dr—/L & E#KLET,

CREATE USER auditor NOSUPERUSER LOGIN;

3RTEmRE
LLFDSQLEY FAT UMb IATLET,

CREATE TABLE account
(

id int,

name text,
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password text
description text
)
GRANT SELECT (password) ON public.account TO auditor;
SELECT id, name FROM account;
SELECT password FROM account;
GRANT UPDATE (name, password) ON public.account TO auditor;
UPDATE account SET description = "yada, yada’;
UPDATE account SET password = 'HASH2' ;
CREATE TABLE account_role_map
(
account_id int
role_id int
)
GRANT SELECT ON public. account_role_map TO auditor:;
SELECT account. password, account_role_map.role_id
FROM account
INNER JOIN account_role_map ON account. id = account_role_map. account_id;

U TOBERT NRGTEET,
acoount7 — 7 /LTl HERRDMT G-I TWAFNCK T 2B ED A m s LU TH IS ivE T,
account_role_map7—7 /L ClL, 7 —7 Wk U THERRDMT 5-S4LTWBTedh | 7 — T Wkt 28 ER s L L CHE IS ET,

AUDIT: OBJECT, 4, 1, READ, SELECT, TABLE, public. account, SELECT password FROM account;, <not logged>
AUDIT: OBJECT, 7, 1, WRITE, UPDATE, TABLE, pub! ic. account, UPDATE account SET password = 'HASH2' ;, <not logged>
AUDIT: OBJECT, 10, 1, READ, SELECT, TABLE, publ ic. account, “SELECT account. password, account_role_map.role_id
FROM account
INNER JOIN account_role_map ON account. id = account_role_map. account_id;”, <not logged>
AUDIT: OBJECT, 10, 1, READ, SELECT, TABLE, pub| ic. account_role_map, “SELECT account. password, account_role_map. role_id
FROM account
INNER JOIN account_role_map ON account. id = account_role_map. account_id;”, <not logged>

6.6 T—E3R—RXEZELERADEHS

T =N — 2L BALE OB A0 B OWTHBILE T,

6.6.1 ©yr7vT

WG H DT —ZN—2LZ BALBREICEAn ety b7y 7558 LFOFIETEY R vy 7 LTSV,

1. pgauditD 7 7 A /L=t —
TIA<YY = RBL AL AP — 3 Tpgauditd 7 7 /L Eae — L E7,
pgaudit> 7 7 A L DAL — TN TIL, “6.2 By b7 v 7O FNEIZ B IRL TIEE,
2. pgauditi% &7 7 AV DIERK
TIA~ VY — 3 TpgauditiX &7 7 A /VEAER L £, £z, fERLTzpoauditit € 7 7 A V& AL L 3 AH— N [Zat —LET,
pgauditi &7 7 A L DVERRIZ WL, “6.2 By b7y 7" O FIE2E B R TSN,
3. postgresql.confORR &
TIALVY =S BLURS AP —Dpostgresgl.confil, BEER T ZRI 272D D RTA—FEFRELET, /TA—ZITIT,
FUCMEZRREL TTEEN,
RIETDHNNTA=HIOWTUL, “6.2 By Ty 77OFIEFBLU6.6.2 B n/ TGORE" 2 ML TUTZS0,
4. Mirroring Controllero>#— 551 7-.conf7 7 A /L D& E
FIA LIPS L RRE LS SO — TR T cONf7 7 AT Bt BRI D700 DT A— e U ET,

-32-



BRIET H/XTA—ZIZONTE, “6.6.2 EEA T HUSORE # B TS0,
5. AL AH L ADIEH)
TIAIY = NBROARZ A Y — DAL AZ L A% B L ET,
6. pgaudit=Z A7 > T ar DIERK
7T A=Y Y —/ S TCREATE EXTENSIONZfE L, pgaudit=/ A7 v a EAERLET,
pgaudittZ 27 L ar ORI OV T, “6.2 By b7y 77 OFIESZ B IR TZEN,
7. pgauditik &7 7 AN DI/TA—H R TE

T IA= VI — 3 Cpgauditik BT 7 AV DT A—ZEBINZE T LUET, B E L 7pgauditsk &7 7 A /Wi, AZ 73 AH—
IZae—LFET,

BRIETBHNTA—=ZIZONTIL, “6.3 pgauditid &7 71V BLU6.6.2 LA/ BUSOHRE " 2B BLTZEN,
8. AL AKX ADTHAE)
TIAZIY—NBL VRIS AP — RO RS A FEEILET,

6.6.2 EEOVMEDHRTE

F A _R— 2L EAVE M Tl £ B LOIREERER- LB AN D72, Mirroring Controller2SE AN T — 2 _X—R 7 7B AL £ T,
LY, BB ERTICEIGS, 07 7 7 AVHMEEL CLENET, 2078, LLF D/ 2—4%3%E L C, Mirroring Controller
(ZEDR AR G RNDIZLET,

postgresql.conf

log_connections
B EII T of " R ELET,
log_disconnections
BWEEIIT of "R ELET,
Mirroring Controller®+—/\@& Al F.conf7 71 JL
target_db
templatel 25 ELE 7,

Gz

BHUCT —2_R—=2EAERT 5613, Mirroring ControllerZA5 LU TGRS 57>, 70 7L —hF —&~_—X(Ztemplatel
PSR E L TYERLL TIZE Y,

poauditis E 771 )L
ruletz9<3> Mdatabase

database !='templatel' Zf8 &L £,

6.7 SQLTOEEN/ DSHK

A0 1L, BINEY 22—/ Ofile fdwza A T524T, SQLTT 78 ATAZENTEET, 22 TlE, HEHu 77Uzt ILT-
Session Audit LoggingZ#liZEAn /22 M43 5 1EE2 AL £,

1. file_fdwodAr AR—/L

CREATE EXTENSIONZfEMA L, file_fdwa =/ A7 v a LTV A=AV LET,

$ psal
=# CREATE EXTENSION file_fdw;
=t ¥dx
List of installed extensions
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Name | Version | Schema | Description

| public | foreign-data wrapper for flat file access

file_fdw | 1.0

pgaudit | 1.0 | public | provides auditing functionality
plpgsal | 1.0 | pg_catalog | PL/pgSAL procedural language
(3 rows)

2. S — SOIERR
CREATE SERVERZ#E L, file_fdw C& 4 BB H — " ZAER L £,

$ psql
=# CREATE SERVER auditlog FOREIGN DATA WRAPPER file_fdw;

3. B0 07T —7 L OVER
CREATE FOREIGN TABLEZ L, &0/ OFT —T 1D HTI, CSVT7AN L ET F—~ v e EFRLET,

$ psal

=# CREATE FOREIGN TABLE auditlog (
header text,

class text,

sql_start_time timestamp with time zone,
remote_host_name text,
backend_process_id text,
application_name text,
session_user_name text,
database_name text,
virtual_transaction_id text,
statement_id text,

substatement_id text,

command_tag text,

sglstate text,

object_type text,

object_name text,

error_message text,

sql text,

parameter text

) SERVER auditlog

OPTIONS ( filename ' /database/inst1/pgaudit_log/pgaudit-2022-03-12. log’, format 'csv' );

E N =z
Ed-
A Yo

B0y Iy ANV Ea—T —ar S TEEOBEERY 77 AVPFETDHA1E. TNENOEERS 77 A MR TT—
TN T BN ET,

4, BEAERT DB

SELECTAZfFHL, &/ 22 BLET,

$ psal
=t SELECT * FROM auditlog;
header | class | sql_start_time | remote_host_name | backend_process_id ...
AUDIT: SESSION | WRITE | 2022-03-12 19:00:49+09 | [local] | 19944
AUDIT: SESSION | READ | 2022-03-12 19:00:58+09 | [local] | 19944

6.8 7otybh7yvS

poauditD 7 >y Ty 7 kAL ET,
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. AAR L ADFLE)

AR REEBLET,

. pgaudit™Z AT ar DR

DROP EXTENSIONSCZf#i FHL T, 5 —#~N—2hbpgaudit= s A7 3 a ZHIRLET,

$ psql -d <database name>
=#t DROP EXTENSION pgaudit;
=# ¥q

. postgresql.confo>ZE &

pogauditiZ B2 LL T D/ RT A= ZHIFRLET,

— shared_preload_libraries

— pgaudit.config_file

. AVRE L ADHHE)

AV ARG A FEEILET,

. pgaudit> > 71 /L DR

AR = —TLLUF D~ REFEITLET, “<e’iT, WMo~V 2R UET,

$ su -
Password: skxkxx
# rm -rf /opt/fsepv<x>server64/t v k7 v FBEICaE—L=7 74 )L

YR T at — L= 7 7 AU T CHER T AN TEE T,

# find /opt/fsepv<x>server64,/0SS/pgaudit
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