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3.7. TJISOYDHEE
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5.2. Ha0—ILX—=XDF o zAH#H (URBAC)
52.1. I—Y. I-T®%E. &R
522 I—T®RIDEDOHT
6. EBEWRY—/(LOD ServerView Agents & CIM Provider
6.1. SNMP —EX
6.1.1. SNMP v3
6.1.2. MMB & CPU 7L — RRED&ERE
B6.2. ServerView Agents
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7.1. SNMP —tE=X
7.2. Operations Manager BE~ND Web U—/XD+ VX =)L
7.3. Operations Manager @ SSL ZIBEZEDZE
7.4. Operations Manager @(3 TLS/SSL =X — bDHIR
7.4.1. BEAST WEICHHT DES A1 — MRTE
7.4.2. Operations Manager /\—33> 8.00 LIBEOLF+1 T 1 HE
7.4.3. Operations Manager /\—3/3> 9.00 LIEEOTLF+1UT 1 RE
7.5. I1—UREIZFEAT D ZTERIE
7.6. Event Manager &7 VFIA)LATOTS I
7.7. ZEEOJEEE SNMP 1R—
8. XITFVA
8.1. 7vIJr—hERE
8.2. PrimeCollect
8.3. UmRIYKUT—)X
9. Out-of-band A SNMP I—Jx >V b
9.1. IRMC
9.2. IYRIAVKIL—R
10. KRS E
10.1. DMZ (Demilitarized Zone) DU—/N\Z&EEIDfcbDA T3>
17. FED
12. ag277A4I
13. ServerView DT 7 #)U hDFIEE
13.1. NYRIAVKRIYO—T/IRIAYNTU—R
13.1.1. JL— K~ CA
13.1.2. iIRMC M7 7 # )L hDEERRE
13.1.3. MMB OF 7 %)L hOD:EEEE
13.2. ServerView Connector Service (SCS)
13.2.1. JL— K~ CA
13.2.2. SCS MF 7 #)U hMDERZE
14. IV5—T5AXEFa21UT «ICEIT HFMAER
15. f18%: IRMC S4 OBIE/BESHEMOUR— K
15.1. IPMI
15.1.1. RMCP
15.1.2. RMCP+
15.1.3.  IPMI TOR—bBESAA—EDUX b
15.2. OpenSSH
15.8. SNMPv3
15.4. Web. KVM. VMEDIA. Redfish (iRMC S5 Dd*)
15.4.1. SSLv3 DEES U R b
15.4.2. TLSv1.2 DEESUX
15.5. CIM/SMASH (iIRMCS4 (Dd+)
15.6. Linux h—=XJUEES
16. R
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1.[FU&IC

FEDRYIDET, MEBELEKIC, tFa1UT 4 EEDKENETOCATHEHEZFHRLET, A& FzFaUT «
IMHBROEF2UT 4 RUY—EIUDICHDHA RTIEHDEEA. TNOEFEELRT v ITID, AEOHELDH—
firhE <. SHENTI,

AEO7T7O-FClF, v—/N\EBY-IZFERETFICBICEF 27T LADBREEINTVDBDELET, il
PRIMERGY U—N\EEIVR—RY hEEMNT 255G, ABICYRT LAZEF2TICHRIT D575 BLUBEREOEF
AUT 4 ZB LESEEHTAECDODNTDEZLDEY MOEEHINTVET, BR. tFaUT (ZERIDE. STEPBHEE
DIEEMENUE T EDIL—ILEEY MEFERATHINE. EFaUT 4 IRUY—2EFICRE U TREL TS,

AETHRF T EF21UT A DERIF. S4TTATILEEKICHIELET,
. AVRAREWETTOAMAY S (FELE)

- EREBE (85 6. 7%)

= RST (58 H)

= BEBKU out-of-band EE (55 10 %)

2. [BFa2UTABERFTOEATHS]

TFaUT A BEPYVUI—Y3VICKOTHRRTHILIEFTEFT B KENEEFIUT A BETOEXICKDOTD
& BFIAUTAERBELET ., INE K EREEETOEALFUTT,

Fe. FHREITEEFAUT A ZRIBITDCLEDHTEF . FPHVATAFRUCTEETIEHODEE Ao
TF2IUTARUY—(CE FBA. R NIZZDDUENDDE T,

2.1. TFaUT 4T bORETL

BETEEEDOBWVIT YRATLDOEFIUT «[F. FEELSERSNCEF2UT A RUY—ZEULKREUVTRTI DL
[CKDTREULET, CDXRIEEF2UT RUY—TIE, HIBVEEIEDMC, EMICETOEE. ARERE. U
FAfER URITFHAEVOEEZLDTESTIAEZERT DMENDHDE T,

EANCEFUTDRAT Y TZTV. FEELKERSNctF 2 U T4 RU Y —ZEILE T,
»  RETOUELEEDDN
- BEOSH
= URIDFHE
BR. HE, MBENEELED—RNERE
BIE, EIRABRIEED I RNFE
[ERamK. BERKEED=XNTE
» REOBEN SRET DICHDRE
B OBEYEERODER
= JXMEE&E
= BREUIOFHE
CNHDRT v TDWVLK DHVEEHEITOMNEN DD EIFFIFHETT, DFED. B~ U ATIFEL,. YA
BBDEREMNSDDE T, fc&A X [OXME] TOXMHMESEZ LED DD ofciBEa.  [HALDBEYEIIERDER]
AT I EBRDIRTIHNERDD KT,
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2.2. HATE BRI DR

CNBDAT Y IDINCZTIE RIIDAT VT RETDMELEEDDNT] ZITolcRROWRIHLTEFaUT
A RUY =R UIcCEITEDFRT, BimFHa. LWL EF21UT A RUY—(E. T TICRBIELTWVSBEIREMENSD D X
To BREFCDRILEZLEHBOFBAD, TFIUT A RUD—FERNIC, T, BEICRHT ORELELD D o fcHE.
FUWBENBEOEEUCHEG. MTULWHRZRECTEDXR DT OTBERLIC, AT DUNEND D EZRULTVE
ER

KETIFROWRZHEUTE]D LFET, tFaUT 4 RUY—2ENITICIT EVRRAICHUTHREFEINTVDELET,
DED. BFaUT A BREZERT DCHDIL—ILEZNSDREDIHEF NN TECNDELE T HUWLWIVR—XT D
B, JOBADEE, ##OZEEEEMMTONDICUIC. BF1UT 4 RUY—DBEBHITOINBEAHDET, e, D
FOMYRBZENELT ANV MELT, U—/EEBY)DERERETEILEDHTEET,

General
Step 1:
Get
Secure
Hints, rules
or keeping the
overall security
Step 2: Secure Add, modify
Stay System Primergy
Secure State Management

Hints, rules for
secure manage-
ment operation

X 1:eFaUrs077O—F

1 1FCO77O0—F=HBELTWVWET, —E77JO—FIE. [Get Secure] & [Stay Secure] @D 2 DDRAT v F
TRRINED,

CDORFIAXYMMEIXRO7 TO—FICRRWVET, 1—HIFE. TTICRIDAT W TZEERIATVNET, DEDEFIT7EVRT
L©BHREERIRTETHED. &RIC PRIMERGY U—/JVH® ServerView Suite OVR—xY MEEBINFCFEELLDIELTWV
F9, XETId. [Stay Secure] AT v ITIA—H%ZZIETD 2 BEDOEY BN UET,

» VRATLERECFIATVICHR IO EESET DY bEIL—Ib, TeERIF Web U—/NEA VA —ILTDEEITH
EDI—IVEERULIEWNEEF 2 U T 4 R—ILBEUDHREEN DD E T,

» U/ BEREOEF1U T ZRIETDEY hEIV—Ibe feER R #EROBVWI—THERREZTAEVLDICT
BIFETT,

Y—NEEY—)VZERTDREFE. BFD IT BRBSLOMFEOEF1UT A RUY—[CHTDEF1UT 4 LOBEB LU
I T DLBENHDE T, MEIFEEEDEN D, FETEY—NEECEHID I EFa1UT VU1 -3 V/[ER0E
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HFho T TlE. PRIMERGY —/)XD ServerView Suite ZFRAITDBGICEFaU T4 R Y —ZFAEITDHICHDIERE
TEERHEUED,

ERDKIIC. FEHYVRAT AIFTETEFH DT B, BENEESBUNFBICEL. YA —HEEL. ROBZCROHFE
BFRICERLET, KOF. REIRNTLE O CVDHEY -V ZFERLT. RBLLASNIEERICDIDAHET . &
NSRS S, EF2UT A R—ILZBLIETT,

INolE. REOEMTERULTVET,

7/ 66 /\0—‘\/ https://www.fujitsu.com/jp/products/computing/servers/primergy/server-



1
3

ROA "R—)8— | (7 :2020 € 9 B | T+ 21 77% PRIMERGY H—/(&E 8/66 R—Y

3. — AL ERE

3.1. I SVANZS

CDIETIF. PRIMERGY ServerView Suite O&FEIVR—% 2 Y=L THERTNS T RXTODBE/CRICDWVWTEAL
&9, [ServerView Suite: Basic Concepts] ¥Za7JUICEEEH INTWVS KL DIC, ServerView Suite DIV R—RY
NMIXRD 4 DOAHTIUICHETEFTT .

By =5 AYE Y

-EBEJUS—v3Yy

- ~NJUIK—

-BENg/ — K

21F. INBOU—/\EEIVIR—XY MBI SHTIU L, HEOBEDACDOVWTCRRLIEBDTY., NSOV
R—=RY MMIFICDIAVEL—FICA VA=)V THIENTEFX TN, BEHAHTIVDEHDOIVR—RY e 1 6D
VEI—FICAVARITEDIEDHTEFT,

For example:
* Browser *Installation Manager
* Operations Manager
— Management
Consoles
For example:
* Operations Manager
* Event Manager
i EogtgtrefAQL DB « PXE Server
. ate Manager .
-Impage Reposigt,ory Management Helper . E—ll:::?gfn?ger
* Deployment Server Applications P - TFTP Server
- Remote Control ) . Repository Server
- Deployment Service
+ Storage Manager
*Installation Manager
- PRIMERGY server - Managed - PRIMERGY Blade server
- SNMP Agent Nodes - Management Blade
- ESXi CIM Provider + SNMP Agent
- Update Agent + Consol Redirection
- iRMC + Web Server
+ SNMP Agent + Power Management
+ Console Redirection + Mail
+ Web Server - CPU Blade
+ Power Management + SNMP Agent
+ Remote Media + ESXi CIM Provider
+ Mail + Update Agent
- Cloning Agent (pre-OS) + Cloning Agent (pre-OS)
- PXE Client (pre-0S) + WIinPE/DQOS (pre-0S)
- WIinPE (pre-0S) + PXE Client (pre-0S)
- RAID Manager (UI/CLI, dispatcher, Controller Plug-Ins) - KVM

& 2 : PRIMERGY H—J\® ServerView Suite TEHRTNDEE/ (X
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iRMC (. PRIMERGY ServerView Suite T—EERTNELER/ (RZRHLE T,

o IPMI
e SSDP
e ¢eLCM

o REXFT4T
e AIS Connect
e USB Host LAN
e AVR
iRMC Ot+2UT «EOFFEICDOWVTIE.

10.3.1 BZZRULTLIEE L,

9/66 X—=J

RDKRIC, TITAI)VBTERASNHBETONIVER—ERULET, T 77U NTIE EIC well-known R— b (0 ~
1023) BKU IANA BiR—b (1024 ~ 49151) AMEAESNE T, 3169 ~ 3173, 3789, 4178, 9212,
9213 OM— k&, PRIMERGY U—/\EHIC IANA TERINTLET,

SOV TIIRZZSRUTLIEE L,

http://www.iana.org/assignments/port-numbers

fefeUs BEAEDIR— MMEItEDR— FESERIC

< RHEDEE) CA
— FlelE - BHEOEE/ R

TEEI,

Bl

R—b: 7O
S[:N

BEIVY-IL-8B7IJUT—Y3Y

7S 91 < Operations Manager
7ZOY < Event Manager
7Z20Y < Update Manager
7ZOY < Remote Management/
Web 7OV KIVR
72 9Y < Deployment Manager
JZOY < Virtual I/0-Manager

3169 (IANA Z&gR—b) : UDP/TCP
TomEE Application Server

3170 (IANA &igiR—b) : UDP/TCP
TomEE Application Server over SSL

3172 (IANA &&gR—b) : UDP/TCP
SV Connector Service (SCS)

7591 < Installation Manager

3169 (IANA &igR—b) : UDP/TCP
ServerView Application Service

3170 (IANA Z&gR—b) : UDP/TCP
ServerView Application Service over SSL

Mailserver < Event Manager

25: UDP/TCP
SMTP X—)U (REFIRE)

1

.
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1

S M—b: 70K
E[=y)
vCenter Plugin < vCenter ServerView Plugin 3170: HTTPS
Appliance http://kb.vmware.com/selfservice/microsites/

search.do?language=en_US&cmd=displayKC
&externalld=1012382UTZSRBRLTLfEEW)
T. TODfhdD vCenter BHEDIR— hOFEAKSICES
FTHUX EFRAZSRUTLIESL,

9092 (localhost tMd+. HEF7 I ECRET 7 A7
D74 —)VCTIEETEXT) AT —IN—X H2

5480: Plugin 7 754 7~ ADFRER—
vRealize Orchestrator <= vCenter ServerView 3170: HTTPS
Plugin Appliance

vRealize Operations <> vCenter ServerView Plugin | 3170: HTTPS
Appliance

NAGIOS Plugin 227U 7 MMIAZER— MG X—57%Z

R FH. FERSNDT 4L ME:

R T K < SNMP 161
RAOUT ks < CIM-XML https: 5989, http: 5988
RAOYUT k<= WS- MAN ESXi https: 8888, http: 8889,

ZFDfth https: 5986, http: 5985

ROUT k< REST SCS: 3172
iRMC https: 443. http: 80

CMAVIT—3Yy - URF— https BKU http: 3169
Jo91 <- -> System Monitor 3172: SV Connector Service (SCS)
(IANA E#FR— ) : UDP/TCP

EEIOVY )L - EBERg/—R

7J>9Y (Advanced Video Redirection) < iRMC | 80: UDP/TCP
Web t—/¢ Web HTTP (GR7ERIEE) 443: UDP/TCP
TS50 <« YRIA STLU—R: Web —/X HTTP over TLS/SSL (G&ERJAE
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11766 X=Y

BiS

h—b: O3
Br

Administrator < Linux CIM Agent

5989: FEHKIUXIE TCP

HTTPS 80 CIM-XML S5 o> 3>
5988: REHKXURIE TCP

HTTP #[E0 CIM-XML S0 3>
5986: ZEHKIUIE TCP

HTTPS 80D WS-MAN ~S25oY 3>
5985: REHKXUXIE TCP

HTTP #/B0 WS-MAN bS5 023>

Administrator < Windows CIM Agent

5986 / 443: ZEHKXUXIE TCP

HTTPS 80D WS-MAN ~S25o2 3>
5985 / 80: R{EHFLUSE TCP

HTTP #/B0 WS-MAN bS5 023>

275477~ ~ < iRMC Remote Manager/
SMASH CLP

22: TCP (SSH. REIae
3172: TCP (Telnet. %XEDIAE

547> b < IPMl-over-LAN

623: UDP (RMCP+/LAN D17 )L@E)

T250Y/S3 05472k SW < 5488 KVM
KVM S2-1611/KVM S2-0411/KVM S3-1621

3211: UDP/TCP
mEZONIL
2068: TCP
F—R—REXDTRADBESEEINT -5, T
FIWET AT =5, REXAT 47
8192: TCP
TIIINETFT—5
389 UDP
LDAP (GFt+277)
636 UDP
LDAP (tFa7)

Administrator « iIRMC/NRI A R TL— R
BFA-ILTS—h

25: UDP/TCP
SMTP X—J)U (GRETIAE)

7291 < RAID Manager 3173 (IANA EggR— ) : UDP/TCP
HTTP over SSL
Configuration Manager < PRIMERGY t—/{ 3172 (IANA EiR— k) : UDP/TCP

Configuration Manager < CPU JL—NRK

SV Connector Service (SCS)

Installation Manager < Installation T—y 1> ~

9213 (IANA &Efg/R— ) : UDP/TCP
Installation Manager U E— MlfE (GRED]

sh
&L=

Installation Manager — Installation T—y 1> k

5001 : TCP
Installation Manager @ JE— b GRER
G

1

.
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BiS

R—b 7OV
S[:N

ServerView Tomcat < ESXi, MMB

3170: TCP (cim.listening.port)
3169 : Indication listener

161: UDP/TCP SNMP

162: UDP/TCP SNMP ~ZwJ

5989 : ESXi £dD CIM U—E'R

http://pubs.vmware.com/vsphere-

55/index.jsp?topic=%2Fcom.vmware.vsphere.
security.doc%2FGUID-ECEA7/7F5-D38E-
4339-9B0O6B-FF9B78EQ4BE8.html

BKXU
http://kb.vmware.com/selfservice/microsites/

search.do?language=en_US&cmd=displayKC
Sexternalld=1012382U6TZSRL T EEW

T. ZDfhdD vCenter BHEDIR— MODERAKICES
FTHURNEFHAZSRUTIEEL,

Redfish Client < iRMC iRMC S5
443; TCP (FREHRE
Redfish ' —E'XR

ISM < IRMC iRMC S5

1900 : UPnP SSDP TOBEEMREAD UDP
(SSDP B EMDIZE(IFEI D)

50000 : UPnP SSDP sciatA® TCP/UDP
(SSDP HEMDZEIFE D)

EEIVY—-IL-BEIVY—-)L (SVOM V7.11 BLE)

TomEE 8005 ¥Yvwvw YD ViR— b
TomEE 8009 Apache JServ Protocol (AJP) h—k
TomEE ZFDMDITXTDR— ~FE. RFC 6335 TEEN

% [BBIRN— b SETHNICEIDZTONE T,

EEIVY—)L-EBEIVY—)L (SVOM V7.20 L)
31705 ¥ v v hFIViRk—b

TomEE

TomEE

ZDMDITNTDR—KF. RFC 6335 TEZEN
% [ENHYR— b BETENICEIDHTONE T,

R—bk 1325, 1445, 4713, 8009, 8090, 9443. 9990, 9999 [FFEANLELEDF LI

1
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FREREIY—EX < T LI MU —EX 389: LDAP FTUx)LhR—b GEE+a77)

636: LDAP SSL 7 #/)U biRl— b

1473: ServerView M ApacheDS/OpenDdJ D
LDAP R—bt GEtz+277)

1474. ServerView M ApacheDS/0OpenDJ D
LDAP SSL R—k

gEBrJUS—yvay -gB77 75—y

OpenDJ O bO—)LJ (=X)L < OpenDJ 4444: ServerView M OpenDJ OEER— (IP
7 RUA 127.0.0.1 TDH)
Operations Manager < PostgreSQL DB 9212 (IANA Z&R—b) : UDP/TCP
(Linux MDd+)
Event Manager < PostgreSQL DB (Linux MDd*)
Event Manager — Operations Manager gy UDP

SNMP: Operations Manager 5
Operations Manager ~D&E4
Operations Manager <> Storage Manager 4178 (IANA Z&ifR—b) : UDP/TCP
StorMan

BB JUS—y 3y - EB7PJUS— 3> (SVOM VS.00 k)
Operations Manager < JMX bean 9876 (IANA Z&g/R— k) : Session Director
(IP7RLX 127.0.0.1 TDH)

BEV7IUT—Y 3y - EERR/—R

Operations Manager <= SNMP T—3y 12 161: UDP/TCP
Event Manager <+ SNMP T—3 1> b SNMP
Operations Manager < SNMP T—J 1 623: UDP
(CPU JL—F) IPMI over LAN/RMCP
Event Manager <= SNMP IT—3J 1
(CPU JL—B)

UE— bl (Deployment H—/CED DLL) <
SNMP I—¥ x>k (CPU JUL—R)
Operations Manager <> SNMP
(RRIAVTL—R)
Event Manager <> SNMP (YR I X K TL—R)
Operations Manager + SNMP T—Y 1 162: UDP/TCP
Event Manager + SNMP T—Y 12 b SNMP b w7
Event Manager «+ SNMP ~Z w7 (IRMC)
Operations Manager «+ SNMP IT—3J 1> b

(CPU JL—HR)
Event Manager <« SNMP IT—Y 1> ~
(CPU JL—R)

Operations Manager «+~ SNMP
(RRIAVRTL—R)
Event Manager « SNMP (XRxI XV KT —R)
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1

Operations Manager + I—3Y 1> bk (J\TO7#—<> | 3172 (IANA &iR—b) : UDP/TCP
AERE & B8R & Online Diagnosis & SV Connector Service (SCS)
PrimeCaollect & Configuration Manager &
ServerListService & TestConnectivity & VME
Services - #&%R)

Operations Manager <> ESXi CIM Provider 5989: REHLUXIE TCP

HTTPS #&#HD CIM-XML S8 o3 3>
5988: RIEHKUIEIE TCP

HTTP #&80D CIM-XML S 5o 3>

Update Manager < Update T—Y 12 b 3171 (IANA EigR—b) : TCP
Update Manager <> Update T—Y x> J7—LDI7T7Tv¥a (REAEE)
(CPU JL—H) 3172 (IANA &ggR— )  UDP/TCP
SV Connector Service (SCS)
Update Manager <> Update T—3Y 1 GEFEF T VD)
JO/)\14 4 (SOAP)
Update Manager < YRI AV b TL— R/ 161: UDP/TCP
dxoY3vIU—R SNMP ~Sv T (FiHEIDER)
22: TCP (SSH. 5REATEE)
80: UDP/TCP
Web HTTP
Operations Manager < iRMC 161: UDP/TCP
SNMP bZwv T (FRHEDER)
623: UDP
RMCP/IPMI over LAN
80: UDP/TCP
Web HTTP
443 HTTPS
Installation Manager < Installation T—3J 1> b 9213 (IANA &&gR—b) : UDP/TCP
(WinPE) Installation Manager MU E— hHlfEH GRED

Lh
&L=

Installation Manager — Installation T—y 1> k 5001 : TCP

(WinPE) Installation Manager MU E— ~lfEl GREA
PIRE
Remote Management/Web Frontend < YxI X | 623: UDP:
FJL—R IPMI over LAN/RMCP
THFAAVY=WUSA LT3y 3172 (IANA &#gR—b) : UDP/TCP
Remote Management/Web Frontend <> iRMC (SSL) Telnet :
FTHFAAVY=)WUSA LT3y JvV—=)usd40ov3>

UE—FRR—YvAU9—TT—2 (RET

)

Operations Manager <> VMware 7R X 443: UDP/TCP

HTTP over TLS/SSL (SOAP)
Operations Manager <> Xen /KX 9363: TCP

XML-RPC

14 / 66 /\07\\/ https://www.fujitsu.com/jp/products/computing/servers/primergy/server-
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Operations Manager < Hyper-V /i X b

135: WMI/DCOM. UE—h~TOYV—IvFUH
Lo

Y RPC T = X5)LEHE

3172: (Hyper-V IRA k) )\ —<RUABRUR
LwZam—)LRT—5,

Operations Manager < KVM X

16509: TCP
16514: TLS

Virtual-lO Manager < YxXI X K JL—R

3172: (IANA &#iR—b) : TCP (Telnet. RE
aIge)
22: TCP (SSH. REDIAE)

Virtual-lO0 Manager < Intelligent Blade Panel 23: (IANA Eff/R—b) : TCP (Telnet. 8RE
(IBP) oJEe)
22: TCP (SSH. :#=EHHEE)
Virtual-lO0 Manager <> iRMC 623: UDP:

RMCP (LAN @ IPMI')
162: IRMC ' SEERAY—/IND SNMP hZ v

vRealize Orchestrator — iRMC

623: UDP:

RMCP (LAN _E®@ IPMI)
80/443: HTTP (8)

eLCM REST API ~D&fE

vCenter Plugin — iRMC

623: UDP:

RMCP (LAN _E®D IPMI)
80/443: HTTP (8)

eLCM REST API ~D&fE

vCenter ServerView Plugin Appliance < iRMC

623: UDP:
RMCP (LAN _E®@ IPMI)
80/443: HTTP (8)
eLCM REST API ~D&fE
162: iRMC no8EBAY—/IND SNMP ~5w

vCenter Plugin — ESXi CIM Provider

5989 : HTTPS #&Z[HED CIM-XML

vCenter ServerView Plugin Appliance < ESXi CIM
Provider

NP O3y
(5988 : HTTPS #ZH®D CIM-XML
S o23Y)
5989 HTTPS /D CIM-XML
NSO 3y
(5988 : HTTPS /80D CIM-XML

NS o3Y)
3169/3170 : HTTP(S) (RX hhHoEEH
T —) D Indication)

vCenter ServerView Plugin Appliance < SNMP
(NRIAVTL—R)

161: UDP/TCP
SNMP

vCenter ServerView Plugin Appliance «+~ SNMP
(RNRIAXAVRTL—R)

162: UDP/TCP
SNMP k5w J

1

15766 X—=Y
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1

SEFIUS—vaYy - SEF TS —vay \

BE7IUT—ray -ANU)I— ‘
Update Manager <> PXE —/\ 3171 (IANA ZifR—b) : TCP
Py IF—bhT0O+Y) TJP—LDI7TISvIa (BREDIEE)
Update Manager < TFTP t—/X
Py ITF—h70O+2)
T7OAAY FIF—ER < PXE —/\ O—Ahlb
Update T—3 1 bk < PXE B—/\ 3171 (IANA BiR—b) : TCP
(PvITF—bhT7OFY) TP—LDIF7PTISvIa (REAIRE
Update T—3 1 b < PXE —/U (PXE —HK) 67: UDP/TCP
Bootstrap Protocol —/\ (bootps)
PXE 25472 K < PXE —/X 401 1: UDP/TCP
WiInPE < PXE t—/X KBEY—EXDT—h
PXE 25472k (CPU JL—R) < PXE —/N
WIinPE (CPU JL—F) < PXE t—/X
Update T—3 x> b < PXE 5—/0 (PXE J— )
PXE 547> K < TFTP —)X 69: UDP/TCP
WIinPE < TFTP ©—/X Trivial File Transfer (TFTP)
PXE 547>k (CPU JUL—R) < TFTP —/X
WIinPE (CPU JL—FR) < TFTP t—)X
Update T—3 T b < PXE U—/U (PXE J— )
NRIAY N TU—R < TFTP =/

NRIAY N TU—R < TFTP —/\ 161: UDP/TCP
SNMP
80: UDP/TCP
Web HTTP
Update T—31 2 b < SwitchBlade 22 SSH (Plink)

ConnectionBlade FW 75w a

16 /66 XR=Y nttps://www.fujitsu.com/jp/products/computing/servers/primergy/server-
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3.1.1.IRMC 77 =

UTERAINSRY ND—IR—b

BREULPITVXDIC, ROKICIRMC 84 / S5 THERATNS I NCDR— MERULET,

http : 80. IRMC DA I\D K (FRETEE)

https : 443, IRMC DA I\D >V K (BREAIBE)

SSH . 22. IRMC DA V)\D > K (REARE)

Telnet : 3172 (/23) . iRMC "D+ I\ K (GRED
AE

SMTP : 25. iIRMC 507D MOV K (GRERIEE)

SNMP : 1681, IRMC 607 MDY K FREARE)

SNMP k2w 7. 162, IRMC h'oD7 I MDY R (BEE)

LDAP : 389 @FE+a17) 836 (EZ+a7) iIRMC hhomd
OOV R EREATHRE)

CAS/> )V A V7> 3170. iIRMC 507D MDD K (BRERIEE)

RMCP : 623. IRMC D1 /XD R (IPMI 1.5/2.0 &

BRICHEL). BEIE)

iRMC S1 (AVR BXUOUE—MAT 4 7) :

AVR (E77) : 5900. IRMC DA VI\DV K (REFIEE

AVR (Z+217) : 5910, IRMC DA V)\DV K (BREARE)

UE—MXTa7 5901, IRMC 0577y bADF D MDY R
(XTEJAE)

UE—MXTa7 5901, IRMC R& r7OVA bU—IH—)(H

SO7 D NDY N RERRE. 7Ty hEHE)

iRMC 82 (AVR BLUOUE—RXT 47

- FW version 5.0x &T)

AVR (EFF) :

80. IRMC "D+ V/)\D ~ (GREDIRE. http R
—hEHH)

AVR (EF+27) :

443, IRMC "D+ V)\D >~ (BREDFRE. http R
—h&EHH)

17766 X—=J

UE—AT o7 5901, iIRMC o7 7Ly bADT7 D MDY R
(XETTAE)

UE—RXT A7 5901, iIRMC X& > R7OVA ~—I5—)(H
SO7D MDY~ GREDRE. 7Ty hEHB)

iIRMC 84 / S5

tftp : 69. IRMC D7D DY R (BEE) ..

iIRMC S5

Redfish : 443, IRMC DA V)\D> K (GREAEE)

SSDP : 1900. IRMC DA )oK (SSDP hER7&
BEDH)
50000. iIRMC "D /\T > |~ (SSDP hiE®h
IFBEDH)

17766 X—=Y https://www fujitsu.com/jp/products/computing/servers/primergy/server-
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1

3.2. T7AT D74 —)UICKDRE

Tr7ATO4—)blE. 4 VF—xy S ODOBEDREIEICERTINET. PRIMERGY BEBEEO I NCOIVIR—RY NY

—JVEBBRROV AT LD T 7A 7 04— )LORAIICHDHZE. TNTCOBE/(AHAVFT— v MHSOKED SRES

NnNEg. LhL. BEERG. JSOYZEFERALTA VY- Y MATVLWDECH S THBEIERZTVE T, DFDH. D

ERERRICHBNTIE.

= Java 7OV AIVR (BEIVYV-—I) ZEHUETSDFE. Operations Manager BED 7 71U —2 3 08
BRU

= Java JOYVAIVR (BEIVV-II) ZEHUETSDTE iIRMC BLUONYRI A M TL—RED Web 5—/X
&

DEEINADHDT7A T O+ —)VZBET dMENGDD. CNODBE/(RIFERTRIKDIC. SSL THREITDIENTE

FJ,

Recommendation 1

PRIMERGY XA — bDIXRTOIVHR—RY NY—I)LEBERRDIVRT LR T 74 7 04— )LOARAICEEB
UET. Web X"=XDWY—ILICIF. TSI ERFERUTA VY—RY MERATP ITBATEEXTYT, COBE/(XF
SSL CTREITDIUENDDFT (Recommendation 30 HEHR) .

el2Us BaICED T 7A 704 — LN THRE UTREDANY MIET IBHMZEIS T HIeDIC, T7A 7D+ —)L7&2’Bl
T SNMP hS v ITZERET DL IRET 2 EFBHNEZENDODE T, CDBE. T74A7 D4 —)b7% UDP R—bh 162 (T
HUTHWTLEEW. EHMNTLEWVNEE, SNMP Sy TR0y JSNET,

3.3. FELTWWSIR— b

FRI-—PEREEOMAN, AVTVDIR— D SYRTAICERTEEXT. ALTVDIR—IZVELE. Y XT LD
Bz RICTDFRNELEDE T, TDEH. Y AT LMEICHRE T D DICHEFRERKDNRN—NUNFENENCE
DEETT, DI NTDR—MMIFAUTLIEE L,

EDFRIC, PRIMERGY U—/VEEDCHICHAEDH HR— MNERET DIRICHEFBERZERULE T, HMITRI KD,
CNFVRAT LAICKOTERED, EHIC. BERBKIUVATAICEBEINS IV R—RY N Y—IUICLKODTEEDFT,

Recommendation 2

Z2I 257 ATHELLR— MO ER/IBRICUET, FOXRIC, PRIMERGY ServerView Suite TEDMR— R <
EHRHDHODZERUET,

1 8 / 66 /\07\\/ https://www.fujitsu.com/jp/products/computing/servers/primergy/server-
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3.4. BIE LAN Dok

T7AT D4 —)LDEE. BROHEWVWTWVWSR— MIZR/IRICTHENE. BEIVR—RY MEREP IEADSRET
BDfcHTT, COBEFRE. U—/NEEMAD VLAN ZREL T, & LAN SER LAN ZY)DBET CEICK O CRREITHIE
BHTEET, NICKD. HEBDEBEARH LAN DS T4 v IDSEE LAN DS T« v IHNEMSNE T, PRIMERGY
DEE(CEASNDBE/(XICDOVTEAT AN 2 ERICEDVT., EEBADBEERAE. FHBERLICEF2UT ¢ ([CEBHE
IH/IAICHULT. VLAN MROVZESETEX I,

Recommendation 3

LAN FOEBEB NS T4 v I EBRAMS T4 v IZYIDBET CEICEKD, EFa1UT 4 ZBUKHETEFT T, IN=Z
FIRT HIC(F. PRIMERGY DEEICEATNSBE/(RICODVWTCEHHAT IR 2 ERICEDWVWC, 8BNS Trv D
@ VLAN hROYVZHRELE T,

UE—bYRIAY I bO—-3 (RMC) BXUONRIXY NTL—RICF. BEOYERY ND—0A42V5—-T1—X
MHDOET, CNICKD. INSOIAVKR—RY bEZNTHINT D T0OY IV RETYIENICEIDBSNICEIE LAN Z
BEIDIENTEFT., TOR/R. 2ADEENMELLODTIH, IFBICEF2 77 PRIMERGY EEARKELET,

Recommendation 4

IRMC BRUONRIAY FT U= RICEZNZTNEBOYER Y D =04V 5—T1—ADHO. TN=ZFERLT,
YIERICYIDBES NICEIE LAN ZRBEITHTENTERX T, NITKD. YEX—-XTIF. INSOIVR—RY
MOSRITCTED. TFaAUT «(ICRETDINTCORMEE. COWENICYIDBSNIZERE LAN [CEiiSNz/
— RS UDRIRTELELEDE T,

1 9 / 66 /\07\\/ https://www.fujitsu.com/jp/products/computing/servers/primergy/server-



ROA "R—)8— | (7 :2020 € 9 B | T+ 21 77% PRIMERGY H—/(&E 20/ 66 R—Y

3.5. SSL FIRHEDERE

ServerView &EREADTRTOD HTTP i, SSL (Secure Sockets Layer) ZERUTCHEESINEF I, COJONI)L
HERITDE. H—)\HB IS4 T MEBRENEESNE T,

[BESHEMICHNT, REREBAE (TN ELLDIHVLK) &lF. NHERE. ZTOMBECRERR (TOMICEM
HiE. #7E. BER7IVIVILEEDERDZO) ZRODIIDIAHECTH D, TIYIEAAECEFEEND. | (GIF:
[DU—BREH O FT ¢ PEAER] KD )

I25AT7YNE COFREZERT DN EROEL ZIEE T OMNENDDFTT, TDEHIC, ETSA TV MIIEET D
SEEREDUR FZRBEULEF T, COURNE. FSRAMZARZEFENTWVET, BF. FEAEIEVDDDERES

(Certificate Authority : CA) [CKDTEREN. CNUFRIDEAE(ICK D CEASNE T 547> bhidd CA Zi8
FHIDBA. D CADBRUICINTCDIAEZZEEIT D2NENDDFT, CA ZiHHT HEAZ(C. BID CA HERICE
RIBHENTEFT, TDKDICUT, 1 DDFHRE(F. FIAEF I —VICK O TEESINET T, CDLDILEFI—VDR
HIDEAEZEIAY % CA ZJL— ~ CA ELWWET, Internet Explorer & Firefox 759U H 77 #)U S CTEBEYT 2)—
b CA [FZHHDET. COUANF. BITSOVDTONT A BREICHDET,

3.5.1. ServerView DIEAE

RDERIC, EEAZENFEHRTIND ServerView ERE. ZOREERUET,

SV &% A& pa -

Operations Manager BES1b. &8l V6 A VA M—=)UBFICIER
Agents E51k SLEMFCIERY
ServerView Raid ES1k A VA b—=)UBFICIER
iRMC ES1t BHERS/ 7S A VCHER
MMB ES1E SLERF TR

tw NP W TIBSCA A h—=)USNIZEEBRE UD\E 2R ServerView Web B—/\IC D S0 EERIDE. TDEKDIFEE
BEEFEE CA [CBRZINTLIEWESH., TTTOUDODEENKRRINE T, ZTDEE. HREZEETIZIIOPD NI A S
ARPITEANICA VR—EUT, SBEERRRINEVRDICTDIENTEFT, INZTDETETHITEREL. T
—)GBAED [T A—TUV N &l [YATUY N ) ZF v ULET,. ServerView Operations Manager

DU—/)GIAEDBAEIC T « VA—TU Y hEEUS T H/57AICDWTIE. 7.3 I8 [Exchanging SSL certificates for the

Operations Manager] TEBALE T,

INTOD ServerView HmTIE. U—/GIREZI—TEEDUHAEELIRTEF I, CA [CERSNICEIREZERT 2T
BN DDHE. A VA M—)LENIZEIAEZ CA BERUICAIRREICSIRT D 2 HR UE T, SIS DIIRITADF
[CDWCIE. BEREOVZ 27V ZSRUTLEE V. BRSNCGEIREZEA CA FEFZNSDIRGEEED SBA LS
BFWEETH. BCERMASZEALUTEABD CA ZER L. 0O CA nSU—/GIREZEIRI D ENTEXT. N
(CI&. B UICEIRREIFEENICERESNDcH. CA DiFAEZ T S OY(IC—EA ViR— I BREITTINEN DI M@RNSD

DERT, CDKDICTHE. UL HTTPS Einzi< EEIC, T4 A—TUY bDOF 1 v I 728 F(TRADEAZE 2 B E
[CRIFANTUE S CENDELIEDET,

20/ 66 X—I https://www.fujitsu.com/jp/products/computing/servers/primergy.
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Recommendation 5

ICICTZOUNSEEINTVS (EHA) CA ICBRASNCEIREZEBA LLWEE(IF. BERE (CA) ZER
LEFET, &XIC. B2 CA DifEAEZ. ServerView BREOBRECFERTLIIRNTOITZIOFICA VR—~UFE T,

B/ — RFEICTTICA VIR— FENTVDEREZIRT 2155, SRENDIREZDH D —E A ViIR— T DUNEND
DET. TDEDH. A VA P—ILENTWVBEAEF CTEDRIFTRLIIRULTLEE LY,

Recommendation 6

TH+aUT o EDEART. ServerView @D Web 4/ 5 —T1—AD SSL A7 avaEERITSHIE. BKRU.

FHICERSN TV DAAEZEE (CA) DIIAEICTEDRITRLMI D EZHELFT,

[
ServerView Operations Manager (SVOM) DOBECERAEDIIRTEICDVTIE,  [ServerView TDI1—
TEE] YZa7)LD 424 1BO [HREEBHAY—/C (CMS) TOFRAEDRME] Z8RBULTLETL. DY
a2 77JUI&. Manuals Download Page 45D >0— RTCTEFT,

3.5.2. EABDT 4 H-TUU K

Operations Manager QLFID/N\—Y 3V ERED, J\—=T 3> 5.00 UETIE. U—/GIBREIFESLICERIND T
TIHEL, Y—/)\DFRNCHFERAEINE T, TDfcsd. WEBET—/GIREIFA VA M—)UAT 4 P TRAINSF. 1V
—ILI RO MTOND EEICDIHMERIERENK T, TDRER. AEABIEEREIBICKL D TERINT. BEERDHIHED
FI., TDIH. TS TTICF ServerView DFIAN—JVFRRSNFTAD,. [COERIFEBREINEFEAL © [Web
A ~DEF2UT AAIAEICRIEN DD T | BEDESEHRRIN. X—IJDO— RHHTI DN EDINICDVTERRHN
FT. CORETHITUT, BHEDT—/)VUTDHEDHFEVES, /R T— REEDEZ T —5%FT U TIFWVITEE A
KIS, [TaVA=TUVK] © LTIV N ZO—)OWERD 1 DEEBELT. U—/GIAERESICF T v I LT
<FEEW, BEEVZHDOY N (Ffeld JBoss DESCERULE7ZADY ) ZERUTCUTOIRY REFRTIT D EICK
b, CMS DT« VH—=TU Y rEEBLET,

Linux :

${JAVA_BIN_PATH}keytool -keystore ${PKI_PATH}keystore -storepass ${STOREPASS} -list -v
Windows :

%JAVA_BIN_PATH%keytool -keystore %PKI_PATH%keystore -storepass %STOREPASS% -list -v

TU—RRILE DEKIFRDEO TY .

JAVA_BIN_PATH: Java DA >~ X b—JL%E® bin 7« LT RUANDI R, Bl :
C:\Program Files (x86)\Java\jre6\bin\

PKI_PATH : ServerView Suite M- A h—=)LFED pki T+« LT ~UAND) A,

5l :C:\Program Files (86)\Fujitsu\ServerView
Suite\jboss\server\serverview\conf\pki\

STOREPASS : #—X b7 DA T— K, HE. ZHNUIFHEIC changeit TY,

2] / 66 /\O*\\/ https://www.fujitsu.com/jp/products/computing/servers/primergy/server-
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ZDOOXY RORWEADHT Certificate Fingerprints EWSBHUDHBOITIC, EXK UTEBERDRDFID K S [CRREN
*d,

SERRED T « A—T U K
MD5: B9:6E:38:F4:B6:9C:80:0D:79:C4:-:ED:D4:FC:92:69:E4
SHAl1: 58:DE:5C:0B:62:E2:94:77:51:09:40:9C:0A:6D:99:B1:0C:53:B5:C5

CDT4VH=TUV M CMS OU—/)GIREZTSOTFD M SA AR [CAVR—PIBDEEICHEICEDET, T
Dfes. BTHEITDEHIC, TUVRTDRIDN BEEXT 4 7 ICIE-ULTLEE L,

Recommendation 7

Y—)GERED T « Y H—T UV ME. SSL [CKDTFA 7L HTTP ERZEII T HEECTTOThSREEIN
JCEE L T DAIREMN DD Ictd. TUY PO TN USB AT 4 v IEEDAT 4 PANIE—LE T,

ServerView OFERIICERSNCEIEBEE(L. FED Web T—/NDEBIICIEE LU TVWEEAD. 2= T I (CKETIEZ
DT 4 H—TU rEUZNUET (140 I8 [ServerView Default Certificates] Z88) .

3.6. T4 MIY—EINDT7 IR

ServerView Tld. A—TOREIEHFAIDIeHICT 4 Lo UT—ERZFBLEFYT (5 IH [User Management| =&
8 . T4 LU MUD—EXI(CIE. LDAP (Lightweight Directory Access Protocol) ZFERULTF I EALET,
ServerView D#EIHAFHT « LT BUT—ER(E LDAP Ot+a17/){— 3> (LDAPS) ZERUTCEBMICERESNET
. HWEBT 4 Lo MUY —ERZHRETDEEIC LDAP ZRIRTEFX T, 2L, I—TOERIBRIFIESILINT LDAP
BRZEN UCEImESNSced. CNIEERRELN TIFHEEINE T A,

Recommendation 8

SSL KD TF 217 LDAP ZERELTHEDT 4 LI hUT—EINFIEAULEFT,
T4 LI NY—EXTA—TF—FICTPIERTDICFE. T LI NIT—EADI-TT7HDY hERETDHNEDSHD
FI, TFaUT o LOBHENS. COI—Y7ADY MIFRIE GiHEDER) O1—THEROHMISULET,

Recommendation 9

/I ROI—THERZHFODI-S7HOY MeERLU T, ABDT « LI MIT—EZND LDAP 77z A%ZREL
E
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3.7. AASA IO =

TTOFESTIE. A VF—RY "HOOSDOBBDEFIZND 1 DEFO>TVEY, UehioT. EFaUF«F vy &5k
IBleHIC. TTIOTDREEBREIFEERICIT>TLIES V. TNF. A VF—RY MDTTIRICTZOTEFERITDEHEE
([CHMRNTT ., T5OTDERSNDEF1UT « IBEZTORRDERAIE. VT —R Y MOSKREXET A STHEN
ENTWVERT, Internet Explorer ZERTHEEIC, BREDQEF21UTABRECISOTZEERLTVDEA.

ServerView #ED Web T—/{ZRITLTVWDINTDINA MEBETA FOUX MIEMT DMENDD T EITEFRL
TLIEEEW &HBIC [InPrivate] 759 X(&. ServerView D Web X—ITIEFDR— cENEWCEDFELTLEEL,

LIRS, ServerView @ Web R—J(CEHET D4FRIIEE Y FZWK DB ULET,

3.7.1. Cookie

Cookie DERTEIFE T T O TEEICHBUTLEESL. CNICEELT. ServerView M Web X—IT(FxD Cookie %#5%
TLTHD., TNIFEREICKEET DIEHIIHETHDCEITEELTLEELY,

JSESSIONID: Znld. Java™ Servlet Specification [CHRESND v 3> > wvF 2 Cookie TI, ServerView
(F. JBoss Application Server [C&% 15 Apache Tomcat Java VT %=HHTDHDT. ServerView @ Web RX—
IDEYCEIETDLDIC. D Cookie #HRETDNEHHDET,

AURA: Z1&. ServerView Raid [CR> TDOMHMERASNDHD 1 DOEvI 3 rZwvFJ Cookie TY,

CASTGC: “nl&. ServerView @ Central Authentication Service (CAS) @OF 4w ERA[F4 v k Cookie Td, H
—E AN D Cookie ZREUFWVWLDICTDE. YV IIVTA 2V F EEEEFIRTCEIFLEDET, DED. ServerView
HRDOH 5D Web H—/\CEICOTA Y UKIFNEESHELEDE T,

org.springframework.web.servlet.i1 8n.CookieLocaleResolver.LOCALE: Z D Cookie (&. GU| TERT 2SEXFF
I BIe(C. ServerView @ CAS TEREIND Spring JU—AT—7 [CK D2 TCERESNE T, EHITHEEEE. HTTP IS
TIA—4 Lang [CKR>TEIEIMUTIRESNDDT. D Cookie DEREEIES U CHREEE COAREEIFELUF T A0

& 5IT. ServerView Operations Manager bYEDIICENIET DL SI(C. Firefox @D Cookie DFRETIF. [H—RI\—F~«
D Cookie BFEEITD| ATV aVEF/ICTDHERDDET,

3.72. AGUT K

ROYUTNEEFEDFERDBHTEDRDEPRELET ., 2/Z L. ServerView @ Web R—IZBET DIzsHIC. JavaScript Bk
U dava 77w hDERZEBENICT DHNERDDET,

3.7.3. AIEREDEE

Operations Manager M Web N—XMDi&fE(d SSL #iilC k> CeFaUT «RESNFF . Operations Manager D
iD= 3V Cld. #7332 &E LT, SSL (Secure Socket Layer) [CLko>TtFalF s HEESINCEHRE COLEF
ATPHBT I CAZRBELTVE U, /A= 3> B.00 DIETIE. INHEFaUT ¢ LOEBANSKHAEICIED, SSL T+
21 UT s RSN ESZER UIEWE Operations Manager [CP 7 ZATERLED R U, INFE. 22—/ DT—R
BERIEFICOUTTHFARE UVCEESINET I, CNOSDREHERIE T 714 7 IO+ —IVRESNIcA > bS5y bRTH D
THESNEWKDICTDRHENDDICHTT,
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SSL CtFaUT A RESNICERZEILT DICIE. T—YDESEHIUESEDICODWERZE D S A 77> hET—)
THRT DUNBENHDETT, CNIE SSL/\> b2 x4 070 V72 ER UCERBREICITON, SYICY—/ (DO
T DORFEEDZESOAMRAEZE AR LT T, WER(F ORI —/\BEDNMERL. 75472 MMIRHRZERALET,

3.5 18D [SSL Certificate Management] [CRENd KL DS, T—/GIAEPAC CA DFEIAEZ TS0 D S A MR
RPICA VR—bhTDTENTEFT, &L, Web T—/N[CK> TRIEEINDEEEN . AH(CHIF I DIBAETH D&
ZHER T DHEBENGDDET, INETIICE. BHEDT 4 v A—T U b, U—/)\EOT—)GIERENSEE ULIcT

H—TUVhEBUET (3.5.2 IAD [Certificate Fingerprints] Z28)

Mozilla Firefox 4> Microsoft Internet Explorer 7&&. EQTSOTBIRAED D « VATV hEDEFELED 1 DFER
FBHDIENTEFT,

Certificate Viewer:"pontresina #2*

General | Details

Could not verify this certificate for unknown reasons.

Issued To

Common Mame (CH) pantresina
Organization {0} Fujitsu
Organizational Unit (0L} Servertiew

Serial Murmber O0EZNCEFS: 14124 66 C8 F5

Issued By

Cormon Marme (CH) pantresina
Organization {0} Fujitsu
Organizational Unit (OU)  Servertiew
¥alidity

Izzued On 06.10.2010
Expires On 06,10.2030

Fingerprints
SHA1 Fingerprink
MDS Fingerprink

S8:DE:SCI0E:62:E2:94: 77:51:09:40:9C: 0460 99:61:0C:53:85:C5
BOMEE:38:FHEE 98000 794 EDn D P92 690 E4

Close

Certificate

General | Details |CertiFicatiDn Path

Shiow: | <hll= w

Yalue

RS54 (2043 Bits)
40 20 05 ed ba 94 33 aa 63 e7...

Field

EF‘ublic ke
Sul:ujeu:t Key Identifier

[

.ﬂ.uthnrity Key Identifier
Basiu: Zonstraints
Sul:nject Aleernative Mame
Thuml:uprint algorithm
< Thumbprint

KeyID=40 20 05 ed ba 94 33 ...
Subject Type=End Entity, Pat...
DMS Marme=pontresina. servw, ..
shal

53 de 5c Ob 62

294 775109

||

bl 0z 53 bL =G

58 de S5c 0b 62 =2 94 77 51 09 40 9c 0a ed 929

[ Copy ko File, .. ]
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FEAEDTSOYTIE R=IZHITU YT UTEDR—=IDTOINT « ZEIRT 50— GEAENRTRSINE T, 5EA
EDBER®IE. TONT 4D SERICREDIFONET,

Recommendation 10

BROHRREEAT—/U (CMS) ([CEHRSNTVD CENTRICIFERTHEWVGE, CMS OY—/GIRED T 1
H—TUY R <HERITDUENHDET,

TZ0UD [bSARAR] [T TAVR—K] Feld [41VA =)L) 85 &ICkD. BUIAIAEZTEDF T v o UK
{TEHEI, Firefox DIFE. [BESNEVER] ZHRIIIDHIC [FIANEEN] LT, NREMECHZOANES
WCTD] FTVIRYIREAVICTDEICKDT, BHEICEIFTEFRT . Internet Explorer DIF&E(E. [FIRE] D
A4V ROD [2/%] O [fIEEDA VA M=)Vl RV ZEIUYvITHIEICKID. BHROTEZTOITENTETT, HiD
DFEZILN. FIRED T« VH—TU Y RZEBICF T v I ULTLIEEV, ZNTHHEBR > CTRELIREZ A VR— MU
TCUFEOBEIF. JSUTDIAEENYR—IvZFERLT. 720D N SA A NPHSZDIAEZHERLET,

Firefox DF&E. SIAENR—I v XA XZa2—T Y=Ll > [FTY3arv] Z#R0. [FEfll] 2200
[BESb] ¥77ZERL. £ T [AIREZRT] MYVZIU Y ITHERRINET,

Recommendation 11

TSOYD RS ABARPICAVR— M UICEERREE. BRICT T v I LTSV A RPOYA XETESDRD
NELUTHLELDICU, T=INBRURERDLIY UK, BELELEOICHEIFHIRLE T,

3.5.1 I&M ServerView Certificates T CTITR UL DI, TTIHIEFESINSD CA B R UCEIREE% CMS (C1
A M=)LUTcHE. SIREZ A VMR— M FICEHFE T,

3.8. tF+ar7J—h

BHD PRIMERGY Server (&, UEFI J—hE—RZRELLTUU—RENTVET ., INICKD. BENICEDEF2T
BYRAT LZRIRTHEF 217 T— FEBRTEF T LFORISTEFRELTLEELY,

T— b BRSENC RS AINTOHEINLERT

UEFI (LAY —TIEEV) E— N TOHERTIARE

BIOS [CERTDMENDDET

PITIN—BDRSANICERTDUNENDDET

B 0S8 TlEFYR—bhENEEA
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4.PRIMERGY U —/ID&RE. 4V A b—=IU. BXUFTTIOA XYk

PRIMERGY H—/{DERE. 1 VA =)L, BRUOFTTOA XY bIE. UMTOY—)LZEFHTEEFY,

» Installation Manager - O—AJ)L&felFUE— A VA S=)JLADY =)L

= ServerView RAID Manager - #£8®M RAID J> hrO—5%ZEU Web X—XD1—YA5—TJ 1 —AZFERLTE
By dlcsbDy—IU

=  Multi-Deployment Platform (MDP) - —%"w hY—/XICTCO—-AILFRGFUE— DT TOA XY b TOZADHE
BENENET U —ERX TSy b4 —LZRETH Y-

ARXU—F 4 VI VRT LA VA =)L BHIIC. Bootable Update DVD ZFER LT, &ET—/\OVR—%2 DD

P—LDIFPBROT—/D BIOS ZEEBMFT—/\CTO—AHILTF v IT—hCTEFRT,

EMICDOWVTIE, 8.1 EESRBRLTLIEEWL,

ItUiek 312, Download Manager MBM(F. BEAT—/\DURY b ZRIIRE(ICHIFI D LTI, BYITHRTEL

fe%a. Download Manager [T UWF v 77— Sy —IH WD Fujitsu Web B—\ZEHNICF T v o L. L

WIS —2ZthREERAY—/C (CMS) OF v 7TF—hUIRI MJICHFDO—-RUET,

BESNC Web A b S D YO—REND T 7 A)LICIFE. FINFIEANSEZSINTVEVLWBDRDDERT, /=

3V B0 R OO RRICINSDT7AIVHESATIUEVNKDIC, EF a7 HTTPS 7O MIJLATR— b

NTWLET,

FOO—REINBDT7A)ID—EBFEETDER T 7 A ZFH. TNSIE. ST 707 5 ALICK > TREFENE T,

fc&EZE. UMEIRMC tar 249 D v0O— K9 3158, BEZOE T HICHICIESIESNTVDER T 71 ILHMTREL.

UMEIRMC.tarl&{#a1(C iIRMC THREECEF T,

Recommendation 12

AlRE T, Download Manager #gE(CI& HTTPS 7O M J)LEEIRLTLIEE LY,

4.1. RAID Manager

ServerView BRAID Manager ZFRBd5 &, BU Web R—XDI1—H A4 V5 —T 1 —AEFERULTEHO RAID J> ~O
—SEREDRIOEET D EMNTEET, ServerView RAID Manager |2, O—AHILTHUE— b THRBTEEFT, &
BIEF. HTTPS KU SV EiR— M CTHD 3173 ZEALTEITINN. TLS/SSL [CRo>THESIEEINE T,

ServerView RAID Manager Z#ERd da1lc. EEEEF 7 HDY hEIAD—RODATDRETT,

POV bE)IRT— HEEDONFIE UTEEESNDIH. SSL [CRDTFAT7FEENSIFEF 2 7IFE HTTP £
BESNFNC EZm<HERELET,

RAID Manager ®v b —J8HD T+ 21U T 4 FHEE. amDPatch.ini 77 A )LV CHE CEFX T,
DT 7A)ulF. RAID Manager bin T« L FUICEEESNTVET,
Windows :  C:\Program Files\Fujitsu\ServerView Suite\RAID Manager\bin\amDPatch.ini
Linux : /opt/fujitsu/ServerViewSuite/RAIDManager/bin/amDPatch.ini

HEEENDT T 4L K SSL F2UF AT 3ViE, TLSVI. 1 LLETHEALET.

AR LTFa1UT 1 BRZBRICTDI(CIF. ClientSecurity DITDEZEXDK D ICHET DNENSHDFT,
ClientSecurity = 4 (hAFLEF21UT 1 BIRZBMUL)
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O] LWL 70O b 3JLIE SSLSecurityOptions DfTICU X RENET,
SSLSecurityOptions = SSL_OP_ALL:!SSL_OP_DONT_INSERT_EMPTY_ FRAGMENTS:SSL_OP_
NO_SSLv2:SSL_OP_NO_SSLv3:SSL_OP_NO_TLSV1

ATV VDERE .
SSL_OP_NO_SSLv2

SSL_OP_NO_SSLv3
SSL_OP_NO_TLSv1

SSL_OP_NO_TLSv1 2
SSL_OP_NO_TLSv1_1

Bl TLSv1.1 Z#(Cc g DIClE. SSL_OP_NO_TLSVI_1 ZZDITISEMUE T,
SSLSecurityOptions = SSL_OP_ALL:!SSL_OP_DONT INSERT_EMPTY_FRAGMENTS:SSL_OP_
NO_SSLv2:SSL_OP_NO_SSLv3:SSL_OP_NO_TLSV1:SSL OP_NO TLSv1 1

TEEBMICT DICTIEZ. RAID Manager #Bic#) T 2NENHDET,

4.02. Installation Manager ZfEREUICUE— KAV A =)L

PRIMERGY —){oO—AILA X —=)LDMBIC, Installation Manager Tl&., UE—MA VA M=)LE{TDZEDHTE
F9, Installation Manager DUE— AV =)L, O—HILERT T —XEFNTHRLL U TIUS—r 3T —XE
UCOYUE—rA VA M=)UTEBREINET,

UE—bAVAM=)UICIE. 704 XY b=/ \DERBDINETT,

CD#EfFH(C, Installation Manager DVD OOV WYWY U=\ TJOA X b —)\D/\— RF 4 ATy ND—TH
BEUTOAE—NET, 704 X MI—)IAD Installation Manager O > A b—JLFA, TDx v hD—oHEAD
FPOoEAF. 1—HY&2EIRT—RTRETEFT,

UE—rAVA=)LZEST—5Y h AT ALAICKHUTHIIBT D ETC, EBEIFCORFIE/NRADT— RZEANTDHNEDSDD
FJ, 2OUHEWVE. =Y hYRXTLTDA VA M=)LZOEAD Installation Manager DT WY IC TP O EBATE
Ft A, Installation Manager TOAREFIE—bA VA M=)UIF. TOXAZXATEREINET,

Installation Manager |&. UE— ko> b—)UIC. Installation Manager - 0S (WinPE) &EDRIDxw hD—oHE%=
FRULET. COXRY NID—IHBIC(F. TFTP BHECHHIRDERAT7 I AERZFRLTCF I EALEYT, INHEEE
BIEEN21EE(E. Installation Manager #0— A1)V E— RTOIHMERAT D EEHRULET,

Recommendation 13

TFIUTARUI—ITRDTF A MEFERUT. Installation Manager D157V EDx Y NDO—oHEF
ZRELCTLIEEL, TNT, Installation Manager TOAREEUE— A VA —=)LZEHIETERT, FidHED
ER7 JAERTD 0S EBAD TFTP 77 2R BREREENDHEIE. Installation Manager Z#0—74)b
E—RCTODMERAT D EZHRELFT,

Installation Manager (&. PRIMERGY B —/\ZO—AILEEGFUE—FCA VAN TEHTEZERICEVLWVTCVET,
BEANCEF, TFa2UT A DEFTRRELD, DITD 4 DDTT—XNHOFET,

= Installation Manager ZEH T DIV R—RY bDA VA b=

= UDJPUYAAVA =YY 3 Y

TU—Ro—)\OF 704 X MMIBEAUTIEFIC, ¥RIXY RTL—RH Installation Manager OERICEWVWTEEF X
B&RfcUEJ., Recommendation 4 HEELTLEE L),
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42.1. FTOAAY FIAVR—RY MDAV A M=)

2 DDA VA R=)LTOEANRHOET,

. UE—r VA=)V IV 1 B Web X=X D SV Installation Manager 70O h I RIEEH.
Operations Manager EUCEIUN Y VA VA M=)LENE T, CNODOAVIR—RY hERETHTDVYI V(.
CMS (hRBEAT—/\) &LMFENFT,

= PXEU—ERXR TFTP U—ER, BROA VAW —ERZSCTSY hIx—L% [TTOAAY MF—)N] &F
UOFd, INF. CMS DIREITHHDTENDDFET,

UE—FVA=LI—-I IV b

A VA =)VI—I T M Fujitsu ServerView 7 77U — 3P —E R (Tomcat) ZEMAU. SV Operations
Manager EBIUNY VICA VA R=ILT DT ENTEXT, EBICA VA M—=)LENf#. Installation Manager DJS
T4 AV E5—T1—R (GUI) ZEETEFYT ., Web TSIV FERBERUNYY V TREEINE T, DFEH—MKIC
(F. Web JZo& ServerView 7 U —> 3 S —EXBOBEFO—HILTITONE D,

COBE. O—AILD HTTP UJ IR MDHAATDLDIC Tomeat 7 IUT—2ayT—)\ZREITHE. BF1UT«
ZRECEX T,

112 U, Installation Manager 1¥ SSL Z{FA T DKL DICERFEINTLDEHSE (HBIR) . Web X—=XDF7 I AL EHFHN
[C SSL CRENZFT,

AVAR=II=ITY DT I LRITECEREL, TTOA XY by 3V @EOJ04 VBEICK > THRIASNE T,
AVAR=IT—EREFA VA M—)VI=I TV ST IERAESNEDT, BE/FFAIE. COY—ERADA VA ~—)UB(C
BESNS7ADOY b (BEETVNDUH) [CEDEFXT, TSN TCOVBWVWRETOD7 7 ERIETER B A,

Recommendation 14

FTIOA XY by Y 3VORE/HTE, A VA=) —EADA VA M=)UEICERSND I 7D M
BOKAVANWIVIVICEODTTONE T BECHUT. O—A)LD HTTP BXRDHFFI T DL DI
Tomcat 7 IUT—2 3P —)\ERET D EICKD. BFaUT A ZRIETEEXT,

AVAR=ILT—EX

AVAR=)T—EROEY 87y TTORARIC, A VA=)V —=\Ey Y3 V[P IERTRHcDDI—TT7HDUH
ZHERELE T, COFPADY NMIET, AVAM—JVIVIVEFERLUCTIOAXY by Y 3V ZRIET D EED., 586/
SFAICERLETD,

4 2.2. Installation Manager [C&DUT 7LV RAA VA M=)
7 UV AAVA S=)VDETHEICIE. O—AIbA VA R=LEUE—R VA R=)LD 2 BODHODET,

O—AIbA VA =)LTlF. USB A4 V59— 1 —AZFRLTY— v hF—/{7Z CD-ROM RS TJBKXUT70OvVvE—T

A A RSATICERITDUENDDET, Ffco EZH. F—IR—K. ¥YORZTU—RI—/{FrvEXRY MOBHEICERT

L. BB KVM X4 v FZ2ER U CHEBEL T —/NICEIRLER T CD/\— RO T POEBICEHDEEDFIHUNECTI N,

O—AIA VA S=VICE. UE—bA VA M=JVICHART 2 DOEELFMRNDDFT .

=  O—7A)bA VA S=)UTIZ Installation Manager D4 RE—RZFHTE. TNUCKDY—Tv M\—=RDTF7HE
FICRE N, A VX h—JVIBOBIFCDBERAMERSINE T, COTE—REF. FTOAM KXY N IU—RZIS—
KAVAM=)LTDERHLELTECT,
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» AVABEITOEREFIRNCO—AILTHRITENDD T, TFaUT « DREIEFD O FEE A

UE—bA VA B=)VICIEERUTE/\— RO T 7 OERBIEBHES D FTBAN, UE—bA VA M—)LZRITAREET TOA X
VI —I\EA VA =IVTRRENDDE T, COTTOA XY hF—)NClE. TRT by T PC Ffcld/— b PC ZFEA
TEFT,

UE— A VA S=)VIERD 2 DDAT v TTITVET, &=AIC Installation Manager Z#fFE— NTETL. T70A X
VRSN T 7 A EERULE T, RDOAT YT T, D PXE U—EXDSLETER UEEBR T 7 1 )L7ZER U C.

T 704 A hTJL— RH Installation Manager ZEAE— NCT— b UTCEITCTEDLDIC, TTIOAAXY hF—/NLET
PXE U—ER/FTP Y—ERZ#HKLF I,

REIC. Y= hF—)(T PXE J— hZEEBTONENDDFT,

RD 2 DDT AUy SPHOFET,

» ERE—PE Y=Y M\ RO TP ETCO—AIVICRITSNEVD T, \— D T 7ERZIRETEETE .

» UE—hAYVAB=/)UTIE DHCP U—EX & PXE U—EXZFERLE T,
FTTOAAXY M TU—RD LAN BT X2 KT 1 DO DHCP & 1 DO PXE UhEWEEa, ¥—5y b—/NIEINnsS
DY—EADHCT IERATHDT., BFATEFERERLETEINET,
AVAR=)LT=INCA VA b=ILENTVS PXE Y—ERDAICHID PXE U—EXADHHHEIE. UTORZEHEST
LTLIEE L,
-INS5D PXE U—EXD\w 2T THHD. DED. RESIN MAC 7 RUADSDEKRICDHRIET DD
-PXE U—EXPMEECTED N, DFEDH. TNONEENR/AF+ UHRD MAC 7 FUARTTOA X bT—) WD
PXE U—EXD MAC 7 FU R EmE ULIELDY
INSDOFREDEIESNIEVEE. BRNETDY I MO T 7LUADY T DI 7 TY—0w M=)\ A VA h=)bENn
BERAHDET,

Recommendation 15

ROREFITAFO-NIVA VA B=)LT, E5IT/\— D T 7BZBENICARET LWV A4 FE— FOFR
BHDET, UE— M UVA - ZERATDHEE. LUITORZER L TIES0,
- T 704 XY MF—=)NUCA VA b=)LENTVD PXE T—ERXLSIC LAN BT X RMIRID PXE —E XD
Bdh%
-HdBAEF. D PXEU—EXD/Ny I Th DED. RESNC MAC 7 RUADSDEKICDHEET DN
Ffe. D PXE U—ERDMEECTEDD . DFD. BENR/AF v UH/KRD MAC 7 FUARTTOA A hf—
JND PXE Y—EZXD MAC 7 FUAEREE LIELDY,
-PXE U—EXN 2 DHdHE. DHCP U—EXNFETOVY VICF PXEU—ERZA VA S—)LUTIEED
Fth.

ZO2ULIEWWE. ZD PXE U—ERUNDISA 7Y M BRAFLIEDFT,
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—UEE

ServerView Operations Manager V5.00 D& TlE. SEMNEI—UEENBAINTVET ., COI—YEREFRICT «

Lo NUD—ERICEDEFT, ServerView BRZEA VA M—)LFTdEEC, I-TRFENCESIBEFDT 4 LY MUT

—ERZERTDN. ServerView DIEFAHT « U NUT—ERXZERT I ZEERLET. T« I NUT—EXZE

BAI2EUTORIEESIRIFRERNRNDDET .

»  EI-TOEABBIBER - BETHEWVWO—HIL7Z AT bORDD [CRAZRIERZERTEEFI.

»  PRTOI-HOERDEE - 1—HOERE—TMICEELET,

= O—TETN\BBEESH - U—N\BEEE. T4 NY—ERXF—IEZEEFDERDEKINE. 1T DER%
ZECTEETEA.

ServerView R TlF. I—F DR EHFTOMmADIEHICT « LI MU T—EXEFERUET,
» FREICIEA—TOERIEREEELET . [1—UHE#THDH]
= HOTCEI-—TOERZEELFT . [I—H(@HFIINDH

5.1. PREREI S —ERE VTV A > F

#=7& ServerView HRICIFEBD Web U—NFcF7TUT—Y 3 S —)\BEFN. ZTDIXNTCIFIEEEERZFTIT D
FICELICA—TDHBNEREZTCET QUNBENDDF T, TDcth. HHRED Web R—IHSRIDHED Web R—I
BENTHICUIC, I (FEDDERBERZEDRURITITDNENDDE T, COXDIEENENER L IELcoH.
ServerView Operations Manager V5.00 Bl EICIFWDDD I TILYA > # > (SS0) #eeNBASINF LI, SSO T
(F. I—FIF—ERAERFTBDEIFTTED Web X—D ServerView V5 —T T —ANB P I BATE, ZOMDEBRIEE
RETT, ServerView TlE, RRFBIAT—ERX (CAS) ZFEALT SSO XNZXALZREL, I—YDB[EFRERICRAE
WET. Y\ 0A V7 VFIEZIBELE T, CAS [FA—TDHREHRZ T SO Dt+ 1771 Cookie [CHRFLET,
Cookie &, I—UDHRNICOT D gD, TIIYERHUDEHIFRESNE T, INE. |BATSOYEY Y 3 VICK
DTCEALEFAIUT A F vy INEFNDHEZEKRULE T,

Recommendation 16

PC ORIZBENDZEF. HFTOT 7D ML TIT ST ZRAUTIEE L,

5.2. REd—ILN—XD77 7 ZAHl# (URBAC)

ServerView Suite D1—YEE(FHEO—/ILX—=XDF7 I XH#H (URBAC) ICEDWLWTWdfesh., 1—FDtFaUTr
4« AT hEI—TOEBBSEZBHECEDCENTEET,

5.2.1. 1—Y, I—U&E. R

RBAC Tl&. I—H(CHIN T DERZBEZEZOHTHRDOIC, I—FREZFR LTI DIERDE] D HTZEHIE U E

ER

= —EOERHIGFI-TRICEODHTOHNE T, FHERT W M TlE. ServerView Suite D707 4« ET 1 [CH R T1EM
DIERTOT 7 A I EERLE T,

=] DFEFERORENDZI—FICEDHTOHNET,
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I—YREIOBERICIE. UTFDLDILFERLGHMRAHDET,

» BLOIA-YFEI—FTIL—TIC. ERIICHFAZEIDZTOMEDELV. TORDDIC, HFEEI—FO—)LICHED
CTEDHTS5N D,

» FODOBEBENEESNBZEEDS, 1Y REIDHTZHAE T DUENDD.

522 1—YRAIDEDHT

FREITST 4 LI NIU—ERXCELOT, BHORIZZEI—TICEDHTCHIENTEFRT ., ZDHE. DI DI
BRIF. EIDHTHNICINTDREIDT N CDERZHEIED B TERINE T, FFICERINIZ. Monitor. Operator,
Administrator EWS&FEID 3 DDI—TERENHOET, ELDI—TRECK> TRESINDHFADEHHAG. EWLHD
5 Monitor (RIKFFATLANIL) « Operator. Administrator (&&sF L)L) TY . Operations Manager [C77 O ERT
DEEDHREN—ADHFTCDWVTIE. [ServerView TOI—FEE] Y= a7 )LDRIEEHINT DABEREIDEKRT, 1
— P ADBYFEBIDEID B TICDVTSRULTLEEL,

Recommendation 17

[ServerView TO1—YERE] Y= a1 7)LDBRIEEHINYT DMNELFREB|DZE [Operations Manager ND7 Itz
RCEATDREIRN—=ADFHFT] T. I—YOBTFEREIDE|DHTICDVTSRULTLEE0,

Recommendation 18

NBIFBRIF7ZF0] I DR/ ROHERZF DIRENZEND ZTTLIEE L,
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B6.EEWugk—/\ LD ServerView Agents & CIM Provider

AETIE. ServerView BEAT—/\NBI—I 1V M/ — RFEFEEBNRT—/\OEHDEE/\XCBIFDEFa1UT
+« DRABICDWVWTERBEUE I, ServerView BIEAY—/\E. XOBENR / — RTERTPOEHD IV R—RY MIERT
BDIENTEFT,
PRIMERGY B—/{. PRIMERGY —/\TJL—R. FEFMREY—/\ (RA MV UVBLUOTARYY) ODF—5Y
NOS FTEFTIDSNMP I—Ixz Vb, UE—hYRIXY NIV bO—F (RMC) FfeldT—R—/(OUE
— YR IXAY BMR—RTETID SNMP IT—Y T MIDWTIE, 9 Z [SNMP Agents for out-of-band
management] Z2R LTS,
CIM XML ZF/fzld WS-MAN ZO ~JJ)LR Y v I % {ERT 5 CIM Provider
SOAP X—X®D ServerView IxI5H—EX

ServerView ZFERUTCY AT LAZEET BICIE. SNMP b—E X & ServerView Agents ZC DY AT ACA VA R=)U
FRDNEMNDDET, ServerView Agents (FV AT LNSEETF—FZWELT. FN5% SNMP BT DEHROERK
JL Cdd Operations Manager ¥ Event Manager NEEUE T,

SNMP —E X%, gENsY—/\&EYxR—I+ (Operations Manager 1> Event Manager %&) OfICA VA b—)b
TDMEDDDET, AETlF. EENRT—/NICOHFEBULET,

ESXi U—/X\DEIRICDWLTIE. ServerView CIM Provider & ESXi [CA VA b—=)LT DHENDD X,

6.1. SNMP —EX

SNMP [FRLLFASIN, —RICZRITANSNTVWSEIRETOMIILTT, SNMP vl ECNMP vac a7 TlE<.

ESERED D D FBA. DD SNMP v3 ZERT 2 CEZRF L TLESL. U ULIEAS. SNMP U—ERX7ZE
PICERETDE. BRNEEF 21U T A HEEZERIBCEEX T T 74 MREDERIFEEITTIEE L,

BIEWR/—RTTIFIVAREEZEFITDEEIC, NR—I v TA MDEREDEET D EZTNENTL L,
Recommendation 19
SNMP O—EZDT 74U hREZZEELFR T, Hffllld. UTFZSRLTEE 0,

SNMP —EXD/\SXA—=%(F. 0S DFRE(CK>TELDOREEN DD ET, 0S FIDA VA b—)LEEREDFEMICDONT
&, [ServerView - Installation under Windows] &&U [ServerView - Installation under Linux] ~¥~Za77JUICEE
HINTWVWET, FAHAELIEE. DUTD/INSX—=FZROMBAICIRED>TEHRELTLEE L,

SNMP EX7Z2(F 3D /cHDI=21 T4 XFH]: A= 2=F7 4XFHE XR—IvDS5IT—I TV MIEEEINEE
SNMP ZRD—EBCT T, SNMP DME—DEREEXN=XLT, BSIESNEBA. BESIESNEVCENBEICEDZEHH
DEIH. TTFI D=2 =5 «XF5 [public] (& 8D SNMP F/)\A A TEAINE T, D, J/IXDT—R
([CERSNBRANIICHOTEELCLEEV. I—=I TV MARCTIAILMDIAZ 2T A NFINEEET DHE. YR
—IvPA MDIZ 2T A XFINDT T 4 ) PREDEE I DMENHDE T, RANIC, EY—/)\EelES—/\T)IL—T
(CE4DI=Z2 =7 « ZERATEX I,

22 =274 XFHE D BEA. SIHETEEDERICEEMFTONE T, ServerView OHREZINCTERT DHE
(. [RHEE] ERZEATOLENDDI TN, I—I T bOEEZ [FiIDEMA] OREICHBRI DB TER
EE

FE: Operations Manager [&. SNMP K UT 1 DOOZ a5+« UhHiR— b UEBA. FDIED. FH+EDER
([C Tpublic] . FHEFIC [secret] DELDIC 2 DOIAZT 2T 4 ZHREUEWVNTL IS,
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ERUEY ) VEEDY =)o) SNMP )T v hERIHTS: CC Tl BB TUT—Y 3> E, EHTBEIET
TOARXY M—=)D IP 7 RURZATRNICERELEF T, CNICEKD, I—I TV bH YX—=IvH A VA h=)LETNTL)
DY —)/LAHDY—)H5 SNMP ERZZ(TISENELDICLET,

AR CDFE. BEFZTIUT—23 V0 IP 7 KU DHCP #HETIFEEE .

bW TXER: CCCTlE bSOV ITEREITDEER TUT—YaVhBHITOVAT LD IP 7 FURZHRMICEE LE
ER
FECBEZTUT—23vO P 7 MU DHCP #HETIEBEFEA.

bSY I EXETAHEHDI=Z2 =T A XFH: CITlE. SNMP cS v TD—8EUVTEERZ TV T -2 3 NXETH D
SATTAXNFIERELR T, COODZaA T A XN ZFERALTC ISy TZRIFAND L DICER7 TUT— 3 VAID
SNMP H—EXZRELFR T,

SET EXROEML/FEDL: SNMP —EXDEEZEDP(CIE. SNMP SET BEXROFETZBNFC(FEDCTETDDDHEDD
F9, CTCHU. ServerView #aEZz g NCERATHEAFEDCLTLIEEWV., CDHE. [SNMP SET #EICET5
ServerView DEF+a2UTF 4OV ET N O BDBERAULET.,. —MNICEF2UT « LOERHS SNMP SET BIEZEMICT
2BE. INIHEUT SNMP Y—ERERETEF I,

6.1.1. SNMP v3

SNMPVv3 7O bIVEEF2UT 4 EFIVZYR—MU. VWIS 227 A RX—RDORLEREECR DD T BS1EICkoT
BETZANY—ZRHETIHLVIVET h2ERLE T,

AES BKU DES D& S7% Privacy Crypto 7)JLJUXLTIE. Kerberos vB D& 37k RSA-MD5S S&LU
des3-cbc-SH1 /\w > a7)LdU XLZFERT DREF. SNMPV3 TA—H—TJ54/\¥ =05 7rotx v
bO—ILZEREET DIcshDA T3> TT. USM (User Security Model) DEMNEGHD D, iIRMC D Net-SNMP /4y & —
JTHHTEFT,

6.1.2. MMB & CPU 7L — REDIEIE

TU— =) \BEENRV AT LADEZE. 1 DO SNMP T—I 1Y MIYRIXAY T —K (MMB) TETEN. B
1 DD SNMP T—Y 1Y b —/\TL— R TERITENE T, ServerView Yx—Iv(E, @HDYATD SNMP T—
IVHhEBELFRT. RAKIC, MMB I—Y 1YV hEELOY—/\TLU—RI—I TV MIELED SNMP J=2 "7 4%
RECEF T, TNCHUTYR—IVZERETDE. NR—IvEI—I TV MREDBEISBEFITHNET,

AeDY—=INTL—RZRICDISA TV MEIDZCDHE, HDITAT7 Y MRIDISA 72 hOY—/NTL— RDIF
BZEEUIEVWK DS, EISA 7Y bOY—/\TLU—RICBELED T2 =7 ( ZERITDREDN DD ENHDET, &
DHEE. MMB ZERI2RIDI 547 hOY—\TU—RDIERZ., 75472 hhERULEVNKLDICTDNEEHDE
ER
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B6.2. ServerView Agents

SNMP v1/SNMP v2c OHE—DFREEA N ZAAFTIZ 2257 4« XFHTT. SNMP v1 [FIES{EZYIR— U TWLELDT.
OUTPTHFARNEULTEESNE T, ZDId. SNMP SET BIEFBREHEIND I ENDHDFT, LU,

ServerView Tl& SNMP Y—EXDERE(ICMZ. [SNMP SET B®B(E(CBET 2D ServerView DEF1UFIVET N &
RBEEULET, COIVETNE. SNMP SET 5D 3 DDA T 3V THETNE T,

= HETFED SET BEZEZIETD

= IRTOD SET BIEZZEIETD

»  I—YFEIEFEALUT SET BIEZRET D

A7 3vIE. [ServerView - Installation under Windows)] &KU [ServerView - Installation under Linux] ~¥=
a7 IVDEHBBICIE D THRECTEF T,

CNOBDOAF T a KD SET BIEODZEIEIE, ServerView T—Y 1Y MOHFEHSNET, 8D SNMP I—J T~
D SET BEICIFHEDRDDEE A,

[Protecting SET operations with a user authentication] # 7> 3>(&. UTDKS(CHBELF T, ServerView T
— IV REA VAT BDEEC, I —T (O—AIVFEF RAA ) ZIBELFT. ServerView Manager
(& SNMP SET BEAEENR ./ — RISEETDRIIC. BEECTHDV N (ZE1E/ICAT—R) DASZERDET,
ServerView Manager (& SNMP #HCI—Y 1V NI, I—V 1V hDAVAM—IVTEESNEZAD Y hMeKHFET,
CDIERIF. SNMP EnxpFIC5<BEB{tENE T, Server Manager (. T—Y 12 MO SRELETZ ATy MHEEED
ANUETZHD Y bE—HUBEDH. SNMP SET BERZEXEULEFET,

COI—TFRELE. ServerView YRx—J v TOMMEFATEF I, D SNMP V—)LTIFERTEF A
Recommendation 20

TIT—I12 DAY M—JUBEC, EREFAIC Operations Manager Gl 1—HJ)L—J&EIELTH S, T
—3I 1 AN SNMP SET ERZZEELE T,
Operations Manager V5.00 DI TIE. (FEAED SET BIED RN SN, %27 D#EEIL Server Configuration
Manager [CBINTWET ., Server Configuration Manager (ClF5E27E RBAC REHHHEFT (ServerView Remote

Connector Service [C&D. SSL BS{ESNIE@EE) - %D D SET #2Eld RBAC #EBRICK > TRESNFE T (SET &k
(&, BRI NI —ISEVIISERDMTS SN TUVDIBEEDHEESNET) -

6.3. IPSec ZEA U SNMP Xwtz—IDt+a1 U7 1 R#E

BRUfeR SIS0 SNMP v [FESIEZER LI BA. CNICKDEFIUT A RUNFE, INXTD SNMP T—I TV hEV
R—Iv(CIPSec RUY—ZRET D EICKDEBESNE T, NICKD. BEDHDI—FPY A/ (—KEED SNMP
Xy —IZRMETELELLET,

212U IPSec [ SNMP h5 7 ¢ w I ZB8NICIES{ELE B, SNMP YX—YvEIT—I TV MED ST 4 v THD
BEIET A IVF IR TAIVIARZERT DREDRDHDET (X [BE/(X] BER) .

Recommendation 21

SNMP v1 OEES{EORINZLET DHENDDHEIE. IPSec ZEALT SNMP Xy E—IDt+1UT 2k
RUET,
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6.4. ServerView CIM Provider

6.4.1. ServerView ESXi CIM Provider

VMware ESXi ([Cl&dTO>V—JL 0S B, SNMP HHR— hNEBA. ZDresh. ServerView Agents for Linux %
BRTEFE A

VMware ESXi X7 LDERIE. Management Task Force (DMTF) [CKo> TCEEIN/cHL@EHRTT)L (Common
InformationModel : CIM) (CH#E> CTDHEBET T, CIM-XML (&, BENSGU—/\EESEAY—/\BEDT—43THRI{ERT
NnE9,

ServerView ESXi CIM Provider [&. FTS Hh'5 ESXi Installable KU ESXi Embedded 4 X—3I TRt NE T, 47
SA4 I\ R)L (VIB 774)L (vSphere Installation Bundle 77 AJ)L) ZSTA 754 R)L) B, FTIS DA%
—v MR—H )T A FOYR— MR—IHBSI D O— RTEET,

VMWare ESXi %z ESXi Installable KU ESXi Embedded 4 X—3I & EBICA VA M=ILUTE#IC, ServerView ESXi
CIM Provider %=

AVZAM=IVUTERTEET, BIC. T4 VIV RIL7ZE FTS OA V5 —X% v hR—F LT 4 bOYR— MR—Ih5
AovO—RUE. OOV REFERALUTC. ITICA VA M=ILENTWLS VMware ESXi VAT LZT7 v ITF—RT D
CENTEFT,

esxupdate (a—Av)
vihostupdate (UE—HK)
EBEH0IVXY RICDWVWTH., VMware DN =27 )L CeEULERBBLTWVE T,

ServerView ESXi RAID Core ZO/VA #l&. FTS 15 ESXi Embedded 4/ X—3IE UTHIBHINE T, L TEHAL
1eF 7542\ RIVICEKDA VA M=ILBKRU7 v I7— MDTORET Y,

ESXi ¥ X7 LAh'5 SV Operations Manager DERIBHRZEIS I D (CIE. "'ESXi host" 7YV T MMIHULT
"Administrator” BEERFOEFEREDI—F% ESXIi VAT LATHERLTLEE L,

VMware O~ = 277)U [ESXi Configuration Guide] (https://docs.vmware.com/en/VMware-

vSphere/6.5/vsphere-esxi-vcenter-server-65-installation-setup-guide.pdf) M54 D >O— REJgE) @ [Security]
DE(C, FORODEITIDIERHEHINTLET,

6.4.2. Windows A ServerView CIM Provider

ServerView CIM Provider |&. [ServerView Agent & CIM Providers for Windows (x64) | J\wo—3IDO—E&E LT
BHEINF T, Microsoft D WMI Z{EBTIEEE CIM 75 ZANDOO—H)L 7 Ut R (CIE. Microsoft WSMAN Z@UTU 7
WEALEI2—ILEFPIOTERATEET,

CIM Provider [CP O TERTDISA 77 NMFIEEBE(CIEDD. ServerView Agents O X b—=)UBEICERSNfc1—1
I —TICETDMENRSHDET,

6.4.3. Linux A ServerView CIM Provider

CIM Provider #5479 &I(CI%. CIMOM (CIM Object Manager) U—EX&EFERTEET, Hih— bhEnNd CIMOM (&,
SFCB 84& U OpenPegasus T9 ., CIM Provider [Cl&. —J\T [Jb—b] —FEULTOHFF I CRATEET,
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B6.5. ServerView Connector Service

B&#5 SCS T, ServerView Remote Connector Service EBH(ENF T,

CNIE. SSL BKUIE SSL HFUHUIC 1 DDOIR—HES (3172) ZERAT S TCP/IP Web U—EXCT, #HOI—Y
IV NTONAISATSUZPBTEX T, 1. FUJITSU LIMITED A BT 2%5EFICED LAY —E XTI,

A= 1—XIE SOAP (BLUZKINUEULDEZEIE COl [CREETDIFUHL) 8KU REST TF, SCS ([CFEFEE
FEEF2UT 4 bEYVIPENINET T, FOERSNCI—I Y MTOI\AFISATSUTIE. EOREICEDEF2Y
TAZERT N EIEECEE T,

UM 2R TEE T,
o TFIUTAIKU - AAI—YTHIHUD BIOIEETIRE
o MHELENEE (A—Y ID/)XRXD—K/.) GRET—5 DRERIES1L)
e HTTPEREE. HTTP Y4 YT X MEREE (=9 DIES{L7ZER)
o SSL1REDEA (1R% SSL BES1b)

e WS-Security DERBEROEHRAL TS WS-Security 4 Y —ET7F#EMT b—2o> (RBAC/SSO 1K&) =ik
5 (SSL e {bEfEisahE e RBAC DKE)

o [FUHUBID SSL AAEXEICKD. ABAEN—ADT I CAHMREE. SL0FT v,

&#ED 2 DORICDOVTIE, CAGIAEL. SCS DM SAMA N ICHBEBRSNDEERY—/\DZHT DRE 7 (I
(pki T4 LT BURDINSDT 7 A ILDIE—) DAETT,

INZETDICIE. [ServerView TOIA—TUEE] ¥Za177/)LD [RBAC BKRUTSA 7 MEREEROEENSR / — RO % ]
DIEESRULTLEEL,

BENR S/ — FOEEEEF. COBEERR/— NYERT ONRZEELE T,

B6.6. ServerView System Montor

ServerView System Monitor (&, HTMLS X—X®D Web 7 U5 —2 32 Td, TOFXTUs—23av(E HTTPS &
BEWR S/ — RICA VR b—=)LENTLD ServerView Remote Connector & D¥EFZHIILET,

Remote Connector 754 7 cPOEAIF. BEBEEI—TDH. FlFI—I 1 MDERFEEIF ServerView Agents
DA VA S=)VBITIEESND I—T)I— I X )\—(CHIBRS NS E RS D £,
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7.2 (Operations Manager)

7.1. SNMP —E X

BIEWR /— RTO SNMP Y —EXDFREELERIC. FREFEHAY—/VICEF 2 DOERENMBETT,

= QOperations Manager. Event Manager. Win32 X—2X® ServerView t—/ZhREEAT—/N(CA VA M=)LT
BDEIC. SNMP U—EXZ A VA M=)LUT. I—I 1V EH5 SNMP hSwITZZETDLDICERET DHENHD
FI. COHRTEF. BENR./—RD SNMP —ERDFREE—HITD2HENHDOFRT (Recommendation 19

[bS v TEEE] BKRO [V TZEXEETHIHOIZ21 =T 4« XFH] Z8H8) o

= RBEAT—/INDA VX b=k, FSBENRY—N\FCFEENFRT—/\J)L—TIC SNMP Y —EXZERET D
MERHDFTRT, DFD, PREEFEAY—/H SNMP EXZEIEBNRY—/\DI—I TV MEETDEEITERTD
=357 4 XFHITI, THlE. Recommendation 19 D7 3> [SNMP BXZSZ (S HFDchDIA= a7
A XF] (SR UTHT D AEN DD E T,

ServerView Agents EHREEAT—/\E. SNMP BHTEELUF T, SNMP [FlES{EH T+ 1 7RI DR LIELD
T. ServerView Y®—3 ¥ & ServerView Agents 277 A7 D4 —)LORBIICA VA M—=)LTDTEEHEUET,
SNMP B3 7 A 7 04 —)LEBRTIEVNKDITEREBE LT,

Recommendation 22

FREIEAY—/(& ServerView Agents D5 %. SNMP BIEZRET DT 71 7D+ —ILOARICH D EEX
FY—NCA VA R=)LULTLEE L,

7.2. Operations Manager REAND Web U—/)\DA X ~—)U

Operations Manager DAELFRIE. 12V SR Y DT 7A 7 04+ —)LORBITCETTEDICHDDDDOL T, ECTHhDH
TH., A VF—Rv NP OLAAREEAER O Web JSOYTEBY—UVICTFP I EATEDHTI,

fefeUs FaUT 4« LORMHO S, PTUT =230 —)BA VA M=)LTDHTET, BFOBERICEF1UT 4 R—IL
WEUDAREMN DD RT, RD 3 DOEANDDOET,

o F7IJUT—Y3avU—)BAIC, MESNTLEVWEFIUT 4 REBEDZSENCVDEREED DD,
o Web U—/\CERITHRO7TUT—2 32V T MO 7ICEF2UT 4 R—)UDDDHEREMD DD

o FIUT—3Y—)BAVAM=ITEDT 4 LUI MIDEESAHFT I EAICHULTTRICEFIUT A FESN
TLEWEE, CMS OIFEEEI YN, 7TIUT—Y 3V U—)\ElE7 TUT—2 3V OBELEEZRES
BHEREMD DD,

BEKRELTCOI—TE BRBIURERILETOETRZL SDRIFCCDRIFELS—(CIEFERNLTET B v, /2L,
FTEDIL—IVICRAE. TOXDIBELS—DFEZR/IRICHIZ S ENTEXT,

F9. CMS D Web U—NEZD7TUT =3V T RDI TP N\DT I CAEZ TEDRDFPRLET . CDIeoHICIE.
7IUT—2 32—\ (TomEE) ZR{TIDICODE/IRDT I AEZRHDI—YT7HDO Y Ml T =R LR
ER

CDF7 A K&, Operations Manager DA VA b—)UHC. 7 TUT—2 3 5 —)\ZRITSEDOD7HI Y hE
KOSNcEZITHRELE T, COENT. IEBETHIY MEER L. D7 HD Y MORZFDTF—HICTF I TBATEEW
KOCTBDEZBLHRELFT,
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Recommendation 23

ServerView Operations Manager EH(CA VX h=)LENTWVWBD 7 TUST— 3 v —/\EHDOIEESEET 1D
VNEERULET. PHOY MDD EFAUT AHBEICLD, IRTOIFEBEI SO 7 TUs— 35—
D7 RI DT« LT BUBKUOT7AIDFHED T [FESIAHZETELFTVNLDICULET,

7.3. Operations Manager (D SSL EEBAZD3SIA

SSL EIBAEDIIRICDWNTIE.  [ServerView TOI—TEE] ¥Za17)LD 424 IED [HREEAY—/C (CMS) TD
SRAZE DR Z8BULTLIETL. ZO~NZa7)ulE. Manuals Download Page 54 D> O— RTEET,

7.4. Operations Manager [alF TLS/SSL IS X1 — hDFIFR

ESAA— N FREE. BESfb. XvE—YFEI—F (MAC) 7ZILOUXL OZRITEHEHFEDE T, Transport
Layer Security. (TLS) ZF/fzld Secure Sockets Layer. (SSL) ®wv hD—o 70OV ZERLT. Ry ND—T&E
DEFa2UTABEDRIVI—MIFERINET T, BERAA—MOIVET MOEESFERAERF. JOMIZEERT D
X&E (TLS/\—Y3> 1.2 D RFC 5246 ###8) THRESNTLET . BESNESAA— MDESR(FE. RFC 2434
D TLS BEAA— U I X MUTHESNTWVET,

TLS RIS NDE. TLS I\ RV T4 7ORINVEREND  HETEINET. CD/\Y R TA 7T,
ClientHello & ServerHello X w2—IHWEEINEF T, (RFC 5246. p. 37) FF. 547V MBS AA—HUXR
NEEELET. CNUE. 9547V MOIUR— T DESRA— b, BRI DIEFTHENCUZARNCTY, RICT—/(HY
ID5AT Y hDBERAA—MIRAMSBERUCESAA—MoRIEULET, (RFC 5246. p. 40) U—/\HYR— T
2 TLS BSZT A BT BcHIC, SSL/TLS AFvFZFEATEFT. | GIA: [TU—BREHR O F=XT 1 PHASE
Wl &KDo )

ESE7 LIV XLICIFEFEDHD e, BSAA—hOBREDHIXRIECI, Lch>T. Web U—/\H4EHT S
TLS/SSL lBSAA — hDBEZERIT D L(F. LoD [IRSFERAFrF ] DITIFRAITD—EELOTNET, Bt
AFvFF. IVEa—5, AVE2—FVRT L. Ry D=0, FBET7ZITVT—r3VDFERICT IEATDeHICEE
AENDY—ILTT, @8, VI DI 7NV YEEFaUT 1 EICDODVWTCEHEROBEZRELFROSH T, BHMERF
Y UICKODTEDHBICHIT—HHEEUVFVRDEICEHTVNET, LU, TLS/SSL BBSXA —hz@RAINDE. U
SAT7 Y MIRSFERF v FICK D THVEHMESNICES XA — bDHZRET DD, ZEIFEHZEEY CEFLIED X
9. ZDfcsh. —BBD ServerView HETIFES A — bOFEAZHRULFEAD. BRICOWVWTIEI—TOHIIICEE TN
ECI

LBARENS, FBHENIC SSL (. &#HD SSL 7O MU= 3> (TLSV1.2) DHEFEIL. BSAA — hZIREDRE
[CROCHECTHDERFINBDIESAA— MIHIRIT DWW CTI, /L. SSL TJOMIJVI—=I 3> TSLvl.2 B, EHI
@D TLSv1.1 B, Operations Manager [CEFAIREIFY AT LADITNTCICH U CRHRE T D EIFTEE B TDIH.
BEDINTCD OM {A—I3V/([CHIFS SSL 77 #)U MERLCIE. BD TLSV1.0 ZHFR LE T, 22U D70 T
JUl&. TCBCJ (Cipher Block Chaining) £— FDEESAA —hEHICERATDEE. [BEAST] BEICH U THRSHEICK
DET, BRENS. Java 7 TYIR—FENDINTDESAA—Hd. CBC E—RYA4TThHaHH. RC4 ¥4 TDES
AA—=bhDXRDICHDERTLZETHENEREEINDcsH. Java 7 X—XD OM )\—=I 3 V([Z[FREDHD T B A

ZD#ER. Operations Manager % TLSv 1.0 Z{FER U CHER T 9583, T2 SSL #aIERagEICEDFRT,
12U, BEAST WEEtvY a3V ovF—DREZHAI I BDETT. FT—IXRLEOESLZHT ULEND X, PREERE
BROBRNCEE SN I SA T S TOT S LA EER T DI AEFHEEUE T, D, Fujitsu Tld, DY A
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TDHE

DURTE (ERDES{EREXDBEDNCURITDDENEHRILTWE T, COF7TO—FICRED [HER]

TEHEBRICDOWVT, RICEHAULET, CHUE. Operations Manager J\—J 3> B8.10 LIETEMTI, TNHD/\—Y
IVTlE. UTDLDICHEREZEFITDIET, BERA—MEFRTEEFT,

(A)
M

)

3)

Operations Manager J\—3> 7.10 LI&i ;

THFANIT A YZEERUTROT 7 A ) 7ZREE T,

<ServerView Suite>\jboss\standalone\configuration\standalone.xml_orig on Windows, resp.
/opt/fujitsu/ServerViewSuite/jboss/standalone/configuration/standalone.xml_sav on Linux

XML £23 3> <subsystem xmlns="urn:jboss:domain:web:1.1" .> ZHELT. B4 cipher-suite %=
XML %7 <ssl .> [GEIMULE T, UFCHZERLET,

<subsystem xmlns="urn:jboss:domain:web:1.1" default-virtual-server="default-
host" native="false'>
<connector name="http" protocol="HTTP/1.1" scheme="http"” socket-
binding="http"/>
<connector name="https" protocol="HTTP/1.1" scheme="https" socket-
binding="https'" secure="true'>
<ssl name="https" password="'changeit' certificate-key-
file=""__/standalone/svconf/pki/keystore" cipher-
suite="TLS_DHE_RSA WITH_AES_ 128 CBC_SHA,TLS DHE RSA WITH_AES 128 CBC_SHA256,TLS_ECDHE_E
CDSA_WITH_AES_ 128 CBC_SHA,TLS_ECDHE_ECDSA WITH_AES_ 128 CBC_SHA256,TLS_ECDHE_RSA WITH_AE
S_128 CBC_SHA,TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256,TLS_EMPTY_RENEGOTIATION_INFO_SCSV*
protocol="SSLv2" verify-client="false"/>
</connector>
<virtual-server name="default-host™ enable-welcome-root="false"/>
</subsystem>

protocol=SSLv2 Tl&. EICIE SSL /A=Y 3> 2 TIFEL, TLSv1.0+ TLSv1.1 + TLSv1.2 OfEHFEhE
PEESNE T,

WEHIC TLSVI.1 + TLSV1.2 DEHFEDEBDHFEMICT D protocol=TLSV] ZH U THEDHIFRTI, <D
KRN CEICRE T DRIEDFLE UIFLVEE(F. BEAST WE(CH U CHRMICREFIcs). COBRZEHRIEL T

[AIAN

TFAMIT 4 HZERALT. Windows Tl& <ServerView Suite>\opends\config\schema\02-
config.Idif. Linux Tl& /opt/fujitsu/ServerViewSuite/opends/config/schemas/02-config.ldif
ZHREFRT,

objectclasses EE7% ds-cfg-administration-connector [CEELT. MAY {TZUTDKDICLFET,
MAY ( ds-cfg-listen-address $ ds-cfg-ssl-cipher-suite $ ds-cfg-ssl-protocol )

Operations Manager /{\—> 3> 7.10 MEIDBE(E. ServerView T« L7 U —E X (OpenDJd) OERH
ZTEITDNENSDDFET,

TFAMITFT 4 5%ZFERALT. Windows Tl& <ServerView Suite>\opends\config\config.ldif. Linux
Tl& /opt/fujitsu/ServerViewSuite/opends/config/config.|dif ZREZX T,
FRITDINTDIEERA—NIHUT. Bl ds-cfg-ssl-cipher-suite & ds-cfg-ssl-protocol ZT
U cn=LDAPS Connection Handler, cn=Connection Handlers, cn=config [GEIULET ., LITFICHIZ
TUET,

dn: cn=LDAPS Connection Handler,cn=Connection Handlers,cn=config
objectClass: ds-cfg-ldap-connection-handler

ds-cfg-use-ssl: true

ds-cfg-ssl-cipher-suite: TLS DHE_RSA WITH_AES_128 CBC_SHA
ds-cfg-ssl-cipher-suite: TLS_DHE_RSA WITH_AES_128_ CBC_SHA256
ds-cfg-ssl-cipher-suite: TLS ECDHE_ECDSA WITH_AES 128 CBC_SHA
ds-cfg-ssl-cipher-suite: TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA256
ds-cfg-ssl-cipher-suite: TLS ECDHE_RSA_ WITH_AES_ 128 CBC_SHA
ds-cfg-ssl-cipher-suite: TLS ECDHE_RSA WITH_AES 128 CBC_SHA256
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ds-cfg-ssl-cipher-suite: TLS_EMPTY_RENEGOTIATION_INFO_SCSV

ds-cfg-ssl-protocol: TLSv1

ds-cfg-use-tcp-keep-alive: true

BUREI7AILC. TV KU

dn: cn=Administration Connector,cn=config D&% ds-cfg-listen-address Z 0.0.0.0 'S
127.0.0.1 [CEELFT,

dn: cn=Administration Connector,cn=config

objectClass: ds-cfg-administration-connector

objectClass: top

ds-cfg-listen-address: 127.0.0.1

ds-cfg-listen-port: 4444

cn: Administration Connector

ds-cfg-key-manager-provider: cn=Administration,cn=Key Manager Providers,cn=config
ds-cfg-ssl-cert-nickname: svs_cms

ds-cfg-trust-manager-provider: cn=Administration,cn=Trust Manager Providers,cn=config
Operations Manager /\—33> 7.10 DFB&E(F. ServerView T« Lo MUT—EX(F ApacheDS [CEEEN

TVET, BREDS. TOT 4 I MUY—ERD SSL IBHZER CTEEIT D EFTEFEA

Windows T. H—tEX [ServerView JBoss Application Server 7] . J2 bO—)U/XRILHD'S. FlelFLT
DAY RSA U oBIEEEILET,

%WINDIR%\system32\net.exe stop ""SVJBASSVC"
%WINDIR%\system32\net.exe start ""SVIBASSVC"

Linux . BIFOIN > RS54 T ServerView JBoss T—EZHiE8ILE T,
/etc/init.d/sv_jboss restart

Operations Manager J{—33> 7.10 &b % :

THFANIF ¢ F%ZFERLT. Windows Tl& <ServerView Suite>\tomee\conf\server.xml. Linux CTl&
/opt/fujitsu/ServerViewSuite/tomee/conf/server.xml ZHEXR T,
XML ©23 3> <Connector port="3170" .> ZHEUC. EM ciphers ZEMNULE T, LU TCHZERUET,

<Connector _port="3170" protocol ="org.apache.coyote._httpll_HttplliNioProtocol"
.maxThreads ="150" SSLEnabled=""true" .scheme="https" .secure="true"
clientAuth=""false"
.sslEnabledProtocols="SSLv2Hello,TLSv1l,TLSv1.1,TLSv1l.2"
.ciphers="TLS_DHE_RSA_WITH_AES_128_CBC_SHA,TLS_DHE_RSA_WITH_AES_128_CBC_
SHA256,TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA,TLS_ECDHE_ECDSA_WITH_AES_128_
CBC_SHA256,TLS_ECDHE_RSA WITH_AES 128 CBC_SHA,TLS ECDHE _RSA WITH_AES 128
CBC_SHA256,TLS_EMPTY_RENEGOTIATION_INFO_SCSV*"
keystoreFile="svconf/pki/keystore” keystorePass="changeit"
truststoreFile="svconf/pki/cacerts". />

TLSV1.1 + TLSv1.2 OMIHEDLEDHERICT D,
sslEnabledProtocols="SSLv2Hello,TLSv1.1,TLSv1.2" ZR U CHDDBERCTIT., CDIER CiEfEICE
T DB FEEUEWVBEEF. BEAST WO U CHIEN(CZEIEcd. COBREMIFL T T,

Operations Manager /\—3 3> 7.11 OB HIF. ServerView 7« LT MU —EXd ApacheDS [CEETN
TWEY, B2EDD, TOTF« LT MUY —ERD SSL B ZEEBH TEEITH EIFTEERE Ao

Operations Manager /\—> 3> 7.20 LIEOEFEG. ServerView T« Lo MUY —EZX(FBEEMIC TomEE D&
BEREUET,
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(3) Windows D&, —EX [ServerView ApplicationServicel Z. J> ~O—)U)\RIILHAS, FrEFUTOIY
VRSAVHDOEIEEULFET .

%WINDIR%\system32\net.exe stop "'SVTomEE™"
%WINDIR%\system32\net.exe start ''SVTomEE"

Linux MBE. LIFOOX Y RS+ 2T ServerView ApplicationService 7—EZBEEHULET
/etc/init.d/sv_jboss restart

7.4.1. BEAST WE(CXHINT DESAA— MRE

FhRUfck SIS, SSL ZOMJLIN—T 3> TLSv1.0 EHICHERT 515G, BEAST HBICWUTEZETHS Java7 T
FERATRER. ZEFBSRA— bRESHDFEA. EESAA—hH SSL_RSA_WITH_RC4_128 MD5 and
SSL_RSA_WITH_RC4_128 SHA (Dd* BEAST [CH UL TREEINTVWERTH. INSIF RCA X—RADfcé. RATIFEE
TIEWERLEINTWVEKT) Java 7 [CK O TREENS [BNIc] BSRAA—KMIITXT CBC E—RFATDIcsh. D&
<&EBHT7ORDVIN—I3> TLSVI.] ZER L. TOBMHS TLSV1.0 ZEITITDNENDDETT,

7.4.2. Operations Manager /\—3 3> 8.00 IEDEF 1 UT 48T

JX\—2/3> 8.00 LIED Operations Manager (. BID/\—Y 3V EERDT I/ O0I—=FRALT., 7547 b=/
[CA—PAVF—TI—RAZRHELFT, FHTLLTOY ATV RlFE. WebStart (Web 750U ZFEREFIC Java 7 T
NZ5£179 4 Oracle DT ./0OY—) 7 IUT—2 3 VOELEDT, Web TS5 IH(E, Webstart 7 TUT—2 3
DRIERTHD nlp 77 AI)LDF T O— RICOIMEREINET T, FLWLWT O /OIJ—HEATNHER. Java 8 [FZNH5
@ Operations Manager /\—3 3 > TO#HTR— hENET,

Java 8 [F&DLLDIES Y bDOUIR— MERHET Do, BEZY Y TIVICHIFT DI2HIC. EFaUT 4 UNLERSY
-« 77021 Operations Manager - A b—JURR[CIRHEENE T, CDFA7O7ZFRTdHE. BEEF 3 DOEIEE
SNEUNLOWVTNDZERL T, EFaUT A REZBEDD-_—XICEHE CHRICHETEEXRI. [Modern] AL
TlF, HERBOFFREDHREZIRMITD—H. D 2 DOUNVIEUAY—F ITUT— 3V EOEREZERTETDHRSIC
BEISNTHD. FEDEIRAT —RICTK2T. BFDEF1UT 4 BEZYIR— b UKW Server View Suite D—EFD
IHRX OV R—2> hZ2POZEFER U N RS EWEEDHERULE T,

[Modern] LN)LOA2(CEF a7 THWLWENGT —AICHBNTIFE, TLSv1.2 DO T70O ~ )LD R— S ZEFENTHERRIIC
TDCENTEFRT, CDRDEFHZAEIF. MEBDOV I DT (SV Agents I5E) HBEAULT TLSV1 .2 ZFERAT HIHEN
HHFI, Windows D Microsoft ODBC RS /\D—ED/\— 3 VICEAT HEADEEN DD . VAT LAEEENIIE
TRAMENDDCEHERULTLLEEN, (COXRDIEFZEEEH/—I3aNDF7 v ITF— bR ETT . Kficld. BRRER
EUTIE FIPS B E—RZAVICLET, FHICONTIE. ROV IZSRUTLLIEEW .
https://dba.stackexchange.com/guestions/93127/sal-server-service-won-t-start-after-disabling-tls- 1-0-and-
ssl-3-0)

HE¥E TLSV1.2 B ZERITI BICIE. ROFIRICRWVE T,

1. AVAM—=JLEFIC [Modern] a1 UT A BREEERULET,

2. AVAR=EIC, TFANIT 4 IZFERLTT 74U <install_dir>/tomee/conf/server.xml ZZELFE T,
2.1. [<Connector port="3170"] THBRFDHTZHELET,
2.2. Bt sslEnabledProtocols= C. TLSv1.2 DAADITRTZHEIBFRLUETD,
2.3. EEARZRELE T,
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3. TFAPITAYZERLCIFPAIIEEELET :
<install_dir>/apacheds/instances/default/conf/ou=config/ads-
directoryserviceid=default/ou=servers/ads-serverid=ldapserver/ou=transports/ads-
transportid=ldaps. Idif:

3.1. TLSv1.2 SNo70 ~J)VICEAUTIE. ads-enabledProtocols: CTIRFD I NTCDITZHIBRUE T,
32 ZEERNFZEREFELERT,

4. Operations Manager U—tE'R (F[FTETHNET—EZA2H) ZHEEEULET. L. Operations
Manager £ T@EEICF TLSV1.2 DIHEARA L TLEE L,

Recommendation 24

AIBEIFFRD. Operations Manager DA X b—=JL/77wv 7T — REFICIE [Modern] tFaUF 4 Z2&RULETD,
POZEBHEVBEZRE. LEDOFETOEEIFERULENTLIZEE0,

7.4.3. Operations Manager /\—Y 3~ 9.00 EOEFa1UT A ]E

JX\—23> 9.00 LIFED Operations Manager (&, BID/\—Y 3V EBHFDT I/ O0V—=FRALT, 753472 hF—\
[CA—TA 5T 1 —AZEHUFT. FTLLWAVF—T1—RF. AT 4T HTMLE Web 7 7UH5—> 3 VDEAT
9, 77U —2avt—)\&. Operations Manager /w4 —IJ(CEF NS AdoptOpendDK TR#ENS Java 8
LTS XA FUTERITLET,

Operations Manager M/\— 3> 8 LIETIF. BFa1UT 4 EBSDEREIF. A VA =)U/7 v TTL— RFIRDEIC
BEINET. XD 3 DDEF1UT 4 UNILHHBDEFET,

e Modern (TLSv1.2)

e Intermediate (TLSv1.2. TLSv1.1. TLSv1.0)

e QOld (TLSv1.2. TLSv1.1. TLSv1.0. SSLv3)

AVAN=)BICEFIUTAREEZEEITDICIE. (Windows @ [TOJSLE#RE] 1—F7«UFT+T) FUJITSU
Software ServerView 77U —2 3 VY —)\DEEA VA b—=)L7ZFETT SN . Linux T
<install_dir>/svom/ServerView/Tools/ChangeComputerDetails.sh XU T hEETUT, BYKEEF1 T+
HEZERUE T,

7.5. OA—UEREZZERT D RERF

12 ER U CRERIEZRET DIcHIC. BENRT—)/\NDI—I TV bDA VA M—)UBSIC/ (R D — RERGEEZH

L TWeEE (Recommendation 23) « A—TRE/RT— ROANZEKD D TOV T MHRREINDHTEHHO R

9. ZDHE. BELR ServerView 1—5 ) —TJXICFBEBE I IL—TICBIDI—TI 7 NIV MDFAHIY hTF—5%
ANTBDHENGDDFT (I—I IV MDEREICLDTERLDFETD) o
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7.6. Event Manager &7 >FOA)LATOT S A

BT AV TEBEICANY hMeRETDKSIC. Event Manager ZERECEF I, FVF AR TIOT T L% Alarm
Service A VA b—=)LENTVSHREIBAT—/\TRITIDHEE. COVVFIAIVATOTSAICKO>TTS—LT—
PRDBFA—IVEENMFESNDCENDHDFT ., PI—LY—EADRBFAXA-IZXECTEDLDICTDICIF. D7
FOANRATOTTLDEEICEL DT, UMTOTOCATEFA—IZXECTEDLIICTDINERDDFT,

=  Windows: blat.exe (SVOM 7.11 A0 . mail.exe (SVOM 7.11 BKOZNLE)

= Linux. Solaris : smtpm

7.7. ZEO[REE SNMP /R—

FTIFILMR—K 161 BLU 162 ZFEAHUEVKDICTDICIE. LITOZEEZEITVET,
EENR /— K_ED ServerView Agent Linux
CMS _LE® ServerView Operations Manager Linux

SuSE (SLES) D#%B&H Red Hat (RHEL) OHB&H. UTOEEZ{TOIMNEDDHDET,

1. 7etc/services 77 A)LC. UFDIV M) ZZBEULFT,
snmp DHEH 161 ©*'5 <new port 1> (tcp & udp O@EZOMIIL)
snmptrap DHE 162 h'S <new port 2> ((FET %A, tep & udp Q@O ~3)L)

2. /etc/snmp/snmpd.conf 77 A JLCDIEZE
ORIV udp (SR LT snmp HMERETDFH ULIR— k <new port 1> ZIEEULET,
IPv6 ZFERT $iFa(IF. 70O ML udpb [CHTHFHLLR—hBIEELERT,

agentAddress udp:<new port 1> [,udp6:<new port 1>]

3. /etc/snmp/snmpd.conf 77 A )L COEINEE
R—hESZY RURISEIMULT, hSy TEICRIDR— MEEELFE T,

trapsink machine:<new port 2> <community>

4. fetc/snmp/snmptrapd.conf 7 7 A JUTOIEE

ZO0R3JL udp X LT snmptrap bBMEAT 2 LULVR—  <new port 2> ZIEELF T,
snmpTrapdAddr udp:<new port 2>

5. /var/net-snmp/snmp.conf 7 7 A )L CODIEZE
snmp WMERATDT T4/ hiRk— M ZIBELF T,

defaultPort <new port 1>
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BY—ERZBEBLET (Kl 0S ZUT—hULET) o
- [/sbin/] service snmpd restart
-  [/usr/bin/] sv_services restart
- [/usr/sbin/] srvmagt restart

INSOVIFNHD T 7 A ILHEFELIEVEEIE. #R 0644 01— — [root] &EULTERLTLEE L,

T4 Lo kU /var/net-snmp [CHEFR 0755 hMI5SNTWVD T xR LET (—32BdD 0S TlE. [group] BLU
[other] DIERHTEL. TDHBHIFEELEFEA)

ZDMOBLDT « Lo b (Vvar/lib/net-snmp 1&&) T 7A)U% (snmp.conf/snmpd.conf 5&E) EBRBA VKD
[CLTLIEEL,

ESEN®R /— R_E®D ServerView Agent Windows

1 .<WINDOWSDIR>\System32\drivers\etc\services 771 /)LC. UFDKLIICTY MIZZEELFT,
snmp DFE 161 H'S <new port 1> (udp ZO ML)
snmptrap DHE 162 Hh'5 <new port 2> (udp ZO +JL)

2.Agents & SNMP DU —ERZBiEg LEJ,
LITFODFIET. ServerView Agents = Agents Tool D [Restart Agents| THIEEILEFE T,
[RF—K] > [FXTOTIOSSL] > [Fujitsu] -> [ServerView Suite] -> [Agents] ->
[Diagnotic Tools] -> [Restart Agents|

CMS _t® ServerView Operations Manager Windows

1. MTOZEEZT OIS, MTDIERTCY—ERZEFEIEULET,
ServerView 40 >0O—R—ER
ServerView b—E'X
SNMP —tEX

2. <WINDOWSD IR>\system32\drivers\etc\services 77 AL C. UTFDKLIICTV NIZZELET,
snmp DFE 161 H'S <new port 1> (udp ZO ML)
snmptrap DHE 162 'S <new port 2> (udp 7O ~JJL)

3. C:\usr\snmp\persist\snmp.0.conf 77 1)U (FELEWVWEE[F. ERLTLEEW) T, UTFOTZEEMULE T,
- defaultPort <NewPort-1>

4. P TRDIEFRTY—EAZEEELET,
SNMP —E=X
ServerView b—E'X
ServerView ¥ 00— R—E X
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AXVTFVARELUT, BEEDEREZEERIT DICHDT v ITT— MEEH KU PrimeUp FEDENEY —)LHRHENT
W&ET,

8.1. 7y IT—hNEE

PRIMERGY ServerView Suite 7w 77— MNEET(d, BEEF. U—/N\OAVR—R 2 bDT7—LDIT 7PV I NI T
PP v IT—hTDODENEAF T aVZFERTEERIT, COYATICF. UTFOY—)VZERTEFRI,

= Update Manager (Operations Manager [Cfi&)

Update Manager (. 9574 1—F 4205 —T1—X (GU) POV RSA VA VF—T1x—2X (CLI) [CKD.

BIOS. J7—LDI7. RIA)\\ BRU—EOU—/BERHRICOVT, Rv 8NI—IRETDF v I7— MNEalEE(C
LERT, AREERAY—/ZERUCRAT Y 1—ILBEKLUHIHICKD. #BHOY—/\ZERICEFNICT v IT—KTE
F 9. Update Manager [&. FREERY—/NICENND. 7y IT—rMURI MIZEMBLET, DT« LT KU
F. RANTUTONVWTNHDFEICK D THER CTEFR T,

- &=¥1D ServerView Update DVD 51 2iR— b

- AN TWLSY—)L [Download Manager] ZERLTA V5 —= v MEETEE

EB5DFED. % T Download Manager Z#ER U TURY b ZRIFFOREICHRF CEX T,

= Update Manager Express 8&U ASP (Autonomous Support /Sy o —32))
CNHOHERB(F. BFET—/NOAVR—RX2 D BIOS &7 7—AD T P7ZO—HIVCTA VA M=)LBELU7 v ITF— T
BDICHITHFE SN TLXT,
ASP (FZER T 7 AV TRESIN. BEUDEREINE T,

= System Monitor @ Update Function
System Monitor M Update Function Tl&. System Monitor M GUI (Graphical User Interface) Z{#ER LT
BIOS. J7—LDI7. RIA)N\ZERCTFVvIT—hIBHIELEBHTEFT,
System Monitor (3. Operation Manager D KX A VITHET 2HEEL . Y—/\CEIMNICEELE T,
7w ITF— I T —=IERDNK DDDHECAFTEETD,
ServerView Update DVD
Web T FTS YiR— YA b oS or0O— R
NAIRIZRY RT—=D(CA VA M=)LENTVBDURY T —/){—BF T O0—-R
System Monitor (&, SV_Agent )\ T —J[CEFENTVET,

= PrimeUp &&U PSP (PRIMERGY Support Package)

PrimeUp Tl&. PSP [CEDWVC, BEBWxT—/I\TO—AILICRSA4/)XV T o177 & ServerView Agents ZEE)
BICP v IF—hTEFT,
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= iRMC S4/85 @7 v 77— bH#kgE
IRMC S4/55 @ eLCM J{w o —(ZIF. Online Update 84& U Offline Update DEEENIEINTVET, NS
DH%EEIF. IRMC WebUl &fcld REST XU TT 4« >J APl ZERAUCERES IO TS ENTEXT,
eLCM J\w & —IZFERT BICIFE. T—)IAASVIR—RD SD Ah— K. BKRUBEME eLCM S4BV RBHA VA =)L
TOMNENDDET,

Online Update [Cl&. BIOS. 77—ALD I 7. RSANZEERICT v TIT— MAREICT DT NTCOERENZ TN TLE
9. SVAS (I—V 1V VAT —Y) ZHH—)NCA VA =L DIEFT. Y—/\T SV_Agent ZH{TI dNE
F@DDOFREA.

7y ITF— Ny —IERODV DO DFECAFCEE T,

-Web T FTS UR— U+ bSO >0O—R

-ARIRRY NO—=DCA VA M=)LENTVDURY NUT—/)\—h55D 00—

Offline Update (C[&. BIOS KU 77 —LAD TP ZMHERICT v ITT— MHEEICT DI NTOEENZENTLE T,
—){T SV_Agent &F/zld SVAS (I—V 1V hURN\wI—Y) BETITDREFHDEFRA. ZTDIcsH. ESXI D
A VA M=)VICRETT,

7w IT—= T —=IFROWVL DODDIFECAFCEFRT,

-Web T FTS UiR—bhU A4 bSO rO—R

- ARIRRY ND=D[CA VA R=)LENTVDURY hUT—/{—pBd Do rO—R

RNEP v ITTF—= MMIT—NICERLEYI A=V ZERIFI AN D DIcH. T7—LD T, BIOS. RSAND7 v TTF—bhD
BIEFRETDOMEND DT T, Ffe. FEAEDHE. VAT ART vIT—MIEBKT ULBRBESSNDODT. FH
UBWIRTLDI DY TA LDRET DI ENHDHRT,

Update Manager Express B&U PrimeUp iEEDQO—AILT v ITF— MAAZ X LD EREERZREENI(CER T D—H
T, R&EFRDT7 v FF— hF—E X (Update Managen) (g, I—HOFEMEERSEDCEHL, COBHICDVTEK
DERZEILDNENRHDFT,

ZFDfesH. Update Manager CIFSREHIW U CEHFIFHEF2UT A XNZXAERELFET ., VD.00 KmDieD
IN\—I3Tld. I—/)XAT—=RRXR=ADAHZ A L7ZERLTVE LD, VB.00 LIE. [T T)bYA
VAV P OTBAICEBREN—ADRAIZHERA T D HEADHREEINTNET,

Recommendation 25

Update T—Y 1 bOAIEA VX b—=)UEHT, HOD UHEBRNFRT—/\CI—FJ)IL—TEI1—FEERLTL
W Update T—I 12 bDA VA R=)UEIIC [BF2UTARE] BET [PHADYMFT vl ZERU.
ERLCBWVWeII—T% [7vITF— bR I)—T] EUTERULET . VA M—)UEIC. BiETD
Update Manager OFBER I IFZDMDTTET. CMS BBDHAE ZEm UE T,

CNICEKD. BHETD LDAP RED—BTH CUI - DHEREY I L AERZEMSEND CEDMRIAESNE T,
RISHDEHTHRETO AR UICHEEG, T—I 1Y MIA—Y//{RAT— R E—RBBNICTIDBDDFET, NI
£O. BENR/ — NFEBABIERECHIT SN, RESNCE—RDEXEEDET,

bBftUfekSIC. Download Manager E®IG. BEAY—/\OURY N ZRIRECHITIT D ETY, BUICEEL
feiZa. Download Manager (FFT LWL w 77— KV o —IHE0D Fujitsu Web U —/\EEHMNICF T v o L. FTU
W —I%FhREERY—/C (CMS) D7 v IF—rIJMRY MJICHDO—-RUET,
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BESNC Web U4 b S5FDYO—RENDT 7 AIVICE. FEMWFEBRNSBRSINTVEVWDBDRHDET, /-
3V 50 L. 00— RRICINSDT 7AIVHRSASNIEVNK DS, EF27EHTTPS JOMIJJLHYR—hE
NCTVE,

Recommendation 26
Download Manager #gE(CX LT, HEETHNE HTTPS O M JLZERIRLTL L,
Recommendation 27

ARU—=T 4 VIV AT s VMWare ESXi. MMB., OX20 23> JU—RZFERT SV RAT LD BIOS/IRMC Z7
w 77— 9 %5%E(FE. Configuration Manager T Plink ZERELTL L. TNICEELT. Plink (ZIFEIC
RD 2 DORAENGHOET,

1. BENR/— DX VT FVRAE—RNCTHD I EZMERTD

2. OXJY3aVIU—RFEW ZEHITD

8.2. PrimeCollect

PrimeCollect [&. XY hUIER. 0S OEHR. ©VYT—% (REDELEE) . SFXIFZOT (VAT LAXY M
JIRE) . TOMDYR— I IEET —FZINETDHY—ILTT, WESNDT—IDBELEEL. Y RT LERITKOT
EEDET, INTCOERIF. Y—ERIVIZFPICEETEDLDIC, BEMIC zip Tl tar 77 AJLISEMESNE T,
CNICEK DT, PrimeCollect ZERULTCUMR— LY I Z 7 FBEDOBBEZ DT L. R CIERZ 8 DB R
ZRECER I,
tFa2UT 4 LOEBENS. I—TFREIDT7—HATTH—ERI VI T ([CXRESNICERZND ENTEXT,
[PrimeCollect] ¥ =a7)VICIE. P—NATICEFEND T 7AIVETDREZF EHIcRDHOET, I—TDEFaUT
ARUY—[CROTEEDTID. 7—hHATADKET 7 A IVZEIBRUCD S T7 —hA TZRHUIED. 7—hAT%ZE >
FE<RHEUEVL D ST D ENTEXT,

Recommendation 28

PrimeCollect TINEENeBERZSD zip 7—HA JZREITDaEIC. COF7—AAT=FTvoUT, EFalU
T A MU Y—([CEBREINDHEEIFZFDEREZEIBRT D ENTRETCY ., [PrimeCollect] ¥Za77)UIC(EF. DB
EEREDERDDDET,

Recommendation 29

CA SIBBE L BEET HRTE T 7 ML ZEIBET 55 ECDWVTIE. 6.5 18D [ServerView Connector Service] %
BuTLrEEL,
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8.3. Uy cUH—)(

URY MUY —/NTlE. AT 7—AD T 7 IVR—RY FOURY MUZEFTEF T, URI MIT—/NWV T D
I7REBEFERAVTA VA R=ILEND (RI8) YT VIE A VF—X v MIERSNCOLEVEENR / — N 2RI T
OFY—/NEUTERTER T, URY MNIY—/ZEATHIDO—-RTOER(E, EENR/— D7 vITTF—hh
STEERCHIZILTCVET, BEE(E, F0V0-FITOBREIS—HWRICBULTEFA—ILX v E—IZZITMO KT,

URY MU —/NCERSNDEENE / —RIE. J7—AD TP IVR—RY MIRBEKET v I7F— S (FEDET,
UMY M —)\ZERALT. eLCM. System Monitor. Update Manager %&&ED FTS 7w 57— MEEBY—)UICUR
IRNIZERT D EBHTERT,

48 /66 X—J
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9.0ut-of-band A SNMP IT—yJ 1>

6 & [ServerView Agents and CIM providers on managed servers] Tl&. BEWHRT—/NO SNMP IT—J 1 ~C
BIF2LEFa2UT « DBEEICDOWVTCEBALTCVET, In-band BEF. BIEBERN\T7 I LERATDHICY—5 Y h—)U\—
ROTF7ERUY—Tw b 0SS MAECHDHTEZEERULET, &fce SNMP I—I 1V MNEED 1 DOV I MDD I 7P ZY
—Tw bk 0S OLEMICA VA S=ILTDENDDETT,

Out-of-band BE T3, BEHSHY—/ (OBRERIC 77T BIHIC. BIFLTNBI—F y k 0S ESEE LEB A

KD 2 DDT—ANAEET I,

- BENROY—)U\— RO TP OERIERZE 0S #RFLTUS.

- BENSY—) \OBERBRICT I ERTBIDIC, TR U/ \— R TP IVR—2Y MMEFENTWS (TU
— RY—JIDTRIAY NI — RIEE) .

AETRH, O SHEEAEEERT) A ZHFD SNMP T—I T hDEF21UF « DEEICOVTHELE T,

SNMP (3, BRIEEET) A 2&UE— MNEERTOY FTY ROGRCEATECHIUBN GO FT, ASTH. BHITE

15 2 [COHEELET,

9.1. IRMC

iRMC (UE—hYXI XY OV ~O—3) (& SNMP Protocol $KX0 SNMP bS5 v TDEEZTR— M ULET,

—f&D SNMP DL ST, HEBRICEEMIFSNTULD SNMP J=Za1 257 4 ZRETE. MY IIRELEEZRECEET,
IRMC TERETTD SNMP O=1=5 <&, ServerView Operations Manager DU —/\DT0O/\T « THERE T DNE
WD FET. IRMC (CIF. MEDANRY MEEHHDFET, SNMP IT—I 1V MME SNMP S w IZEEET DT EITKD
SNMP Y Rx—I v [CBHIULFIH. iIRMC D7 S—LJ/I\Y RSZEFRELT. R v ML, BFA—IU. Flcld SNMP 5
w I ZEFERUTCEEEICENT S ENTEFT. SNMP hSw JFERDONDOEEMENGD DD TREFECEHFVEZZ 5NTL
BDICHUT. ZOMDRIAESNDEMITESITRICEETCTEDEEASNTVET,

Recommendation 30

BEDANY MIET BN KODNDDZEET HIcHI(C. IRMC FICEFWRIXY N TLU—ROFS—LI\V R
SEEYICERET D LZHELE YT (SNMP RELAN THBAREZITD) »

9.2. NRIAVIIL—FK
RERIAYNIL—RE. FT4INCRIS 17« XFHIORERE. [HHHOSA] TT.,

NRIXY NTU— ROLIFDR— hZ@EICERLET,

http: 80 MMB ADA)\D >V ~ (GREFIRER)
https: 443  MMB NDAVII\DV K (REHRE)
SSH: 22 MMB ~DA )\ K GREDRE)
Telnet: 3172(/23) MMB ~"DA >)\D > K (GREDIEE)
SMTP: 25 MMB 507D MDY~ (GREDIEE)
SNMP: 161 MMB NDAVI\DY K (BEE)

SNMP ~Z w7 162 MMB hSD7D MDY R (BEE)
LDAP: 636 MMB 507D ~NDY K (BE)
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CAS: SEEINTULIIFEW
RMCP: 623 MMB DA /)\DV K (BExE)
WS-Man: 8889 MMB ~DAV/\DV KR (EE)

ftbDR— hHFBEWVTVDHE(E. @ISO DRIENFEELTNE T,

NRIAY NI L—RT SNMP ZERT 985, SNMP V3 MEREINET ., TDE— RlF ServerView Suite DIRT
DHEETHIR— FENTUVHENWC EZTHUTHB<HENRDDET,

PEIDNRIAY ST — RO SNMP U—EXTIEFIRXTDEE (SNMP GET $KU SET #/EDmr3) ([CxLTImT
SAZTAXFWNEFERLULET. FTUWIRIXY N TU—RTEF, BIOIZ 2257 4HIZREBLET,

NARIAY R TU—RIE SNMP 7 RUR T A )b U TBTR—NUET, IBEULCIP P RUADHYRIAY N TLU—R
B SNMP BXRITE UTRIFFTDRE ETDENTEFT, 3.1 IED [Communication Paths] OFRICEDT. D
TAIIERET D EEMREUET,
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1 0. 555185 E

1

10.1. DMZ (Demilitarized Zone) O —/)\=&EE I DDA T3>

DMZ (Demilitarized Zone) (&, ##DOABBRY FD—TJEHLDRY hD—0 (BRBIFAVI—Xwv ) EORBICHDR
v ND—JWEIETCT, DMZ 3858, @E0—%=dRI2 774 7O 4—IUICK>TCZEDWANSERMINTVET., DMZ
DFaUF«RUI—F abNILDEF1UT A BHICKODTEBESNTVET, COXRDEBEE CH—N\ZEET D/
HICIF 2 DDOHENGDD. LTFDLIICEZSNFET,

BDA T3 VG TP7A7O4x—)VAEETO NIV FIC SNMP) (SR UTEHUSNTVS I EZHIRELEFT . DOF

D, DMZ TOY—/)\D7 U T « THERBIFATETH O EZBKLET . ZNTH. —BDERERIF DL OHLRED

S5T7AT7 04—l TCEENRY—/ W OIET D ENTEFXT,

- BEBER
SNMP Sy I T 7 A7 D4 —)UICKD>TTOVIETNDEE. AXY MERIFRDIBEDVWFNDNTI 7 AT D4 —
J7ZBETEF I, Event Manager 7 SNMP T—3J 1 h&EH(IC DMZ NA VA =L T DBE. FEDANY KD
REURETICBFAIEEEIT DL DIC Event Manager ZRECEE I, BHEIC. IRMC PYRIAY N ILU—R
BFEDEETINA R7%Z, SNMP rZ v ITDRDODICEBFA—INEERETDRIICHRECEFT. BD 1 DOFEEULT.
ServerView "OJ 77 A JUICTY bUZERL T DT, RREEAY—NICOJ I 7 A I 7ZEETHEDHTEFT,

= Pty MER
ServerView Agents & Operations Manager b DMZ QY —/X(CA VA b=)LENTWVSHBE. HTTPS #HETLR
— I FPAIECFT —NATT7A)VICEBRNICERZESIAD K SIC Operations Manager ZFRECEFR T, D
BE. SNMP I—J 1V MMIK o CRAISNICERDNEENR / — DT 7 AIINAEEAFTNK T, DFD. SNMP &
BIFERFECE T 7 A 7D+ —IVEATINONT,. F—YFO0—NILTNESNET . INSDT7A)UIE. BTIT7A
704 —)URATHREERY —)\NXT D ENTEFRT,

2 DHOA TV av(E, pEtUCEERY NJ—20% DMZ OY—/NICERTED CEZRARE LET, CDBE. BENS
T4 v IIDRY D=0 L8O, —A T, AERXY NI—=00tF2UT 4 RUY—([CLoTELEF2IUT 4 X
IVDMREEENE T . DMZ IO —/N\E, EADR Y hD—0A 25— 1 —AN— RFCF IRMC PYRIXAY hITL—R
BEDEBET)I\A AZEALT. DBEULCEBIER Y D —INERSNE T, I'—hIOITA VAT LZFRLT, 412V KSR
v hOHRREEAT—/(HS. DMZ DY —/\ORBESNCEER Y hDI—JIC VPN TP I BEATEXT,
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11.FED

TF2UT A FEBNICAFTEDDDTIEHDFEBA. IXTD PRIMERGY U—/\EEIVIR—XY heT T 4 )U ME%Z
BEARUTA VA P—LUREITITIE. IXNTOEEDEIELTID. COHBEDOEF1UT « UNVIERDHELEDET, &
NCOAVIR—RY M2ERICHRET D&, FFRICBNcEF1UT A ZERTEF TN, INTOIVR—RY hE—EU
CTREUVFWEITNTHEULLSENET D CLIFHDFEBA. DED. RETDRIIC. 2RDREZIEEICFTET HHMEN DD
FI. INODFMFETEIE. REDKIUMBEHERTON—AEEDET,

PRIMERGY U —/\&IE(F. LD 3 DOEGDEELNIVHHOET,

» BEUNV [Ty NIRXV—TFT AV IVRATLT VT =0y bIXU—T 4 VIV AT LZEERRY—/(T
T—bhI2RENDDEIRT, I—I TV Nl DANRV—TFT A VIVATLCAVAB=)VTDRENDDET ., EEE
HIFEMTBELBE LB U/ (R EZRNE T,

= BEUNL BT YT =Ty b IRU—=T 4 VI VAT LAREBULTVWEBAN. VAT LIR—RIFIELUEE
LCTWET, idNU—FT 1 VIV RT LEelF Pre-0S I—I 1Y heTJ—hCTEXT,

» BEUNL TEAOVIUEEF vV  COBREDBEIR. Y0y bANRU—T AV IVRATLEDY AT LR—R
CHREB(SIRTZUTVET, IRMC PYRIXY NTL—F (TU—RY—\DHE) BE. COBEOERICFRFRIE
Rz EALE T, COBEOERE [EHhVIUBEFvXIL] EULTHHSNTVET,

RDKRIC, INFTTHAULCIT XN COMRERIRZE EOHTRLU. TOEN (2HNEEF1UT « O, tF 17 5EEE
EDSRER, BELANIL) [EODVTHELET,
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EERNEEF U T « DHERS
T 2 T EEBREOEIR

AR EBLAIL
e F—y s | B thvs

0S 7w>7 |08 PvT | EEFvxIU

PRIMERGY B —/{BEDA VX h—=)b:
T7AT7 04 —)VOARRICY =)L/ DV IR—Y hEEENRY—/ZREUX
ER

—MREIR:
ZBIRAT LATHELR— bOBEZER/IBRICUET .

BHE VLAN O5#EE:
ERNST4vIDSEEBN T v IZDMUET,

JBoss FDIFEBE7 DY I~

ServerView Operations Manager &HI(CA VX b—JLENTWVD JBoss

TPV =2 3 — )\ ERDIFBEET HDOY bEERULE T, 7HDOY ~
DTDEF2AUTAFEICKID, IXTDIFEBEEI TN JBoss DF AT
VDT AU NUBROT7AIVDFRFIRD ZTEFVNKLDICLEFT,

REDADHT
WNBISERFZ510) 9 DR/ ROMERZR DIRENZE|ID X TTLIEE L,

EET) A A0S NcEE LAN:
iRMC FEDxR Y hD—=0 A 25 =T T —RA7ZDBESNIZERE LAN ~NEifit U
EED

Installation Manager ZERTdUE— A VA =)L

Installation Manager DOV T7VYDRY hDO—OHEZ) (AT — RTRE
LET,

THWMOFRAT I L AERTD 0S HEAD TFTP 7O AN EREREE
N5%B5(F. Installation Manager ZO—A)LE— RTCODHMERT D &=
HRUFT,

SNMP I—Y Y hDA VR b=)L:
SNMP §—EXADT T # )L bREZZEELE T, KEBDDFREIC MS Y RT
LRUY—T 5 4 FZERATEXT,

SNMP I—Y TV DA VA M=)b:
SET B1EDfzsI(C ServerView sREL/EF XA A ZXLBDOI—TJ)I—T =35
TUET,

SNMP I—Y TV DA VA M=)b:
IPSec ZFER LT SNMPv1 ZREULUFXI (Microsoft DIERICEWVE
9) .

hREEAY—/U (CMS) 8KXU SNMP IT—IJ x>V
T7AT7 04— )LORAIDEEHRT—/NIC CMS ET—I TV AV b
_)Ijbasa—o
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AN sEELAIL
Hexs =T b~ | 2K syl

0S 7y |0S 7y |EEFvRIL

Operations Manager "D Web H—/){D4A VA ~—)b:
SSLICKDTTOTDEHKZEEF2UT A RELFT,

P IF—rT7AI)LDAFE:
A=y MEEHTODY DOV O— RO EBICBETHDERFINDBEEFE
ServerView Update DVD ZFERUEI,

Update Manager D&5E:
Update Manager DR/ ASEMEERAD 1 —T J)L—T7Z2ER L. ZNUTHU
T Update I—Y 1T hOSREIREZULE T,

RSA)\, IT—Yzz b, BIOS, J7—LDT7PD7P v IF—:
O—AHILY—)UEIRT DESE. Update T—I 1 B KU Update
Manager Express OO—AIV AN Y RSA /A V=T 1 —A%ZERATEFE
9,

iRMC T®D SNMP 4 245 —7 T —ADKE:
FANODERACIOZ 2274 ZRELFRT,

iIRMC XFeldFNYRIAY T L—RTODT7 S— LI\ RSDRE:
ERECEDBAIDCHIC, SNMP bS v TITIIR CTHRELFR T,

BMC DRZE:
| P 7 RUREIRD— R ZERELE T,

iIRMC/NYRIAY NTU—RDOF A b
TIFIVBDTADY MeFiLWI DD MIEET DN MELEH/ITRD
—NEREUFT,

IRMC/RRIAY b TL— ROR— b
HTTP F®DR— b 80 Z&Esh(C L. HTTPS FHDR— b 443 #ZEHTO SSL
ToFaUT BRENCEROHMERULET,
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12.0774)b

Installation AVZA =LA T UIeS, BEDOUE— M VA M) T7OBRICHUTER LT 7OA X
Manager VN —IXDORREFT 4 LT MU, A VA M=IVOT T 7AIZFEVELE T, £ C.

Installation Manager 4 45— 1 —AZFERUTCERRCEF T,

Asset Manager GUI ZERLIOT 77 A1 )LDEE

RAID Manager TIFIURTIE. T7AILDA N MME ServerView RAID OJ 7 7 A JLAEEAFNF T,
TIHILRTE, IRTCDAXRY MIARV—F 4 VI VAT LAOOTHREICRRENE T,
Windows N—XDI AT LDHE. TV hUIE [RF—K > [RE] > Ov~O-)b
IKRIV] > [BBY—)L] > [ARXVKE2—=7] (PT7UT—3v) . Linux VAT A
DB, /var/log/messages [CRFSNE T,

Download OJ77A)Uld GUI ZERUTCHRRTEX T,

Manager

Update Manager OJ77A)Ul& GUI ZFERALUTCHRRCTEFI,

Virtual-l10 Virtual-I0 Manager (F&(COJ 77 A ZT« Lo kU

Manager <ServerView_Suite>\plugins\viom\Manager\logs (C{EHULE T,
Windows N—XDEREAT—/TlE. <ServerView_Suite> [F@BLUTDT « LT MUT
ED

CA\Programm Files\Fujitsu\ServerView Suite
LINUX X=X DEBHRY—/(TIF. <ServerView Suite> (FBBUTDT 1 LI bUTT,
/opt/Fujitsu/ServerViewSuite
Ffc. Virtual-lO Manager (&, INTORELEEEIS—Z5COIIY MZE, YRAT LA
X ~kOZ (Windows) ZFT7zl& syslog (LINUX) [CBICEEAHET,

iIRMC IS5 XY T—IFMEELICOT T 7 A IJVICEETIAFTNE T, OT T 7 A IJUAEESINTLIIEL
A, Bl flome.log 77 A ) UICERESNK T,
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13.ServerView OF 7 #)U NDEEAE

CCCld. &1 ServerView #@mICKDTT I I R TA VA M=)LENTVSEIAEZIDIRWVE T, I NTDIAEF.
SHATwithRSA £WVWSEIUEEAEDER 7V IUXLALEBU SSL NN—=Y3y (\—=I3> 3) ZFEALET,

13.1. XRIAV IV RO—Z/IRIAYNTU—F

13.1.1. JL— b CA

I E= EMAILADDRESS=ServerView@ts.fujitsu.com, CN=ServerView Root CA,
O=Fujitsu Technology Solutions GmbH, L=Munich, ST=Bavaria, C=DE

RHiTHE EMAILADDRESS=ServerView@ts.fujitsu.com, CN=ServerView Root CA,
O=Fuijitsu Technology Solutions GmbH, L=Munich, ST=Bavaria, C=DE

U7 IES: 0

118 : Wed Apr 22 16:37:44 CEST 2009

BHAR : Sat Apr 20 16:37:44 CEST 2019

J4A—TU2 b MD5: 8E:B5:8D:B8:DE:7D:4C:2E:BA:5CE2:AD:AB:12:19:E2
SHAT: FD:9B:B0O:3E:23:60:73:2E:85:B5:F6:25:38:7F:CF:99:EB:BF:37:CC

13.1.2. iRMC D37 #)U bODEERE

iIRMC 0¥ T — MEICEM NS, BEERSNSBECERIAZ.

HIIITO N C=DE, ST=Bavaria, O=Fujitsu Technology Solutions GmbH,
CN=iRMC/emailAddress=primergy-pm@ts.fujitsu.com

FITE C=DE, ST=Bavaria, O=Fujitsu Technology Solutions GmbH,
CN=iRMC/emailAddress=primergy-pm@ts.fujitsu.com

JUTIES Auto-generated

178 . Auto-generated

BIDHARR - Valid for 1825 days (5 years) since Issued On

J4H—TJU bk Auto-generated

13.1.8. MMB D57 # )L hOFERRE

IESE=I O=Fujitsu Technology Solutions, EMAILADDRESS=ServerView@ts.fujitsu.com,
C=DE, ST=Bavaria, CN=PRIMERGY MMB 1024bit default RSA SSL Cert

RHiTHE EMAILADDRESS=ServerView@ts.fujitsu.com, CN=ServerView Root CA,
O=Fuijitsu Technology Solutions GmbH, L=Munich, ST=Bavaria, C=DE

U7 IES 54 (decimal)

118 - Mon Jun 15 16:50:10 CEST 2009

BRIHARR Sat Jun 14 16:50:10 CEST 2014

J4HA—TU> b MD5B: 40:78:F6:08:8D:3E:62:38:10:39:74:30:5F.06: 7A:62
SHAT: 6D:EO:A2:35:FO:EA:17:75:32:1B:D8:89:3C:DA:6F:B5:EF:E4:26:1B
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13.2. ServerView Connector Service (SCS)

13.2.1. JL— & CA

= CN=Fuijitsu Technology Solutions, OU=IP SW SV, O=Fujitsu Technology
Solutions, L=Munich, ST=Bavaria, C=DE

FITHE CN=Fuijitsu Technology Solutions, OU=IP SW SV, O=Fujitsu Technology
Solutions, L=Munich, ST=Bavaria, C=DE

U7 IES: 0

118 : Thu Feb 26 14:17:15 CET 2009

BHAR : Sat Nov 05 14:17:15 CET 2022

TJ42HA—TU2br: MD5: B4BC:CA41:16:23:4D:9F.08:10:34:64:D6:57:A1:84
SHAT: 22:DE:20:A1:BE:2B:6D:D2:4B:BA:C9:18:BB:C0O:C8:97:D2:87:0A:99

13.2.2. SCS OF 7 # )L hDELRE

mEE CN=RemoteConnector, OU=IP SW SV, O=Fujitsu Technology Solutions,
L=Munich, ST=Bavaria, C=DE

FITE CN=Fuijitsu Technology Solutions, QU=IP SW SV, O=Fujitsu Technology
Solutions, L=Munich, ST=Bavaria, C=DE

JUTIIES 2

118 Thu Feb 26 14:18:52 CET 2009

BRHARR Sat Nov 05 14:18:52 CET 2022

J4>H—TU> b MDb: CC:8A:B2:.C7:8D:01:32:98:5F:DC:C9:97:5C:66:03:D7
SHAT: 09:25:E8:C6:6E:6C:44:B5:3C:78:Fb:FF:32:91:21:DO:EF:55:93:63
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14T 9—T5A4 X+ T 4 (CEATDEFHIER

Fujitsu (&, BF 27V R T LBEEDORIMRICVE T, Fujitsu FETABT—/N\ZEBEULT, KFI YT/ X+
AUT AN\ bF—EBALT, TVF—TSAXEF2UT 1 DHHDDNEFICHNT AR NcRIDEH DAl ZHE
BRICEHUF T, O MEYIDEFEMICDOVNTIE. UTFZESRULTLIEEL,
http://ts.fujitsu.com/solutions/it_infrastructure_solutions/security/index.html
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- hwd 7=
15.4%#: iIRMC S4 OfiZE/lBSHid Y R— b
15.1.
15.1.1. RMCP
Z)LdU X HFR/IEXIFR, ‘S
MD5 TR - 128 bit
15.1.2. RMCP+
ZILIdU X HI/FEFR. TS
HMAC-SHA1 TR - 160 bit
HMAC-SHA1-96 TR - 96 bit
HMAC-SHA256 TN - 256 bit
HMAC-MD5-128 TIFE - 128 bit
MD5-228 TFE - 128 bit
AES-CBC T - 128 bit
15.1.3. IPMI TUR—MEEXA—FDUX ~
ID EREEZILTU X SEEM7IVIUX | R ILTU XA
I
1 RAKP-HMAC-SHAT NONE NONE
2 RAKP-HMAC-SHA T HMAC-SHA1-96 NONE
3 RAKP-HMAC-SHA T HMAC-SHA1-96 AES-CBC-128
6 RAKP-HMAC-MD5 NONE NONE
7 RAKP-HMAC-MD5 HMAC-MD5-128 NONE
8 RAKP-HMAC-MD5 HMAC-MD5-128 AES-CBC-128
11 RAKP-HMAC-MD5 MD5-128 NONE
12 RAKP-HMAC-MD5 MD5-128 AES-CBC-128
15 RAKP_HMAC_SHA256 NONE NONE
16 RAKP_HMAC_SHA256 | HMAC-SHA256- NONE
128
17 RAKP_HMAC_SHA256 | HMAC-SHA256- AES-CBC-128
128
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OpenSSH
Relaxed Intermediate Restricted
RTIR diffie-hellman-group- | diffie-hellman-group- diffie-hellman-group-exchange-
exchange-shal exchange-shal shal256
diffie-hellman-group- | diffie-hellman-group- ecdh-sha2-nistp256
exchange-sha2b6 exchange-sha2b6 ecdh-sha2-nistp384
diffie-hellman- diffie-hellman-group1- ecdh-sha2-nistpb21
group1-shal shal
diffie-hellman- diffie-hellman-group14- | *iIRMC S4 9.60F. iRMC S5
group14-shal shal 2.60P LIRICEND:
ecdh-shag- ecdh-sha2-nistp256
nistp256 ecdh-sha2-nistp384 diffie-hellman-group 14-sha2b6
ecdh-sha2- ecdh-sha2-nistpb21 diffie-hellman-group16-shab12
nistp384
ecdh-shag- *IRMC S4 9.60F.
nistpb21 iIRMC S5 2.60P LI&IC
BN
*IRMC S4 9.60F.
iIRMC S5 2.60P LI | diffie-hellman-group 14-
[SEM: sha”56
diffie-hellman-group 16-
diffie-hellman- shab12
group 14-shal2b6
diffie-hellman-
group16-shab12
H—JURA K~ | iIRMC S4 9.20F & | *IRMC 5S4 9.20F 8&U | *IRMC S4 9.20F 8&KU iIRMC
+— KU IRMC S5 2.50P [ iRMC S5 2.50P &Cfif | S5 2.50P FTHA:

FTEMA:

rsa-sha2-256
rsa-sha2-512
ssh-rsa

*IRMC S4 9.60F,
iRMC S5 2.60P L

f%:

ecdsa-shagz-
nistp256
ecdsa-shag2-
nistp384
ecdsa-shaz-

A

rsa-sha2-256
rsa-shaz2-512
ssh-rsa

*IRMC S4 9.60F,
iRMC S5 2.60P LIk:

ecdsa-shag2-
nistp2b6
ecdsa-shaz-
nistp384
ecdsa-shagz-
nistpb 12

rsa-sha2-256
rsa-sha2-b12
ssh-rsa

*IRMC 5S4 9.60F, iRMC S5
2.60P L.

ecdsa-shal2-nistp2b6
ecdsa-sha2-nistp384
ecdsa-sha2-nistpb 12
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nistpb 12
BE51t 3des-cbc aes128-ctr aes128-ctr
aes128-cbc aes192-ctr aes192-ctr
aes128-ctr aes2b6-ctr aes2b6-ctr
aes192-cbc
aes192-ctr
aes25b6-cbc
aes2b6-ctr
blowfish-cbc
cast128-cbc
rijndael-cbc@lysator.liu.se
MAC hmac-shal hmac-shal hmac-sha2-256
hmac-sha2-256 hmac-sha2-256 hmac-sha2-512
hmac-sha2-512 hmac-sha2-512
umac-64@openssh.com umac-64@openssh.com *RMC S4 9.20F BJ:O iRMC
Sb 2.50P FTHEA:
“RMC S4 920F & | YIRMC S4 9.20F 8KV
LU IRMC S5 2.50pP | IRMC S5 2.50P & Tf# hmac-ripernd 160
K’Cﬁﬁﬁ ﬁﬁ: hmac-ripemd 160@openssh.com
hmac-ripemd160 hmac-ripemd160
hmac- hmac-ripemd160@openssh.com
ripemd160@openssh.com
i@ U U U
zlib@openssh.com zlib@openssh.com zlib@openssh.com
15.3. SNMPv3
ZILAU XL XIFR/FERR, RS
SHA X - 160
MDb XHFR - 128
AES XIHR - 128, 192, 256 bit
DES SIFN - 56 bit
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15.4. Web. KVM. VMEDIA. Redfish (iRMC S5 MDd+)

INSOHY—ERTlE. iIBRMC J7—AD T PICEEND OpenSSL A4 JSUEEARAULES, J7—LADT7/\—I3VI(C
FL T, OpenSSL /{\—Y32 098 ¥ 1.0.1 ¥ 1.02 ZERULET. sHlllE. AT IRMC UUJ—X(TIR_EIND
IRMC ¥Za7)basRBLUTLrrEE0,

15.4.1. SSLv3 DESUX k

S RATIR SREL E=1k MAC

TLS_DHE_RSA_WITH_AES_256_CBC_SHA DH RSA AES SHAT
(256)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA DH RSA AES SHAT
(128)

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_S DH RSA Camellia SHAT
HA (256)

TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_S DH RSA Camellia SHAT
HA (128)

TLS_RSA_WITH_AES_256_CBC_SHA RSA RSA AES SHAT
(256)

TLS_RSA_WITH_AES_128_CBC_SHA RSA RSA AES SHAT
(128)

TLS_RSA_WITH_CAMELLIA_256_CBC_SHA RSA RSA Camellia SHAT
(256)

TLS_RSA_WITH_CAMELLIA_128_CBC_SHA RSA RSA Camellia SHAT
(128)
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TLSv1.2 DESUX K
RS i3 B E51t MAC
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 DH RSA AESGCM | AEAD
(256)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 DH RSA AES SHA25
(256) 6
TLS_DHE_RSA_WITH_AES_256_CBC_SHA DH RSA AES SHA1
(256)
TLS_DHE_RSA_WITH_CAMELLIA_ 256_CBC_SHA | DH RSA Camellia | SHA1
(256)
TLS_RSA_WITH_AES_256_GCM_SHA384 RSA RSA AESGCM | AEAD
(256)
TLS_RSA_WITH_AES_256_CBC_SHA256 RSA RSA AES SHA25
(256) 6
TLS_RSA_WITH_AES_256_CBC_SHA RSA RSA AES SHA1
(256)
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA RSA RSA Camellia | SHA1
(256)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 DH RSA AESGCM | AEAD
(128)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 DH RSA AES SHA25
(128) 6
TLS_DHE_RSA_WITH_AES_128_CBC_SHA DH RSA AES SHA1
(128)
TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA | DH RSA Camellia | SHA1
(128)
TLS_RSA_WITH_AES_128_GCM_SHA256 RSA RSA AESGCM | AEAD
(128)
TLS_RSA_WITH_AES_128_CBC_SHA256 RSA RSA AES SHA25
(128) 6
TLS_RSA_WITH_AES_128_CBC_SHA RSA RSA AES SHA1
(128)
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA RSA RSA Camellia | SHA1
(128)
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15.6. CIM/SMASH (iRMC S4 (Dd»)

TLSv1.1 DESUX

64 /66 R—Y

fES | SSALE ESt MAC

TLS_RSA_WITH_AES_256_CBC_SHA RSA RSA AES SHAT
(256)

TLS_RSA_WITH_CAMELLIA_256_CBC_SHA RSA RSA Camellia SHAT
(256)

TLS_RSA_WITH_AES_128_CBC_SHA RSA RSA AES SHAT
(128)

TLS_RSA_WITH_CAMELLIA_128_CBC_SHA RSA RSA Camellia SHAT
(128)

15.6.
Linux—XJUIES

ROTZ IV XLEAN—XIVCTHEATE. & FW /\—I 3V TON—XIVREICEDVTELED XTI,

LIV XL N/ IR, |
DES XfF - 56
3DES TFR - 56, 112, 168
MD5 XfFn - 128
SHAT XFR - 160
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16.HE

AVR
SERAE

CA

CGl
DHCP
DMZ

HTML
IANA
IIS]
JBoss
KVM
0s
POST
PXE
iIRMC
LDAP

RSB

RTDS
tFralUr~o
ARZX

TFaUT o
RUY—
HCERHE
SNMP

SSL

SSDP

TCP

TFTP

UDP

WBEM

ETF7US Ao 3> (AVR)
IV MORFEREZDOYTI T MMIET HHAIIERZESOETNE,
JIIU K ID ZEOHITBIcHIC. CA GREER) [CL > TEREINE T,

SREE/ (Certification Authority) (&, IV ILEBRZB LU RFHEHE EMBROR ZERT D
EEIND Y — R\ —F (BB FIFETT,
CA BRIEANTHDE

EDICHERESNSTIZIVEAIREZFITT 5.
COTOLBXATOHO CA D%ElF. —BDIAAENSZ SNIEAD.
ZRALT ST,

Common Gateway Interface

Dynamic Host Configuration Protocol

DMZ (Demilitarized Zone) (. #8OARBRY RDO—0 EHBBORY NDO—2 (BBIFA >

Y—Rv ) EOBICHERY ND—TEETT,
INAN—FFANN—OF7 v ITEFE

Internet Assigned Numbers Authority
Internet Information Server (Microsoft)
JBoss 7 U — 3 Y —/\DEZEE
F—IR—=R/EFTH/NXDR

ARXU—=F 4 VTV RAT I

Power On Self Test

Pre-boot Execution Environment
UE—hYRIAY ROV O—F (R—
Lightweight Directory Access Protocol (4.

(_http://www.jboss.org/jbossas/.)

R RSB #a8)

Us—>3>70O0M3JILCY,

RemoteView —E ZXiR— R

Remote Test and Diagnosis System

VAT LICKDT, FEF VAT LACEHINS EF 21U T —ERZERERT B0,

AT LTERAPIEFETOER (FEFIOXRSIBETOTALMIFATNCTOER) . F: 55

T, FTyv oYL FTIFILVER. BEERE,
BERWDBEL Y AT LAY —XZRET DI,
TR T OHEZIBERICIFRH T DIcHD, —EDRAH KUI1ES.
IV hE CADE—D. TNEEDFEE (CA) E1ED>TLVDEAE.
Simple Network Management Protocol (BZ%v cD—2o&E 70 N3)L)
Secure Socket Layer - TCP/IP M _Efiilcdd 70O )L

Simple Service Discovery Protocol

Transmission Control Protocol

Trivial File Transfer Protocol

User Datagram Protocol

Web-Based Enterprise Management - A Z3 7 FJ

SEERE(E. BEY

P (& —xv cTJORIL) Ry hD—
JICRESNET 4 LI MUY —ERDTF—FZF 21— (IR UICDEE LD T DD T

VRT LAPHE#EA EFIUT A Y—EX
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