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1.[FUIC

FEDRYIOET, MEBECEKIC, tF1UT 1 EEDKENETOCRATHSEZHRALET AEFFaUT «
IMHBROEF2UT 4 RUY—EUDCHDAA RTIEHDEBA. TNOEFEELFAT Y T TIH. AZEDHHKIDH—
LS. BHEN T,

AEO7TO—F TR, v—N\EBY I ZFERETFICBHCEF 2 T7HEI AT LABERINTVDBDELET, Fifcl
PRIMERGY U—N\EEIVR—RY hEEMNT 215G, AEBICYRT LAZEF1TICHIFT D735, BLUBEREOEF
AT 4 ZB LESEHTAECDODNTDEZELDEY MOEEHSNTWVE T, BR. EFa1UT «ZBRIDE. STEPBEREE
DIEENEIILE T, EDL—IbEeY MEERTHNE. BFaUT 4 RUY—2FICRS UCRELTLEE L,

AETRNTDEF21UT s D&EHEIF. S TYATIL2AKICHIGUETT,
» AVARSIETTOAMA Y S (E 4 E)

» EREEE ED BEBKLUETH)

» RT (87

= {BEHKV out-of-band EE (55 10 &)

2. [EFaUT4EERITOEATHSD]

TFaUTAF BEPYUI—Y3VICKOTHRERI DI EIFTEF B, KiHEEF1UT A EBETOEXICKOTD
H BFIAUTABRBEULET, NIE KEBEREEETJOERAEFU T,

e, PRI TR EFIUT A ZRRETDCEDHTEF A FHYVRATAIFRUTCTEETIEHD T A
TFIUT A RUY—(CE FBA. R NVEZSHDUENDDE T,

2.1. tFaUT 2T bORET

BETEREMDOBWVIT YRATLDEF1UT 1 FEELKERSNCEFIUT A RUY—ZEUKREVTRTIDI L
[CROTREULET, CDXRIFEF2IUT 4 IRUD—TIE, HEIMBEREEDMIC, HEfICEITd-E. ARFRIE. URS
FAEREE, URIFHEEWVW OB LD F ST FAEZERT DMNEN DD T T,

BEANCEUTDRAT v TZT0, FEELKERSNcEFa T4 RUY—ZBIIULE T,

»  REJDUMELEEDDN

- BEODT

»  UXTOFH
BR. iR MBNRELED—RNIEHE
EBE., EYRRBREEOTRNTE
EiEEK, BEERLEED=RNTE

» BEDBEHSRET DICHDRTE

» B OBEYISHERDER

= X NETE

»  EEFEUIXIOFMM

INHDAT Y TDOW DO ZEEHLOTOMNEND S T EIFIFEFHETT, DFDH. B~V ATIFHFEL, YA 27IUIC

BRHHREMNGDET, fc&AE. [OXMEE] COXMMEEZ LAD O ofciza.  [#ADBEYEHERDZER]
ATV ITZRORITENDHDET,

MOV TIErEsR LT EEW | https://www.bsi.bund.de/cIn_165/EN/Publications/publications_node.html
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2.2. MG ISE DR

CNBEDATYIDINTZTIE RINDAT YT RETDMELEEDDT] ZiToclmDRRCHLTEFaUT
A RUY—ZRIIUeCEITEDFRT, MimdHa, TOHLLEFIUT 4 RUY—E, ITICRBEELTLDEREMD D
DET, BBEICDRDIFCEEFHOHFBAD, BF2UT A RUY—[FERNIC. Ffe. BEICEHTIRELELND O
. UWVWEBENBRDFEELUEG. TULWNRZERBECEDRDICEOHERLEIC. BEITDINENDD I EZRU
TWET,

ARETIIROWRZHEUTE]D LEIFFT. TFaUT A RUY—2ENITICIT EVRRAICHUTHREFEINTWVWDELET,
DFED. BF1UT A BREERT DCOHDIL—ILEZNSDREDPHEHF N TECVNDELE T, HULWLWIVIR—XT D
BN, TOTADES, MHlOEBLEEMMTONDCUIC, BFaUT 4 RUY—DRBHITOIMENDDE T, Ffco D
FOFRBZNEETHANY hEULT, -/ BEY—)LDERZZEITDEHTEFT,

General

Step 1:
Get
Secure

Hints, rules
for keeping the
overall security

Step 2: Secure Add, modify
Stay System Primergy
Secure State Management

Hints, rules for
secure manage-
ment operation

M 1:eFaUFO7IJO—F

1 FCO770-FZHBPLTVWET, —MNE77TO—F(F. [Get Secure] & [Stay Secure] D 2 DDRATwv 7
THEMINE T, Microsoft RIETIlE. RFIDAT v [Get Secure] Z#HR— N Hfzth. Microsoft Baseline
Security Analyzer (MBSA) ZFERUET. CDV—/)UIE. FUNEZEND Microsoft D+ U T« HRBIEICE>TEF
2AUT A REZHET T DDITRIIE. EFNLEHRENA TV RAZRELER T, 5HAICDOVTIE.
http://technet.microsoft.com/en-us/security/cc184923.aspx Z&B LT EEL,

CORF XY MMEXROT7 TO—FICRWVWET . 1—(F. T TICHRYIDAT W ITZERITVNET, DEDEFaAT7EVRT
LERZEEIBTETCHD. XIC PRIMERGY Y—/VH®D ServerView Suite OVR—xX > MMEEMNFRIFZEELLIDELTO
*9, AETIE. [Stay Secure] RFvITI—H%EZIETD 2 BEOEY BN LET,

» VRATLARFRECFATICHE IO EESETDEY bEIL—)be TcERIF. Web U—/UeA VA =)L T D EEICH
EDI—)VEBERUEVNEEF 21U T 4 R—IUDBEUDAIREMEN DD E T,

» U EBBREOEF1UTaZRIETDEY hEIL—Ibe TeEA R ROV I HEBRREZTALEVLDICT
BDIFETT,

6/67 X—J www.fujitsu.com/fts/serverview



http://www.fujitsu.com/fts/serverview
http://technet.microsoft.com/en-us/security/cc184923.aspx

ROA "R—){— | 17:2017 £ 6 B | E+a2 77 PRIMERGY t—/\&E 7 /67 R—Y

T—NEBY L ZERTDEE. BFED IT BOSKIOBEFEOLF1UT A RUY—ICWTDdEF21UT « LOBBESRUE
BZMMT 2MENDDFTYT ., MEFEIEENEWVCH., AETREFY—NBEICETD I EF21UT VI 1—Y 3 VIFRVFK
Bho. TZTlE. PRIMERGY H—/X®D ServerView Suite ZEHAIT2HAICEF1UT 4 RUY—ZFET D/cHDIERE
XIRERHELET,

ERDKDIC. PHYRAT LASTETIEHDE B BENERISENIFBICEL, UAN-KEE(E. ROEZCROFER
BFRERICERLETT. EOEF. RDIRNTLTO>TCLDHEY—ILZFRALT. RHIKASNICBRICDIFAHFET. B
SFEES(E, TF2IUT A IR—ILZESTETT,, FlICDWVTIE. http://www.sans.org/top20.htm F7zld
http:.//www.owasp.org/index.php/Category:0WASP_Top_Ten_Project Z88R U L EET L,

INSIE. BIBOERCHSRULTVE T,
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3. — RIS ERE

3.1. G =VAVZS

CDIETIE. PRIMERGY ServerView Suite O&FEIVIR—X2 NV —)UTERTNS TN TOBE/ CAICDWVTERRAL
[ServerView Suite: Basic Concepts] ¥Za77)UICEEHINTWDKLDIC, ServerView Suite DI/ R—=x/
NMERD 4 DOATTVICHFECEEFT,

F9,

=i m AR
-8B JUS—v3y
- NJVI—

- BIEN®R/— R

21F. INSOY—NERIVIR—RY MHETDNTIUE. HEDBERECOVWTCHRLIZBDTT, NSOV
K=Y NI DIAVEL—FICAVAM—ILTHIENTEET TN, EFHHTIUDEHDOIVR—R e 1 &0

VEI—FYICAVAP—ITDILEDHTEFT,

* Browser

For example:

* Operations Manager
+ Event Manager

* PostgreSQL DB

* Update Manager

* Deployment Manager

*Image Repository
* Deployment Server
- Remate Control

- Deployment Service

+ Storage Manager
+Installation Manager

* PRIMERGY server

- SNMP Agent

- ESXi CIM Provider

- Update Agent

- IRMC
+ SNMP Agent
+ Consol Redirection
+ Web Server
+ Power Management
+ Remote Media
+ Mail

- Cloning Agent (pre-0S5)

- PXE Client (pre-0S)

- WIinPE (pre-0S)

For example:
*Installation Manager
* Deployment Manager
* Operations Manager

Management
Consoles
+ PXE Server
* DHCP Server
Mana‘_ge'?‘e”t Helper | -FTP Server
Applications - TFTP Server
* Repository Server
Managed * PRIMERGY Blade server
Nodes - Management Blade

- RAID Manager (UVCLI, dispatcher, Controller Plug-Ins)

+ SNMP Agent

+ Consol Redirection
+ Web Server

+ Power Management
+ Mail

- CPU Blade

+ SNMP Agent

+ ESXi CIM Provider

+ Update Agent

+ Cloning Agent (pre-OS)
+ WIinPE/DOS (pre-0S)
+ PXE Client (pre-0S)

- KWVM

® 2 : PRIMERGY B —/{®D ServerView Suite CERATNBDES/(X
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RDERIC, TIH)MTERSNDBETONIILER—MERUET, T 74)U TlE. EIC well-known ii— bk (0 ~
1023) KU IANA FEfFR—b (1024 ~49151) hMERASINET, 3169 ~ 3173, 3789, 4178, 9212,
9213 Oik— k&, PRIMERGY —/\&HIC IANA TERINTWVET,

SHRIC DOV TIExESRBUTLEEL): http://www.iana.org/assignments/port-numbers

fer2Ue FEAEDR— MItEDR— MESNMERIICRECEE I,
<> WAEORIE) (R
<- Ffeld > E2HmE0E/ (R

s MR—bk 7O~

B8
7391 <-> Operations Manager 3169 (IANA &ig/R—b) : UDP/TCP
7501 <-> Event Manager JBoss Application Server
7291 <-> Update Manager 3170 (IANA Z&gR—b) : UDP/TCP
7201 <--> Remote Management/Web 7O b JBoss Application Server over SSL
TR 3172 (IANA ZigR—b) : UDP/TCP
72 0Y <> Deployment Manager SV Connector Service (SCS)
7SO <> Virtual I/0-Manager
721 <> Installation Manager 3169 (IANA &&gR—b) : UDP/TCP

ServerView Application Service
3170 (IANA Zi/R— k) : UDP/TCP
ServerView Application Service over SSL

Mailserver <- Event Manager 25: UDP/TCP
SMTP X—)U (ERTETIAE)
vCenter Plugin <--> ServerView Tomcat 3170: HTTPS

http://pubs.vmware.com/vsphere-

55/index.jsp?topic=%2Fcom.vmware.vsphere.security.doc%2FGUID-
ECEA77F5-D38E-4339-9B06-FFOB78E94B68.html

BRU
http://kb.vmware.com/selfservice/microsites/search.do?language=en
_US&cmd=displayKC&externalld=1012382

T. TODfhdD vCenter BHEDIR— bOFEAKSIICES
TOURANEFRAZSRUTLLIEEL,

9092 (localhost EDd+. NEBF A FT 7417
D4 —I)UCIEETEFRT)  WET—FIRN— H2

5480: Plugin 7754 7> ADEER— b

vRealize Operations <--> ServerView Tomcat 3170: HTTPS
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RAIUT bk <->CIM-XML

ROUT K <-> WS- MAN

RAROUT bk <->REST

CMAVIT—23> - URF—

BiE R—b: 7O
Sy

NAGIOS Plugin 27U T MIAZR— M (S X—57%

RIIMID, ERASNSDT T 4L ME:

RTUT bk <->SNMP 161

https: 5989, http: 5988

ESXi https: 8888, http: 8889,
ZFDfth https: 5986, http: 5985

SCS: 3172
iRMC https: 443. http: 80

https KU http: 3169

REST 2547~ b <--> SysRollOut —tEX

JZ9Y (Advanced Video Redirection) <->
iRMC Web —/\
T390 <> IYRIAVNITU—RK: Web —/X

3169/3170: HTTP (S) (REDIEE)

BEIVY-) - 8RR/ —F

80: UDP/TCP
Web HTTP (GRFETIEE) 443: UDP/TCP
HTTP over TLS/SSL (GREAIEE)

7591 <--> iRMC Remote Media

iIRMC S1 8K U iIRMC S2 (FW version < 5.x):
5901 (FREHEE) : UDP/TCP
FD/CDROM/DVD/A X—2/USB XEUF/X
A ADEmE
iIBMC S2 (FW version > 5.0) 8K U iRMC S3:
80 (E&&ErfIAE) : UDP/TCP
FD/CDROM/DVD/A X—2/USB XEUF/X
A ADEmE

TS0 <->ESXi YRAT A

5989: REHKIUXIE TCP

HTTPS #/d CIM-XML bS5 ov 3>
5988: ZFEHKIUXIE TCP

HTTP #2800 CIM-XML ~S V8o 3>

Administrator <--> Linux CIM Agent

5989: REHKXURIE TCP

HTTPS #/d CIM-XML bS5 o2 3y
5988: REHKXUIE TCP

HTTP #2800 CIM-XML ~S 5o 3>
5986: ZEHIUXIE TCP

HTTPS /D WS-MAN kS50 3y
5985: REHKIUIE TCP

HTTP B0 WS-MAN bS5 o2 3>

10/67 "—Y
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il

il

m—b: ZOM3IL
Br

Administrator <--> Windows CIM Agent

5986 / 443: RIEHLURXIE TCP

HTTPS /D WS-MAN kS50 3y
5985 / 80: REHFUEIE TCP

HTTP #BEOD WS-MAN bS50 2 3>

Jo50Y <->IiRMC T+ ~hOVV—)b

22: TCP (SSH. :ZEojge)
3172: TCP (Telnet. E&E0IAE)
623: UDP (RMCP+/LAN D> 77 )LdEE)

T250Y <> FIF)L KVM (BX 800 dKVM)
AR BEZICNUT, IXNTDT T 4L biRkl— hEFE)
TRBECEXT,

2068 + 2069: TCP
F—R—REVDRADESEESNT—5
1078: TCP
Eram—b. REIVY—IL (Ea2—7)
3169: TCP
RIBXT 177
80: Web —/UHTTP

TS98/S3 0547 b SW <--> S8 KVM
KVM S2-1611/KVM S2-0411/KVM S3-1621

3211: UDP/TCP
mEZOMIL
2068: TCP
F—R—REVDRADBESEEINET -5, T
VIWETFT—=5. REAT 47
8192: TCP
FIYINETHT—5
ubP
LDAP GFtz#27)
636 UDP
LDAP (Z27)

389:

Administrator <- iBMC/~Yx®I XV b JL—K :8F
A=V 5—h

25: UDP/TCP
SMTP X—)U (REFIRE)

759 <--> RAID Manager

3173 (IANA ZEffR—b) : UDP/TCP
HTTP over SSL

Configuration Manager <--> PRIMERGY & —/\
Configuration Manager <--> CPU JUL—R

3172 (IANA Ei/R— k) : UDP/TCP
SV Connector Service (SCS)

Installation Manager <--> Installation T—Y 1>
(WinPE)

9213 (IANA &Eg/R— ) : UDP/TCP
Installation Manager @JE— M (RE
aJgE
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wEE M—b: Z7OK3)L
B
ServerView Tomcat <--> ESXi, MMB 3170: TCP (cim.listening.port)
161: UDP/TCP SNMP
162: UDP/TCP SNMP ~Zw 7
http://pubs.vmware.com/vsphere-
55/index.jsp?topic=%2Fcom.vmware.vsphere.security.doc%2FGUID-
ECEA77F5-D38E-4339-9B06-FFOB78E9S4B68.html
BXRU
http://kb.vmware.com/selfservice/microsites/search.do?language=en
_US&cmd=displayKC&externalld=1012382
T. TODfhdD vCenter BHEDIR— bOFERKSIICES
FTHURNEFAZSRU T EEL,
Redfish Client <-> iRMC iRMC S5
443: TCP (BRETJ8E
Redfish —E=X
EEOVY—)L -8BV )L (SVOM VB.10)
JBoss 25 Mail SMTP Localhost iR—
JBoss 1325 Remoting /R— bk
JBoss 1445 TXN Recovery Environment mi— b
JBoss 4713 TXN Status Manager 1i— b
JBoss
JBoss 8009 Apache JServ Protocol (AJP) R— bk
JBoss 8090 OSGI HTTP R—
JBoss 9443 &IE HTTPS R—
JBoss 9990 BE HTTP R— bk
JBoss 9999 BEXA T 4 JiRk— bk
EEIVY—)L - EBIVY )L (SVOM VE.11 L)
JBoss 9999 EEXRA T 1 JR—h
JBoss ZDMD T XTDMR— ~F. RFC 8335 TEZN

% [ENHYR— b BETENICEIDHTONE T,
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TomEE 8005 ¥vvw YT ViR— bk
TomEE 8009 Apache JServ Protocol (AJP) m— b
TomEE ZFDMDITRTDOR— ME. RFC 6335 TEEN

% [ENYR— b SBETENICEIDHTONE T,

TomEE 31705 Yv v bF IV R—b

TomEE ZDMDITNTDR— HE. RFC 8335 TEHESMN
% [ENRYR— b SBETENICEIDHTOSNE T,

R—b 1325, 1445, 4713, 8009, 8090, 9443, 9990, 9999 [FEATNLELLEDF U

M—bk 1325, 1445, 4713, 8090. 9443, 9990, 9999 (FFEHTNLFLHEOLFLE
BB JUS—vay - T4 LI MNID—EZX
FREREIT—ER <> Fo Lo NJT—EX 389: LDAP FT#I)UR—K GEE+27)
636: LDAP SSL 77 #)UhR—b
1473: ServerView ApacheDS/0OpenDdJ D
LDAP iR—b GEz#+27)
1474 ServerView ApacheDS/0OpenDdJ D
LDAP SSL iR— bk

BEFIUT—vay -8BV IUS—Y3Y

OpenDJ O ~O—JUJ(RIL <--> OpenDJ 4444 ServerView OpenDJ OEER— K (P 7
KRLX 127.0.0.1 TDH)
Operations Manager <--> PostgreSQL DB 9212 (IANA &&fR—b) : UDP/TCP
(Linux Md+)
Event Manager <--> PostgreSQL DB
(Linux Md+)
Event Manager -> Operations Manager EH9: UDP

SNMP: Operations Manager h*5
Operations Manager ~MD@&4%]

Operations Manager <--> Storage Manager 4178 (IANA &#giR—b) : UDP/TCP
StorMan
Deployment Manager <-> F 704 X hY—E X |4971: UDP/TCP
(Deployment 5—/\) TS5ANR—hiR—b (Fujitsu) - KER
Deployment Manager <-> A4 X—3YJRY kU 137 / 138/ 445 : Microsoft SMB
F704 A2 b—EX (Deployment —/\) < Microsoft : UE—bhXRwy D=0 RSA T
AA=IIRI Y
SysRollOut —E X <-> SOA H—E'X 3169/3170: HTTP (S) (GRXEAIEE)

9092 (localhost EDd. ABF I ERFT 74147
U4 —)LTIEETEFY) AT —IX—=X
H2

] 3 // 67 /\—:/ www.fujitsu.com/fts/serverview



http://www.fujitsu.com/fts/serverview
http://tools.ietf.org/html/rfc6335
http://tools.ietf.org/html/rfc6335

ROA "R—){— | 17:2017 £ 6 B | E+a2 77 PRIMERGY t—/\&E

EBV7IUT—Y 3y - EERR/—R

Operations Manager <-> SNMP IT—3J 12k
Event Manager <-> SNMP IT—J 1~
Operations Manager <-> SNMP IT—3J 12k
(CPU JL—B)
Event Manager <-> SNMP T—3 1>
(CPU JL—R)
UE— Ml (Deployment —/VED DLL) <->
SNMP IT—¥ x>k (CPU JUL—R)
Operations Manager <--> SNMP
(RRIAVTU—F)
Event Manager <--> SNMP
(RNRIAVNTL—R)

161: UDP/TCP
SNMP
623: UDP
IPMI over LAN/RMCP

14 /67 R—Y

Operations Manager <- SNMP T—Y 1> b
Event Manager <- SNMP T—Y 1> b
Event Manager <- SNMP ~=w =~ (iRMC)
Operations Manager <- SNMP T—3J 1
(CPU JL—B)
Event Manager <- SNMP T—3Y 1> b
(CPU JL—B)
Operations Manager <- SNMP
(RRIXVNTU—R)
Event Manager <- SNMP (¥RI X~ TL—R)

162: UDP/TCP
SNMP b3S w T

Operations Manager <- T—Y1x 2 bk (J\TO75—<X>
AER & B8R & Online Diagnosis &
PrimeCollect & Configuration Manager &
ServerlListService & TestConnectivity &
VME Services - #5%2)

3172 (IANA EiR— k) : UDP/TCP
SV Connector Service (SCS)

Operations Manager <--> ESXi CIM Provider

5989: REHKXUXIE TCP
HTTPS /D CIM-XML bS5 o2 3y
(5988: RIESKLVUXIE TCP
HTTP #8D CIM-XML bS8 o2 32)

Update Manager <--> Update T—Y 1>
Update Manager <--> Update T—> x> & (CPU
JU—R)

Update Manager <--> Update T—Y x>
JO)X14 4 (SOAP)

3171 (IANA E&R—b) : TCP
TJ7—LDIF7ITva (RETRE)
3172 (IANA &fgR— )  UDP/TCP
SV Connector Service (SCS)
GIREF T vY)

Update Manager <-> YRXI X N TL— R/
dxovavJ—R

161: UDP/TCP

SNMP ~Sv T (FrEDEA)
22: TCP (SSH. HEATIEE
80: UDP/TCP

Web HTTP

14/67 "—Y

www.fujitsu.com/fts/serverview



http://www.fujitsu.com/fts/serverview

ROA "R—){— | 17:2017 £ 6 B | E+a2 77 PRIMERGY t—/\&E

Operations Manager <--> iRMC

161: UDP/TCP
SNMP b3S v T (ErHENDER)
623: UDP
RMCP/IPMI over LAN
80: UDP/TCP
Web HTTP
443: HTTPS

FIOAAXAY MI—ER (704 X h—)0) <>
J0—vI—Jzv bk (CPU JU—R)

4973...4989: UDP
T5ANR—rR—k (Fujitsu) - FXE&EEF

TTOAXY MY—EX (FTOA4 XY bY—)0) <>
s0—-rI—Yzx2 b (CPU JUL—hK)

4972: UDP, 4974..4989: UDP/TCP
T5ARXR—rR—k (Fujitsu) - XE&F

Installation Manager <--> Installation T— > &
(WinPE)

9213 (IANA ZEfg/R—b) : UDP/TCP
Installation Manager @JE— M (R
agg)

Remote Management/Web Frontend <-> ¥=x
XV RTU—R
THFIANIVY=)VUSA LT3y

Remote Management/Web Frontend <--> iRMC
THFEIANIVY=IVUSA LT3y

623: UDP:
IPMI over LAN/RMCP
3172 (IANA &&gR—b) : UDP/TCP
(SSL) Telnet:
i AVE VDL VSR
UE—MYR—IvAV5—T1—R (FEHA

ok
Be

Operations Manager <--> VMware X

443: UDP/TCP
HTTP over TLS/SSL (SOAP)

Operations Manager <--> Xen X k 9363: TCP
XML-RPC

Operations Manager <--> Hyper-V X k 135: WMI/DCOM. UE—hrT7OY—IvIHEUH
Lo

3172: (Hyper-V iIRA ) INTD 43—V ABLUXA
Lw¥ah—)URT—%,

Operations Manager <--> KVM 1{Z k 16509: TCP
16514: TLS
Virtual-lO Manager <-> YxXI A rIL—R 3172: (IANA &igiR—b) : TCP (Telnet. &/E
Ik
22: TCP (SSH. :&En8E)
Virtual-lO Manager <--> Intelligent Blade Panel 23:  (IANA &igR—b) : TCP (Telnet. REHA
(IBP) e
22: TCP (SSH. ®ET#E)
Virtual-l0 Manager <--> iRMC 623: UDP:

RMCP (LAN o IPMI)
162: IRMC ho&BAY—/I~D SNMP ~S v

15/67 X—9
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16 / 67 R—I

vCenter Plugin <--> iRMC

623: UDP:

RMCP (LAN o IPMI)
162: IRMC SEERAY—/IND SNMP b5 w T
80/443: HTTP (8)

eLCM REST API ~D&fg

SysRollOut —E X <--> iRMC

3169/3170: HTTP (8) (REDIEE)

BEFIUT—vay -8BV IUS—Y3Y

Virtual-lO Manager <--> Virtual-lO Manager

50042: EEEAY—/) (NEREE

BB IJUS—3y - AN)VIN—

Update Manager <--> PXE t#—/\
(PvITF—hT7OFY)
Update Manager <-> TFTP t—)\
(FvIF—h70+2)

3171 (IANA &Z/R—b) : TCP
J7—LDI7T7ZvIa (FREDRE)

FTTOAAY MY—ER <-> PXE 55—/

Update T—3I x> bk <-> PXE —/\
(FvIF—hrT7OFY)

O—Alb

BENR/— K - ANJVI—

3171 (IANA &igR—b) : TCP
T7—AhADI7T7ova (GRETIRE)

J0—YI—I1hk <->DHCP t—/\
s0-vI—Yxvhk (CPU JU—R) <->DHCP tF
—\
Update T—Y 1k <-> PXE —/\

(PXE 7—h)

67: UDP/TCP
Bootstrap Protocol & —/\ (bootps)

o0—>I—I1V b <->PXE =/

PXE 25472 K <->PXE —/\

WiInPE <--> PXE —/(

o0—I—Vzvh (CPU JUL—R) <->PXE Y
—)\

PXE 22472k (CPU JL—K) <->PXE —/\
WIinPE (CPU JL—R) <-> PXE tf—/X

Update T—Y 1k <-> PXE H—/){ (PXE J—
)

4011: UDP/TCP
KEY—ERDT—k

Cloning T—Y x>k <-> TFTP B—/X

PXE 547>k <->TFTP —/)(

WInPE <-> TFTP 5 —/\

J0—I—Yxz2hk (CPUTL—R) <->TFTP Y
SAN

PXE 2247k (CPU JUL—R) <->TFTP U—
JX

WIinPE (CPU JL—R) <->TFTP —/X

Update T—Y 1 k <-> PXE Y—/\ (PXE J—
~)

NRIAY SN T—R <> TFTP H—/\

iIRMC S2 <-> TFTP —/X

69:; UDP/TCP
Trivial File Transfer (TFTP)

16/67 ~"—9
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RRIAY R ITL— R <STFTP 9—)¢

161: UDP/TCP
SNMP

80: UDP/TCP
Web HTTP

3.1.1.iIRMC 77

SUTHEASNSRY hDO—TR—h

BRELSWVL DI, ROKICIRMC S1/iIRMC S2/iRMC S3 / iIRMC S4 TERSNSITNTCDR— MERUET,

http : 80. IRMC DA I\ K (FRETRE

https : 443, iIRMC ~DA )\ K (GRETIEE)

SSH . 22. IRMC DA )\ K ERETRE

Telnet : 3172 (/23) . IRMC DA VDV R GREH
3

SMTP : 25. IRMC 0507 D b\D Y K GREAIEE)

SNMP : 161, IRMC 6070 MDY R FRETEE)

SNMP ~Zw 7 162. IRMC o7 MDY K (BEE)

LDAP : 389 (GEtz#+a77) . 636 (EZF27) . iRMC H
507 I MDY R (IRMC S1 OB&EE. FW
version > 5.2x M iRMC S2/S3 [CDWWTIFERE
aJge) . REAREL IRMC 54/55

CAS/> IO AVH 3170. iIRMC 05D 7 D M\T > K (IRMC
S2/IRMC S3 84, Sb D+, RTEAIAEE)

RMCP : 623. IRMC D1 )Xo K (IPMI 1.5/2.0

RICREV. EIE)

iIRMC 81 (AVR BKXUOUE—MAT 4 7) .

AVR (ETF) : 5900. IRMC "DA VXD R ERETEE)

AVR (EF2177) : 5910. IRMC "D VXD K FREDRE)

UE—MXT a7 5901. IRMC 577w bADT7 D MND VR
(BRETIRE

UE—bXT 47 5901, IRMC R R7OVA S—I5—)(H

SO7 DOV GREARE. 7Ty hEHEA)

iRMC S2 (AVR BLUUE—FXFT 47 - FW version 5.0x &£7T)

AVR (EFF) :

80. IRMC DA V)\DV K (REFEE. http R
—hEHA)

AVR (+a7) :

443, iIRMC DA )\ R (BREDIEE. http /R
—hEHH)

UE—MXT a7 5901, IRMC 57Ty bADT D MWD
(FRTEFTHE)
UE—MXTa7 5901, IRMC R&~Y k7OVA FL—IH5—)H

5070 ROV R BREAE. 77y hEHSB)

iIRMC 82 (AVR BRUOUE—KXT«

7. FW version > 5.0x) /iRMC S3 (F7Lw hhSEESNEY

17767 "—9
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E—bAFT477)

AVR (EF7) : 80. IRMC NDAV)\D > ~ (REFRE. http R
—hEHB)

AVR (E+27) : 443, IRMC "D+ V)\D > & (BREDEE. http R
—hEHH)

UE—MXT 47 80. 77Ul v bS5 IRMC ~DA VDY K GRE
oJge. http R— bEHA)

UE—MXT 47 5901, IRMC "SRY Y R7OVA —IH—

JXNDT7 D MND K (GREFIRE)

iRMC 52 / IRMC S3 / iIRMC 84 / iIRMC S5

tftp : 69. IRMC h'5DF7 Y MDY R (BE) ..

iRMC S5

Redfish 443, IRMC ~DA VDV K EEA
gE)

18/67 /\—:/ www.fujitsu.com/fts/serverview
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3.2. 7 A7 =074 —)UICKDIRE

TPATO#4—)VIE. AVF—Rv b SOKEDBLIEICERASNE T PRIMERGY BERROITNTCOIVIR—RY MY

—JVEBBMNRDY AT LT 7A 7P 04 —)LORAICHDHEE. TNTCOBEE/ ANAVFT—Ry hHODKEN SRES

nN&xg. LhL., BIEERF. JSOUZEEALTA VY- Y MEETLDECH S5 THEIBERZITVE T, DFDH. D

BRANKRICBNTIE.

= Java JOVhIVE (BEBEOVV-)) ZEHUCTZDOHE. Operations Manager 42 Deployment Manager %k
EQFTVTr— 3G

BKLU

» Java JOVRIVE (BBIVVY-II) ZEHULETSOPE. RSB, IBRMC. RSB 82, BKRUNRIXY K TL—
R_ED Web H—/ @]

DBE/IADIHD T FA TP D4 —)LZBRITDHNENDD. CNOHDEE/(RIFETRILDIC. SSL CTHREITDIENTE

I

Recommendation 1

PRIMERGY XA —rDIXRTCOIVKR—RY NY—)VEEBRRDOI AT LT 7A 704+ —)LORBICEE
LET, Web XR=Z2DWY—)UICIE. TS EFRUTAVY—%y MERTFPIERATEEFT, COBE/(RIZE
SSL TREITDMEN DD ZFI (Recommendation 28 HBR)

FeleUs BBICKD T 7A 704 —)LNTHRE UREDANY MNIET BIBHZEIS T DIcDIC, TrA 7D+ —)L7&’BU
T SNMP hS v ITZEXET DR IRET DEFBHEHZENDDE T, CDHBE. T7A 7D +—)l% UDP R—h 162 [C
HUTHWTLEE L. BHMNTLEWNEE, SNMP S v IR JOY JENE T,

3.3. LT R— b~

FRI-TERBEOMmAN,. BLTWVDR—EDSYRTAICERTEEX T, BLTLDR—IDZVELE. Y XT LD
Bz fRICTDFRNELEDERT, TDD. VAT LDEICHRE T2 DICHBFRERHDN—NUNFELNTENCE
WEETT, DI NTDR—MIEHALTLIEEL,

EDRIC, PRIMERGY U—/VEEDcHICHAEDH HR— MNERET DIRICHEFBERZERLE T, HMITRI KD,
CNFVRATLICKOTRED, E5IC BHRBKIOVATAICERESND IV R—RY MY —JUICKDTREDFT,

Recommendation 2

2327 L©TRELR— MOMER/IBRICLUET, LOXRIC. PRIMERGY ServerView Suite TEDR— bR < i
ENHdhZERULET,

3.4. BIE LAN Dok

D747 04 —ILDRE. BLOBEWNTWVWSR— MZRIBRICTDENIE. EEIVIR—RY MEARET I EADSRET
BIEHTT, COI—)Uld. U—/VEERD VLAN ZREL T, &E LAN &ER LAN ZYIDBT CEICR D2 THRIRT DD
EBHTEXT, TNCKD. REBOER LAN DS T4 v IDSEE LAN D ST 1 v IDNEMSNE T, PRIMERGY
DEE(CEATN @E/(RICDODVWCERT X 2 ERICEDVTC, EEADBERE. FIHERUIcEFIUT 1 (CRE
92/ (RICHULT. VLAN hROVZEEETCTEF T,
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Recommendation 3

LAN FOBE NS T4 v I EBRAMS T4 v IZYIDBET CEICED, EFaUT A HBLLHESNE T, TNz
FIRT HIC(F. PRIMERGY DEEICEATNSDEE/ (RICODVWTCEHHATHN 2 LXRICEDWVWC, BEMNSTrv D
@ VLAN hROVZERELE T,

UE—bIYRIAY OV O—F (RMC) BRUNRIXY b TL—RICIE. BEOYERY ND—0A4V5—T1—R
HHDOET, NICKD., INSOIVKR—RY bEZNTHINT D T0OY IV NETYENICEIDBSNICEE LAN Z
BERIDILENTEFXRT, TORBR. ZADEEDMNELLED T IN, FFRICEF 27778 PRIMERGY BENRIRELE T,

Recommendation 4

iRMC. iRMC S2. iRMC S3. iIRMC 84 SXUNRIAY b TU—RICEFZENZTNEBOYIER Y hD—04 >
=TT —ADHD. TNZERLT. MENITYDBSNIZEE LAN ZBEIDENTEET T NITLD.
YENR—XTIE. INSOIVR—RY MDORITTED. TF2UT «([CHETHINTCOREF. COYERIC
UIDBESN/ZEREE LAN (CERISNIE/ — R S UD BB TEFRLED T T,

3.5. SSL FIHEDEHE

ServerView &EREANDITNTO HTTP #&FilE. SSL (Secure Sockets Layer) HFERUTCHEEZESNE T, OOV
ZERATDE. U=\ IS4 7 bNABFEN XS NE T,

[BESHEMICHENT, REREAZE (TO5PLDELLDIHVILK) &lF. RHRE. TOMBECRERER (TOMICEM
HE, #78&. BERV7IVIVALEEDERDZD) ZR/ODIFTDIAAETH D, TIFIEIAEEDFEEIND, | (DaF
NT 47 TU—BEREHD D)

ISA7 VNI CORRAEZERIT DD, ERDOEIZIEE T DMENDDFTRT, TDHIC. BITA 7 MMIMEEITD
SMAEDURA RZERELEF T, COURNE. AZXAXATFERENTVET, BE. FAEAEFEVDD SRS
(Certificate Authority : CA) [CXDTERZIN. CHUIRIDFAEICK D TEIHSNE T, 547> hhiesd CA ZiE
FIDHEA. D CANBRAUCINCDIAEZERIT 2MNENDDFXT, CA ZiFAT HEAE(C. FID CA B ERICE
BITBDCENTEXRT, TDKDICUT, 1 DOEHAER, SIAEF I —VICK O TUEEINE T, CDXDIEFI—VDR
LRIMEIRAEZEIEAT S CA %Z/L—~ CA EWLWWET, Internet Explorer & Firefox 7S OY D7 774/ N CEETDIL—
b CA FZHHBDFET, COUAKF. &ITSOTDTO/INT 4 REICHDFT, Firefox D TR MARTPICEZENSD CA
SERREMU X MM&. https://mozillacaprogram.secure.force.com/CA/IncludedCACertificateReport [CHdHDFT,
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3.5.1. ServerView (DiFAE

RDOFRIC, SEAZENMEHRIND ServerView HRE. TZOREERUET,

SV ®m Az A5

Operations Manager B&S1{t. 5. 58: A VA b—=)UBFICIER
Agents St SLHERFICIER
ServerView Raid BES1{t A VR S—)VBFCIER
iRMC ESME BLERS/ A TA VITHER
MMB ESME BLERFICIER

Ty N7 W TBHCIA VR M—=)LENVEEEBAZE UDREEIEL) ServerView Web H—/\IC TS O EERFITDE. TDXR DKL
BAEFEFE CA [CEREINTULRELZH., TSP HDESENKRRINE T, Internet Explorer & Firefox Z#R U TCEE
BREZHG (B TEFT., TDEE, FHAEZE T SUYD M S RA M R ICEAMICA VIR—MLULT, SBRESHEFR
STNEVKRDICTBHCENTERT . CNZITDEEFTRITFRL. U—/GAED [T A—TUV N (&Ffeld [T
LTUVK]) ZF v UFET, ServerView Operations Manager DS —/ GIBEEDBEIC T « VH—TU Y hEEE
FBHFEICDNTIE. 7.3 18 [TLS/SSL for the Operations Manager] TEREBLFE T,

INTD ServerView HmTIF. U—/GIREZ1—UEEDMRAE LM TER T, CA (CERSNICGIAEZERT ST

BEMNDDHE. A VA M—)LESNIZEIREZ CA B R UICGGIRE(ICSIRT D C 2R UE T, SEAEDIIRTEDFH
([CDWTIE. 51*”&':.037 A7) EBRUTLEE V. BRSNICEIAEZEA CA FEFZNSDITEEED SBA LML
BWEETH, BOERREZEAUTCEBD CA ZFR L. <D CA hoU—/GIAEZEE I ENTEE T, N
(&, EfG UICEIREFEEMICERESNDfcd. CA DAEZ TS UY(IC—EA ViIR— I BREIFTINENDIM RN
DET. CDOKIICTDHE. FIULWLHTTPS Einzi< EEIC, T VA—TUY bDF 1w I7Z B FICHKRADELAE = B E
[CRIFANTUED CEMPELIED E T,

Recommendation 5

ITICTSOYNSEESNTCVS (BA) CAICBRSICGIREZBAUEWSEEIE. B80S (CA) ZEmR
LE T, RIC. B CA DaEAEZ. ServerView HmOBREICERAITHINTDISOTICA VR—bULET,

BE/ — NEEICT TICA VIR— FENTVDEAEZIRT 9155, IRSNBDFAREZE D —HEA VR— I DIHNEND
DERT, ZDedD. A VA R—ILENTVDAEF TEDLIFRLIRULTLEE

Recommendation 6

TFa1UT 4 EDEHT. ServerView ®HED Web A5 —TJ1—AD SSL A7V 3aVZEFERTSHIIE. BKU.
EFICERIN TV DIAEZRFE (CA) DIAEICTESRITRSKBI D EZHERLF T,

B>k
ServerView Operations Manager (SVOM) DOBECEBRFIAZEDIIETEICDWTCIE.  [ServerView TODI1—
&R YZa7)LD 424 IED [FREBAY—/\ (CMS) TOIAEDXIE| Z8RULTLIEETW., TOYZ
a77)bl&. ServerView Manuals Download Page h54 D> 0O—RTEFT,
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3.5.2. f@HAEDT 4 A—-TUU K

Operations Manager QLFID/N\—TY 3V ERED, )= 3> 5.00 MU ETIE. U—/GIREFEBSLICERINS IS
THEL, =)\ DOFBFNCHFERINE T, DI, WEEET—/GIAZF A VA M—ILXFT 1« P TEREAINT. A1V~
— LI RO BMTONS EEICDOHMERITIERINE T, TOER. SIAEBEFRABICE > TERINT, HEBRDHIED
FI, TDfed. T UTFITF ServerView DFFIEN—JFRRSNFTAD,. [COERIFEEINEETAL P [Web
A4 ~DEF2UT (FAEICHBNAD D FT ] LEDEBENFR RN, R—IJDO— RZEFITI DN EDINCDOVTENRSN
FF. CORETHATUT, EFREDT—/UTDHEDHFEWVEE, J{RD— REEDER T —5%FT U TIFWVITEE A
KIS, [TaA=TUV K] ® [ULTUY N ZU—)\OWERD 1 DEHBELT, U—)GIREZESICFTvI LT
<rEL. BEET7ZHDY b (Ffeld JBoss DEBNCFHERA LAYV N ZERAUTUTOIONY RZFETIDHEICK
D, CMS DT« VA—TU heEIBLET,

Linux :

${JAVA_BIN_PATH}keytool -keystore ${PKI_PATH}keystore -storepass ${STOREPASS} -list -v
Windows :

%JAVA_BIN_PATH%keytool -keystore %PKI_PATH%keystore -storepass %STOREPASS% -list -v
TU—RARILT DEKIFRDBED T,

JAVA_BIN_PATH: Java DA >~ A ~=)LF® bin T« LT fUADI A, H :
"C:\Program Files (x86)\Java\jre6\bin\"

PKI_PATH : ServerView Suite M1 > A h—=JLFED pki T+« LT ~UAD) A,
Bl "C:\Program Files (86)\Fujitsu\ServerView
Suite\jposs\server\serverview\conf\pki\"

STOREPASS: F—X h7 D)X T— K, HE. NUFEIC [changeit] T,

ZOOX Y ROEWEADERT [Certificate Fingerprints] WD BHULDEDITIC, BXR UEIBERSRDBIDK D [CHRTR
SNET,
SERRED T 4« A—TU K
MD5: B9:6E:38:F4:B6:9C:80:0D:79:C4:ED:D4:.FC:92:69:E4
SHAT: 58:DE:5C:0B:62:E2:94.77:51:09:40:9C:0A:6D:99:B1:0C:53:B5:CH

DT VH=TUVME CMS OY—/GIREZ T SOYD S A MA R [CAVIR— T DEEICHEICEDFT T, T
Dfcth. BTHETDIEHIC, TUVRFPDIRTDIN. Z2EXT 4 7ICIE=L TS,

Recommendation 7

H—)GERED T « VH—TUY ME. SSL [CRDTF2 7 HTTP ERZHEII T HEETICTSOYhSRHEEN
TEL R T DAREMN D DD, TUY RFDRTDN. USB RT 4 v IEEDAT 4 PANIE—LE T,

ServerView OFERICERSNCEIBBE(L. FED Web H—/ND#EBIICIEE LU TVWEEBAD. BeZHTeHICKETIEFZE
DT« A—TUrZEUANUEYT (14 18 [ServerView Default Certificates] Z88) .
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3.6. T4 LT NI —EINDOT7IER

ServerView Tld., A—TOREEEHFAIDIeHICT 4 Lo hUT—ERZFBLEFEYT (5 IH [User Management| =&
8 . T4 LU MUD—EXICIE. LDAP (Lightweight Directory Access Protocol) ZERULTFZ I EALET,
ServerView Q#dHAHT « LT MUT—EX(F LDAP Ot+a17/)\—Y 3> (LDAPS) ZFERUCEHMICEESINET
B AT 4 LI MUY —EXZRET D EEIC LDAP ZEIRTEF T, 2L, - DERBERIFES{LEINT LDAP
BRENUTEESND e, CNIEERRBELUNTIFHEESINE T A,

Recommendation 8
SSL [CKDTF a1 7% LDAP ZRE U THEDT 4« LI NUT—EZANT IEALET,

TAUINIY—ERTI—YT—HC7IERTBICE. T MNIY—ERDI—Y7HDY MNeRET DMENHD
FI. BFaUT 4 LOEBENS. CODA—Y7HDY MIFRIR GHBMDOER) OI—TH#EROIMISLET,

Recommendation 9

B\ BROI—THRZR DI 7 HD Y heEBULT. SBDT « LI hUT—EZND LDAP 7 I RA%ZHREL
F9,

3.7. TS0 DHRE

TIO9HEFESTE. A1 VF—RY SO ODBBOEFEND 1 DELO>TVEY, UIehioT. EFaUFqF vy TEmOE
gBEHIC. TTIFORESAREFEERCT >TSSV TNEF. A VF—Ry bDTTOXICTSOYEFERAITDES
[CHDMRUTYT . JSOYDEASNDTF1UT « BBEETORRRDEGRIF. AT —R Y MOETFRIFEY A NTEN
TNTVFET, EBICRLFEDSNIEEEBNERE IV E 1 —5BE2WIEF— LA (US-CERT : United States Computer
Emergency Readiness Team) IC&>TRHEEINTWLET (URL : http://www.us-
cert.gov/reading_room/securing_browser/) » ZICEEHINOHRFIAICKA L. SHD Web R—ID—ECZFN
BIEFEAEDERZLOE TEE T, 22U, Internet Explorer ZERA TS EEC, BEDQTEF1UT A RECITOTZE
RULTWSHBA. ServerView #HE@D Web U—/\ZETU TV I NTDRRA MEEFEFEY A bDOU X MMIBINT BN
HEHCEITEFRELTCLIEEW, &HIC TnPrivate]l 72D XI&. ServerView @ Web R—ITFHIR— bSNEWVWT EBFE
BLTLEEEL,

PARIC, ServerView @ Web R—I (BT DRRIEE Y MW DOMBNMTUE T,
3.7.1. Cookie

8 US-CERT DEEEICREND KL DS, TS5IHYD Cookie DFREIFIBE(CTT>TLEEL, TNICEELT,
ServerView @ Web RX—ITIFRD Cookie ZHRELTHO. TNUFEBICHEET DIHICHETHDEITFRLTLLE

[N

JSESSIONID: Mgk, Java™ Servlet f#RICRRESNDd v 3> > wvF>J Cookie TY, ServerView &, JBoss
Application Server \ICEE NS Apache Tomcat Java J> 77 =FIHTHDT. ServerView @ Web X—IDEL]ICE)
ETBDKDIC. TD Cookie ZERTET DHUNENDDET,

AURA: Z1&. ServerView Raid [CK2TDHMERSNDHD 1 DOV 3w hZwvFJ Cookie TY,

CASTGC: &, ServerView @ Central Authentication Service (CAS) D F4rw ~Ea]F2rw ~ Cookie T, O
—EXNTD Cookie ZRE UIFWVWKDICTDE. YTV A F Ve ZRIRATERELIEDET, DFEO. ServerView
HRDH 5D Web —/)\T&(COTA4 2 UIKITNIEESHELEDET,
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org.springframework.web.serviet.i18n.CookieLocaleResolver.LOCALE: Z® Cookie [&. GUI CERATHEZEZRE
I BT, ServerView @D CAS TERSEIND Spring JU—AD—JICK > TRESNE T, EFHIHEEF. HTTP /S
TIA=F Lang ICK>TEITEIMUTIRHESNADADT. D Cookie DREZIES U CHEAEEE COAREEIFEUFE A,

& 5I[T. ServerView Operations Manager DY@UIICEMET DK D(C. Firefox D Cookie MERETCTlE. [H—RI\—F«
D Cookie BIFEFT D] 7TV amAVICTDHENRSDET,

3.72. AOUT K~

52 US-CERT DEEZEICRINDLDIC, TIREIFRED X7 U T hEBOFERBHIRITDMEN DD FT, f£fEU.
ServerView @ Web R—IEBET DIcsHIC. JavaScript BKU Java 77w bOERZEEICT DNENRHDFT,

3.7.3. GIEAEDEE

Operations Manager M Web N—XDi&fE(d SSL #FiilC k> TFaUT «RESNE I, Operations Manager D
BREID/I\—I 3> Tld. 77 3&EUT. SSL (Secure Socket Layer) ([Cho>TEFaUTFqFESNICER COEF
ATPETP O CRZERHELTVE U, /\—=Y 3> 5.00 LILETE. INAtEFaUT« EOEBANSKMAICIED. SSL T+
1T 4 RS NEERZFER LW & Operations Manager (C7 9 R TERLEDF Ulc, . 2—8)XRDT—R
DERIFCOUTTFANE UVCEBINET TN, CNODERKIBRIG T 714 7 I+ —IVRESNIcA~V bSxRwy MARTHD
THESNEWKDICTDHENDDICHTT,

SSL CEFaUT A RESNcERZEILT DICIE. T—FYDESEBIUESEDICODWERZE I SA 7> hET—)
TRI DHNED DD, TNIF SSL/\Y R x4 770 b)V7ZER UfcEmEER (CTTHoN. &UICY—/ O
T ORFEEBDZESOARABTE AR UE T, MERF ORI —/\BEDMERL. 547 MIRRRZERLE T,

3.5 18D [SSL Certificate Management] [CIRENDKS(C. T—/GIBEELEHE CA DFIFEZE T SO D A A R
RPICAVR—RTDTENTEFRT, e, Web H—/UCK > TRESNDEIFEN . AH(CHIFIDIAAETHD &
ZHRIDUENDHDET, CNZETIICIE. SIAED T« v HA—TU Y ha, U= EDOY—/GIAEN BB LIE T 1~

H—TUY hEHBUFT (3.5.2 IED [Certificate Fingerprints] Z588) o

Mozilla @ Firefox ¥ Microsoft @ Internet Explorer I&&. EQTSOTBIEIRED T « VAH—TU Y hEDELED ]
DERRITDIENTEFT,
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Certificate Yiewern:”pontresina #2

Issued To

Comman Mame (CH)
Qrganization (07
Crganizakional Unit (L)
Serial Mumber

Issued By

Comman Mame (Ch)
Crganizakion (07
Crganizakional Unit (L)
Yalidity

Issued On

Expires On
Fingerprints

SHA1L Fingerprink

MDE Fingerprink

Could not yerify this certificate for unknown reasons.

ponkresina

Fuijitsu

Serveriiew
00:E2:C5:F5:14:24:66:C5:F5

ponkresina
Fuijitsu
Serveriisw

0e.10.2010
0&.10.2030

LE:DE:SC:0B:e2:E2: 0477510400 0060 99 B1: 0 53 B5 C5
B9:6E:38:F4:Be: 2 8000 P ChED: D PO 92 600 B4

Close

Certificate

zeneral | Details |CertiFicati-:nn Path

Show: | <hll=

4

Field
E Public key
Sul:ujeu:t ke Identifier
.ﬁ.uthcuritw;.-' ke Identifier
Basic Constraints

Thurnbprint algoritbm
4 - Thurbprint

Subject Alkernative Mame DMS MName=pontresina, servw. ..

alue

RS54 (2043 Eits)

402003 ed ba 94 33 aa 63 e7...
keyID=+40 20 05 ed ba 94 33 ...

Subject Tvpe=End Entity, Pat...

(>

shal

55 de 5c 0b 62 ez 94 77 51 09,,,

4

bl Oz 53 bE =5

£8 de Sc 0b 62 =2 94 77 51 09 40 9= 0a &d 99

Edit Propetties. .. [ Copy ko File. ., ]

25 / 67 R—I

FEAEDTZOYTIR R=IZHEITU Y I UTZEDOR=IDTOI\T « ZERT DT —) GEAZEHERRSNE T 5
EOBERE. TOIT A D OBREICEDIFSNET,
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Recommendation 10

BHROHRREEAT—/U (CMS) [CEHRSN TS LD R2(CIFERTHEVEEG., CMS OY—/GIRED T 1~
ATV bk <#RTDLEDDDFT,

TZO0UD [bSRARAR] (C TA4VR—b] Feld T4 VA =)L) T2 &ICKD. BUAIBREZOEDF T v o UK
{TEMHFEY . Firefox DA, [BESIVEWVER] ZHEIIT DD [FIMZEMN] UT. REILREICHIDHNZE
WMCTD] FIVIRYIRZEAVICTDIEICLDT, BEICKIBTEET, Internet Explorer DIF&EIF.  [EAE] D
A4V ROD [2fK%] O [FIAEDA VA NIV RYVET v ITHEICKD, BROTEETITENTEET, M
DEBZILV. SIRED T« VA—TUY EBICF I v I ULTLIEEV., ZNTHIEBER > CTRELEIAEZ 1V iR— kU
TUFEBEIF. JSUOTDIRENYR—IvZFRLT. 759D SA AN HZDIEEZEFRUET,

Firefox MBA. FBAENR—IvId. AA U AZa2—T [Y=IU] > [FTV3av] ZERL. [l D> ROD B8
Sl 7 ZERU. I T [GIREZERTR] RYVZEIT UV ITHERRINE T,

Internet Explorer &G, W—IUl > [A4 5=y AT 3] Z&ERU. BUOE/\RILT [DvTFvwY] 0%
BIRUT [EIAAZE] RYVZEIU VI TBREAAEYR—I v DRRINET,
Recommendation 11

TS5OYDRIARA R ICAVIR—UICEERERL. BEICTF T v I LTSV, A RTF DY A XFTEDRD
NELUTHLEKDICU, T=IBRURERDLIY b, BELELEOICHEIFHIBRLE T,

3.5.1 I&®M [ServerView Certificates] TI TICRUELDIC, TTIHICEFEIND CA WERZUIZEIFRZ% CMS (CA
VA R=)VUTEBE. SRER A VR— MEFICEHE T
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4.PRIMERGY B—/XD&EE. 41 VA M—=)b, BKXTFTTOAM XY b

PRIMERGY U—/{DERE. 1 VA —=Ib. BRKUOTTOA KXY MMIlF. UMDY —)LZFERTEFT,

* Installation Manager - O—AJ)L&EEEUE— AV M—=)LAADY—)L

= ServerView RAID Manager - #£8® RAID O ~O—5%ZE U Web XR—=XD1—Y A V5T 1 —XZFEHALTCE
BIdlcshDY—)U

» TJO77A)IAR=RDOFTTOA X D SysRollOut —E'R

=  Multi-Deployment Platform (MDP) - 5—%'w h—)NICCO—-AILEIFUE— DT TOA XY S TOTADHE
BENENET DU —ERA TS Y b4 —LZRH#HEITH Y-/

ARU—T 4 VI VRT LA VA =)L FBHIIC. Bootable Update DVD ZER LT, &@EY—/\OVIR—> DT

F—LAD I FBROY—/D BIOS ZEEBEWR U —/\TO—AHIL TP v ITF—hTEFT,

EMICDWTIE. 8.1 I8 [Update Management] #S88BLTLEEL,

4.1. RAID Manager

ServerView RAID Manager ZFERT5E. BU Web R—XDI1—HAV5—T 1 —A%FERALTEHD RAID I ~O
—SEREDRRUBIEITDCENTEZF I, ServerView RAID Manager (. O—AILTHYUE— NCHEETEFIT, &
BEE. HTTPS BKU SV EfgiRi— b Tdhd 3173 ZFEAUTETIN, SSL ICK>TEE{EEINET,

ServerView RAID Manager Z{#ER 9 dr1lc. EEEEFE 7 HDY hEIAT—ROATIHRETT,

THOY BEIRT— HEEDOXNFIE U TR ESNSIH. SSL [CRDEF 17 EEHRN SIFEF 2 71F HTTP £
BESNFNC L7z <HERELET,

A= : ServerView RAID Manager %Z. LS| D MegalDE V7 hD 77 RAID ZEELTWS Intel H&RF v Tzwv MES
DEVT—)INA VX b=)LT B1BAE. Windows —EX (SPYser.exe) Ffcld Linux 7—E> (Spy) HEEBENR./—
RCTERITENTHD. TCP iR— 5554 TFEL TV T, COY—ERXRIF. Fujitsu [CXKDBDTIFEL, ServerView
RAID Manager WinEE 92, I hO—SDUTSAVHEDIAFUTT, COY—ERNTVYTLBET—FTHNXES
Nad&. U5y addaEHNHDET. LU, TNEERHEDOEF21UT A BETCEDDFBA. CDHBAEF. T—ER/
T—EVEBRETDINENDDET, L. BREODERTEFINMEI DI EFHBDFEA.

4.2. Installation Manager ZfHHUCUE—MA 2 A =)L

PRIMERGY t—/)XoO—H)LbA > 2 b—)LDft(C, Installation Manager Tld. BICEAX D DDIVRATFTAICUT— A
VA S=ILETSTEBTEET, Installation Manager DUE— bAoA VA M—)UIE. O—HIVER T T —XEZFNUITHERL
LU —3>Jx—XEULTOUE— MM VA =)LV THERINET,

UE—bA VR =)UICIE. F7OA4 XY bI—)\DERBHDNET T,

COEfFHRIC, Installation Manager DVD OO 7 WY U =0T TJOA X hF—)XD/\—RF 4 ATy NDO—TH
BLELTOE—ENEYT, F704 X bI—)IAD Installation Manager O > X b—)LFA, CDOxw NDJO—THBFAD
PO E A—UR2EIRT—RTRETEET,

UE—M VA R=)7ZT—5Y FATALAICRUTCEHKBT D ET(IC, EEEFCDRZRIE/INRAT—RZANTDHENDD
F9, TOUEVE. =T v rRTLATDA VA M=)LT7OLERAN Installation Manager OV F U WVIC TP I A TE
Ft A, Installation Manager TOAREEIE— A VA S—=)UIE. TOXAZXALATEREINET,
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Installation Manager I&. UE— k4 >X b—JUIC. Installation Manager - 0S (WinPE) EDRDxw ND—oHE%
FARALET., COXRY NI—TJHEBI(C(F, TFTP BETHINODERA7 IV ERAERZHERU T I7EALFET., INHEEE
BN DEE(E. Installation Manager #0— 1)L E— RTCOIHERIT D EZHERELE T,

Recommendation 12

TFa1UTAMUI—(ICHOTF AT Y MZEFERALUT, Installation Manager DOV T VWV EDRyY MDJ—OHE
ZRELTLEEL, TNT. Installation Manager TORERFUE— A VR b—)LZBFIETEF T, FiHED
ER7 O TRAERTD 0S £EEAND TFTP 7O AN ERERLEEINSHEIF. Installation Manager Z0—7A)L
E—RCOIHMEAT D EEHELET,

Installation Manager [&. PRIMERGY U—/\ZO—AIEFUE— R TA VA =)L DI EZERICEVLWCWVWE T,
BEANCEF, TFa2UT A DEFTHNRELD, DITD 4 DDTT—XHHOFET,

» Installation Manager ZfER T &/cHD IV R—RY bDA VX h—)U

» UTJFPUVRA VA= EYVY Y

TU—RS—=)XDOF 704 X MMIBEUTIFFIC, ¥RIXAY T —RH Installation Manager OZRICHEWVWTEERK
BERfcUE I, Recommendation 4 HEELTLEE L,

42.1. F7OA4 XY hIAVIR—RY bDA VA ~=)b

2 DDA VA N=)LTOEANRHOET,

. UE—rVA—IVI—V 1TV hZEEE Web X=X D SV Installation Manager 7O I REES.
Operations Manager EULCRAIUN Y VICA VA R=ILENFE T, CNODTVR—RY MERHET DDV VI,
CMS (pRBIEAT—/\) EMHENKT.

= PXEU—EX TFTP B—ERX. BKRUA VA M= —ERZZCTSY NI x—L%Z [FTOA XY hF—)U &F
UFd., TN, CMS DIREICTHH DT ENDDFT,

UE—FA VA=)V I—-IIV b

A VA =)VI—Y T MM Fujitsu ServerView 7 JU o — 3 —ER (Tomcat) ZEAL. SV Operations
Manager BN VICA VA R=)ILTBDIENTEEXT ., EBICA VA M—)LENI#. Installation Manager DS
T4 DA A25—T1—R (GUI) ZEBTEXT, Web TSOTIEERGFRUNY Y TREIEINE T, DFEOH—KIC
(F. Web JZD8& ServerView 7 U4 —2 30—/ \BO@EFO—-ADILTITONET,

CDBE. O—AILD HTTP UJ IR MDHHFATDHLDIC Tomeat 7 TUT—2avP—)\ZRET L. BFaUT «
L TEFT,

212U, Installation Manager B' SSL Z{HEH T L D ICHRESNTWLDIHES (Recommendation 28 &) . Web N
—2ADT7 7 EANBEEMIC SSL THRESINET,
AVAM=IVI=V TV MDOTVIEAFTECEFREL, F7O4 XY by av@dOd4 R EICK > THRBSNE I,
A VA=) —ERGA VA=V IV IV OB T IEATNDDT. RE/HFAlF. COY—EXDA VA ~—IUESIC
BESND7ZADY N (BEEVZADVE) [CBEDEFET, SREISNTVIEWRETODP 7R [FTEFE A,
Recommendation 13
F7OA4 XY vy avOR/FHAE. A VA =LY —ERDA VA M—=ILBFICEREIND 17 HD T
BEOLA VAR IVIVICRO2TITONE T, MEICIHUT. O—HILD HTTP EEKRDHEFAI T DL DIC
Tomecat 77U —2 3 O—\ZERETDIEICKD, BFa1UT 4 Z8ETEFI,
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AVAM=IVT—EX

AVAB=)WT—ERDOEY b7y TTORARIC, A VANV Ey Y3 V[P IERTDEODI-—TT7HDY H
PEEULEXR T, COFADY NIRRT, A VAN IIVIVZEFERLUCTIOAN XY b Y Y 3 VZRIBT HEED, 56/
SFHICERULET,

4.2.2. Installation Manager [C&DUTPLUIRAAVA M=)IU
U7 UV RAA VA S=)LDOERITHAECIE. O—AIA VA M=ILEUE—R VA R=ILD 2 BOHHDET,

O—A)bA VA =)UTlF. USB A5 —T1—RZFRALTHY—5" v b—/{%& CD-ROM R4 7L 7OvE—T

A R RSATICERITDUENDD KT, Ffce EZH. F—IR—K ¥YORZTU— R —/\FvEXR Y bOBEHEICES

L. BB KVM XA v FZER U THERFT—NICERLET . TD/\— R T 7DEMHICIFHIEEDHNDUNETIH,

O—AIA VA S=VICE. UE—bA VA M=JUICHRT 2 DOEELFMRNDODFT .

= O—AILA VA —=JUTIF Installation Manager DA RE—RZEFEHATE. JNCKDI—5Y M\—RDO T 7HB
FHICHEIN. A4 VX b=)VIBOBIFCDERAMERASNET T, COTE—RFE. TTOAMXY N ITU—RZEIS—H
<AVAR=ITIRDHLELFECT,

» AVARNLTOBREFIARNTCO—AHILTERITEINDDT. LFaUT 1« DREEEFHD T A

UE— A VA M=)VICIE ERUZ/\— RO T 7 OEBIEIHNES DT BN, UE—bA VA —)LZRTEREET JOA X
VI —I\EA VA B=IVTRDRENDDET ., COTTOA XY MF—/NCE. TRI by T PC Ffeld/— b PC ZEA
TEFI,

UE—hA VA R=IUFERD 2 DOAT v I TITVWET . RAIC Installation Manager Z#fE— N TETL. T 704 X
VRO —=NICEBR T 7ML ZERULE T, RDAT W IT. D PXE U—EXADBLIRTER Ui 7 7 1 )LZER LT,

T 704 X b TJL—Rh Installation Manager ZBAE—RCIT—hUTEITTED LIS, TTIOAMAY MF—)XLET
PXE —EX/FTP U—E X Z#RKLE T,

R&IC. 9= hMJ—)UT PXE J— hZEBT OMENSDDFT,

RD 2 DDTAUY MDD FET,

= ERE—NIE YTy MN\—=RD TP ETCO—NIVICETINEVDT, \— D I PBRZERE TET B A

» UE—FAYVAP=)UTIE DHCP U—EX & PXE U—EXZFERLE T,
FTTOAAY ST U—RD LAN BT X MMZ 1 DO DHCP & 1 DO PXE ULhEWEE., ¥—5y hI—/IEINS
DY—ERADHCTIEATHDT. BFATEEBREREIINET,
AVAR=)VT=INICA VA b=ILENTVS PXE —ERADSACHID PXE U—ERNHDHEIE. UTORZHSR
LTLTIEE 0,
-INBD PXE U—EXN\y 2 TTHAHD. DEDH. BRESN MAC 7 FURADSDEKRICDHRIT DD
- PXE U—EXDMEFETED N, DFDH. TNODEENR/AF+ UHRD MAC 7 RUANRT TOA XY b—) (D
PXE U—EXD MAC 7 FU R EmE ULIELIDY
CNSOREDECENEVGESG, BNETHY I DI PUADY T RO T 7Ty MI—)IhA VX b=)LEN
BERAHDFET,
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Recommendation 14

BROLZEFITEFO—NDIVA VA =)LT, E5IT/\— D T 7BMZEESNICHRET S EWVND A FE— FOFR
BHDFET, UE— M VA IV ZERTDHEE. UTORZEB LTI,
- T 704X M—/NCA VA R=)LENTVD PXE B—E XS LAN BT X MMIFID PXE U—EXHH
BDh%
- H2HBAIE. O PXE U—EXD v Th DED. RESNIZ MAC 7 RUADSDERICDIHHET DD
Fle. D PXE U—ERDMEECEDD . DEDH. BENR/AF v H/RD MAC 7 RUANTTOA XY b —
JND PXE B—E XD MAC 7 RU R LS LIEWLINY,
-PXE U—EXN 2 DHBHE. DHCP U—ERADFET DN Y VICE PXE U —ERZA VA —=ILUTIFED
Ft Ao

ZOUIFWE. ZD PXE U—ERUNISA 7Y M SRAGELIEDE T,

5.1—9&1E

ServerView Operations Manager V5.00 DI Tl SENEI—UEENBAINTVET ., COI—UEREFRICT «

Lo MUT—ERICEDEFT, ServerView #RZEA VA M—)LTDHEEC, I-TFEFENICESIBEFEDT 4 LT MUY

—BERZFERTHD. ServerView DIHdHAHRT 4« LI MUY —ERZFERTOINZERUE T, T4 LT MUY —E %=k

BAI2EUTORIESTIFTENRNDDET .

= EI-TOEAREBIER - BEECEVO—-AILF ADY SORD D (EASRIEHRZFERTEE I,

»  PRTOI—FOEREDEE - 1—OERZ—THICEELE T,

» O—TET\EBZEHE - U—NEEEF. T UI NIY—ERXTF—IZZEIHERDNEIITNEL. I—TDERZE
ZEBECETFEA.

ServerView R TlF. I—F DR EHFTOMmMADIEHICT « LI NI T—EXEFERUET,
»  BEICIEI-—YOHAIBEHRZEZERLET . [1—UH#THDH
= FFACIEI-YOERZERLFT . [I—T(CAMFTINDH

5.1. RIREREIY —ERE TV TIVTA VA Y

#7& ServerView HRICIFEBD Web U—NFcF7TUT—y 3 S —)\BEFEN. ZOIXRTCIIEEEERZHFTIT D
AICEL([CA—TDEAEREERIT SHNENDDET, TDcs. HAHARED Web XR—IDSRIDHBED Web X—I
BET DICUIC, I FEDDERBRZRDIBRUFRITIDMENDD T T, COXRDIEENENEF U IELH,
ServerView Operations Manager V5.00 Bl EICIFWOIDD I > T)ILYA > # > (SS0) #eENBASINF LI, SSO T
F. I—TFF—EBAZRTDIETTED Web X—2D ServerView A V5 —T I —ANEFP I TLATE. ZOMDEREE
RETY, ServerView Tl&., REREIT—E X (CAS) ZFEALT SSO XAZXLAZEREL. I—YDSIETRICERIH
WET. YV IIWBA V7 VFIEZIIELE T, CAS 31— DHREHRZ DT =D D1+ 1777 Cookie [CHRIFULET,
Cookie (. I—YHEARNIICOIT 7D g dh. TSOTZEEBAUDEHBRENE T, N BATSOY Y3 VICK
DTEALEFIUT A Frv v IHEFNDEZEKRULE T,
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Recommendation 15

PC DRIZBENDZE(F. HFOT7 D LTI ST ZRAUTEE L,

5.2 REIN—=AD7 7 Al (RBAC)

ServerView Suite D1—UER(FFREIN—-AD7 VA E (RBAC) ICEDWTWDIzsh., I—FDEFa1UF«0E
ThEI—TOBEBEEEESE D ENTEET,

5.2.1. 31—, 1—YREl. #R

RBAC Tld. I—HICHIH T 2HEREZBEEZDHTHRODIC. I—FREAEER L TI—FDIERDE| D U THEHIFE U E

CB

» EOHERNSEI-URIICEDHTHNET., SHERTY bTIE. ServerView Suite D7 I T 4 E T 4 [CH AT 1EE
DERTOT7AILEEELEF T,

= ] DFEFEHMOFENEI-TICEDHTENET,

I—YERIDEERIC(FE. UTOLKOBEELMRDDD T,

» BLOI-YFRFIA-FTI—TIERICHTZED ZHTHINEFEL. I—TRACHSITNIEXR.
»  HFIDOEENEESNBEDH. 1— RO ZRHET DLED DD,

5.2.2. 1—UREIDEDHT

FRETST LI NIY—ERICELDT. BHORIZEI—TI(CEDHTCHTIENTEFTT, CDHE. CDI—Y\DIE
FRIZ. BIDHTONTEITNTOREDIT N COERZEHEHFEGOETERSINE T, BRIICEZRSNC. Monitor. Operator.
Administrator EF WS RHID 3 DOI—TRENDDDFT . BELDI—TKREICK > TRESEINLHEHEOEHHF. ELAH
5 Monitor (RIEEFATLANL) . Operator. Administrator (&&sFAILN)L) TY . Operations Manager [C7 IR T
DEEDHBNR—IADHFTICDWVTIE. [ServerView TOI—TFEE] Y= a7 ) LDRIEETINT DABEREIDERT, 1
—UADOBYFEEIDEID HTICDVTSRLTLIEEL),

Recommendation 16

[ServerView TOI—YER] Y17 )VDREEINT DMEBIFRE|DZE [Operations Manager ND7 7+
AICEAT BIREIN—RADEHFA | T. I—F\DOBEYFZEIDEIDHTICDODVWTBRLTLEEL,

Recommendation 17

NBIFBR(F7Z5F0) I DHERZFH DRENZDELEH 1 D0 MFEIDHTTLEELY,
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6. BENHRY—/\ED ServerView Agents & CIM Provider

ARETIF. ServerView BEAT—/\HHBI—I 1~/ — REREFEERRT—/\NDEHDBE/\RICHFDEF2UT
4 DEIREICDWVWTEHBBLE I, ServerView SEAY—/\(E. ROEENR /— RTERTHDERKD IV R— > Mz
DTENTEFTD,
PRIMERGY t—/{. PRIMERGY U—/\TL—R. FrFMEEY—/\ (RARIVBKLUT AR Y) DF—TY
NOS ETETTD SNMP I—V 1V b, UE—MYRI XY NIV bO—Z (IRMC) EFfeldgTU—RI—/DUE
— R"YRIAY RR—RTEITTD SNMP T—I TV MMIDWTlE, 9 ED [Out-of-band EIEAR SNMP IT—3J 1T
b ZBRUTLIEEL,

CIM XML ZFfzld WS-MAN 70O b 3O)L A& v I %FEHT 5 CIM Provider
SOAP RX—2X D ServerView dxI7YH—E 2R

ServerView ZERUTCY R T LAZEEBITBICIE. SNMP H—EX & ServerView Agents DV AT AICA VA M=)U
FRDNENTSDET, ServerView Agents (FV AT LANSEEBTF—FZFELT. FN5% SNMP T DERDER
JLCdd Operations Manager 1° Event Manager NEEULEFE T,

SNMP b—EX %, gENsY—/\&EYXR—I+ (Operations Manager > Event Manager 7£&) OfIICA VA ~—)b
FTEAMNEDDDFEYT, AETIF. EENRT—/NCOHFEBULET,

ESXi H—/DEEICDTIE. ServerView CIM Provider % ESXi [CA VA b—IL T DIAEHRHDFT,

6.1. SNMP —EX

SNMP [FIRLALFATN. —RICRFANSNTCLWSEETONIILTT, SNMP vl & CNMP v2c [FtFa2 7 TlEEL,
ES{EBRED DD T B A, ADDIC SNMP v3 ZEAT D EZRET UL TLIEEL. UL ULIEDS. SNMP —E X 7Z@EY)
[CRETDE. BANFEF1UT (HEZRIZCTET I, T J4/)U MREDFERFEFTTIEE0,

BIEWR ./ — RTT I AREEZEFITDEE(C, NR—I v TA FDEREDEEIT D EZRNIENTL S0,
Recommendation 18
SNMP U—EZADT T # )L hEREZZEEULF T, 5flllx. UTOBEHRZESRBL TS0,

SNMP —E XD/ S X—%(F. 0S DFEE(CK>TELFDIREENDDET, 0S FIDA VX b—)LEERFEDSEMIC DT
&, [ServerView - Installation under Windows] &&U [ServerView - Installation under Linux] ~¥—z277)UICEE
HINTWET, FHABEEFIES. LUTD/INSA—=FZROMBAICHE>THRELTLEEL,

SNMP BXRZZ2(F{FF3DcbDIA=T 1274 XFH A= 1 Z7 4 XFHF. YRZ—IvHhHI—I TV MEEFEINDE
SNMP ZKD—E8CTYT . SNMP DHE—DFREEX D= ALT. BEESNE A BSIESNEVWCENBBICED DD
ODFRIN. TTAILbDIZ2 =7 4 XF5 [public] (&, 2D SNMP F)\A A TEASNE T, 2Dfeed. JIRADT—K
[SEARSNSRAIICHESOTEELCLEEV. I—I TV MM A RCTIAILMDIAZ 2T A NFINEEET DHE. ¥R
—IvUA MO =FT A XFDT T4 CREEEEIT DMENHOE T, RAKIC, FY—/\KlFT—/\IIL—T
(CE4DI=Z2 =7 A ZERATEX T,

d22 =7« XFE. FNOEA. FGHETHEEDERICEENIFTONE T, ServerView O#REZINTERT DHE
& [FHEE] #ERZFEAITDNENGODIIN, I—I 1V bOWEEZ [FiHIDER] OBREICHRI DL BTER
6-0
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sFE: Operations Manager &0 Win 32 X—X® ServerView I&. SNMP ERICHULT 1 DOOIZa =7« LR
—hUEBA. ZDfct. FiHEDODEFERIC [public] . StHEEIC [secret] DKDIC 2 DOIZ1 2T 4 ZRTEULIFENT
LW

ERUEY—) VEREDY =/ 5D SNMP )T v hERIIMTS: CICTlRR BB7TUT—Y3v s BRATSEET
TOAARXY M—=)XD IP 7 RURZBATRNICERELEF T, CNICEKD, IT—I TV bH YX—IvH A VA h=)LENTL)
Y —)\HDT—) 5 SNMP ZERZZ(ITISENLDICLE T,

AR COHG. BIEVTUS—2 3O IP 7 KU AIE. DHCP #HETCIFBEEZ A,

bSwTNEER CCTlE DY ITZRETHEER7 TUT—Y 3 VhER TV AT LD IP 7 RURZHRNICIERE
6-0
AR BBV TIUT—Y3v) IP 7 RUXRIE DHCP BETIFEEFEA.

bSwIZEETBDCHDIZT 21 =T A XFH): CITld SNMP Sy JO—8E U TCEER7 TUT -2 3VNEET S
SAZTAXFIEEEELER T, OO =7 A X EERULTC A Sy TZERIFAND R DICER7 TUT— 3 VAID
SNMP S —EXZHRELF T,

SET ZkEI /s SNMP U —EZDEEDHICIFE. SNMP SET BRDETEBNFCFEPICTETDHDHSHBD
F9J. CITHU. ServerView #aEZ I NCTERTHBAFEMCLTLLIEEV,, CDFE. [SNMP SET #(EICEET 5
ServerView Dt+a2 U VTN (6.2 EZER) HbEALFTI. —HBMICEF21UT « LOEENS SNMP SET
BIEZEMICTDHEE. TNIIHLUT SNMP Y—E R ZRETEE I,

SV Deployment Manager V5.20 LIf&. SNMP Set #{ElF. SVDM D [UE—h YRIAY ~ R—b] F4700T
Telnet (SSH) ZBMICT DT EICK D TEMICTEFT,

V6.1 LIEE. SNMP Set #fEl&. 7 4J)U KT Telnet (SSH) [CBEWZSNET, YRIAXY NIU—RICFPILERTD
[ClE. TT7OAMAY MYR—Y v TEYE MMB [CEIDHTTHBLMNEDSHDHI—TFZE/NRT— RPNETT,

6.1.1. M8 YRF LARUY—ITF 1 F%ZEA LI SNMP —EXDRE

Windows DF&E. Y AT LARUY—T 71 57%ZFALT Ntconfig.pol 77 AIZIEKT DT EICKD, EHI—TDHRE
ZERCEX T, INHDT7A)UIE, DY —)INEEMIT D EHTEXRT, COF JO—FZFRALT MS SNMP t—
ERZRET ©IEICDVNTIE,
http://www.micrasoft.com/technet/archive/winntas/maintain/getting.mspx#ELIAC @ [Using the System
Paolicy Editor] DIEZSHRL TLIEE 0,

Recommendation 19

LHDOY—/NIC MS SNMP U —ERZRET %G, MS VAT LIRUY—I5 4 F7%=ERTHEENTT,

6.1.2. SNMP v3

SNMPv3 70O r)VdEF2 U T 4 EFIILZYR— ML, EVIZ 2257 A RX—XADBRLETFHC KD DT BBS{EICK>T
BETSANY—ZRHEITIHLLIET MEERLE T,

AES 8K U DES DK S Privacy Crypto 7JLJU XATIE. Kerberos vbB DK S7F RSA-MDS KU
des3-cbc-SH1 /\w2 a7 )L TUXLZFERTDEREEHF. SNMPVv3 CA—HF—TS5AN\o—E1—F—-F5 /oty
rO—)LZREET SfcshDA T 3T, USM (User Security Model) @EHNSH O, iIRMC D Net-SNMP /(w4 —
JTCHERTEFRT,
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6.1.3. MMB & CPU 7L — REDiE(E

TU—RY—)\OEEBEERV AT LDEBE. 1 DO SNMP IT—IJ 1Y MIYRIAY N TLU—R (MMB) TETSIMN. B3
1 DD SNMP IT—3Y 12 b —/\TL— RTETINE T, ServerView Yx—I vldk, @ADY A TD SNMP T—

IV hEBELEFY. RAMIC. MMB I—Y 1Y hEBLOY—/N\TU—RI—Y TV MNIEHLD SNMP I=Za2 "5 1%

BECEFT. TNUCMUTYR—I v ZEBRETDE. YRX—IvEI—I 1Y MEDBEEIFEBEZELITHNET,

BlIQDT—I\TU—RZERICDISA T MNEIDETDHE. HDISAT7 Y MRIDISA T2 SDOY—)\TL—RDIE
HZESUIEVLDIC, BISAT7 Y bOY—N\TU—RICIFRGFED I 21T « ZEAT OMED DD ENHOERT, &
DHBE. MMB ZERT2RIDI 547> hOY—/\TU— RDIERZ, 75472 bOEGULEVNLDICTIHNEDHDFH
6-0

B6.2. ServerView Agents

SNMP v1/SNMP v2c OHE—DFREEA N ZZAAFTZ 227 4 XFHTT. SNMP v1 [FBES{EZYIR— U TWLEWLDT,
U7 TFANEUTCERESNE T, ZDIsh. SNMP SET BEFBREFFIND T ENDDFET. LM L.

ServerView Tl& SNMP Y—EZXDRE(CINZ. [SNMP SET #B{E(CBId D ServerView OEFaUF 4« IVETI N %=
RBHFEULEIT, COIET ~E. SNMP SET ##ED 3 DDA 7 3V THEBREINE T,

= BETED SET BIEEZILETD

= IARTOD SET BEEZEITD

» I—YFEIZFERALT SET BEZRET D

Z 7 3avld. [ServerView - Installation under Windows] 8K&U [ServerView - Installation under Linux] ~¥—
27 )VDFHBBICIE D THRECTEEFR T,

CNBDOA T a/ICkD SET BIEDZEIEIE. ServerView Agents NOHFBEHAINET, D SNMP IT—3I 1> D
SET BEICIFEEND D FTE A,

[Protecting SET operations with a user authentication] # 73 >(&. BITOKD(ICH#EBEELF T, ServerView T
— VIV hEAVAR=ITBDEEIC, I-TII—T (O—NIVFEGF RXAY) ZBELEF T, ServerView Manager
(& SNMP SET B EZEENR ./ — RIOXETDEIC. BEECFADY N (FHIE/IRAT—R) ODASEKDET,
ServerView Manager (& SNMP B TCI—Y 1V M. I—V 1YV DA VAN =)VTERESNIEZ DY hERDEFT,
CDIERIF. SNMP EnxfFCF3<BBSLENET . Server Manager I, T—I 1Y hDOSRELIETHDY ROEEED
ASUTETFHDY bE—HUBEDH. SNMP SET EXRZXELFT,

COI—YEREEHE. ServerView Y& —IJ v COMERTEFR T, D SNMP WV—)LCIFERATEFTE A,
Recommendation 20

I—I12 DA VA N=)UBEIC, FREEAIC Operations Manager E/zl& Win32 X—X D ServerView TERAT
D1 ) —TEIEELTHS, I—I 1 b SNMP SET ERZXEELE T,

CDT7ADY S (ZFHIEIVRT—R) [E. ServerView Agent D v v MM DOV EZERT dHE. Deployment
Manager THERULET., CDHEE. &N Deployment Manager TH—/\DY v MOV EFIEET D EFI(C,
CDEFIE) R D— RZEIBET DUENDDET,

Operations Manager V5.00 LIETId. [FEAED SET BIEDBRA SN, %279 DHEREE(E Server Configuration
Manager [CBTNTWVEY, Server Configuration Manager (CIF5E27% RBAC R&#ENH D FET (ServerView Remote
Connector Service [IC&d. SSL BHSEIN@E) - %D D SET #El& RBAC #RICK > TRETNET (SET EX
(&, RIS NI (SEVEHERDMT S SN TVBDHBEDIHFEESNET) o
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6.3. IPSec ZEA U SNMP Xwz—IDt+a1UT 1 RE

BfUfek SIS, SNMP vl [FESIEZERULEFBA. CNICKDEFIUT A RIUIE, INTD SNMP I—I 1V hEY
F—Iv(CIPSec NUY—ZHREIT D LICKDEBSNE T, NICKD. BEDHDI—TPY A/ (—HEED SNMP
Xy —IZZETELFELLET,

1zf2U IPSec (& SNMP 57 4w o7ZB8NICIES{ELEEA. SNMP YRX—IvET—I TV MED ST 4 v IHD
BEET A IV IR TAIVIARZERT DREDRSHDET (X [BFE/(X] BER) .

Recommendation 21

SNMP v1 OEES{EOXRINZRET 2HNENDDHEE(F. IPSec ZFEALT SNMP Xvt—IDt+Fa U7« =
RULET, Microsoft BIEDIEA(E. http://technet.microsoft.com/en-us/library/bb726987.aspx
DKLU http://technet.microsoft.com/en-us/library/bb727017.aspx OFIBICHED TLEEL,

6.4. ServerView CIM Provider

6.4.1. ServerView ESXi CIM Provider

VMware ESXi ([Cl&TO2V—J)L 0S H7E<. SNMP HHR— hENFEBA. ZDfch. ServerView Agents for Linux %
ERATCEFE Ao

VMware ESXi X7 LADERIE. Management Task Force (DMTF) [CKo> CEEINIcH@EIBEHRTETI/L (Common
InformationModel : CIM) [C{E> TDOHFEET T, CIM-XML &, BENHRU—/\EBERAY—/\BOTF—3HmCHERS
nEd,

ServerView ESXi CIM Provider (&. FTS H'% ESXi Installable 8& U ESXi Embedded 4 X—I TRt NE T, 7
TS54VIRIL (VIB 774)L (vSphere Installation Bundle 77 AJL) BSTA 754 >/\V RJ)L) B, FTS OA >/
F—2v bR—=F)ILPA FOYR— MR=IUD B D O0—-RTEFT,

VMWare ESXi % ESXi Installable 8K U ESXi Embedded 4 X—I & EB(CA VA =L UTEIC, ServerView ESXi
CIM Provider 4 VA b—=)LUTERTEEF T, &HIC. A TTA VIV RILZEFTS DA V45— vy bIR—F LY A DY
M—IR=IHh6Fo 00— KUk, ROV RZEFEALT, ITICA VA R=ILENTWLS VMware ESXi ¥ X7 L%
Py IT—hTHIENTERT,

esxupdate  (O—AHJ)
vihostupdate (UE—h)
EBS5MOY Y RICDWVWTH., VMware DX Z a7 )L THULEHBLTVET,

ServerView ESXi RAID Core Z7O/\A %(&. FTS &DS% ESXi Embedded A X—I & U TIREESNE Y, L5cCaxrA
LIeAd 754 VIV RILICEKDA VA R=ILBRUOT7 v IF— NDEBETT,

ESXi ¥ X5 LAD'S SV Operations Manager OERIBERZEIE I D(C(F. "ESXihost" 7TV T MIHULT
"Administrator” BB ZRDOERDI—U% ESXi Y AT LATHERLTLEEL,

VMware O~ _2177)U [ESXi Configuration Guide]
(http://www.vmware.com/pdf/vsphered/r41/vsp 41 esxi server_config.pdf) B4 >0O— KaJge) @
[Security] ME(C. ZOMDFRICIZDIERDEH SN TVET .
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B6.4.2. Windows H ServerView CIM Provider

CIM Provider (&. Microsoft Windows O LUW\—Y 3 Y THERTEEF I, RD/\—Ja DU R—rEINET,

* Microsoft Windows® Server™ 2008 R2 all editions (x64)
=  Microsoft Windows® Server 2012 (x64)
=  Microsoft Windows® Server 2012 R2 (x64)

ServerView CIM Provider [&. [ServerView Agent & CIM Providers for Windows (x64) | /\wo—3ID—EE LT
’HEINE T, Microsoft D WMI ZERTIREIR CIM 7 5 ANDOO—A)L77 7t XICE. Microsoft WSMAN Z@U T 7
WA LNEYa—=)LETP I ERATEET,

CIM Provider ([CP O TERAT DTS4 7 MIEBEICKEDD . ServerView Agents D1 VA M—)UBFICERIS N 1—1
JI—TCETDMENGDDET,

6.4.3. Linux B ServerView CIM Provider

CIM Provider (&. x®D Linux /\—Y 3V CHERTEEI,

=  Novell (SLEST11) SP 2 (x86_64)

=  Novell (SLES12) (x86_64)

» Red Hat RHEL 5.8/5.9/5.10/5.11 (x86_64)

* Red Hat RHEL 6.3/6.4/6.5/6.6/6.7/6.8 ((x86_64)
» RedHat RHEL 7.0/7.1/7.2 ((x86_64)

CIM Provider #2179 d(ClE. CIMOM (CIM Object Manager) 5 —ERXEFERTEEIT, HR— bS5 CIMOM (&,
SFCB 8& U OpenPegasus Td., CIM Provider (Cl&. —J\T [Jb—bt] 22— EULTDOHTF I ERATEET,

B6.5. ServerView Connector Service

B&# SCS T9 ., ServerView Remote Connector Service & BME(ENF T,

CNUE. SSL BKUIE SSL HUHLIC 1 DDOR—hES (3172) ZEAT S TCP/IP Web U—EXT., #HOI—Y
IV NTONAISATSUZRPBTEX T, 1. FUJITSU LIMITED BB T 2455FICER DAY —EXTT,

A= 1—X[E SOAP (BRUBZHIFOUHULDEZEIE COl [CREETBDIFUHL) TH, SCS [CIFEXREFFEFaUT
4 hMEYVIPENINE T, FOHSNCI—I Y MIOINAISATSUTIE, EOREICEDOEF2IUT A ZFERT D
H7ZIEECTEEX T,

U NefERTEXI,
o TFIUTAKU - RAI-—YTHRHND BKIUIEFEAIRE
o MRS (- ID//)NRD—K/.) GREET—5 DWEESL)
o HTTPEREE. HTTP FA4 I T X MEREE (BT SBES{LZER)

o SSLZ#EDER (152 SSL BBES1E)
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e WS-Security DEBDHBIMEARA L TLD WS-Security 4 5 —tE 77T ~—2 > (RBAC/SSO &) #ik
5f (SSL =tz fsahErzc RBAC O5&
o  FUHURID SSL sBFZEREICLD. SBIENR—ADT7 I GG, BLOF T v,

R#ED 2 DORICDONTIE. CAGIBREEL. SCS D MSAMA NP ICHBERSNDEERY—/\DRHTHRE 7L
(pki T4 LI RURDINSDT 7 A)LDOIE—) HRETT,

INZITD(ClE. TServerView TOI—YER] Y=2177)L0D [RBAC B8KUT A7 MREIADEENSR ./ — FO%E(H]
DIEZSRUTLIEE L,

BENR S/ — FOEEEEF. COEERR/— NYERITONRZEELE T,

B6.6. ServerView System Monitor

ServerView System Monitor (&, HTMLS X—=XD Web 77U — 32T, ZOFTUTr— a3V, HTTPS &
BENR /— RICA VA M=I)LENTWLD ServerView Remote Connector &EDEFEFmZEIILE T,

Remote Connector 547> hPOtXFE. EBEI-TDH. FleldI—I 1 bDOEREXF ServerView Agents
DA VA S—=IUEICIBESND I—TIL—T XV )\—(CHIBRESND O8N SD D E T,
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7.8 (Operations Manager)

/.1 SNMP —EX

BIEWR /— RTOD SNMP U—E XDFEELERRIC. TREBAY—/VICEF 2 DOFREHNHE T,

= QOperations Manager. Event Manager. Win32 X—2X® ServerView t—/ZZhREEAT—/N(CA VA M=)LT
BEIC, SNMP U —EXZA VA M=)LUTC, I—I 1Y S SNMP hS v ITZRET DL DICRET DHENDD
FI. COREF. BEWR./— D SNMP U—ERDFREE—HTDIHENHDOFT (Recommendation 20 :

[bS Y TEEER] BKRO [ by ITERETScHDIZ 227 4 XF5] 288 .

»  RBBAY—)NDA VA =), BEBEENFY—N\FCEFBENRY—/ITIL—TIC SNMP U —EXZHET D
WENHDHRT, DFD., FREBEBAY—/\H SNMP ERZEBENRY—/\DI—I TV MZEETDEEICFERTD
=357 4 XFHTI, &, Recommendation 20 D723 [SNMP BEXZZ (I DD I=a =5
4 X5 ([CHRIBLTHTORMENSD D KT,

Recommendation 22

H—/\TL—RDoO—-=7IC Deployment Manager Zf#H9 2 FENHDEE. INHDTL—RT—/XDU
E—hYRIAY T U—R7%Z. Operations Manager Ffcld Win32 X—2®D ServerView TEERNR ./ —R&
ULCTHRELTHEET, 1. Deployment Manager [FBENR T L — RO—/)\COEREE7 I 3Dl
[Z. MMB IP AP €A 20ENSHDIcHTI . &/z. Deployment Manager I& Operations Manager &/

(F Win32 X—X®D ServerView [CHEESN. SNMP I=Za2 =7 +BEAFEALET (SNMP B [UE—k ¥X

IAY K R—=b] 4700 TERHTEINTVDIER)

ServerView Agents EHREEAY—/\E. SNMP #HTCEREUF T, SNMP [FiESED T+ 1 7R DR LEWLD
T. ServerView Y& —3I+ & ServerView Agents Z7 7 A7 D4 —)LORBICA VA M=ILTDEZHRELET,
SNMP B3 7 A7 D #—)LZBATFVNLDICERE LTS EE0,

Recommendation 23

FREEAT—/ (& ServerView Agents OifiA%Z. SNMP BEZERET DT 7470+ —)LORNAIICH D EE
SU—/INICA VA R=ILLTLIEE LY,

7.2. Operations Manager READ Web U—/){DA X =)L
Operations Manager O XEHFEE. 412 SR Y MDT7A T 04— )LORBICETTEDICHDIHDOS T, EChH
TH. A V—2y NP EITRIHEER D Web TSP TERY—)UICF I ATEDRTY,

erebe BFaUT 4 FORMN S, PTIUT—2 30— )\FA VA M=)LTBHIET, BFOBRICEF2UT 4 R—)b
BEUDHERMNG DT, RO 3 DOEHADDET,

o FIUT—=Y3VH—)IBHIC, BEHSNTOLEVWEFIUT 4 REASENTVD RN DD,
o Web U—/\THRITHOF TUT—2 3V T I 7(CEFaUT « R—)LHGDHRREMEN G D,

o VIUT=Y3vb—)BAVAMINTET A VI MIDETAHT I EAICHULTTRICEFIUT 4 RESN
TLEWESE, CMS OIFEBEZEI—YH. 7TUT—Y 3V T—)\KelF7TUT— 3V OEEEFEEFRES
BHEREMN DD,

BEHRELTCOI—TE ARSIURERLE TOTRAZL SDRIFIEIDRIBELIS—(CEFEHRMATET B A, 22U,
FIEDIL—)VICRZIE. COXDBELS—DFEZH/RICHIZ S ENTEXT,
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F9. CMS ED Web Y—NEZD7TUT =3V T RDIT DTV I CAEZCTEDRDFIRLE T, CDIEHIC(E.
7IUT—2 35—\ (UBoss) ZRI{TI DICODTR/IRDT IV CAEZR DI 7 HOY MefEpl T C =R LR
ER

CDF7 HD k&, Operations Manager W4 > A b—JUHRIC, JBoss 77U —2 3 U ERETIEDIODI LD hE

KOSNEEEITHEELET T, COENT, FEBEETHDY MR L. D7 HD Y MORZDT—F(C7 I A TEFL
KOICTBHLEBmIHERELET,

Recommendation 24

ServerView Operations Manager &H(CA VXA b—=)LENTWD JBoss 7 TUT—y 3 v H— /) \ERDIFSHE
BV NEERUE T, COFP ATV bDOEF1UTAREICKD. IFEBEEI—TH JBoss D7 AT D
T4 LT MNIBRUOT7AIINADFRHEZTETEFEVNKRDICUET,

7.3. Operations Manager (D SSL ZFEEZEMDAZIA

SSL SFAZOITIE(CDWVTIE.  [ServerView TOA—HEIE] YZa 7LD 4.2.4 TAD [Replacing the certificate on
the Central Management Station] Z8BRULTL TV, TDNYZa177)UIE. ServerView Manuals Download Page
NoedIO—-RTEXY,

7.4. Operations Manager @3 TLS/SSL iBS XA — hDHIER

[BES A — b3 5REE. BBS{t. Xy E—YFI—F (MAC) Z)LOU XLDEFITEEAEHE T, Transport Layer
Security (TLS) &Ffzl& Secure Sockets Layer (SSL) Ry hD—=o70ObJ)LZFRAULTC. Xy NJ—UFHREOEF2
T (BEDRIVI—MNIEREINE T, BSERAA— DIV ET hOBESERAAF. JON I EERITDONE

(TLS /JX\=2 3 1.2 D RFC 5246 1) THRESNTVET, IBEESNCES A1 — MMODBRIE. RFC 2434 D
TLS BS XA —hUIZA MU THRESNTVET,

TLS BHRNPEIISNDE. TLS I\ RV TA 0 TJONIVEMREND I\ RV T A IBRRITINE T, CDI\Y RV T 4D
Fr(Z. ClientHello & ServerHello X w E—IPQEINET. (RFC 5246, p. 37) &F. 547 hHBESAA —

PURXRZEXELET . CNUE IS5A 7Y MTR— T DESAA— e, BRI DIBRFTLENCURARNCT, RICH—
I\ 5472 bDOBBEAA— IR R SBRUCESAA—M2REELE T, (RFC 5246, p. 40) Y—/\HHTR—
h9% TLS BSZT AT HIcHIC, SSL/TLS AF v ZFERTEFRT. | (D4FXT o7 JU—BREAHD)

E51677)L U XALICIFRIEEN DD, BEAA—FDBEBHIETIECTT, LIchoT. Web U—/\HEHT 2
TLS/SSL BESAA — bDREZHERIT D EF. LWhkhd [MESEHERAFvTF] DITIFATD—EELE>TVET, Ess
AFvFlE. AVEa1—%, AVEI—FIRT L. Ry D=0, FBEFIUT—2 3 VDBRICT ITRATHIcoICE
BENdY—I)LTY, @8, VI DT PRVAGEF1UT(AEICDODVWTCEHEROBREZTRELTRDSH T, BFHHEIF
Y UNCKODTCEDHRBICHIS—HREREUVLFVLDIBICEBHTVET., UHNU. TLS/SSL BERXA—hEERINSE. 7
SAT Y MEESFERF v IR > THVE I NS XA — DI ZERET DD, BEITEFARIL CELELIEDE
9. DI, —EBD ServerView HETIFBESAA — bOFEAZHRUEEAN. BARICDOVWTIEFI—TDOHIICEETL
FJ,

LRIEDS, FPENC SSL 1F. &FHD SSL ZORI)VI—T 3> (TLSV1.2) OFHFT L. BERA — NERIEDRE
[CREDOTCRETHDERFINDESAA— MIFHBRT DAL TI, L. SSL 7O MIWI—=I 3> TSLv1.2 B, BEH]
@D TLSv1.1 B. Operations Manager [CEFEABEFY AT ADITNCICH U CRHRE T D EFTEF . TDIES,
REDITNCD OM N—=I 3 VI[CHIFD SSL T 7 4)L MERTIE. B0 TLSV1.0 ZFFa L& T, fcfcL. corOhd
JUIE, TCBCJ (Cipher Block Chaining) £— FOBESXA —bEHICFERT DEE. [BEAST] WE(CH U THESSICIE
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DET, EEENS. Java 7 TYIR—FENDINTOESAA—Kd. CBC E—RYATTHDH. RC4 51 TDES
AA—=hDXRDICHDERTLZETHEVNERLEINSDIcH. Java 7 X—XD OM J\—=I 3 V([Z[FREDHD F B A

ZD#ER. Operations Manager 7 TLSv1.0 ZfRA U CHERT 2155(F. L2 SSL BRIEARIREICIED F T, fc
ZU. BEAST HEF vy 3V I vF—DEBZHI T DT T, T—IXBWBAODESLZFTUHEND R, DRERE
BROFRICEESNCISA 7P S TOT S LAZBR T DICIFBAEFNZELUF T, DI, Fujitsu Tld., TDFA
TOHEDU R (F. 1EROBSEBRELDDIFDINCURIDRMENEHULTWVWET ., CO7TO—FICRD (&)
TEFEHICDONT, RICHELFEI, TNIF. Operations Manager /{— 3> 6.10 LIBETENTI, ZNHD/I—T
3VTlEF. UTDRIICHEREZEEITDHET. BERA—NEHIRTEFR T,

(A) Operations Manager J\—Y 3> 7.10 LIai :

(1) TFAMIT«HT. Windows Tld <ServerView
Suite>\jboss\standalone\configuration\standalone.xml. Linux Cl&
/opt/fujitsu/ServerViewSuite/jboss/standalone/configuration/standalone.xm| ZFEE I,

XML £23 3> <subsystem xmIns="urn:jposs:domain:web:1.1" ---> Z#H U C. &% cipher-suite 2 XML
5 <ssl > [SBMLFT . URICHZERLET,

<subsystem xmlns="urn:jposs:domain:web:1.1" default-virtual-server="default-host" native="false"™>
<connector name="http" protocol="HTTP/1.1" scheme="http" socket-binding="http"/>
<connector name="https" protocol="HTTP/1.1" scheme="https" socket-
binding="https" secure="true">
<ssl name="https" password="changeit" certificate-key-
file="../standalone/svconf/pki/keystore" cipher-
suite="TLS_DHE_RSA_WITH_AES_128_CBC_SHA,TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,TLS_ECDHE_EC
DSA_WITH_AES_128_CBC_SHA,TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,TLS_ECDHE_RSA_WITH_AE
S_128_CBC_SHA,TLS_ECDHE_RSA _WITH_AES_128_CBC_SHA256,TLS_EMPTY_RENEGOTIATION_INFO_SCSV"
protocol="SSLve" verify-client="false"/>
</connector>
<virtual-server name="default-host" enable-welcome-root="false"/>
</subsystem>

[protocol=SSLv2| Tld. ER(CIF SSL /A=Y 3> 2 TIFEL, [TLSv1.O +TLSv1.1 + TLSv1.2] DA
HFEDEDEEINET,

EMIC [TLSVT.1 + TLSV1.2] DEHFEDEDHFEMICT S [protocol=TLSv1] ZH L THDDHEHRTI .
C DR CHERICET BN FEAE LIEWESE(E.  [BEAST] BEICH U CTHMBNEZEREIcH. COBMZEHRLT
<TEELY,

2) TFANILT 4 F7%ZERLT. Windows Tl <ServerView Suite>\opends\config\schema\02-config.ldif.
Linux TIl& /opt/fujitsu/ServerViewSuite/opends/config/schema/02-config.ldif ZFATE I,

objectclasses 7% ds-cfg-administration-connector (CEEULT. MAY 172 DL DICULET,
MAY ( ds-cfg-listen-address $ ds-cfg-ssl-cipher-suite $ ds-cfg-ssl-protocol )

(3) Operations Manager /(—="3> 7. 10 LUFIDEEIZ, ServerView 7« L2 ~JH—EX (OpenDJ)
DIEHECEET SLENDDFE T,

THFEIANIF 4 FZFERLT. Windows Tld <ServerView Suite>\opends\config\config.Idif. Linux TIl&
/opt/fujitsu/ServerViewSuite/opends/config/config.ldif ZBEEE T,

FHRITDHIRTOBEBSAA— IR UT. B ds-cfg-ssl-cipher-suite & ds-cfg-ssl-protocol Z#T > kU
cn=LDAPS Connection Handler, cn=Connection Handlers, cn=config (SBMUFT. LUTFICHZERULET,
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dn: cn=LDAPS Connection Handler,cn=Connection Handlers,cn=config
objectClass: ds-cfg-ldap-connection-handler

ds-cfg-use-ssl: true

ds-cfg-ssl-cipher-suite: TLS_DHE_RSA_WITH_AES_128_CBC_SHA
ds-cfg-ssl-cipher-suite: TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
ds-cfg-ssl-cipher-suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
ds-cfg-ssl-cipher-suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
ds-cfg-ssl-cipher-suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
ds-cfg-ssl-cipher-suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
ds-cfg-ssl-cipher-suite: TLS_EMPTY_RENEGOTIATION_INFO_SCSV
ds-cfg-ssl-protocol: TLSv 1

ds-cfg-use-tcp-keep-alive: true

BUREI7AILC. T KU
dn: cn=Administration Connector.cn=config M&E4% ds-cfg-listen-address &= 0.0.0.0 "5 127.0.0.1 [C
EEULFI,

dn: cn=Administration Connector,cn=config

objectClass: ds-cfg-administration-connector

objectClass: top

ds-cfg-listen-address: 127.0.0.1

ds-cfg-listen-port: 4444

cn: Administration Connector

ds-cfg-key-manager-provider: cn=Administration,cn=Key Manager Providers,cn=config
ds-cfg-ssl-cert-nickname: svs_cms

ds-cfg-trust-manager-provider: cn=Administration,cn=Trust Manager Providers,cn=config

Operations Manager /(—='3>/ 7. 10 DH&IX. ServerView =+ L2 N T7—EX (& ApacheDS
[(CEESNTUVFT, FEZH505,. CDTv Lo NIT—EXD SSL 1R TEH TEEFT DX TE
Ftthe

(4) Windows T. Y—tEX [ServerView JBoss Application Server 7] Z. > ~O—)UJ\X)UHS. FlelFLTF
DRV RSAVhoBEEsUET.

%WINDIR%\system32\net.exe stop "SVJUBASSVC"
%WINDIR%\system32\net.exe start "SVJUBASSVC"

Linux T. U FOIOY Y RS54 T ServerView JBoss F—EVE=BiE#UE T,

/etc/init.d/sv_jboss restart
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(B) Operations Manager J\—Y3> 7.10 &DO% :

(1) TFRAMIF Y72 ERLT. Windows TlE <ServerView Suite>\tomee\conf\server.xml. Linux Tl&
/opt/fujitsu/ServerViewSuite/tomee/conf/server.xm! ZREHX T,
XML €23 3> <Connector port="3170" ---> ZHEUT. B ciphers ZEMULFE T, LUFHIZRUET,

<Connector port="3170" protocol="org.apache.coyote.http1 1.Http 1 1 NioProtocol"

maxThreads="150" SSLEnabled="true" scheme="https" secure="true"

clientAuth="false"

sslEnabledProtocols="SSLv2Hello, TLSv1,TLSv1.1,TLSv1.2"
ciphers="TLS_DHE_RSA_WITH_AES_128_CBC_SHA TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,TLS_EC
DHE_ECDSA_WITH_AES_128_CBC_SHA,TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,TLS_ECDHE_R
SA_WITH_AES_128_CBC_SHA TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,TLS_EMPTY_RENEGOTIATI
ON_INFO_SCSsV"

keystoreFile="svconf/pki/keystore" keystorePass="changeit"

truststoreFile="svconf/pki/cacerts" />

[TLSV1.1 + TLSv1.2] OEIFEDLTDOHERIICT D,
sslEnabledProtocols="SSLv2Hello, TLSv1.1.TLSv1.2" ZH U THBDDBEHRTI ., COEM TERKICET D
BIENREUEWVNERE. [BEAST] WE(CH U THENTEEch. COBRMZEHMELTLIES0L,

(2) Operations Manager /\—>3> 7.1 1 OB&IE. ServerView T« L7 fUT—EXIE ApacheDS
[CEBEBINTCTNET, BRHDS, COT 4 LI NUHY—E XD SSL AR TCEE I D EIFTEERE A
Operations Manager /\—3 3> 7.20 DIBEDIFEG. ServerView T« L7 MU T—E X FEEFHIC
TomEE OEmZHRALUEFET,

(3) Windows DiB&. —EX [ServerView ApplicationServicel Z. J> ~O—)U)XUHS. FEFATOIY
VRSAVDOBEREEILET,
%WINDIR%\system32\net.exe stop "SVTomEE"
%WINDIR%\system32\net.exe start "SVTomEE "
Linux OB&. MITFOIOXYY RS54 T ServerView ApplicationService ¥—EVE=Bi#UE T,

/etc/init.d/sv_jboss restart

7.4.1. TBEAST] WE(CHNTHESAA— MRE

gk Ufck SIS, SSL ZOMIUIN—=T 3> TLSV1.0 EHICHERT$HE. [BEAST] HEBICWUTEZETH D Java 7
THEAAREE. RREBESAA—MREDDFFA. EES XA — b SSL_RSA_WITH_RC4_128 MD5 8&KU
SSL_RSA_WITH_RC4_128_SHA Md BEAST [CH UL TEEESINTVETRIN, INHIE RCA X—RDfesh. FATIlE
LECIHVNERZLEINTVET) Java 7 [CK > TRESNS [BN/c] BSEAA—MFITRT CBC £— RYATDIbH.,
WL EHTORIVN=T 3> TLSV.1 ZHER L. TOEHENS TLSV].0 ZERTIT DMENH DT,
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7.5. OA—UEREI7ZER T S RERF

DERAZER U CRERIEZRET DIeHIC. BENRY—/ANDI—I 1TV bDA VR M—)URIC/I\ZAD— REREZH
L TWzBE (Recommendation 22) . A—HURE/NNRT— ROANZERDD IOV T MOHFRREINDHIENSHOFH
9. CDBAE. IBEUIE ServerView 1—J)—TJHCFEREIIL—TICEIDI—T 7 NIV bDT7 LIV hT—5%
ANTBDNEDRDDFEYT (I—IV 1V MDEREICK>TEREDET) o

7.6. Event Manager &7 >FOA )V ATOT S A

ET A=)V TEBEECANY MMERETDLDIC. Event Manager ZRETEEI, FVF AR TOT T L% Alarm
Service A VA M—JLENTCVDHREBIERT—/I\THRTTHHEE. COFPVFIAIATOATSAICKIO>TPS—LT—
EADEFA—IVEENPESNSCENDDFET ., PI—LY—EXARBFA-INEEETEDKRSICTDICIE. D7
FOAIRATOTSLDEREICKO>T. UTFDTOCATEFA—INEXECEDRDIICTDNENDHDFT,

= Windows: blat.exe (SVOM 7.11 LIA0) . mail.exe (SVOM 7.1 1 B8RUZNLUEE)

= Linux. Solaris : smtpm

7.7. ZFEO[REE SNMP R—

TIAILER—BE 161 BKU 162 ZFEARAULEWVWKDICTDICIE. UTNDOEEZITVET,
EENSR /— K_ED ServerView Agent Linux

CMS _E® ServerView Operations Manager Linux

SUSE (SLES) DiF&H Red Hat (RHEL) OB&EH. UTOEEETONENRSNDF T,
1./etc/services 77 AI)LC. UTFOIY MUEZEEULFET,

snmp DFE 161 1S <new port 1> (tcp & udp O@m7O ML)

snmptrap DF& 162 15 <new port 2> (fFETDEE. tcp & udp OEJO ~IL)
2./etc/snmp/snmpd.conf 7 7 A JL CDEZE

ZORIJL udp (SR LT snmp BMERETDF ULLIR— K <new port 1> ZIEELFET .

IPv6 ZEAT DBE(E. 70O NIJL udpb (ISR TBDFHUWLWR—MBIEELET,

agentAddress udp:<new port 1> [Ludp6:<new port 1>]

3./etc/snmp/snmpd.conf 7 7 A )L CODENNIEZE
M—hrESZ7 RUAISENULT. by TEICAIDR— MNEEELE T,

trapsink machine:<new port 2> <community>

4. /etc/snmp/snmptrapd.conf 7 7 )L COEZE
O3V udp (S LT snmptrap HMERET 2% LLIR— ~ <new port 2> ZHEEULE T,

snmpTrapdAddr udp:<new port 2>
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5./var/net-snmp/snmp.conf 7 7 - )L CO/EZE
specify default port used by snmp:

defaultPort <new port 1>

B U—EXZBEELEFT (Ffcld 0S #UT—MULFY) &
[/sbin/] service snmpd restart
[/usr/bin/] sv_services restart
[/usr/sbin/] srvmagt restart

INHOWVTNHD T 7 A )VHEE UIEWVESE. #R 0644 O1—8'— [root] & U TR LTS EEL,

T4 Lo~ /var/net-snmp [CHEBR 0755 DMI5EN TS LR LET (—8BD 0S TlE. lgroup) 8KV
[other] DIERHTEL. TOBEIFHELTEA) -

ZDMDBELDT « Lo bU (Yvar/lib/net-snmp 78&E) 2T 7 A)L% (snmp.conf/snmpd.conf &) EEREAFEVEKD
[CuT<LrEEL,

EEWxR /— KD ServerView Agent Windows

1. <WINDOWSDIR>\System32\drivers\etc\services 77 AJUC. UTDKIIDICITV MIEZEULET,
snmp DiFE 161 5 <new port 1> (udp ZO ML)
snmptrap DHG 162 "5 <new port 2> (udp ZO ML)

2.Agents & SNMP DU —EXZBiEE UE I,
LIFDFIET. ServerView Agents & Agents Tool @ [Restart Agents] THIEEULET,
R — K > FXTOTOTS L -> Fujitsu -> ServerView Suite -> Agents -> Diagnotic Tools -> Restart
Agents

CMS k@ ServerView Operations Manager Windows

1 UTDEEZIT OIS, UMTDIEFR CY—ERZEIEULET,
ServerView ¥ 00— R—EX
ServerView —EX
SNMP —E'X

2. <WINDOWSDIR>\system32\drivers\etc\services 7 7AIJLC. IFOKDICTV NI EEELET,
snmp DiFE 161 5 <new port 1> (udp ZO ML)
snmptrap OBE 162 "5 <new port 2> (udp ZO ML)

3.CA\usr\snmp\persist\snmp.0.conf 77 1)U (FEUEWVWEEIE. FERLTLEEL) T UTOTEBIMUETD,
defaultPort <NewPort-1>

ALTDIEF T —ERZBiEELET,
SNMP —E'X
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ServerView H—EX
ServerView 4o >0O—R—E X

B.AYTFTURA

XUTFVARELT, EEEOEREZER T DICHDT Y T7— MEEHB KU PrimeUp IEEDRTIEY —)UHREEN T
MES-*

8.1. 7y IT—hNEE

PRIMERGY ServerView Suite @77 v J5F— MEETI(E., BE&E. b—NNOVR—XX DT 7—LADIT 7PV I NI T
PETYVIT—rIBDIODEFEA T 3V EERTEELTT, COFYRIICFE. UTOY—)VEFERTEET,

= Update Manager (Operations Manager (C#&)
Update Manager (&. 27«4 D)L1—FA425—T1—X (GU) LAYV RSA VA V5F—T1—R (CLI) [CKD.
BIOS. 77—LDI7. FIA)\\ BRU—EOU—/BEHRICOVT, Rv NI—IRETDY v IF— NEOlEE(C
LRT, PREEAY—/N\ZFERUCAT I 21—)LBEKLUHIEICKD. #8OT—/\ZERICEEMNICT v ITT— hTE
FJ,. Update Manager (. FREBAY—/NCEHNNSD. 7y IT—MIRIMNIZFALEFT, DT LT KU
& RAITUITFOWVTFNHODAEICK D TER TEER T,
- B¥1D ServerView Update DVD h'54 >V R—
- AN TS Y —)L [Download Manager| ZFRLTA V5 —x v MEBRTEE
EBH5MDEAED. % T Download Manager ZFERUTUMRY b ZRIFTOIREICHRFCER T,

= Update Manager Express &&U ASP (Autonomous Support /w4 —32)
CNOOEGB@F. FET—/OVR—RV D BIOS &7 7—AD I 7Z0—HAIVTA VA M=IVBEROT7 v IT—KT
BDICHICHFESNTVET,

» ASP [FSBEBRT 7 AL CTRERHESN. BEUHDERINK T,

= System Monitor @ Update Function
System Monitor @ Update Function Tl&. System Monitor @ GUI (Graphical User Interface) Z{ER LT

BIOS. 77—ALDI7. RIANERELCT v IT—rhITDIEHTEFT,
System Monitor [&. Operation Manager D RXA V(TG T dMEBLFL. U—/\THRIMICIHELE T,
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Py IT—=RI T —=IFRODWVN DDDHECAFTEXT,

ServerView Update DVD

Web T FTS UR— b+ b o450 rO— K~

NAIIZRY RI—=T(CA VA M=)LENTWVBDURY FUT—){—5FTO0—-R
System Monitor (&. SV_Agent /\w T —J([CEZFNTVET,

= PrimeUp KU PSP (PRIMERGY Support Package)
PrimeUp Tl&. PSP [CEDWVTC., WY —/\TO—ALICRS4/\V T D17 & ServerView Agents ZE&)
NICT v IT—hCTEFRT,

= iRMC S4 /iRMC S5 7w 77— hEEE

iRMC S4 / iIRMC S5 @ eLCM J{w o —IJ(CIE, Online Update 8K U Offline Update OEENHE SN TLE T,
CNSDO#EEIE. IRMC WebUl Efeld REST Ao UTT 4«0 APl ZER U CREDSSUEEIT DI ENTEET,
eLCM /Ny T —I7ZERAT BICIE. U—) XA VIR— KD SD A— K, BLOBWE eLCM SA BV ABHA VA =)
TRORENDDET,

Online Update [Cl&. BIOS. 77 —ALDI 7. RSANEERICF v ITT— MAEEICT 2 I NTDERENZ TN TLE
9. SVAS (=Y hUANwT—Y) ZH—)NICA VA R=I)LTBDIEFT. Y—/\T SV_Agent ZE(TI dE
[FDDFEBA.

7w IT—= T —=IIFROWV DO DFETCAFTEET,

-Web T FTS OiRk—hA bSO vO—-R

- ARIIRY ND—=J([CA VA R=)LENTVDURY hUY—/){—p5FdDrO—R

Offline Update [CI&. BIOS &KV 77 —LD T 7V Z#R(CT v IT— MIEICT DI NTORENZTENTNE T,
P—)\UC SV_Agent &fcld SVAS (I—I 12 bR\ T —Y) ZRTIDUNEIFHDFBA. TDIcsH. ESXI D
AVAM=)VICRECTT,

7y IT—= T —=IEROVK DD DITECAFCEFR T,

-Web T FTS UiR— YA b5y or0O—- R

-NAIRRY RD=TICA VA R=)LENTVBDURY U=/ =55 DrO0—R

RNEP v TTF—=NIT—=/N[CEREY X =V ZERIFT AN D DIcH. T7—LD 7. BIOS. RSA)D7 v TT—hD
BEIRETONENDDET, Fle. FEAEDHE. VAT ARTY v IT—MPERBKT UICERBEESNSODT. FH
UIEWIRT LDI IV EIA LBRET DT ENHDFT,

Update Manager Express 8&0 PrimeUp I&&EQO—HILTP v ITF— XA Z X LD EEBREERZBERN(CEKRT D—H
T, HREFRD 7 v TF7— F—EX(Update Manager)&. I—HOFEMEE FSEBD T EEL. TOBHICDVTK
DEFBZILNDOMNENRDDET,

Z®Dfzs. Update Manager CIFRAEHCH LTI FIFLEEF 2T 4 AHZXLZRELEF T, V.00 KiaDeRD
N=232TlF, I—Y/){AT—= R R=ZADXNZXLZFERLTVE LA VB.00 LI, [P T)ILTA
VAV ] PORAICEIAEN—RADRELZER T D 7ADER SN TLE T,
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Recommendation 25

Update T—Y 1 hOFIEA VA —=)UEHT, BOHD UHEBRFRT—/\CI—TFJ)IL—TEI1—FEERLTL
ZEW. Update T—Y 12 bDA VA M—=)UBSIC [EF2UTARE] BET [FPHDYMFIT VI ZEIRU.
ER LBV —T% [7yv 77— EI—YI)I—T] EUTERULEFET. A1V A M=JVEIC, BETD
Update Manager ORRERCIFZDMDTTET. CMS BEDIHRAEZ#RMm UK T,

CNICKD. BHET D LDAP RED—ETH S CGUI I—TDHERE Y U L RERZMNSEIND ENMRIESNE T,
AISHOEETIRETOCADNKM UICHEE. T—I 1Y MEA—Y//\RD—RE—RBENICEIDEDDE T, TNIC
£D. BENR/— NIEEARIFREICHIT SN, RESNCE- DT ELEDET,

itUfek SIC. Download Manager B8, BEAY—/\OURY N ZRITRECHIFTI D ETT, BYICEREL
fei;Za. Download Manager (33T LW w 77— KV —IDE0D Fujitsu Web H—/VEEHIRICF T v o L. FTL
Wy —IzmREERY—/C (CMS) 07 v IF—NJRY MNJICADO—-RUET,

BESN Web U4 bSO YO—RENDT 7 AIUICIE. FEMFIERAN SBERSNTLVEVWBDONHDET, /\—Y
3V 50 LK. 00— RRICINSDT 7 A IUHREASTUEVKL DS, BF27E HTTPS 70 LAY IR— b E
NCTVET,

Recommendation 26

Download Manager #8E(C LT, BIRECHNIE HTTPS O M JLZEERLTLEE 0,

8.2. PrimeCollect

PrimeCollect [&. AN hUIEHR. 0S DIEHR. tU7—45 CREDERKE) . SFIFLOT RTLANY O
JIxE) . ZOMDUR— T DEET—IZNET DY —ILTT, WESNDT—IDEEEEF. VAT LEBRICKDT
EHDFRT, INTDEBERIF. T—ERIVIZFPICEKETEDLDIC. BEWIC zip Ffcld tar T 7 AJLISBIIENE T,
CNICK DT, PrimeCollect ZFERALTCHR— MLV Y =T (FBEEORIEE DT L. BEREOEESRZE D DICNEEIERE
ERRCEFR T,
TFa1UT 4 EDEBHRELNS. I—TFREIDF—NA T TH—ERTI VI ZPICEESNBERZHNSCENTEFT,
[PrimeCollect] ¥XZa7)UIClE. P—HATICEFEND T 7AIEZTDABZREDICRDABDFT, I—FDLEFa1UT
ARUY—[CKO>TEEDFIN. 7—HATADHET 7 A IV EHIBRULTH O 7 — A T&ERHELIED. 7—hHAJ%ZF>
FTe<RBHFEUBVKDICHNT D ENTEFT,

Recommendation 27

PrimeCollect TINESN/CIBRZZT zip 7— LA T=RHEITDFEIC. CO7—AAT=FTwvo LT, EFaU
T A MU Y—([CEBRINDEEIFZFDERZEBRIT D ENTERECY . [PrimeCollect] ~Za77)LIC(E. TDIEHR
EFREDERDDDFT,

Recommendation 28

CASIBRELBEET DT I 7 MV ENIET D HECDNTIE. 6.5 IED [ServerView Connector Service] =%
BLuTLEEL,
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8.3. URY U —)X

UIRY MUY —/UTIE AN T 7—LAD T 7 IVR—=RY FOURY NUZEMFCTEF T, URI MIT—/NWV T D
IVR@BEERAVTA VA NILEND (RI8) Y UIE AV —X v MIERSNTOVEVEENR / — N8R T T
OF 2=/ NEUVTERTEF T, URY MIT—/ZEATHIDO— R TOER(E, EENR/— D7 vITTF—rh
STERICHIZLTCVE T, EEEE. F0V0-FTOBREIS—RRICBULTEFA—ILX v E—IZZ(ITIROF T,

URY FH—/NICERINDBENR /—RE. J7—ADIT 7 AVR—RY MIWEKE P v 77— SO E T,
UMY MBS —)\ZFERALT. eLCM. System Monitor. Update Manager 7&&ED FTS 7w 75— MEEY—)UICUR
JMIEERT DI EDTEFT,

9.0ut-of-band A SNMP IT—3y 1>

B & [ServerView Agents and CIM providers on managed servers] Tl&. BEWRT—/{D SNMP T—3J 1 ~C
BIF2LEFa2UT r ODEEICDVTHBELTWVE T, In-band BE(F. BIEERNF7 I LATBHICT—T Y hF—)U\—
ROTF7BEROY—Tw b 0S MAECTHDEZEBKRULEXT, Ffeo SNMP I—I TV REED 1 DOV I DT 7 %S
—5'w s 0S DLEAICA VA =)LTDRENRDDFT,

Out-of-band BECIE, EENFRY—/\OERBERICT7 I EATHHIC. RITLTVDY—T v ~ 0S ZREEULFBA

RD 2 DDT—ANERET T,

»  BENROY—/VU\— D 7 HRIIEEZE 0S ZFRITL TS,

»  BENRUY—/OBEBHICT I ERITDHEHIC, BRI UZ/\— D 27 IVIR—xY hOMERENTWVS (T
— R —=)XDNYRIAY R TU—REE) o

AETIF. CDORDFHFREEET)\A X CHIFH SNMP T—I x> bDEFa2UT + ORIEICDOVTCERRALE T,

SNMP (&, KRIFEET N\A XEUE-MNEEBTOY MY FOWAICERAIRETHONENH D E T, XETIE. HAlFE
BT RCDOHEBLET,

9.1. IRMC

iRMC (UE—hYxI A O bO—3) (& SNMP Protocol $&U SNMP b5 w TDOXEZYR— SLET,

—RRD SNMP DL S (. HEBRICEIEMIFSN TS SNMP J=Za2="F7 4 ZRETE. Mo v IRELERECEEI.
iIRMC TEREINS SNMP J= 1 =5 (&, ServerView Operations Manager O —/\DT70O/\F 4 THERTE T dMNE
HHOFET . IRMC [ZF. BMEBDARY MEENGDET, SNMP T—I 1 MMFE SNMP hSwIZXETDIEICKD
SNMP Yx—I v ([CBHIULEIH. iIRMC D7 S—L/\Y RSZEHFELT. KT v ML, BFXA—)U. Ffcld SNMP >
W JERERUCERE(CBNITDCENTEEFT . SNMP ~o v JIFRONDTREMEND DD TERCEHEVNEEZ 5NTL
BDICHUT. TOMDRIASNBDEMITESITRICEECTEDEEZSNTVET,

Recommendation 29

BEDANY NIRRT HBHDRONDDZLBEET HIcHIC, IRMC cFYRIXY T LU—RD7S—LI\V R
SEBYICRET D EZHRELET (SNMP EARLAN THBHEREZITD) -
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9.2.  WRIYAVRNIL—R
NRIAYRTU—RIE TITAHIVRTIEIZ 2257 4 XFHDREIFEL, [HiH+BDER] T,
NRIAY N TU— RO TOR— b Z2@BEICERALET,

http: 80 MMB ~DA VJ\D> |~ (BREIRE)
https: 443  MMB NOAV)\DV K (REDIEE)
SSH: 22 MMB ~DAV)\D > K (BREPIAE)
Telnet: 3172(/23) MMB "D+ V)Xo K FREREE)
SMTP: 25 MMB 05070 MDY K (BREDIEE)
SNMP: 181 MMB NDAVN\DY R (BEE)

SNMP 35w 162 MMBHOS5O7D MDY R (BEFE)
LDAP: 636 MMB HhSD7D MDY K (BE)
CAS: EERSNTLEL

RMCP: 623 MMB QA VN\DV K (BEE)
WS-Man: 8889 IMMB DA VNV K (BxE)

ftbDR— hHFHVNTVDHEEE. @ISO DOBENFEELTNE T,

NRZIAY S T—RT SNMP ZERYT 5155, SNMP V3 hYEBTNE T TDE— R(F ServerView Suite DIRT
DEBTHR—FINTVENWTEZTH U TCBMEDRDDET,

PEIDNRIAY S TL—RD SNMP B—E X TIEFIRTDIRME (SNMP GET HKU SET BEDMA) [CRLTIDI
ST AXNFIERFERALE T, FTUWIRIXY RTU—RTE, BIDIZ 225 4 FazigtLET,

YR IAYNTU—RIESNMP 7 RUR T A )b TBHR—NUET, IBEULRIP P RUADHAYRIAY N TU—R
B SNMP BXITE UCRIFHIIDRE ETDENTEET, 3.1 IED [Communication Paths] OFICED>T. D
TV ZERETDEEZHRUFT,

Recommendation 30

Deployment Manager Z{FAT2d (BXU SVDM D [UE—k YRZ—I KX~ R—K] F470JT SNMP
ERETD) FEDHBE. UE—MIYRIAY R ILU—RD SNMP U—ER(COZ 2257 4 XFHEBRELTLIE
Al AN

SNMP/Telnet (SSH) D&EIRIF SVDM V5.20 LIETHEREARET. VB.1 LI&EIFT T 4)L T Telnet (SSH)
T9,

Ffz. 3.1 IAD [Communication Paths] DOFRICHEDT. SNMP 7 RUR T 4 )LF 1V I7ZEBET T EZ@<
HEUFT,
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10. Out-of-band =1

BIDETERALTcK DI, Operations Manager £ &ED ServerView Suite DY —)UICKo>TlF.  [out-of-band] SNMP
I—J1V hEEBEBENTERUEI. 22U, ServerView Suite RO out-of-band BEADEKRY—)UIE SV Remote
Management [CEFN. UTOIVR—2RY b TEESINET,

» RMC (UE—hXYRIAY IV O—3)

r UE—RYRIAVRT—R

ZLOEBYY1—Y 3V, INSOIVIR—RY MCERTOZENTEEXT,

OS W7 OT 4 TTHIYATLIN=ROTT7 EAXNLEZATLAEY 1—)UEEL L) 70T« JI5BEa. UTDOERY

Ua1—Y 3 VhM%ICIIBET,

= UE—HKEE/Web 7O hIV R, BMC/IPMI. 8&KU SNMP. CIM. Redfish (iIRMC S4/55 @) .

= SNMP Ffzld HTTP (Web) #HBTdD. IRMC (UE—rIYRIAY NIV MO—7) FFUE-IIRIAV T
L— RN\DEREER 7 tA. UE—NEE/LAN, Web F2EFEFLTZOY IV R Web TS50, Telnet Ffzl&
F—=FIISA4T7 K,

OS WP O T« TT. YATLIN\—=RDITT7DERHNTECLEVRE, UTOBBYU1—Y 3VhRICIIBET,

= SNMP Ffzld HTTP (Web) #HBTOD. iIRMC (UE—hYRIAY IV bO—3) FEFUE—IYRIAY KT
L—ROEKEE7 I zA. UE—MEE/LAN. Web FZFEFLTOY MIV R, Web TS5, Telnet &zl
F—=FIWISA4T7 2 b

»  UE—HKEHE/LAN 70OV FIY REXU BMC/IPMI (ZFRXSIVY=IVUSFA LIV 3V EBRERE) ZERATHE
TNFEUE— MEE,
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BDIATEF. INSOINTCOVY1—r32OEF1UT(EICOVTHHALET, ROKT, EEELEENR/— M
DI, BROA—YT7HDY SHHERDIEVNT J BAD SRESNDHHZRLET.

Operations
Manager

UE—

FESTEN | e

Web 7O~ kxR

!

BMC

Web 7551
______ 1

1

1

1

1

1

1

1

1

1

1

1

1

1

:

}'4:7
755 |

UE—h
(=5 iRMC
Ju—RK iRMC S2

F4 LY hUY—ER

_________________________

M 3: UE—MEBIOVR—XY MBITI-YF7HUY MMILDRE

PEPRRE T, DV IR—RY bDZELICET T AIL DT AD Y MOERIICERSNTVE T ROURNMNIZNSDT T 7
IWETPADY RERUET . CINSIETEDRIFERPHCEELTLEEL),

JVR—xV b

iRMC

iRMC 52/53/54/55

TRIAY R IL—R

BMC

1—5%//){XT— K : admin/admin
1—5%/)XXT— K : admin/admin

1—5%/)XAT— K : admin/admin

FRICERSNCVDT 7L T HD Y

I1—5%/)CATJ— K admin/admin &F/zld OEM/OEM

51/67 =

www.fujitsu.com/fts/serverview



http://www.fujitsu.com/fts/serverview

ROA "R—){— | 17:2017 £ 6 B | E+a2 77 PRIMERGY t—/\&E 52 / 67 R—Y

10.1.  UE—HKBE/LAN 70OV bIY RBKU BMC/IPMI

UE—MEE/LAN 7OV FIY R SXRSFSE (DVV—IWUFA LI 3Y) Do Y RDOERRCEDIERRIRZEIRM
LET,

=) \NDOAREYE— P I ERZEET HicHIC, UE—PMEE/LAN 70V hITY NE/ RO — MREZRELFR T, &
DREF. 70V IV RMIBKLUY—S'y Ml (BMC. RSB, RSB S2. RSB 82 LP, UE—hYRIXY NTL—R)
([CHRFEENE T,

UE—MEE/LAN 70OV IV RZYIHTEETHE. JKAT—RZ AN UL TCENZ#EERIT DL DITKkHOSNF T, T,
I—TE50EHDOEF2UT A RUY—([CE>TINRT—RZAFLTLLIEEL,

Recommendation 31

1—5BE80t0OttFa T4 RUY—([CED T, JXRAT—RTUE—-MEE/LAN JOY IV RANDFP IR
ZRELUFT,
BMC/IPM| ZEB9 554, UE— MEE/LAN 70O IV RFMUTOD 4 ROZERELUE T,
= Remote IPMI Manager 7« > KR, BMC (Baseboard Management Controller) N7 X TE£9,
= Telnet ¥4 TJOUE—~IVV—ILD4V KD, OV=)VUTFA LTV avET7—ALD TP V22X D BMC &
&NB Remote IPMI Manager o« > RO HiEeid G (CigtsnEd,
IPMI Manager ' BMC ~O#E#Htld. 1—0R//\ AT — RTREINZE T, BMC (FHHBREER D EFIIC/CRT— KRHER
TSN TVET., TFaUT v EOEANS. B|RERTEINTVDI—UR//\AT—R(E. UE— ~EE/Diagnostic
System [CEFNAOU—/IERBY LB EZFERAUCTEDLIFELKEELTLEEL,

Recommendation 32

BMC OFRIFRESN VD I—TR/)RT—R(F. TEBDLRIFRLEEBLTLEE,

10.2. BMC/IPMI [CLKDUE—MEE/Web 7OV MLV

UE—FEE/Web 7OV bIYREFE, SEIFESE (AV—ILUSFA LI 3Y) Da Y RUZBRRCEDIEERBERIRM
LET, UE—KhD—URT—Y 3V TEHRRENICHELDG. BEDTSOYDHTT, UE—MEE/Web 7OV hIY
R(& Operations Manager B SEEEINADT, TDF7 TUT—23VDA VA S=)VIEERHTT, ZDfchH. UE—
~EE/Web 70O hILY ROAREMERIF. Operations Manager DOJ 4 7OV —I v K> THRESINF T, THUC
DWTlE. 7.3 D [TLS/SSL for the | TEHASNTLET,

BMC DREICDLTIE. Recommendation 36 [CiED TL AW,

dvV—)LUSA LTy avIdiES{ESN. Serial Over LAN (SOL) [CHATSNET,
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10.3.  IRMC F2ENYRIAY MTU—REEDEET ) A RICKDLHIERE

FIDIE 10.1 HKXU 10.2 Tl 08 ZRITULTCLRBEWRRICHIT D EF 21U T A EICODWVWTEHALIZD T, RIETIE, 0S
DERITENTVEWN/ RITSNTVDDES CERATESEEY U 1—Y 3 VDWW CEHHALE T, CNHFREEFEDIE. F—
Ty M —\DFRIFEERT A ADMERENDICHTYT . CNSDFFNET /A R FLLF TR ENE T,

» UE—hYRIXT IV O-35 (RMC/IRMC S2/iRMC S3) FHTzl&

r UE—RMYRIAVRTU—R

CNSDEET/I\AR(F. UFZERUL TV I EATEET,

. 2O Web 750
RSB/IRMC B8&UUE—MYRIAY FTLU—REZNZN, AVF—3 v MEETOWDEID S THERD Web 7
SOYD DR TE, @NFEEKEZERTLE T,

CCTHAREZ I BRICHTHEREN, 7OV hIY REEET)\A XOMAITEREEC K > TIRESNE T FHICDOVTIE
BOIECHHPALF I,

10.3.1. iRMC

iRMC (&, Y AT LADYY—IR— R EDBEREIY AT LT, Web JSIOUZFERULTCF I EATERT ., BEOARNU—T 1
TVAT Lo Web =)0 I—TEE, PS—LBEZHDS. U—/\BRF VA4 E— ROEEICIEFBHRIGDITONTVE
9, IRMC (&, SSL BS{EBLUMENGFI UL EDOBELEF 21U T HeeZRH L. BRARROEF1UT « ZREE
LEFET,

I—YEETIF. 2 BEDODELFSI—Y D ZFEHALET,
= O—AJ)LO—Y ID (& IRMC O EFRMEEREICRESN, IRMC O1—T A5 —T 1 —ARHTEEINET,
» J0-)ULD—Y D ET« I MY —EXDEFT—IZA KT [CHREFSN. T4 MIY—ERDA V5 —T1—
ARATEBEINET,
20—/UL IRMC I—Y8ETIE. BEMUTDT « U NUT—EXRTR—FENET,
- Microsoft® Active Directory
- Novell® eDirectory
- OpenLDAP/QOpenDJ (E#ER— MEH)

iIRMC 01—YEETIE. O—HILEJO—/ULDOI—Y ID ZERKICEET S ENTEXT,

iIRMC [FLUFD 2 DO E#MFE IR ZXRILE T,

» T UXIVEBEOHER. RMC [FCNSOHFTZ. FvUXIVEBZEAICLTEDHTET (I—TIE. iIRMC ([ LAN
AVI=TI—RZERAUVTER LD YUTPIVA V=TT —RZRBALTEBRULEDICED, BICICHFRZEIST
BDIENTEFT)

= HHFIRMC #8E (A—Y7HDY hDRE. IRMC DFRERLE) ZERT DIcHDFFE

SHBICDWTIE.  TIRMC - integrated Remote Management Controller] Efzld [IRMC S2/S3 - integrated
Remote Management Controller] ¥ Za77)LZESBULTLIESL,

iRMC D77 —ADITPld. INTOERERZ D7 HDY b~ admin/admin B S5H USHERESNTVET, EUICOT 1>
UTEBE LR B<L<H UVWEEBEZHD Y hER LT, T 74U NDOBEET HD Y hZHIBRT 2D, DiELEBIIRD
—REZEELTHOLL I EZBHELET,

Recommendation 33

iIRMC (FHERRRE CERIIC T AD Y MORESNTVE T, BFaUT ¢ LOEBENS. INSD7ANDY heO—
AVA—TFFIO—/ULI—FOFHF LW ADY MIEET DN AELKED/(RT— R ZEEETH L7
HRLUET,
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10.3.2. NRIAXY NTU—R

TU—R—IY AT ANDAREFYUE— 7P IEAZRRIET 7z, Remote Management [ENXRI XY N TLU—RT
DA—F2/)IRAT—RREAADZXLEZYR—NUET. YRIXY NITU—RIZIE. AT~ admin/admin DEEFI(C
BMESNTUVET, EYRIXY N ITU—RIC, BHOI—TF D & FNFNOELCDINAT— REEREEETCEET,

tFaUT « EOERDS. HTLWADY MARR UL TT I 24U bD7 A bl DD I ED/(RT— R Z2Z
FIDEZR<HELURT, INIE Web OVYV—=)LFEEOVYV—IUXZa =TT =2 3V ZFRUTCERITCEEXR T,

Recommendation 34

NRIAY N TU—RICE PEPRETSERICTNDY MOIRESNTCVE T, tFaUT « LOEBENS. NS
D7D e ULWI DD MIEET DN MELED)/RT—NeEETHEZB<HRELET,

Web 45— T —ADEF1UT 1 DZOMDBERICOVTIEFE. 10.3.3 IED [Web interface on iRMCor
Management Blade] Z&BULTLEE0L,

10.3.8. IRMC FelEYRIAY R TU—RD Web 415 —Tx—X

IRMC F2l@NYRI XY b TU—RICIF. Web 4 V5 —T 1 —AZRHT D Web T—/\HRETNTVE T, BIDIET

Operations Manager [CDWC. Web U—J\DA VR b—)LEREZBYIEEF 21U T «)b—)UICHE > TEEICITHIEVE.

TF2UT A R—IUDERENDAREMEN DD EZFHALE U, 2L, RD 2 DOEAICKD., CNIFERLTWVSHE

& Web —/XICDWTIFRIEHD D = Avo

= INHBO Web Y—/N&. IRMC FelgNYRIAY T U— RICEFNCA VA M=ILEN. FRICEESNTLET,

= NS5O Web T—/N&E, PRIMERGY Y RT ADBIEFIREISEI DD SFTR(CUIDBENTLER T, DFEDH, NS5
B Web U—N\ZFERTHIHEN PRIMERGY Y AT LADT—%. T4 XY, 7Oy YICREZRIFICLEFHHFE
Ao

IRMC FI2[@¥RIXY b T—R(E, @D Web HTTP BERDR—b 80 &, SSL LFa 774 HTTP @ERDR— K

443 D, 2 DDR— hZERHLUF T, SSL ADR— b 443 (FEICHEHT. HTTP BDR—k 80 [FBEME/cIFEDIID

BANTERT, TFaUT 1 LOEBHENS, R—b 80 FEICEMICTDHMENDHDOFIIN, IRMC LTUE—bR— K=

BREITDCEBENIEVTLEEL,

Recommendation 35
A= w MEHRT IS OTH O g BBIREE{T D CENTED M. IRMC FelFYRIAY N TL—RD
mR—h 80 ZWMIICT D EZE@m<HERULET,

10.3.4. WHEEHADOUE—-MEE/JOY IV R

IRMC FI2@GNRIXY b T— RIEEDEET )\« ATOERICFERATRELUE— METOY MY RE. Web T50H
Z‘-‘g-()

ZDHBE, I5IUYTIRMC FEXRIAY S TU—RD Web A V5 —T T —INBEFZ I EALERT, TDIH.
COfE Web U—)IND7 I ER(F, OJA2TOY—I v TRESNE T, JNUCDWVTIE BIDIE 10.3.1 HXU
10.3.2 THASTNTWLET,
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11. KAl RE

Kz

11.1. DMZ (Demilitarized Zone) O —/)\=&EE I DDA T3>

DMZ (Demilitarized Zone) (&. #E#OWEB=RY fDO—0 EHNEDRY D=0 (BREFAVET—Rv ) EDOBICHDFK
v NDJ—J%EETT, DMZ 3858, BE0—%2FRI2 771 704 —)UICK>TCEDmANSERSINTVET., DMZ
DEFa1UTaRUI—F, aLNXILDOEF1UTAEBEHICKODTEEINTVET ., COKRDHTEHTH—/\ZEET D
BICIF 2 DDOFERDD. LTFDLIICEZS5NFT,

BRODA TV avid, T7A4704—)UABETO NIV GFIC SNMP) [CHUTEHUSNTWVWS I EZFIRELET . DF

D. DMZ TOY—)\DT7 U7 4 THERFAOEECH D EZBEULE T, TNTH. —BDBEIBERF DK DIFRED

S5TF7AT7 04— )URHTEENRY—/ O8I ENTEFT,

- [BEEER
SNMP S TR T 7 A7 04 —)UICK>CTOVIEINDEE., ARV MERIFRDITEDWVWTNNC I 7 AT I 4—
W ZBBTEFY, Event Manager 7 SNMP IT—3 1 hEH(IT DMZ NA VA ML T DBE. FEDA N A
HEUCETICBEFA-IVEEET DL DIC Event Manager ZRECTEER T, @kIC. IBRMC PIYRIAY NTL—R
BFEDBEBTINAA%Z, SNMP bS v TDRDD[CEBFA—IZXETDLDICHETEFI.,. D 1 DOFEELT,
ServerView "OJ 77 A JUICTY bUZER T DT, RREEAY—NICOJ I 7 A I 7Z2XETHEDHTEFT,

= Py bMER
ServerView Agents & Operations Manager ' DMZ QY —/X(CA VA b=)LENTWVDHBE. HTTPS #HETLK
— NI PAIFIEFT—NATT 7 A )VICEBNICERZESIAD K D(C Operations Manager ZRECEF T D
BE. SNMP T—I 1V MMIK o CRAISNICERNEENR / — RO T 7 A)NAEEAFTNET, DFD. SNMP &
BIREREIE T 7A 7 O+ —IUBETITONS. T—F30O0—-AILTRESNEF T, INHDT7A)UE. BTIT7A
T oA —)VRACHREERT—/\N&GXTHENTEFRT,

2 DHOA TV avF, pEtUcEERY hD—20% DMZ OY—/NTERTED CLZRHRELET, CDBE. EENS
TA4vIECDRY bI—=T E7Z@D. —7A T XEXRY NI)—0DtEF1UT A RUY—[CRoTREFEF2UT 4 LN
IVDMREESNE T . DMZ RO —/\IE. BEADR Y hD—0A4 V5 =T 1 —XAH— REEIF IRMC PYRIAY NTU—R
FEDERT)\A AZERAL T, DBEUCEERY FD—INERINEK T, IF'— I IAYRTLZERLT, A1V H5XR
v FORREERY—/D'S. DMZ DY —/\ODBMSNCEER Y hDI—J(C VPN TP I EZATEE T,

12. E&H

EFIUT A BEBNICAFTEDDDTIEHDFBA. INTD PRIMERGY U—/(EEIVR—XY beT T 4 )L MeZ
ERULCAVAMVUREISTlE. IXTORENBELE TN COHEDEFIUT « UNIVERHELEDFT, 9

NCOOAVKR—Y hERICERET DL, FBICENcEF2UT A ZERCTEXT TN, IRNTCOIVR—RY MMe—BU

TREUVEWE TR THIEELKEET D LIFHDE R, DED. RETDHIIC. EHDOREZIEE(ICFIET DHENDD

T, INODOFMIEEIE. BREDRUMBIIERTON—REEDET,

PRIMERGY U—/(&HE(F. LITD 3 DOELEHEELNILAGHDE T,

» BEUNV [0y b IRXV—T 4 VIVRATLT vT|  I=0 Y hARU—=FT 4 VIVRT LWEEEBRRY—/\T
T—bhI2RENGDDEFRT, T—I TV NI DANL =T A VIVATLACAVA M=) THRENDHDET ., EEIE
RISERTREFBEER U/ (X EZRANE T,

» BEUNV [BB7 VT =Ty bRV —=FT 4 VI VAT AFES L TOWERBAN, VAT LR—REEULEME
LCWET, AL —F « VIV RT LFfeld Pre-0S T—I 1V b2 TJ—hCTEFT,

55 /67 /\—:/ www.fujitsu.com/fts/serverview



http://www.fujitsu.com/fts/serverview

ROA "R—){— | 17:2017 £ 6 B | E+a2 77 PRIMERGY t—/\&E 56 / 67 R—

» BEUANL [BAHAVIUEEF vV COBRDBEIE. Y=Y MRV —FT 4 VIVRT LAEBHYRAT LAR—R
EBHEBICHMIZULTVE T, IRMC PYRIXY RITU—F (TL—RY—ID5E) FE. TOBRDEE(C(FHFFITE
Kz ERALE T, COBROEES [EHhYYUBEF v EULTHHSNTVET,

RDRIC, INFTHPUCINTCOMBRIEZX O TRL. TOEN (2FNEEFIUT « DR, 17 5EEE
EDRIR, BEUANL) [CDVWTHELET,

2EREEF U T « DHERS
TF 2V FEBREDORIR

AR RN
Hex2 =T b | 22K ThsU
OsS7v7 |0S PvT | EHE
F IV

PRIMERGY B—/{EEDA VX h—)b:
T7 AT D #—)VORAICY =)L/ DV R—2 bEEBNRY—/ZREB UE
ER

—HZEEIE:
BYURT LATHRLR— MO ZR/IBRICUE T,

EE VLAN D5t
BRI vIDSEEBN T4 vIZEDHMUET,

JBoss HDEEEE7 LDV b .

ServerView Operations Manager &H(CA A M—)LENTLS JBoss
FIUVT =23 —\ERDIFEEET HDY hER LR T CDF7HD
VhOEFIUTAREICKID, INTOIEEE LY JBoss D7 HD
VDT LT MUBRUOT7AILDFHEHED ZTELEVNKDICLET,

REIDEIDHT
EISFRF 2510 9 D8R/ ROIERZF DOREZE DB TTEEL,

EET ) ADHHSNCEE LAN:
IRMC BEDxRY ND—0A4 V5 =T T —AZDEESNICEIE LAN N U
EED

Installation Manager ZERTdUE— AV A =)L

Installation Manager D12V T VY DxRw hDJ—IHEFZ)\AT— NCTRE
UEE

THWMOBFAT I L AERTD 0S HEAND TFTP 7 AN BRERES
N51B4lF. Installation Manager ZO—A)LE— RCDMHMEHAT S &=
HREUET,

Deployment Manager @ JBoss 7 U4 —> 35—\
O—AILD HTTP BROHFZ2(F[FFDKDIC JBoss 7 TUTr— 35 —)\
EEREUET,

Deployment Manager DU 77UV XA VA M—=)b:
BbREeKAARFO—-HILA VA M=ILTT,
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NEaY2 SN
i S—w N |2 THYS
OS 7w |0S Py | &8
F v =RIL

Deployment Manager A X—3JUMRYI ~NU:
Deployment Manager > R—X2 bOURY SUDHCT7 I AZFHIEL
ESER

SNMP IT—Y x> hDA VR R=)b:
SNMP —EXDTF T4 )V hREZZEEUFR T KEEDDERTEIC MS VAT
LRYUY—TF 4 FZFERTEFI,

SNMP IT—Y x> hDA VR R=):
SET B1EDfzsI(C ServerView 35/ EFI XN ZXLBDI—FJ)L—T =35
TUET,

SNMP IT—3Y x> hDA VA M)
IPSec ZFER LT SNMPv1 ZREULFI (Microsoft DIERICHEWVE
) o

H—I\TU—REHIO0—-_259BfceHdD Deployment Manager:
ServerView CTBENR / —REUTYRIAY N IU—REHRFLET,

RREEAY—/U (CMS) 8KU SNMP IT—Y 1V bk
T7AT7 04— ILORBIOERNE T —/NUC CMS EI—I TV AV B
—JLULET,

Operations Manager "D Web H—/tDA X b—)b:
SSL[CKD TSI DEHEEF2UT RELFET,

v ITF—=KIT7AI)LDAFE:
A=y MERATDY D O— RIERICEBKR THD ERESNDIEE(F
ServerView Update DVD #FERUZET,

Update Manager Ds&7E:
Update Manager D85/ A MEEERD 1 —F J)L—T7%ZER L. ZNITHU
T Update T—y 1 hOREIREZULE T,

RSAI)\. IT—=YxV b, BIOS, J7—LDIT7DT7vITF—:
O—A)LY— )L BRI DF4E. Update T—Y 1 B KU Update
Manager Express OO—AJ)VINY RSA VAV F—T 1 —R7%ZERTEF
6-0

RSB/IRMC T® SNMP A >4 —7 1 —XADHKE:
FHRNOERCIOZ 2274 ZRELFT,

RSB/IRMC FeldYRIXY N TU—RTDF7 5—LI/\V RS DHRE:
ERRCTDBADICHIC, SNMP bS5 v TITIMA THRELE T,

e —5&EULTOD RSB:
FREE7375 MDE Z#EARA LT BMC EO@EZRELE T,

Deployment Manager B&UUE—RMIRXIXY N TL—R:
T2 -FT A XFHEFERLTIRI A R TL—RIZ SNMP H—E X =%
EUFT. SNMP P RUR T4 )F UV TBEFLET,

UE—MEE/LAN JOYV bIV
TOCRAZRET DD/ RT— NERELE T,
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ARk BELAN)L
HEE F—w b |2k ezl
OS 7w~ |0S 7w |&E
F )L
BMC DR7E:

| P 7 RUREIRDT— R ZERELE T,

U E— MEE/Diagnostic System:
RTDS OF T #)U MRADTD—RZHNTFEELTCLIEEWV. I=)LI\wTE—K
ERELTCEF2UT 4 ZRELE T,

iRMC/iIRMC S2/iRMC S3/YXRXIAY N IU—RDFHD Y I
TIFIVDDT DY MR ULWTI DD Y MIEET DN MELEH/ITRD

—FZEREULFT,

iRMC/iRMC S2/iRMC S3/XY %I KXY h T — RDiR— b
HTTP ADR— b 80 Z#EzpC L., HTTPS ADR—k 443 RATOD SSL
TEFaUT A BRSNEROHERLE T,

EEXy FDO—2 MROY:

FEtF 1777 SNMP SET ##EEERETELRV NS v JZOR T eI,
Web Extension/7 >—ABEZEEBNRY—)\NTv 1450 LT Web

I—IxY bERULET,

13. OJ77A4)b

Installation Manager

Deployment Manager

Asset Manager
RAID Manager

Download Manager
Update Manager
Virtual-lO Manager

AVAB=ILATET e, BEDOUE— M VA M=)LT7OCRICHUTER L
T7OAAY M= )DIRET « LT FUN A VA N=)LOT T 7 A )2 RIFULE
LFETd., £CT. Installation Manager 4 5 —7J 1 —XAZFERALTERRTEF
EP

Deployment Service ([F&(CO2 7 7 4 JL% C\Program
Files\Fujitsu\ServerView Suite\DeploymentService\bin\AutoLog 7 -r L&
MUB KU C:\Program Files\Fujitsu\ServerView
Suite\DeploymentService\tftp\log T« L7 FUICER UE T,

GUI ZERLIOT 774 )LDRE

FIFIURTIE. T7A4ILDA X K& ServerView RAID OJ 7 7 A JUANETIA
FNFET,

TIHIWBRTIE IRTDANRY MEFARD—T 4 VTV AT LDOTEEEICKRRE
NFEI. Windows X—=XDY AT LDHE, TV MJEF [RY—K] > [HE]
> [Ov~O-)LRIL] > [BBY—IL] > [4AXVbhEa—7] (FZPTUT—
>3aY) . Linux YAT LDEKHE. /var/log/messages [CRFENF T,
OJ77A)uld GUI ZERAUTCERRCTERT,

OJ77A)Ul& GUI ZEAUTCKRRCTEXRT,

Virtual-IO0 Manager (38(COJ 77 AT« Lo kU
<ServerView_Suite>\plugins\viom\Manager\logs [CfEBLF T

Windows N—XDEBAY—/\TIE. <ServerView_Suite> [&@HEUTDT ¢ L
7 ~UTY,

C:\Programm Files\Fujitsu\ServerView Suite
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LINUX X=X DEBBY—/TIF. <ServerView Suite> [FEBUTDT 1 Lo
~JTT,
/opt/Fujitsu/ServerViewSuite
Ffc. Virtual-lO Manager (&, INTCOREEELIS—Z200J T hUZ,
VAT LAY MOY (Windows) FTzld syslog (LINUX) [CRBICEEAHF
ED

iRMC S2/53/54/55 IS5 XwE—IFEELEOT T 7 AIVIIEETAFNEF T, OJ T 7 A IUDEES
NTLEWBE. EAE flomelog 77 A IVICERESNE D,
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14. ServerView M7 7 # )L NODEEEAZE

CZTl&. &% ServerView HRICEK>TTIHIV R TA VA S=ILENTWVWDERAZEZEDIRWVNE T, INTOIEEF.
SHATwithRSA WS EUEIBAZEOEBZ )V I XALAEBU SSLII\—Y 3y (=3 3) ZFRUFT,

141, XRIAY O RO—Z/XRIANITU—K

14.1.1. JL— bk CA
maEE EMAILADDRESS=ServerView@ts.fujitsu.com, CN=ServerView Root CA, O=Fujitsu Technology
Solutions GmbH, L=Munich, ST=Bavaria, C=DE
FITE EMAILADDRESS=ServerView@ts.fujitsu.com, CN=ServerView Root CA, O=Fujitsu Technology
Solutions GmbH, L=Munich, ST=Bavaria, C=DE
JUF7)ILE O
=
= Wed Apr 22 16:37:44 CEST 2009
BAHARR Sat Apr 20 16:37:44 CEST 2019
JaVH— MD5: 8E:B5:8D:B8:DE:7D:4C:2E:6A:5C:E2:AB:AB:12:19:E2
JUV
SHA1: FD:9B:B0O:3E:23:60:73:2E:85:B5:F6:25:38:7F:.CF:99:EB:BF:37:CC
14.1.2. iRMC D7 7 # )L bDEERRE
©7J31x2s  C=DE, ST=Bavaria, O=Fujitsu Technology Solutions GmbH,
b CN=iRMC/emailAddress=primergy-pm@ts.fujitsu.com
FITE O=fujitsu, OU=fujitsu, CN=Fujitsu Internal Issuing CA EMEIA - G 1
YU7)LE  28:00:00:01:2e:45:0d:f8:cf:6e:ea:f7:81:00:00:00:00:01:2¢e
=
118 ! Jun 23 13:24:16 2016 GMT
EZHEARR Jun 22 13:24:16 2021 GMT
Ja42H—  SHAI
JUV B9:DAFO:45:BF2C:8A:23:25:49:C5:80:F8:CB:13:68:78:11:27:1F
14.1.3. MMB DT 77 )L hODEERE
FrEE O=Fujitsu Technology Solutions, EMAILADDRESS=ServerView@ts.fujitsu.com, C=DE, ST=Bavaria,
CN=PRIMERGY MMB 1024bit default RSA SSL Cert
FITE EMAILADDRESS=ServerView@ts.fujitsu.com, CN=ServerView Root CA, O=Fujitsu Technology
Solutions GmbH, L=Munich, ST=Bavaria, C=DE
YU7)VE 54 (decimal)
=
18 Mon Jun 15 16:50:10 CEST 2009
BNEARR Sat Jun 14 16:50:10 CEST 2014
Ja4H—  MDB: 40:78:F6:08:8D:3E:62:38:10:39:74:30:5F:.06:7A.62
AN
SHA1: 6D:EO:A2:35:FO:EA:17:75:32:1B:D8:89:3C:DA:6FB5:EF:E4:26:1B
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14.2. ServerView Connector Service (SCS)

14.2.1. JL— bk CA

FrEE CN=Fujitsu Technology Solutions, OU=IP SW SV, O=Fujitsu Technology Solutions, L=Munich,
ST=Bavaria, C=DE

Fi7E CN=Fujitsu Technology Solutions, OU=IP SW SV, O=Fujitsu Technology Solutions, L=Munich,
ST=Bavaria, C=DE

JU7)IE O

=

Ehl=1 Thu Feb 26 14:17:15 CET 2009

BREARR : Sat Nov 05 14:17:15 CET 2022
J42H— MD5: B4:BC.CA:41:16:23:4D:9F.08:10:34.64:D6:57:A1:84

JUz bk

SHAT1: 22:DE:20:A1:BE:2B:6D:D2:4B:BA:C9:18:BB:C0O:C8:97:D2:87:0A:99
14.2.2. SCS OF 7 #)U hDEEEAE

mEE CN=RemoteConnector, OU=IP SW SV, O=Fujitsu Technology Solutions, L=Munich, ST=Bavaria,
C=DE

RiTE CN=Fujitsu Technology Solutions, OU=IP SW SV, O=Fujitsu Technology Solutions, L=Munich,
ST=Bavaria, C=DE

JU7IE 2

= .

178 Thu Feb 26 14:18:52 CET 2009

BREARR : Sat Nov 05 14:18:52 CET 2022
J42H— MD5: CC:8A:B2:C7:8D:01:32:98:5F:DC:C9:97:5C:66:03:D7

SHAT1: 09:25:E8:C6:6E:6C:44.B5:3C.78:F5:FF.32:91:21:DO:EF.55:93.:63

15. TV5—TJSAXtzF+a2UT «CEAT HFMIBER

Fujitsu [&. EF 1 7HI R T LBEEORAMRICVE T, Fujitsu (FETAMET—NZEBEULT. KFEI YT/ X+
AT A= bF—=EBHAULT, TUI—TSA X F2UT 1 DHOSWDNEFICTHINT DS NICRILEH DIz H%=
BRICRHUFX T, CDOREYIDFMICONTIE. UTFZESRUTLIEEL,
http://ts.fujitsu.com/solutions/it_infrastructure_solutions/security/index.html|

61 /67 /\—:/ www.fujitsu.com/fts/serverview



http://www.fujitsu.com/fts/serverview
http://ts.fujitsu.com/solutions/it_infrastructure_solutions/security/index.html

ROA "R—){— | 17:2017 £ 6 B | E+a2 77 PRIMERGY t—/\&E 62 / 67 R—)

16. ffi%: iIRMC S4 O#IZ/BSEMOYR— b

16.1. IPMI
16.1.1. RMCP
ZILAU XL XFR/FERHR, "
MD5 XFR - 128 bit
16.1.2. RMCP+
ZILIUX L N/ IR, |
HMAC-SHA1 XfFR - 160 bit
HMAC-SHA1-96 XIFR - 96 bit
HMAC-SHA256 XF - 256 bit
HMAC-MD5-128 XFR - 128 bit
MD5-228 XIFF - 128 bit
AES-CBC XIFF - 128 bit
16.1.3. IPMI THR— MEES XA — DU b
ID SREE7 )LV X FTEMZIVIVUXL | #EEZILIUX A
1 RAKP-HMAC-SHAT NONE NONE
2 RAKP-HMAC-SHAT HMAC-SHAT1-96 NONE
3 RAKP-HMAC-SHAT HMAC-SHA1-96 AES-CBC-128
6 RAKP-HMAC-MD5 NONE NONE
7 RAKP-HMAC-MD5 HMAC-MD5-128 NONE
8 RAKP-HMAC-MD5 HMAC-MD5-128 AES-CBC-128
11 RAKP-HMAC-MD5 MD5-128 NONE
12 RAKP-HMAC-MD5 MD5-128 AES-CBC-128
15 RAKP_HMAC_SHA256 NONE NONE
16 RAKP_HMAC_SHA256 | HMAC-SHA256- NONE
128
17 RAKP_HMAC_SHA256 | HMAC-SHA256- AES-CBC-128
128
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OpenSSH
Relaxed Intermediate Restricted
HTIR diffie-hellman-group- | diffie-hellman-group- diffie-hellman-group-exchange-
exchange-shal exchange-shal shal256
diffie-hellman-group- | diffie-hellman-group- ecdh-sha2-nistp256
exchange-sha2b6 exchange-sha2b6 ecdh-sha2-nistp384
diffie-hellman- diffie-hellman-group1- ecdh-sha2-nistpb21
group1-shal shal
diffie-hellman- diffie-hellman-group 14-
group14-shal shal
ecdh-shae- ecdh-sha2-nistp256
nistp256 ecdh-sha2-nistp384
ecdh-shae- ecdh-sha2-nistpb21
nistp384
ecdh-shag-
nistpb21
HP—)URA | rsa-sha2-256 rsa-sha2-256 rsa-sha2-256
F— rsa-sha2-512 rsa-sha2-512 rsa-sha2-512
ssh-rsa ssh-rsa ssh-rsa
E51E 3des-cbc aes128-ctr aes128-ctr
aes128-cbc aes192-ctr aes192-ctr
aes128-ctr aes2b6-ctr aes2b6-ctr
aes192-cbc
aes192-ctr
aes256-chc
aes2be-ctr
blowfish-cbc
cast128-cbc
rijndael-cbc@lysator.liu.se
MAC hmac-ripemd 160 hmac-ripemd 160 hmac-ripemd 160
hmac- hmac-ripemd 160@openssh.com hmac-ripemd 160@openssh.com
ripemd 1 60@openssh.com hmac-sha hmac-sha2-256
hmac-shal hmac-sha2-256 hmac-sha2-512
hmac-sha2-256 hmac-sha2-512
hmac-sha2-512 umac-64@openssh.com
umac-64@openssh.com
[ U U U

zlib@openssh.com

zlib@openssh.com

zlib@openssh.com
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16.3.  SNMPv3

7LV L N/ IR, |
SHA XFR - 160
MD5 XFR - 128
AES TR - 128, 192, 256 bit
DES XIFR - 56 bit

16.4. Web. KVM. VMEDIA. Redfish (iRMC S5 Dd+)

INSOY—EXTIE, IRMC 77—ADT7(CEZFE NS OpenSSL SA TS UZEFRALET., J7—LADI7/)I\—I3V(C
#%F LT, OpenSSL /{\—23> 098 & 1.0.1 ZFERALET,

16.4.1. SSLv3 DEEEUR k
S BB i RS MAG
TLS_DHE_RSA_WITH_AES_256_CBC_SHA DH RSA AES(256) SHAI1
TLS_DHE_RSA_WITH_AES_128_CBC_SHA DH RSA AES(128) SHAI1
TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA DH RSA Camellia(256) SHAI1
TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA DH RSA Camellia(128) SHAI1
TLS_RSA_WITH_AES_256_CBC_SHA RSA RSA AES(256) SHAI1
TLS_RSA_WITH_AES_128_CBC_SHA RSA RSA AES(128) SHAI1
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA RSA RSA Camellia(256) SHAT
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA RSA RSA Camellia(128) SHAT
16.4.2.  TLSv1.2 DESUZ I~
i) BB B ES1E MAC
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 DH RSA AESGCM(256) AEAD
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 DH RSA AES(256) SHA256
TLS_DHE_RSA_WITH_AES_256_CBC_SHA DH RSA AES(256) SHA1
TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA DH RSA Camellia(256) SHA1
TLS_RSA_WITH_AES_256_GCM_SHA384 RSA RSA AESGCM(256) AEAD
TLS_RSA_WITH_AES_256_CBC_SHA256 RSA RSA AES(256) SHA256
TLS_RSA_WITH_AES_256_CBC_SHA RSA RSA AES(256) SHAI1
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA RSA RSA Camellia(256) SHA1
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 DH RSA AESGCM(128) AEAD
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 DH RSA AES(128) SHA256
TLS_DHE_RSA_WITH_AES_128_CBC_SHA DH RSA AES(128) SHAI1
TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA DH RSA Camellia(128) SHAI1
TLS_RSA_WITH_AES_128_GCM_SHA256 RSA RSA AESGCM(128) AEAD
TLS_RSA_WITH_AES_128_CBC_SHA256 RSA RSA AES(128) SHA256
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TLS_RSA_WITH_AES_128_CBC_SHA RSA RSA AES(128) SHAT
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA RSA RSA Camellia(128) SHAT

16.5. CIM/SMASH (iIRMCS4 (Dd+)

TLSV1.1 DESUX b

S '] BBl iES1t MAC
TLS_RSA_WITH_AES_256_CBC_SHA RSA RSA AES(256) SHA1
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA RSA RSA Camellia(256) SHA1
TLS_RSA_WITH_AES_128_CBC_SHA RSA RSA AES(128) SHAI
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA RSA RSA Camellia(128) SHAI

16.6. Linux h—=xXJUIBS

ROTZ I IUXLZEA—RIVTCTHEATE. && FW /\—I 3V TON—XIVREICEDVTREDET,

7LV L N/ IR, |
DES XIFR - 56
3DES X - 56, 112, 168
MD5 XFn - 128
SHAT XFR - 160
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7. A&

SEERE BIITO bDORBEREZDOYTI T MIRETLHREHRZSOBTE. S
F. BETDTITO N ID ZHUMIFDIcHIC. CA GREERE) ICK D TEREINET,

CA EEB (Certification Authority) &, TI%F)VBRB XU RFHEREMERD T Z/E
W BDICHICFEREINDTII)VEIREZHRITT S, BRINDHY— RN\—F El=F
CIFEETT ., COTOTRATD CA DRElE. —EDHENSA SNICEAL. CA
WRIBEATHEEZRFRIAMT D ETT,

CGl Common Gateway Interface

DHCP Dynamic Host Configuration Protocol

DMZ DMZ (Demilitarized Zone) [&. #HBORELRY D —T EHEBDR Y RDT—2
(BEAF—v ) BICHERY NI—JEETY,

HTML INANR=FTFAN—OF YV ITEHE

IANA Internet Assigned Numbers Authority

s Internet Information Server (Microsoft)
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