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RIBEZIEE
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tEEANH59 sadump NEITTETUESHIEZIELE
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SREEDIEIE
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2017/10

BB17073

SAS-SSD &R B It

SR/ =T 4 23 HEEEICRE I BIEIEAE]
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ERTESNTUESE, BZE/IN—F423>0 SB EENFEELTH SB
PIDBEZMMTHNAVRIREDIELE
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#%. "Remote Server Management”IEH%#ZEUILGS. BT
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REMCS 24— (D@RI 2EE . N—T1 23V IBIRFTRNP#XIT
BERSNTUFSHEEMELE
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HIEEDIELE
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BDIELE
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sense key [BERNELLOT TNV \EIREOIELE
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EDIELE
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IPV6 MR85 M3 (CVE-2015-2922)
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NN\—=7423>0 Boot Watchdog % Enable (CFEEULIRIET
sadump %ZE{TUIER. Boot Watchdog Ti&EULAA LTI N
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FOMIBEDIEIE

2400E2/2400L2 5L T, IX40 OYMIERSATEENRLELT
b SEL (CEREFeEN T VE— MBIRSNZVEEDIELE
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Clock Failure MEAELTUEIIZE N D RIREDIZLE

ESXi £ TEIESS SVOM h5 SB IViR—#> NEQESRNTER
BBRIEDELE

Partition#0 Z1BR N SHIBR I H&. Partition BIEIDAXZ1—18
BB Extended Socket Configuration NEBENSEZ TUED
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FAN SEREEEREZIRDUER. SEFEROFMIBERZINET
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MMB Switch Over %##&0DiR9 &, Video Redirection ([C3E#E C
SRZBENHIRIEDIELE

EAI(C Active il MMB T Heartbeat Lost Z:8t&HLTUED
RIEDIELE

Maintenance Mode T SB XMAUIIBE. Fel3T7—LADI 77y
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VN EN TERBOTUESHIREDIELE
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FT433>0 Secure Boot # Enable (HETERVEIREDIELE

PCI-Box @ PCIe Switch [CIZ5—hF43 5¢ Web-UI HM50HL
SRIN—T 123> DREN TE R BB DIELE

HLEAR/)C—F 12 aABR(CHNT I0OU (C CNA H—REE T HEHRI(C
ZEHR/ (-T2 NEEB TERWGEN D IEBDELE.

YRR/ —FT 42 ABRKICB W T, IoDrive2 OJ7— A1 77V )7 —
NMEOUY MLIBZ(E1E,

(ZOMDOEIFFNE)
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IOU @ PCle Slot (C CNA h—R#%$#E# U T Extended
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ER
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Memory Mirror #ae2BMCUIN—T12 a2 [CBVWTGERSIC
DIMM #F&(Uncorrectable Error)ziRHUIIBE. BELTE
DIMM ERT %A TS DIMM BB REL GBI LA
R NBRIEBEZ N E,

KED I/0 TN\AZA=EEHUIRRICBVT, Legacy J—-ME—R
T LAN #—Rh'5 PXE Boot Z2ZEfedd¢. %H/N\—71>3a>NE
BICEBURVMGEN DS EIREDELE

BB15024 DABEOHETI7—LII7HA Y AR-IENTVSS AT
LICBVT, TiHHERERO 1 BBO/ -T2 3aYiiBnd. %3
IN=T423>DEENKL TLFSREMELE

Standby MMB 7 Disable $RRECEBR UGS TDIARE%Z SEL
(CEEERT BLO0 UNEEHKREZ TN E

2400S2 Lite/2400S2 £5)LICHEWVT, FAN ElErEn'ZEREE]
BR(CBOTLESHEN DI REMELE

MMB HEZtR 20> R—R > NMCH VT, 5E0FRE (CHE - 181B #4580

IRY SOREBRIENREAEUIBE . ZHI MR- MIEMERZ

N TERVGEN D DREIBOIEIE

LDAP ¥£8ET Active Directory #2HI(CL21—-TEFz2ERMUL
e, SixUI—YT MMB ([COJ1>TERVSENHIRI-ED

fEIE

MMB Web-UI® Alarm E-Mail BIEC. SMTP Server DIEH
([C. FQDN &%Z58E IR EN TERVEEN DI REDIELE

MMB 0 Heartbeat Lost 4B (CH ROV EEEDTNE

MMB HESEE 3 K—%> NCHUT, B4 K—2> NCis#:
LTVBRELS HOFEMELMEBZREL, RAE(C FAN HEE
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N=FT123VEEEF, & [/O T/\A ROFHALAIEDIR R 207 (C
I LO0J INEHAEZINE

IN—=F12 3 ENBF(C. POST Watchdog Timeout 4L
ZEOUTY MRS EDE

2016/3
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VMware 5.5 u3b. VMware 6.0 ulb #H/Hh—hk

=712 DERE A, PCle link /* down 973/\— REFEN
FHA4L., PCle Z(YFBIT O PCle 7/\A AN R TERVREE(C
feoliZEOMEBAIL AN ZZE (warning LA)L—error L
~b)

Undetermined hardware fatal error BREEOIS—sCiF0L
BoiE

N—=7123> BRI AR, OS EIRFC. VL1412 hd—-30/\—R
#PE (Adapter missing after reboot)% MMB H&REITERN
SfcEIREDIEIE

MMB web-UI £ T ssh @ port EFESE&E% port=22 DIIME
B, ZHEEEBO AC ERE% off/on UIZIBE. MMB &£ BMC
RIDBIEZEM I BENTERRBRIBEDIZEIE

Dynamic Reconfiguration T SB/IOU QYUY —RZENNE(E
HIFRZEMUIISE0OBE PSU B8 zE)(RETERVGS
h'&3RIEDIELE

(ZOMDEFNE]

(HIPR - BEFE—EZHELTTFELX])

- 1.1.(17)
SKT Binding E—R&2BICLIEN-T123> T EEBTELD
PROXEUNZIDE TSN, 1CPU BE T DIMM BE2BU TR
2i5a(E. MMB Web-UI T 1CPU O\ AXI7E %8B X501
TEIN=T42aV(CEIDETTTFEL,

- 1.1.(19)
MMB Web-UI @ Partition->Partition#X->ASR Control
BT Software Watchdog Z8&#(CL. “Action when
watchdog expires”% Reset ((EXTEULIARET. Watchdog
AAL4LT7 IO REELRLBSES((C. “0S Watchdog -
Action:Hard Reset in Partition#X” @ SEL H' 2 [Ol52 8%
n¥g.

- I1.10.
Extended Partitioning (LABF EP) ZBMICRELLZS
@D eMCA Gen2 BEEIIMETI7—LADI7RER BB16021 LU
THIFRAZPRL THDF T,

2016/1

BB15122

RHEL7.2(Red Hat Enterprise Linux 7.2)zHH—k

OCLINK Fv®)Lh—R&E(d BMCFrRILE— REBEUREEE(C
HBVT. 0S J—FEITRHICHIFR%EN— R(OCLINK A—RE(E
BMC h—R)FIHA{LALIE DekE
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BMC J7—AD170O7vTFT—h&, #EIDO Text Console
Redirection ###lCHBVT. ZEN-FT12 DEFERAZITOR
BR. UEFI XZ1—ThH-VYIF—BENEBECEBMELRVSEN S
ZEREDIEIE

(ZOMBDEFTNE)
(HIPR - BB BIE—EARERL TFELX1)
- I.1.(2)
JS—F43aVIC CPU VDI I BABR T, LT D CPU E31
—JL
CPU £¥1-)L(14core/2.2GHz/35MB)[MC-1BDB11]
CPU £ 1-JL(16core/2.2GHz/40MB)[MC-3BDB11]
CPU £ 1—-JL(8core/2.0GHz/20MB) [MC-1BDC11]
REATZE. BIOS POST HCIS—#HRHEUS AT ANEEEIL
FE A
- 1.2.(5)
Y=L Oh— YL F - ETICEMEL R S EH
BOET . IV —IIALIS A ERRCU T OLIRRES
PEETBIENBDET,
- N=YlF— (KEF-) &L TERIGHR,
- HITEUF—%2#TL, 2 h—VILIBEITS

2015/12

BB15114

VMware 5.5 u3a #Hh—h

SEL(System Event Log) THREX&N3 BIOS O4(C, /{-F133
REROIFABERZIENN

SEL(CPCI Express R{YFDL 294> T $RENS B1ae BN

MMB W'E&REHREE TN —T1 S AR EE Z1ToIZBR. BIOS O
NVRAM BEEREHICKBL. ENLUEDOD/N—-FT1>32iCEIT,
"Watchdog - Action Hard Reset"hi&4U. /\—F1>3>Dic
BN TSR DIGEN DD EIBDIELE

PQ2400S2 Lite E5)LC. PSU#5(Power Supply Unit)DiE
RN Web-UI T(IIELLFRRENTVBICERENSY . SVOM RED
H—NESIRYIRNII 7 DS (FIBHRZINE T BEN TSR\ EEDE
1E

(Hi5R/\—T 123 A4EE ICRE I REIENE]
PCI-Box ZS AR/ T4 3aABRRICHE VT, PCI-Box (C3&
HNTLSH—RD PCI Hot Plug #ge%HR— b

LSRN =T 123> A T. SVOM(ServerView Operations
Manager)2ENY—/)\EEtRY I hI17Hh5 DIMM £ DIMM
Slot HFS#MREUIEE. ENBOBRNELFRENBVGEN
HDEEDELE

(ZOMOEIFFNE)
(FIPR-BEEE—SZHERELTTELX)
- 1.1.(5)
Extended Partition (CEIDH TSN TL\S CPU ERN CPU#1
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DHDIRRECHREINST. SVAgent @ SSM %ZELENT BE.
System Board EIE T CPU#0 ¢FRRENET,

- 1.1.(10)
Extended Partition Tl&. OS "5 R X3 PCI /\X&ESE MMB
Web-UI ((FRREND/N\AESHERDI8. OS L THRELTL
% PCI h—RO¥IBIEZ. )\ AESZFEAUTIFE TN
EEFE A

- 1.1.(25)
BOOTUTIL WY—JLZz{ERALT. PCI LAN h—RA PXE ® ROM
EFAHZITOME. EFHAAL ROM 28RN 3128, ¥pIE/N
—7423>0 Power off/Power on "AETT, [B—4PIE/(—
74332 EDETH Extended Partition Z Power off LTH
5. ¥I8/)\—7123>0 Power off/Power on Z{ToT a0\,

- 1.1.(30)
PCI Box O Slot (CFE&HUTh—RD PHP (CL2RSF. BLLIEE
DOH—REE|IDZ Tz Extended Partition % Power Off UTZIR
RECORFEITEEEAS

- 1.1.(32)
HBA BAZEHEEZBNCUIIBE(C. kdump BRI BEND
NxY,

- 1.1.(35)
SV Agent ® SSM t SVOM THERTZ% Extended
Partition ® DIMM &£1° DIMM O Slot ZFSHIELRWVS
aheahEd,

2015/11

BB15104

OpenSSH K88 TG (CVE-2006-4924)

IOU KU PCle h— ROPE(ICHNT, EEZERHNTS — @R EES
IoormE ., OJ &I 25— Xvt—>% 10U KU PCle A—R
BIEEEFAICEINDLOIRIST— X —SZ R I LI E

SR/ —T 4 23 HEEICRE I BIEIEAA]

AR C—=F 12 3aABRICB N T, sadump HEENEITENILB S,
LSRN =T 123> OIREEN" DumpingIAREOFFFLELTUE
SEIEDIEIE

PCI-Box (C FC h—REFESUILIR/N—T123> TISAYRRER
BEUBE. OS NZwIFL(LLD) - RUIDE XX FC h—
ROBAZE(CSRBIL CUFSRIEMELE

(ZOMDOEIFFNE)

(FIPR - BREBE—EZHERLTTaX1)

- 1.1.(8)
Extended Partition ® BIOS @ I/0 ZERIZEI X CEmE C. IOU
([CAOY MRARNMEWNMZENDDET , ZDIHZE . A0V MRRHE
WIOU (3 EP (CEIDHTENTULVRUMIROT, IOU R RZHESF
LTKIZ&L,

- 1.1.(31)
sadump ZZE{TUBRIC. MMB Web-UI T&Rr&N3/{\—-7¢
A DIREEN" Dumping" DFF(FLEL. sadump H5E T UL
ZENBDET,

- 1.3.(6)
PCI-BOX MOI5—% StatusClear TOUYUIzEE. BUTF D SEL
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1RARHA

J7— LT ThRER

BIEAE

HEFEINFT,
Warning SEL "180701FF Transition to Non-critical
from OK

- I.3.(7)
LDAP @ Active Directory 40T 4L RNIH—-EXT,
Principal User DN [CAR—AXFEEET DE AREVILTH
> RNC MMB (COJ 4> TERRDET,

- I.3.(8)
IPv6 M Video Redirection 3R ENTHNTLVEISA. Local
Port 50 Video Redirection Z{ER33ENTEEB A

2015/10

BB15092

SSD 0E&FAHT—FE(E&AHFanIEER)N 30, 50, 70, 80,
90(%)(TEUBE. SEL(System Event Log)ICECEk9 2EE
DRt

AT LHEBERR(MMB, PSU %F)Z3XX#19 3. Hot System
Maintenance Mode(fR<FE—R)THBICHEENST . J\—RiKfE
HREUIZE(C. 20HEIE#HRZFR>T REMCS #BIRULTUED
RIREDE1E

SNMP Community @ IP 7RL A% IPv4 RTEI DA IEET
B3 IP 7RLADEE 3 AVF7YRETH MMB @ IP 7RLAERIUT. 28
4 2957y MO _ERIOHTHA MMB E—FL. MMB KDHTEIDIM R0
IP 7 RLAZIETE T DEFLTE TSRV EREDIEIE
1)

MMB IP : 192.168.3.10

SNMP Community : 192.168.3.1 <= |HMRTIIEKTEARA]

(ZODEFHNE]

(FIPR - BB FE—EZHERLTTELX1)

- 1.2
32GBytes DIMM #/z(d 64GBytes DIMM ZiZ&UIIBS.
Spare Mode N"BRNCRDFEA. MMB Web-UI T Memory
Operation Mode % Spare Mode ([CERELTH. ERRICIE
Normal mode THEEILE T,

- I.10.
Dynamic Reconfiguration(LAB% DR)#EEZBINICERTELIE
ZED eMCA Gen2 BERE(EH TS TI7—LADIV MRl BB15092
PABE THIPRARBRL THDFE T,
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1RARHA

J7—LDIThRER

BIEAE

2015/9

BB15082

SAS SSD/PCle SSD AOEZFiAH[EIE% MMB Web-UI (I
Y DHEEEDIR M

LDAP(Lightweight Directory Access Protocol)#EEDIEHt

CNA(Converged Network Adapter)h—RDOILFICARERK(C
BULT, Auto Boot sRTEICKDEBNHIIC OS ZEBUIIZEDH.
2 R—FBEDOT—MZH 0OS HMEERHE NV REIEDIELE,

JE—RF—/)UED RMCP OY> RICTIN—7123> On/Off 2L
5 E0H, #(C Firmware Error hMREELTUFIBEN DB
BEDIEIE,

IOU/PCI_Box (CTEEZ#ERH UL, IOU OEmE CIERL.
PCI_Box OEET Status Clear #EL TUFIERE SEL A
2 AEE RSN TUFSMHIREDIELE

(ZOthDEFHNE]

(FIPR - BREBE—EZHERLTTa0X1)

-Io.1.(4)
FATVNFrRIVIDN =S Ry NT -9 74545 [MC-0JCE61,
MC-0JCE62])%F\\T. Personality % iSCSI (CEXTE L. Multi
Boot path 1B ZBERUIZEE. 2Port BLUPE® Boot Path h'
OS EhsidaenEz A
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1RARHA

J7—LDIThRER

BIEAE

2015/8

BB15074

Extended Partitioning T T OH—REHR—-k
- FC(Fiber Channel)h—R
- CNA(Converged Network Adapter)h—R

UEFI XZ1—®[PCI Subsystem Configuration]X=1—(CA
B LAN OB%N/ B E T dHkeEZIB N

UEFI XZ1—®[CPU Configuration]X=Z1—(C CPU C1E ©O&
%h/E5h7a s TE 3 DtkaeZ BN

Secure Boot [l FUJITSU Middleware FBF—%iE/N

BMC h"E&EHARECA-ZEHC BMC Communication Error
FIz(d BMC-MMB LAN Error "EAEUTUFEIISENHDRIED
1E1E

J7—AJI77vS7T— R MMB Switch over "RAEURSEE
M. MMB Heartbeat Lost "FEAEUTUEIIEENHIEIED
1E1E

(ZOMDOEIFFANE)

(FIPR - BRSEE—EZHERLTTa0%1)

- I.10.
AREETI(E. eMCA Gen2 #EEZHESI7— LTI T7RER
BB15074 hREAF THIRAZFRL THDE T,

- 1.11.
HREIF—LDIIThRE BB15074 IRIUET. U TFTOIEBMN
UEFI XZ31—®[PCI Subsystem Configuration]XZ1—Ic
ENENEY,

Internal LAN

-15 -




1RARHA

J7—LDIThRER

BIEAE

2015/7

BB15067

DR(Dynamic Reconfiguration) :
SB(System Board) Hot-Remove #&EED R

MMB ® Web-UI (C PCI 20v MR YUY RZT— NRSA T DFEFan
1EIRE RN DHEEEDIRGE

OpenSSL DfESEHETIG(FREAK : CVE-2015-0204)

IPMI(send message)dY> RIRITENA1324 T BMC Uz
yDRAEUER. BMC ¢S AT AEIBYINIIVREIO@BEN\>
HryIUTUESSEN DB RIREDIEIE

MMBET Switch Over A UES. Feld MMB AUBNSE
EHARRE(CRSTZBE(C"Power Supply Failure”I5—%3584&HUT
UESIEEN DD MEREDIELE

(ZOMDEFHNE]

(FIPR - B FIE—EZHERLTTaELX1)

- 1.1.(16)
0S O Legacy J—NIkBy 93155 (&. Extended Partition
PEREINTVWAMEN-FT1>3>0D I/O Resource
Assignment Configuration XZ1—%#Z88L. J—h/){/X(C
[0 ZERNBIDHE TEHN TV L2 iR L TIZEW, Extended
Partition ® I/O Resource Assignment Configuration X
Z1-@FBRULRBVTZZE,

- 1.5,
MegaRAID SAS(717)LFv=xI SAS 741> hO—Fh—R&E
Izl& SAS 741> b0—-3h—RT(E. Legacy Mode [CHWT
Configuration Utility (B%EXZ1—) %# BN TEFE
Ao

-1.6.
AREEBICHUVT, Secure Boot HEEEIHET7—LAIITIREL
BB15064 hRLAFE THIPRARPRL THDE T,

- I.1.(1)
TPM ZFE& U2 SB (CHWT. UEFID"TPM Support"s&EAZ
1—(CT"Disabled"z:#RLTH TPM (M EENFE Ao

- I.1.(5)
SOONFeRINTPAN—F I H—R(16Gbps)FzldT 17 ILF
PRIV IT7AN=FrRIh—R(16Gbps)ZERAUTARN -2 EU
T 2 DB E®D LUN ZERR UIBRIRICH LT MMB Web-UI @
"Force boot int EFI Boot Manager"#&IRL T/\—-7133
>R EIL ., FRREN T UEFI Front XZ1—&D Boot Manager
> Device Manager OEFzikiEd 2L 2 HFBELUEDT1RY
W UEFI ETHRE#ENFEA.

-I.1.(7)
UEFI XZ1—(CHBUVT. CPU C1E ZEKTEIBRENTEFF A
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1RARHA

J7—LDIThRER

BIEAE

2015/6

BB15053

EP(Extended Partitioning)/ES(Extended Socket)#&ED
Rt

(ZOMBOEFHAEF]

(FIPR-BEFEE—SZHERELTTELX)
- 1.1.(12)

Extended Partition NEi#2EIL TRRENCKMULIEE. /\—R
PR ICERUABRNIFEELT CPU FEABUNTRELTLS
AJEEMENHNE T, CORR. AR FREN S E"Unable to
power on the partition because CPU or Memory
cannot be allocated”® SEL H'EEEkeNBOCENHDET , i
BHRETOSH SEL 2620, /\— REDRREZERDFRNT
HRBIDIREE(CRU TLIZEL,

- I.1.(3)

JC—F4232(C 2SB HD 2CPU %$5#,93(1SB HI=h 1CPU)
¥8PK T, BIOS POST B LU OSHEENHF(C IS —ZARHE UL AT
LHEEILE A

- I.1.(6)

UEFI @"I/O Space Assignment Configuration"XZ1—
([CT. 12Gbps 717)LiR—K SAS h—Rz#EEHLZ Slot ®
Device #ERIZFA=N"Unknown"tEFRRENET,

- I.3.(1)

MMB Web-UI @ System Event Log [BIE(CT Source &%
A T ENRREIBNIEZENDNET .

- I.3.(2)

MMB Web-UI @ SB 1> DU. Maintenance Wizard [EED
RAID Action Progress (CE4T7H7 %33> (Rebuilding.
MDC % )DETIKENRRENEI N, Estimated time
remaining (. 77232 BRRF NS IELWMEN TR RENFE
Ao

- I.3.(4)

MMB 0 2 E{EABRICHULT MMB 0 SwitchOver h'SEhtan
le33 &, PSU (C[Power Supply Failure detected W' &S
N3BNHDET, lleU. ARB(CEDBE T O/N-F133> M
29 3FEEHNFEFA

2015/5

BB15045

RIS

1 @ ®HE

(SFMFENTULS PRIMEQUEST 2000 Series PR -8R IE—E(CA92344-0736)(C
SN TVWBIEBES(CHIGLET .
ZOMISHIOVTIE, LERMEERABTLRURETZSVHENHDET .
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5 {EROFINERIERE
LU FOI0—-Fv— NITEEDRN OB RIESRITY

CCICIERERGEBFELLERTEREERLE), HLU. BRIFE(IEIREEENHERLLE) OFTEREZ &L TV
FEA. BEVOS AT LABCHERFIEEZZ RO L. FEEEZSREED T,

START
|
FErfe (EHELE. REO—RFN N %1
ZEBL) —
|
J7— BITF YT~ NEAT RS 70”1322 2
|
BREE (—NCEBUGREDE N
BEEBIRRRE) —
|
END

X1 : J7—AD177vIT - NOIHOBEEMRIEBER I I7— A7 7Y TT— hNFIEEAZSBL T,
%2 Jp—LAU177vIT—MERIEETIVEEBEBRCIRTFLUET, SE(ET7—AD17 7y )7 — hNFIEE
ESBBLTZE0,
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