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BEMRREICROTRF(C"Power Supply Failure”I5—Z:84&HU
TUEIISZEN DD RIBEDIELE,

2015/6

BA15064

PCI Box [CF17)IFvxI) SAS 7LA4d>bO-3H—R
(6Gbps) ZHEHKUIIZE(C. h—REEEFOH)>IZE - RME
TFULTLESHZENHIRIEDELE.

2015/6

BA15063

ntpd DRSS XIS
(CVE-2014-9293, CVE-2014-9294, CVE-2014-9295,
CVE-2014-9296)

IPMI(send message)dX> ROFEITENLA(Z2HI T BMC Ut
YIDREUBR, BMC ESRTABIBYI NI I PEIOBEN\>)
PyIUTUFEIIBEN DI EREDIELE.

SB (System Board) (C CPU % 1 B0O#HEHIZ/\—FT433>
HD VMware BB T, CIM JO/N\(9H5v> 10 SVOM (L& P45
BERNTERVREIEDELE,

Web-UI h*5 Power Off Z5=1T7LTH. OS H* Shutdown LW
BENHIEEDEL.

A>3 T7=LIIT7PYTT— & )\—=F123>% Power On U

TH. Watchdog Timer OIS—HFELEL. N\—FT1>3> N EEEIL
RWMSENHIEEDELE,

2015/4

BA15031

SEL (System Event Log) ®49>0-REIRIC. EEEKIE
HREISING DHEEEDIBIN.

OpenSSL Mes5 14X (CVE-2014-3566)

OS Running H(C AC off #9%¢ CPU SBEDIS—H SEL
(System Event Log) (CEE#R&N2RIREDIELE.

Web-UI 1'5 Power Off 217U TE. BMC h'50&EINiAFE OS

- 12 -




1RAHESHR

J7—LDIThREL

EIEAE

DORSA)HBDT—HVIIA M EREUBS. OS B Shutdown
LRV EBDIELE,

2015/2 BA15015 PSU(Power Supply Unit) 4+2 TTEREEDEN,
1CPU/SB(System Board)x2 O Partition #8EDENN.
REETJRERTR AL PCI LAN Card ZEEU. REOTNARE
B(ZEIDHTBNI PCI LAN Card h'5 PXE J—M2475¢. Fatal
Internal Error #en T — FCERVEIREDIELE,

i Partition @ SB OEBIFRHFEDFZE T, CPU Fatal Internal
error M&HEN Partition H* Power Off LR ZEIFEDIELE.
BMC W"EEzZRHLL. EIHLIEZITO>RBSED BMC &
OS(Linux. VMWare)BED Xyt — X EIE DR E,

BMC THIBMLIE DR EZ IR UTZBRO X EVBIET S,

MMB Web-UI @ Power Restoration Policy h*"always on"
DIREET. AC-On f&(C Partition @ Power On 93¢ Reserved
SB DtEREEZRMEH T 2EEDELE.,

JOvII5—0 SB AT, N KI T ZEEDIELE.
(CEDLTOEE eS|

(FIPR-BEFE—EBZHEELTTFILX])

- I.3.(7)

IPv6 BRIRICBUVT. Home SB tIE&XFz(& Reserved SB (&
% Home OANBINRELEEES. TD&D Console
Redirection(Video Redirection)h*kBILE T,

2014/12 BA14117 BA14103 (CHBLT IPv4 Console Redirection @ IP 7RLA®D
A07yNT" 0 "Hpd7RLA (il 1 192.168.0.1) ZIETEI DL
RTETERVREIBEZELE.
A>0—RUIE SEL (System Event Log) OARL—3>04
(CHBVT, Web TEATUROJH CLI LLTEREREN. CLI TEITL
12071 web EUTEEERESN 2 MBIREZ(ELE,
BEC>OUNSOBEREMEHZRHFEDICKBKL. FRU
Communication Lost T5—Z&RHU TUFIMEEZIELE.
MMB [CRAMR—LAZERUTERLUEEBEAETH. Video
Redirection ([(3EE CTEDLICEE,

2014/11 BA14103 RHEL7(Red Hat Enterprise Linux 7)X3/&.

GNU bash AEg5M4xd it
(CVE-2014-6271,CVE-2014-7169,CVE-2014-7186,
CVE-2014-7187,CVE-2014-6277,CVE-2010-6278)

sadump DOFN\A =)7L TETNAADFR RN FEH O TUESRIE
DIEIE,

- 13 -




1RAHESHR

J7—LDIThREL

EIEAE

IN=F423>®0 Power Off H1(C CPU ® Uncorrectable
Internal error MEAE T II5ENHIRIEDIELE.

https T Video Redirection %%t 9 2B EMNN DD REIEDIE
1E.

REMCS OEHRIE#HREF(C FRU Communication Lost h"&49
BENHBEIREDIELE

MMB —E1bHERICHLT Standby Al MMB ZHINERT S
Fl:ﬁ%@ﬂ%Eo

(ZOMMOEFANE]

(FIPR - BBESEIE—BEZMERLTTaLX1)

- I.8.

AREEETE IPV6 IRIETODISCSI J— MEBEZ HR— U THDFER
A

- I.11.

Red Hat Enterprise Linux 7.0 IRiE T(d. SB(System
Board)DiE4HIBRiEEEE B R— MU TOER A

2014/9 BA14091 SAEBT A RDEE (IX40)MEFSN TLRHEBRRICH VT, HEHRED
th, DISK I/OAQOT7 AN EERICRIHEE(IC 0S HRO-47
SUTUESRIREZIELE

2014/8 BA14081 SR EPTOIETEICERON DS AIREEN D B8, (838 CPU TO

CPU Fatal Internal Error F4) BIOS H XEUFIHR{LHRI(CHR
H Uz Jordan Creek ®IS5—% SEL (C52§%9 304581t

ESXi EDARIEVYS > Windows BSOD REEER T I3, H
LU Hyper-V TIY—2X : Hyper-V-Worker, ID:18560]h'52
#FxEn. AREYS Oy T34 ZEIELIZ CPU D microcode
E%ﬁo

RHEL6.5. "D Intel 10GbE(X540-T2)% IOU ((FE&HDEE.
max_vfs=2 ¢3EFELT SR-IOV @ Virtual Function(VF)%Z/E
BU&LDETBE. VFL AWERRESNR L\ EZAIELE

ASPM (Active State Power Management)#%gE % &l IR %7
FRo

CPU EER&(VCC_CPU & VSA_CPU O OV BE)NFETS
RIREZAEIE,

OpenSSL REss XTIt
(CVE-2014-0224, CVE-2014-0221, CVE-2014-0195,
CVE-2014-0198, CVE-2014-3470, CVE-2010-5298)

(ZOthDEFHRE]

(FIPR - BB FBIE—BZMHRLTTaLX1)
- I.3.

Memory Sparing ¥£BE(C DT

- I0.1.(1)
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1RAHESHR

J7—LDIThREL

EIEAE

iISCSI Boot IRIZ(CT EFI ® Windows Server2012 R2 Zic
#9354, BSOD F4E% dump EHEDE(C. BEIT reboot
ZATOLINGRTELTE, SAT AN BEIREI LRV ENHDET .

2014/7

BA14064

online J7— A7y THIHITS OEIEL

2014/7

BA14063

iISCSI J— MégE%R Windows Server 2012R2 IBIETOH IR
=ERBR.

SR-IOV #&eEZ H PREZPR
PCI hot plug #geE% HIPRAZRR.

Video Redirection Z{EH(C Video Redirection ([CFRrEN
BEEHNESE(CH>TUESHIREZIELE,

OS shutdown B¥(C OS @ Message Log (AT DXvt—Thise
BTSN TUFOMEZIELE.

dr-util[xxxxx]: ERR : 630 : Failed to send IPMI
Command: OS Not Ready

FT42% 1 &0 RAIDO #pkHD write-back E—RMNFEEINTUL
2O05HIRIATCHBNT. ZOTARAINMELEBES.
Maintenance Wizard TOZHILRSATOBVERMICKEIL. T4
AIDFEMERIAN TERRO>TUESRIEZIELE

REOHEBENNEREULREZBX %S . Power Saving
BEBEICL ST, I-YEBIETE RV OS shutdown 20 (&
Force Power off "4 URCEZRT SEL MME@AISNAV\REIRE
ZAEIE,

MMB h'5 SEL #7U7LTH BMC @ SEL h"U72aN3(c5%->TL
iaﬁ:ﬂ%&ﬂ%Eo

J7— L© 7Y TECT7— LAREIN R RSN BV RIERIELE,

WEB-UI &0 MMB ® User R—h® LanSpeed #ZE 93¢
MMB RIE{ERE (Heartbeat Lost)HMFEAEL TUESRIER(E
1E.

Internet Explorer 10 ZEALT MMB Web-UI (COJ1> Ul
BE. F—R—R0D Enter TOJ1>ULEIETRE_EDT1ENT
UFESRIBEZIELE.

Online J7— A7y %ZERH(Z OS h5 shutdown 123 reboot
HEMTBET7— A7V TIHREUTUESRIBEZIELE .

[ZOMOEHANE]

(FIPR - EBRSEIE—BZHERUTTELX1)
- 1.4.

Memory Scrubbing #8E(CDWVT

- 1.5.

iSCSI J— MERE(CDOWT

- I.6.
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$EAHLAFHA T7—LIIThREL BIERNE
SR-IOV #&RE(CDWVT
-1.7.
PCI hot plug B£gE(CDWNT
- 1. 2. (1)
Video Redirection Z{EAI(C Video Redirection ([CFRx&N
ZEENESEICROTUEIISZE M HNFET,
- 1. 2.(2)
OS shutdown B¥(C OS @ Message Log (AT DXyt —ThiEe
FEINTUFIZENHDET, COIR> NOTHEEERENI=CECLD
ELORIEEHDER A
- 1.2.(3)
T4 1 A0 RAIDO #REH D write-back E—RHEEEZNTL
3050 RIATICEWVWT. ZOTARAINMELRIBE(C(E.
Maintenance Wizard TOZHILRSA T OB/ERMBEFICKENT S
e, TARIDTEHERIEATEEFE Ao
- I.3.(1)
REMHBENNKREULREZBX %S . Power Saving
KERE(CELO T I—PHR/ET(E RV OS shutdown $H20L\(&
Force Power off "REAETZHZENHDET . TOERHN MMB
SEL (C@BFI2NnF A,
- 1.3.(2)
MMB H5 SEL #9U70LTH BMC O SEL 72N 9 (C5%->TL
FIHZENBDET
- 1. 3.(3)
T7— L7y TR RN T RENBVSENHDFET
- 1.3.(4)
WEB-UI &0 MMB ® User R—h®D LanSpeed #ZE 93¢
MMB [EhB{ERE (Heartbeat Lost)HMEAELTLEIHZENHD
9,
- I.3.(5)
Internet Explorer 10 ZEHLT MMB Web-UI (COJ1>Uk
BE. F—MR—RO Enter TOJA2ULLIETREZEDT(>ENT
LEWVET,
- I.3.(6)
Online J7—A7YJOEKESH. OS H5 shutdown Ffz(d reboot
ZENET DL T7—LATYTHE S I5ENHDET

2014/4 BA14041 VIRt

%1 @ BRSHRFENTVS PRIMEQUEST 2000 Series IR -B8EEIE—E(CA92344-0550)(C
EHINTLVBIEEES(CHIGUED,
COMIBICDOVWTIE, ERRDEBIERABTELEURNESZSVHBENHNET,
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5 {FROFNERpERRE
T OI0~Fr— MIFEEORN OIS RHEIFRI T,

CCICIEREREEBHFELLRTEEERE), BV BFRIFE(EIRCEL R RE) OFr s Z 5T &L TV
FRA BEVDIATLABICHELRFIERRBZZEBO L. FEEEZERBED T,

START

|
SRt (EBELLE. FREO—EFRY % %1
ZERE) —

|

J7— LT PYTF — NEATRS 70“’13;; 2

|
BR1EE (—RNCEBUSGRENE 4
|BLEEENTERAY) —

|

END

X1 : JP—ADI77vIT— b OHOEFEEMIERETI7—ADIT77vTT— MNFRIEEZE2SBU TS,
%2 J7—AD177vIT— MEBIEETIVEEBERCIKTFLE T, sEET7— L0177y T T — NFIEE
HSBLTEE0,
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