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Intel & CPU DRSS IER G
INTEL-SA-00358(CVE-2020-0592)
INTEL-SA-00390(CVE-2020-8764)
INTEL-SA-00463(CVE-2020-12357. CVE-2020-12360.
CVE-2021-0095)

OpenSSL O7yJ7— K CVE-2021-23841.
CVE-2021-23840)

sadump D REAREINIAHCLDRENT ZRIEDIELE

ARIERT ARy NaEIRUISE(C sadump HI(C
Undetermined fatal error (L2 3RIREDIEIE

KCSOJREARALICELD POST Watchdog Timeout "E4E 9 315
Ehn3RIEMELE

BMC D/ B TERVEEN BB EIREDIELE
BMC W)\ 7w T3 25 EN 6 DRI-ERIEIE

RAID EZf8T. MMB Firmware Error £/z(&. Logical Drive
Error "4 I 2ima N HhdREZIELE

PSU ZINAHZFRF(C MMB 0 Switch Over ZEMd 3¢, R
FLADS S RIGENHDRREEELE

PRIMECLUSTER FIHF, XEUHEB(CLD. MMB Firmware
Error "RAEI 2I5EN D2 BIEZIEIE

A>S4>T7—LAT7YT0D Power On h'5BN I ZREH(ELE

CE /R— MEHT Video Redirection(HTML5)2 L.
SEL 479> 0— RICKREN T BREI-ERIELE

MMB 0 Heartbeat Lost F&44#%. SEL 0> 0— RICKELT 3R
BERBIE

SAFLATFERAEINTUORL DU NEEITHFRE TS IOU FRU
Communication Lost Ot

{RSFVEZETS . SELAD> 00— R2RIT9I %L MMB O Heartbeat
Lost A I BRIREDIEE

MMB EZERICFREEULEIDIAHZNIBTERNMZENHDEED
E1E

04 0-7—MI5BZLU MMB 0 Heartbeat Lost 49 3REE
DIENS
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J7—LDIThREL

ZEIEANE

Disk Enclosure OIEHRNMRRSNBVGEN DI B-EDIELE

Raid Drive Maintenance Mode (C&RIRSTEENEETER
WSS D2 HEIREDIEIE

(ESR/N =T 423 HRE(CRE I BIEIERE]
FFED IPMI OV REITRIC IPMI A\ I 3RIBEDIELE

2020/9

BA20072

SB(Z RAID - R(Z17)IFr%IL SAS 7L{I>hO0-5H—R
(6Gbps)) &8 UIzEA. "BIOS POST Watchdog"h' SEL &
N3BahH3REMELE

ServerView Agentless Service 7v75— k&, WebUI (C
SSD FnBIRNFTRENBZVEEN DD RIEDIEIE

Raid Drive Maintenance Mode T Disk Enclosure &R T
ERVEI-EIELE

J1—H0 Status % Disable 52 EURICENMNNDSITDI 1> TS5/
FEDIEIE

Google Chrome T. MMB Web-UI D77/ )L 7y 0—REF(C, T
7TAINENIRTERRESNBVEEOELE

(RN —T 1A HEEE(CRE I RIEIENE)
Intel & CPU OB 4TI
(CVE-2020-0550/CVE-2018-3646)

2020/3

BA20011

RMCP J4)LAY> T 3 &

EFAUS/4L D332 (Java Viewer) OFSHINELZOEZHERR
RILE

BMC WE04t&Z (BMC Communication Error)

OPL #f&ER5(C FRU Communication Lost "&RReNBVGE
&2 HE-EDIELE

2019/11

BA19071

Video Redirection ® HTMLS5 Viewer 335
IN=FILATATHBIANSVGA L33 O3 VEE E % Hl bR
SSH v a>h 94 A7 MUV RS REDIEIE

I-YR—h LAN ORIIZIRERE. LAN PMHEFienzio/(ry b
ARERECLOH—RILA halt ZHRHU. LAN AR TERK
RBEEDIELE

[ZDOMMOEHNE]

(HIFR-BRFIE—EZHEBLTTaX1)

- T 2. (11)

(11)  Video Redirection ® HTML5 Viewer BIEHZERR T
SRVMEENHDFET,
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2019/6

BA19041

Intel & CPU DRSS IERIE
(CVE-2018-12126.
CVE-2018-12127,
CVE-2018-12130)

2019/3

BA19022

iIRMC TERLTVWSA-T>Y—-IXYITRI17(0SS)ICHNT,
CVSS > 7.0 OS84T HEIEDER

iRMC OEFTAUSAL D23 (AVR)#EEECHB VT, Oracle Java %
EDRVELIICERE

TFIVT1OBBEREDD. IRMC Jr—LAD17 OB CRAEA
EEEFRICEBERTIHRICESE

2019/1

BA18112

iR EN

2018/12

BA18111

ASIA2 TP —LIIT YT T e dBE BMC EfEERMELET
BEEZEIE

MMB H' SwitchOver HI(CE % Standby 3> TUL\3R. Y718 IP
2T IPMI OV ROEMEN2E MMB B TOV> REREZHED
IR RREZIE1E

DIMM #ERBEIRRET AC off/on &. /\—71>3>0 Power On A
SN ZRI-BOIEIE

2018/9

BA18071

DIMM BB iR RIS (BB mES ORRIIT)

HDD BB & XIS (SEL yt—>(C HDD BEFRNEN)
J7—L7yI 7 — NBEEQDOT AR DT E

RAIDlog #L3RICE 20T HEEDLRE

MMB T Firmware error BEHNFELTLIOIHE OO HEE
wNE

—BFEYR RAID h— REDIBEEE T, SMART Error Zi5t&HU
TUESISEEN D3 BEZIEE

OJHEEE(CH LT, RAID (RT3 2 Xwvtz—S (DWW, f&-IS
—EREFR I DB EZIELE

Reserved SBiRESH SB MERD/—F123a>(CEFNTLS
R TA> A > I7— L7y T2 RMULER @R 0/-F1>3>
MELELTUFEIIGENHBRIBZIELE

AR =T 123> MR U — BB OIS — THREEIZY A/ —F
123 BEBSHERREINBVEEDELE

(HE5R) =T 1 >3 BEREICRI I BB IENE)

LRIN—FT 4> 348 B T/var/log/secure (C"agetty[xxx]:
/dev/ttyS1: FvI3997NAATEHDERFA "N HENZREZ
{E1E

2018/6

BA18061

Intel & CPU ORISR
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J7—LDIThREL

ZEIEANE

(CVE-2018-3639. CVE-2018-3640)

2018/4

BA18033

8GByte. 16GByte (2Rank) DIMM XIZE X/t

kdump NEKEURES. 50L& kdump EiTH(C MMB
Web-UI n5 sadump ZiERUIIZE(C Emulex & FC h—R
(LPe1250/LPe12002)hs2iie N B e ah s 3 RIZEDIEE

PCle N\ATIS—hFEURBRICUNET DO HaE 2T E
(HE3R/N—T 4 >3 HEBE (R T RIEIENE)

AR —T 4338 T OS Bt el ICRZIITNAIFELTLUED
REZ{Z1E

RN —FT 423> M T RTC ® UIP(Update In
Progress)/UTI(Update Transmit Inhibit){RE{bZiE

LRI\ —T 423 MR T sadump #EE% disabled (CE&TEULIC
EENH5Y9 sadump NNEITTETUESHIBAZIELE

2018/3

BA18031

Intel & CPU DRSS IER G
(CVE-2017-5715. CVE-2017-5753. CVE-2017-5754)

2018/2

BA18012

MMB (&N TVSEBEmD/\SDE(CED, AC off/on FIzlFT7
—AUI7EHE. MMB O LAN @ENEECEMELRVSEND
BREIEDIELE

MMB1 BT, MR ET7—LADITIRENEIL MMB E3ZH2L
J4%(C SB #FEN R E LB S, FRU Communication Lost @
SEL i AN RVE-EDIELE

Driver Monitor Error £fz(& Driver Monitor Warning ® SEL
NREUIBE. REMCS @RAIBIOTANERERTL MMB
Firmware error h"F49 2EDE1E

2017/12

BA17112

TPM Fv Ity hOMESSIEXT IS

2017/10

BA17073

2017/8

BA17072

BMC J7—AD17 TLS1.1/TLS1.2 X35
Micron & 64GByte LRDIMM K& /it

glibc Mesg T IS
(CVE-2016-10228)

logrotate MESS XTI
(CVE-2011-1154, CVE-2011-1155, CVE-2011-1098)

net-snmp AESSHEXTIE
(CVE-2015-5621. CVE-2014-2284, CVE-2012-6151)

Reserved SB W& EENTVWS/\=FT123>D ASR HD>FH0 (C
HMESNTUVEE, 32BN -T123>0 SB EENMFELELTE SB
UIDBZMTONRVERBEOIELE

IOUF Onboard LAN (CT OS Running iBf&(C#&(C PCle Lane
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Degraded W"FA I 3REMELE

MMB & REMCS t>45—-fE0xy NI —IF=E M REFRHEGL. [
B )\ — MR (C L DB IR ROLS — bR U CREUS A,
MMB H\ip&E1E#R%E REMCS 24— (O@IR TSR TUFSM
BDIELE,

MMB T Switch Over "4 Ul B1#&(C, IOU Dl Transition
to Non-critical from OKJAAY MEEERESNTUESRIEDIE
1E

O4UREEHEKET SEL Download & snapshot HEIRFCEITEN
lZ3BE . MMB REBDOXEYZEEEF =N RN, Firmware
Error ER>TUFSRIREDIEIE

MMB Web-UI %2{>T MMB 1B RONvI7v T2 ETURE
#%. "Remote Server Management”IEBE%#Z B UGS BE
(NI 7y TED MMB [EREUANZU THZIEB DR EMEH /Y
D7y TESROEICRS RV EREDIEIE

2017/5

BA17034

OpenSSL REsg Xt i

(TLS1.1/1.2 ¥, CVE-2016-0797, CVE-2016-2105,
CVE-2016-2106, CVE-2016-2108, CVE-2016-2109,
CVE-2015-1789, CVE-2015-1790, CVE-2015-1792,
CVE-2015-1791, CVE-2014-8176, CVE-2016-2183)

ntpd BEssHXt S

(CVE-2015-8138, CVE-2016-1550, CVE-2016-2516,
CVE-2016-2517, CVE-2016-2519, CVE-2016-2518,
CVE-2015-8139, CVE-2015-7973, CVE-2015-8140,
CVE-2016-1549, CVE-2015-7978, CVE-2015-8158,
CVE-2015-7977, CVE-2015-7979, CVE-2016-1547)

BMC J7— ADOMERILIETURE T 20T 1RE 2 INE

J7— L7y TIBETE, YT IVTHELTORWI7—ADTT
HBEREURISEICI7— A7y TUIBHINIE T RL5T7— A7y T
femE

AT LBEP(C FAN B 2 B EERCGEHREL LI RIBE.
BT ON-FT133%ER off U, BEXZY/N—FT(330%
TR on URBBROERS EWLIE#IE

BMC J7—-AICBVWTTNA RT3 Y mAEDAIE NS a1
(LB E . BMC communication error Zi&H U TUESE
Ehit3EIENIEIE

S AT LFREFICHENT, MMB J7—AN%H(IC CPU &/2(d DIMM O
HEEBZRREUTUFV, FAN HEREEREBO>TUFSRIE
DIEIE

RAID J> hO-3Sh5EEUTIZ HDD 4ARE%Z MMB WebUI (R
BB, "Foreign"iREE(Logical drive hEHRRVIREE)DETE
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1RAHESHA

J7—LDIThREL

FRRZIEN

HDD &40, #fELIz HDD OYPIBEAIEN SEL (CFRAREN
BWSENHSEIEMELE

2017/4

BA17031

MMB RLBIS[CHEVWTEENFLEUIBECO) ZINETED LS.
OV UNEEHREZ INE

Online J7—A7YyTHRICE/IN\—FT133>% Power Off UIZBR.
BMC #/z(& BIOS O J7—A7YIH5E T UTWRWEE, Online J
7—LhT7YTED Power ON H'eB L CUFSRIREDIELE

OS N RTC(Real Time Clock)D54 LAYV —>% UTC ELTEAL
TWBIBE. SB %I 0S OBFZIN 9 BERITN TUESRIED
{E1E

2017/1

BA16112

VMware 6.5 HR—h

Emulex 2RS4/ 1-F7¢4UF¢(RT11.1)HR-h

VMware T PSoD W43 2iEh H3EMIELE

T\ ZEAM BB H(C)\— RUEY M (MMB Web-UI HM50Uty

MEERE)EERMI DL ZEN—T12aVMELLUEFERD, £
0. EZIN-FT12>OBERHHNTERBZEEDIELE

2016/10

BA16081

FC 7—JILOFE(HEFEENTVSNERT A RAVEEC 2 AU LD
LUN ZVERR UTEABRRICE W T, N\—=F 123 e ENBF(C BIOS XZ1—
TEEELL X 21— RFRITOEIERT A AR B 2R &<
BOTUERIGENHIEEDELE

MMB Web UI h5 Reset ZZE4TUER. SEL (C DIMM &
(Uncorrectable Error)%:2->TOJULTUESIBENHIRIED
{E1E

BMCJ7—ADJI7OEE(CLD,. BMC Communication Error%
B UIBE(C. BMC J7—AD17(CCEEMEIRLIBEITSLS
(CoiiE

JN\—=7423>0 Power On 531> POST H(C. FAN [BIEREH—BF
HICBEER(CR>TUESIIBZEL HIBIEDIELE

XEVLIRA— RICFES U DIMM DNETEREUER, X-F123>
PO URE. N=T4 2 B TERVGENHERIBDIELE

FANM HBEUIER. 822 FANM ORIZENELKRRSNBUVE
BDEIE

MMB1 E{LABRKICENT. MMB S ESEEITOIBRICIS — %R
RHEUBRWL SR Z e E

SEL 47> 0—REERE(CLDINEEENTz RAID BEDDJ(CHNT,
sense key [BIRMIELLOTENRVRIEDIELE




TEAHLEEER J7—LITThREL BIERNE
DIMM H#FEUIBR. %22 DIMM ORIFEHNIE LR RINAVRS
EDIEIE
(ZOMMOEFTNE]
(FIPR - BRBIE—EZEZELTTa%1)
- 1.13.(3)
Dynamic Reconfiguration Z83CUIEHE. sadump OF>
TEIEPCRRITZ IOV AN-DEHD 0%H5 99%I(CFFHhS
N32ENHBDFET ., COEE, EROY T EBETOT L AN -0t
HN—EUFEEA
- I.3.(12)
J7— LTy TERR(CMBE BB LIRS (L T7— L7y T (LRI
LF9,
- I.3.(13)
AD34 2 T7— ATy TEREE . IRERE RO T7—LADI7HSEH
#BOI7— ADIPANOYIDEZ IR ZIT O TV RHP(CEX/N\—T 133
S OEENEEMUILISS. OS MNEEISNBRVCENHDET,
2016/6 BA16053 TLS1.1/1.2 OYR-bk

IPV6 DRSS IS (CVE-2015-2922)
glibc DHESSHESTIG(CVE-2015-7547)

IN—=74123>0 Boot Watchdog % Enable ((3RFEURLIRIET
sadump ZZE1TUER. Boot Watchdog TE&EEULAA LTI
BEERIN > TR LDEHE VS S, sadump DR THhieNTL
FOMBEDELE

2400E2/2400L2 EFIL T, IX40 OYNRRRSATEENFEAELT
6 SEL (CER#FkeN 9| UE— MNBIRENZVEIEDIEIE

IN—=FT12 3R (CRIR T CPU Uncorrectable Error izl
Clock Failure "EAEULTUEIIZEN HIRIREDIZIE

ESXi ETENIMETI S SVOM h'5 SB IVIR—K> hEDEERNTER:
BBEEDIELE

FAN SREEREEZRBULER, BESBROFMIBEREZNET
DO HEeERE

MMB Switch Over Z#£DiR 9 ¢, Video Redirection (C3E#HE T
ERRBIZEN DI EEDIEIE

EAT(C Active fil MMB T Heartbeat Lost #Z8f&HLTULFED
RIREDIELE

Maintenance Mode T SB X¥aUIIBE. FelZI7—LDIT7 7Y
J7—REREHR(C Home SBYIDEZ&1ToIIBE . 3%/ —-FT(>
IHHCEN TERKBOTUESRIREDIEIE

DIMM fE&ENZS O MBRKICHE VT, REMCS DL AN —23>%
IT2ELZA ML =23 fMREUTUFSEREDIELE
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2016/5

BA16036

Memory Mirror #ge2BM(CUIIN—T12 3V [CBVWTERAIC
DIMM #B& (Uncorrectable Error)zi&HUIIBE. tELE
DIMM ¢RTZFBA TS DIMM B3I REL GBRAN T DLI(CA
N> MBI REZTNE .

KED I/O TN\AA%FEEHUREICBVT, Legacy J—-ME—R
T LAN 51I—Rh'5 PXE Boot #EMEI B¢, ZH/N—F13a>HIE
BLESHULRWVEENHDEEDEIE

Standby MMB /¥ Disable {RREICEBRB UGS . TDIRREE SEL
(CERERI DL OO0 UNEEREZ I E

2400S2 Lite/2400S2 EFLICHEWT, FAN [ElERENZEAFE]
BRICROTLESHZAN B DRIEDELE

MMB HEER I B> MR—R> MTBEWT, 5K (CHbE - 18 1Bz 42D
R SSBREERMENREUIZE . ZHIDR—F> AR
N TERVGENHBEIBDIELE

LDAP #£HET Active Directory #RHI(CLD1-TEFZEMUC
BE. BIRUILI-YT MMB (L0712 TERVEENHDERED
fEIE

MMB Web-UI® Alarm E-Mail BIEIT. SMTP Server DIEH
(C. FQDN &2 EI DN TERVMEENHIEREDIEIE

MMB O Heartbeat Lost F4ABF(CHITDOTHEREDTNE
MMB HESHIBIVR—Z O MCBWT. ZEIDR—RD NMIFEE;

LTWSRE Y OGmAHUNIEZREL. RE(C FAN H'S
BRUCUFOMIBZAELE

2016/5

BA16022

N=T123 BN, & I/O T/\A ADFHEALALIBDIR 2O (C
I LSOOV UNEHKAEZINE

N—=T1>a#cEIRF(C. POST Watchdog Timeout HE4AUR
Ha0)ty MRS EOE

2016/3

BA16021

VMware 5.5 u3b. VMware 6.0 ulb #HHR—hk

AEHHEBED Enhanced Speed Stepping &7 J4)L MEHSZE
BURIBEIC. 3% CPU O—EB0 Core W EAEHEBNOEIRE % H
ERVCENHDBIREDIELE

BIOS @ POST UEA(CXEUNYIrFyTOEREFEZIRFNUT
BEOEEFTEREONE

N—=F123>D&EFEIR A, PCle link h* down 93/\— REFEN
4L, PCle Z(YFEZT® PCle 7/\A AN R TERVVREE(C
FaoriZEOHMIEBAILANILZZEE (warning LA)L—error L
~N)b)

Undetermined hardware fatal error BFEEOI S — 2L
BOWE
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1RAHESHA

J7—LDIThREL

ZEIEANE

N=7123>EBRIG AR, OS EBEKFC. 7L11>b0-30D/\—R
#P&E (Adapter missing after reboot)% MMB HREITERH
DI RREDIELE

MMB web-UI £ T ssh @ port &FS&TE% port=22 DINE
BUE., RERED AC BIF7% off/on UIZiZE&. MMB & BMC
BIDEEZMIL T B ENTERRZMREDIELE

Dynamic Reconfiguration T SB/IOU DOUY—XZENME(E
HIBFZEMUIZE0BE PSU SE8ZENGRETERVES
h'&2EREDAIELE

2016/1

BA15122

RHEL7.2(Red Hat Enterprise Linux 7.2)&2HHR—bk

OCLINK Fv)Lh—RERIE BMCFrRILD—REfEsEiUIRE(C
HBUT. 0S JT—FEITEFCHIFEZHH— R(OCLINK h—REE
BMC h—R)#EALALIB D=

BMC J7—LAJI707yvTFT—h&. ¥1EID Text Console
Redirection ##E#tlcBWT, ZH/N -T2 DOEFERKAZITOE
BR. UEFI XZ1—ThH=-VYIFT—BENEBCEELRVEEN D
ZEREDIEIE

2015/12

BA15114

VMware 5.5 u3a #HHh—h

SEL(System Event Log) T#RER&N3 BIOS OJ(C. /{—-F133
ARERF ORI B R ZIB NN

SEL(CPCI Express Z1wF DL S R54 > T IRENT DHBERIEN

MMB WS & EHARR TN —T1 S a8 EE21ToIZBR. BIOS O
NVRAM EEHREFICKBML. ENBEDO/N-FT1>3ViE T,
"Watchdog - Action Hard Reset"hi"&4U. /\—F1>3>DiL
BN TEIKRDIEENHIEREDIELE

PQ2400S2 Lite 5L . PSU#5(Power Supply Unit)DIE
N Web-UI TIRIELKFRRENTULBICERENST, SVOM RED
H—-NEERYINDI 7S (FIBIRZINETREN TSRV EEDE
1E

2015/11

BA15104

OpenSSH AESE TG (CVE-2006-4924)

IOU KU PCle H— ROPE(CHNT, BFEZERHN TS — @A EIEE
foormE. OJ &I 25— Xvt—>% 10U KU PCle h—R
BIEEEFTICEINDL ORI — X -SRI BLICHE

(ZOMMOEFHFAEF]

(FIPR - BBEFE—EZHERLTTa0LX1)

- II.3.(9)

PCI-BOX MI5—% StatusClear THUPUIEE. LUF D SEL A
BiRINFI,

Warning SEL "180701FF Transition to Non-critical
from OK"
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1RAHESHA

J7—LDIThREL

ZEIEANE

- II. 3. (10)

LDAP @ Active Directory U DF 1L I MG -EXT,
Principal User DN [CAR—IANFZHTETDE ARSVILTHD
>NTC MMB ([COJ (> TERLRDET,

- .. 3.(11)

IPv6 OA&®D Video Redirection s#EULNENTULRWMSEI(C,
Local Port i"5M Video Redirection MERATEEB A,

2015/10

BA15092

SSD OEFAHT —I=(BHAHEHIEE)N 30, 50, 70, 80,
90(%)(EUZRF. SEL(System Event Log)(CEC#x9 BiaEE
DMt

ST LAHEBEGR(MMB, PSU %)% 9 3FR. Hot System
Maintenance Mode(fR<FE—R)THBICHEEANST ., J\— RS
HNRLEUIBE(C. TONEIEHRZR>T REMCS @#HULTLES
FIREDIEIE

SNMP Community @ IP 7RL A% IPv4 5% E S 25, 18ET
B3 IP 7RLVADEE 3 AIFTYRETH MMB @ IP PRLAERIUT. 56
4 A97y hD_ERIOHTHA MMB E—FUL. MMB &DHTEINN R
IP 7RLAZIETE TS DEE%TE TSRV EREDIEIE
1)

MMB IP : 192.168.3.10

SNMP Community : 192.168.3.1 <= |BMRT(EEREAE]

2015/9

BA15082

SAS SSD/PCle SSD ANOEZiAHOEZ MMB Web-UI (IR
N9 DHEBEDIR M

LDAP(Lightweight Directory Access Protocol)#Ee DIzt

CNA(Converged Network Adapter)h—RDOYILFINARERKIC
HBWT, Auto Boot FREICLNEENHIC OS ZiLENUIIZEDH.
2 R—FB DT —MIZH OS KSR N RV RIEDIELE,

JN—74323> on/off ZEhEUIEF. #(C BMC Communication
Error i* SEL(System Event Log)(CieER&ENTUESIBEN DD
FDﬁEO){I%IEO

JE—PMF—/)UED RMCP Y RICT/N—=F423> On/Off 2EHEL
JH5EDH. #(C Firmware Error hMREELTULIIBE N DD
FEDIELE,

IOU/PCI_Box (CTEZEZEZ#&REULER. IOU OEmE TER<.
PCI_Box DEE T Status Clear #EMLCUFIEEE SEL B
2 BIEEERESN TUESHIREDIELE,

2015/8

BA15072

OpenSSL feggtExtit:(FREAK : CVE-2015-0204)

UEFI XZ1—®[PCI Subsystem Configuration]XZ1—(CA
B LAN OB/ Eeh 8T I dtkaez B0,

MMB Web-UI @ Partition->Power Control T Boot
Selector @ Legacy O#H & IEL TS Force Pxe/iSCSIIH LU
[Force boot from DVD % UEFI (CHXT 5,
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1RAHESHA

J7—LDIThREL

BMC h'EE&RHAREICH-IEEF(C BMC Communication Error
F/zlZ BMC-MMB LAN Error MEEUTUFIIEE N HERIED
E1E,

J7—AI177vTF—RPIC MMB Switch over "REURBES
D&, MMB Heartbeat Lost B"EAELUTULFEIISENHDRIED
E1E.

2015/7

BA15065

JN—F423>IC Reserved SB ZiXFEUREBEICHWVT
AC-Off/On %z3EHEUTFR. “"Transition to Non-recoverable
from less severe”MIS—%BRELTUEIZENHIHED
fE1E,

MMB [T Switch Over NEEUREF. £z(& MMB SLIEH'S
BEHARE(C A IBF(C”Power Supply Failure”IS5—%:84&HU
TUEIISZEN DD RIBDIELE,

2015/6

BA15064

PCI Box [CF217IFv®RI SAS 7LA42>bO-3H—R
(6Gbps) ZfE&HUIIZE(C. h—REBFDOH)>IZE - RIME
TFULTLESZENHDRIEDELE.

2015/6

BA15063

ntpd ORESSHEXTIE
(CVE-2014-9293, CVE-2014-9294, CVE-2014-9295,
CVE-2014-9296)

IPMI(send message)dX> ROFEITEINILA(Z2HI T BMC Ut
YIDREUBR, BMC ESRTABIBYINII7RIOBEN\>)
PyIUTUFEIIBEN DI EEDIELE.

SB (System Board) (C CPU % 1 80O#HEEH I Z/N\—FT1433>
HD VMware IRIE T, CIM JON19H5v> 10 SVOM (CL P25
BERNTERVEEDELE.,

Web-UI H*5 Power Off Z54TLTH. OS H' Shutdown LR
BENHIEEDEL.

A2 T7—L0IT7T7YIT—MN&. IN\=FT14>3>% Power On U
TH. Watchdog Timer OIS—HFEEL. N\—-FT133a>NEEEL
RWMEENHIEEOELE.

2015/4

BA15031

SEL (System Event Log) ®%9>0-RIEIRIC. &=EEKIE
HREISING DHEBEDIBNN.

OpenSSL fess1Exd 5 (CVE-2014-3566)

OS Running A(C AC off #9%¢ CPU SBEDIS—H SEL
(System Event Log) (CEEER&NBRIBEDIELE.

Web-UI h'5 Power Off 217U TE. BMC hM50&IDIAFHE OS
DORSA)HBOT—FVIIA M EZEUBS. OS B Shutdown
LBV EBOIELE,

2015/2

BA15015

PSU(Power Supply Unit) 4+2 TTREEEDENN.

1CPU/SB(System Board)x2 0 Partition #8EDENN.
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1RAHESHA

J7—LDIThREL

ZEIEANE

EEDRERERALIOD PCI LAN Card #E%0. SROTNAAE
S(CEIDY TSN PCI LAN Card h'5 PXE J—hMaf{T5¢. Fatal
Internal Error #&H&NT — NCERVREIREDIELE

fth Partition @ SB OEIRIEDSZE T, CPU Fatal Internal
error MEHEN Partition H* Power Off £ BRIBEDIEIE.

BMC "EEZRHL. EIHLEZIT>LEBEESD BMC ¢
OS(Linux. VMWare)BEDXvt — X EIE D E,

BMC TABMLIEDEE 2R U RO XEVBIRIT T

MMB Web-UI @ Power Restoration Policy h*"always on"
DIRRET, AC-On #&I(C Partition ® Power On 9%¢ Reserved
SB DIEMEREZRR L T 2BIREDIELE,

J0YJ)I5—0 SB AT, STHHRE T BRIEDELE.

(CEDLTOESE S|

(FIPR-BEFE—BEZHEELTTFELX)

- I.3.(7)

IPv6 IRIZ(ICHULT. Home SB tIE X Fz(d Reserved SB (&
% Home OANBINRELLEIEES. TDED Console
Redirection(Video Redirection)h"kBLE T,

2014/12

BA14117

BA14103 [CBWT IPv4 Console Redirection @ IP 7RLAD
AOF9NI" 0 "H&H37RLA (4 : 192.168.0.1) %IBTFEIT L
SHTE CERVRIEZIBLE,

A>0—RUIz SEL (System Event Log) OARL—3>0%4
([CEWT. Web TEFTUROI N CLI L TEREREN., CLI TEITL
=07 h web EUTERERSN BRIERIEIE,

BEECT>UNSOBEREMESRAFEDICEKELU. FRU
Communication Lost I5—%Zt&HUTUESRIREZIELE

MMB [CRAMR—LZERAUTEHZULEHBESTH. Video
Redirection (CIEHE CEBRLIICEE,

2014/11

BA14103

RHEL7(Red Hat Enterprise Linux 7)X3/&.

GNU bash AEss Xt it
(CVE-2014-6271,CVE-2014-7169,CVE-2014-7186,
CVE-2014-7187,CVE-2014-6277,CVE-2010-6278)

sadump OFN\AZAZIVT7LTET N\A ZADFRRNEO>TUFSRIE
DIEIE.

IN=F423>0 Power Off 1(C CPU ® Uncorrectable
Internal error MEAETIIHENHIREDIELE.

https T Video Redirection Z#&#t 9 2L BN 2 EREDIE
1E.

- 13 -




1RAHESHA

J7—LDIThREL

REMCS OTEHRIE#HS(C FRU Communication Lost "4 9
BIENHDRIREDIELE,

MMB —E1bHEBRICHLT Standby Al MMB ZHINEIT S
ﬁ:ﬁ;aféo)ﬂg.l—.Eo

(ZOMOEFHFAE]

(HIPR - BEBIE—EZHRLTTFaLX1)

- 1.8.

AEETIE IPV6IRIETODISCSI J— MEgER Y R— ML THDFEE
A

- I.11.

Red Hat Enterprise Linux 7.0 ¥RiE T(&. SB(System
Board)DiE4HIBRiEEEE HR— MU TOER A

2014/9

BA14091

ANERT A AV E (IX40)HMHEHSN TVIIBRICHE VT, EEHE
1, DISK I/OADT7 AN S AR (CRIBEC0SHZAO-5Y
SUTUFESRIRERIELE,

2014/8

BA14081

WEREFTOIETECEADON BB I REEN BB Tt (1888 CPU TO
CPU Fatal Internal Error F4) BIOS H XEUFIAR{LHRICHR
H Uz Jordan Creek ®IS5—% SEL (C52§%9 304581t

ESXi FOIRIENS >N Windows BSOD RERFERTIBM4. H
LU Hyper-V TIY—2X : Hyper-V-Worker, ID:18560]h'5C
FxEn. AREYS Ny T34 ZMEIELIZ CPU D microcode
B,

RHEL6.5. hD Intel 10GbE(X540-T2)% I0OU (CHEEMDEE.
max_vfs=2 LIETELT SR-IOV @ Virtual Function(VF)%{E
BU&LDETBE. VFL AWERRENRV B EZIELE

ASPM (Active State Power Management)#%EE % Hil iR 7
B%o

CPU EEE&(VCC_CPU & VSA_CPU O OV BE)NRETS
RIREZAZ1E

OpenSSL AESs T iir.
(CVE-2014-0224, CVE-2014-0221, CVE-2014-0195,
CVE-2014-0198, CVE-2014-3470, CVE-2010-5298)

[ZDfDEFHNE]

(HIFE - BEEE—EZHERUTTaLX1)

- 1.3,

Memory Sparing #8E(CD\T

- T.1.(1)

iISCSI Boot IRIE(CT EFI @ Windows Server2012 R2 %i2
9355, BSOD F4% dump EHEDEC. BEIT reboot
ZITOLSIGRTELTE, SATLANBRBULBVCENDDFET,

2014/7

BA14064

online 77— A7yTHIfHIZ55 O@EIEL

2014/7

BA14063

iISCSI J— MéBER Windows Server 2012R2 BB TR

- 14 -




1RAHESHA

J7—LDIThREL

ZREBR
SR-IOV HAEZHIPRAZRR .
PCI hot plug #&aEZ HIPRAZRR.

Video Redirection ZfEHH(C Video Redirection (CFR&N
BEMEHEHE(CH>TUESRIERIELE .,

0S shutdown BF(C OS ® Message Log (AT DXyt —IhEE
SN TUFOMIREZIEIE,

dr-util[xxxxx]: ERR : 630 : Failed to send IPMI
Command: OS Not Ready

T4 1 &R0 RAIDO #pkHD write-back E—RHEEEINTUL
2O0HINRSATICBEVT. ZOTAAINHELZES.
Maintenance Wizard TOZHILRSATOBAEMICKEIL. T4
AIOE RN TERRBO>TUESHIBZIELE,

REMHEBENNKREULEHEZBXIZHS. Power Saving
HEEEICL T, I-YRETE AL OS shutdown 2L
Force Power off MEAEUCE%Z Y SEL MBAISNAL R RE
ZIE1E,

MMB h5 SEL #UPLTE BMC @ SEL MU7ENn (- TL
FSRIBEIELE.

J7—=LPYTEE Ty — MREN R RSN BV B ZELE .

WEB-UI &0 MMB @ User R—b® LanSpeed 2ZE I 5L
MMB fEiB{ER 5 (Heartbeat Lost)HMRAEL TUESHBEZE
EO

Internet Explorer 10 Z#HLT MMB Web-UI (COJ/ Uk
. T—R—RD Enter TOJA2ULEIETRE_EDT(>ENT
UESMIEZIELE,

Online 77— A7y #ZERA(C OS h5 shutdown £/zl& reboot
RERTDET7—LTYTHREUTUESRIEEIELE.,

CEDUTOEEAES)|

(FIPR - BESEIE—EZ2EELTTa0%1)
- 1.4.

Memory Scrubbing #8E(CDWT

- I.5.

iSCSI J— M&BE(CDWT

- 1.6.

SR-IOV #EEICDWVT

- 1.7.

PCI hot plug B48E(CDW\T

- 0. 2. (1)

Video Redirection Z{ERHIC Video Redirection (CFRREN

- 15 -




A tad T7—LIIT7HRER ZEIEANE

BPEHENE RO TUEIISZENHBDET .

- I.2.(2)

OS shutdown B¥(C OS @ Message Log (AT DXytz—ThiEe
TN TUFEIZBENHDET, COIR> NOTHEEERENI=CECLD
EELORIEEHDER A

- 1I.2.(3)

T4 1 R0 RAIDO #rhD write-back E—RHEEEZNTL
30H0) RIATCBENWT, BOTARINMELRIBE(C(F.
Maintenance Wizard TOZHILRSA T OBVEREFICKERT S
e, TARIDTEEZIBATEE R Ao

- I.3.(1)

REBEOHEBENNREULREEZBXICHS. Power Saving
BEEE(IC LT, I-TIEETE AL OS shutdown &30 (&
Force Power off "REAETZIHZENHDET . TOFERN MMB
SEL (G@BXIENE B A,

- 1.3.(2)

MMB H5 SEL #9U70LTH BMC O SEL MU 7ENn 3 (C%->TL
FHBENBDET,

- I.3.(3)

J7— LTy T CRED TR RENBVEE N HDFET,

- 1. 3.(4)

WEB-UI & MMB ® User R—h®D LanSpeed ZZE 93¢
MMB RIE{EEE (Heartbeat Lost)HMFEELTLFIHZENHD
9,

- I.3.(5)

Internet Explorer 10 ZEHLT MMB Web-UI (COJ1> Uk
HE. F-R—RD Enter TOTAULELSETRE_EOT(>ENT
LEVET,

- 1.3.(6)

Online J7— A7y DM, OS H5 shutdown FJz( reboot
BRI 2ETF—LATYTINKRET BI5ENHDFET .

2014/4 BA14041 iR

%1 @ BRSHRFENTUVS PRIMEQUEST 2000 Series filpR - BBEEIE—E5(CA92344-0550)(C
ELEHINTVBEBES(CHIGLET,
COMIBCOVTIE, EERDEBIERABTEEUARNESZES0HBENHNET,
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5 {FROFNERpERE
T OI0-Fv— NIfEEOFRN OB R IR T,

CCICIERER(EBHELLRTEEERRLE), HIU. BFRIFE(EIRCEEERRL) P EIFEZ T HL T
FRA BEVDIRTLABICHELFIERBZZRBO L. FFEEZERBED T,

START

|
SRt (EBELLE. FREO—FRY N %1
ZERE) —

|

J7— LT PYTF — MEATRS 70“’13;; 2

|
BR1EE (—RNICEBUSREDNE 4
|BLEEENTERAY) -

|

END

%1 Jr—AD177v)7T—bOROOBEIEMEBRFI7—ADI77vIT— MNFIEEZSBL TS,
%2 JP—ADI77vIT— MEBEETIVEEBERRICIKFLE T sEMET7— L0177y T 7T — NFIEE
=SBBUTZa0,
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