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VMware 5.5 u3b. VMware 6.0 ulb #Hh—hk

AEHHLEED Enhanced Speed Stepping &7 JA4)L MENSZE
BUIZEIC. 3% CPU O—EBD Core W EARREBDOEKRE%
SRVIEN'HDEREDIEIE

BIOS @ POST AUEAH(XEY\YIrFyIOEFEREFEZIRFUL
BEOHEEFTEREOE

N—F123>DEFE A, PCle link H* down 93/\—REFEN
FHAEL. PCle Z(vFBLT® PCle 7/\A AN R TERVVAEE(C
faorimz S OMEBAIL AN ZZEE (warning LA)L—error L
~)b)

Undetermined hardware fatal error BREEOIS—sCiHF0L
BOWE

N=T133> BRI AR, OS EIIFIC. 7LA1>h-3D/\—R
#P& (Adapter missing after reboot)% MMB H&REITERH
DI REREDIEIE

MMB web-UI £ T ssh @ port S 3&TE% port=22 DIINZE
BURR. BZEEED AC EIFEZ off/on UIziBE. MMB & BMC
IDBSZMHEIL T DEN TERRDRIEDIELE

Dynamic Reconfiguration T SB/IOU OUY—-2ZEMF(&
HIBRZERFBUILISS0OBE PSU AT ENGRETERVGS
h'e2EREDIELE
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RHEL7.2(Red Hat Enterprise Linux 7.2)zHH—k

OCLINK Fv#)Lh—R&Ef(d BMCFrRILE— REBEUREEE(C
HBVT. 0S J—FEITIRHICHIFR%HEN— R(OCLINK A—REE(E
BMC h—R)FIHA{LALIEDekE

BMC J7—-AD170O7vTFT—h&., #EIDO Text Console
Redirection ###HlCBVT. ZEN-FT120OEFERAZITOR
BR. UEFI XZ1—Th=VYILF—1BENERBCEELRVMEEN
ZEREDIEIE
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PCI-Box %&ATHER/C—F4SaABRRICHT, PCI-Box (&
HNTLSH— RO PCI Hot Plug e HR— K

VMware 5.5 u3a #HHh—h

SEL(System Event Log) T#EREN 3 BIOS O4(C. /{—F1>3
ARVERF OB B HRZIB N

SEL[CPCI Express A{YF DL S A545 > T#IRERT 17BN

LSRN =T 123>k T SVOM(ServerView Operations
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Manager)2ENY—/)\EERY I hI17Hh5 DIMM £ DIMM
Slot BFSZMHRUILLE, ENHSDIBEMNELFRRENBVEED
HDEREDIELE

MMB WS EEHARE T/ TS8R EE 2 1T7oIZBR. BIOS O
NVRAM BIREFICKIML. ENBUEDO/N-FT1>3Vi2EIT,
"Watchdog - Action Hard Reset"hi"&4U. /\—F1>3>Dic
BN TEKRIGENHIBREDEE

PQ2400S2 Lite E5ILC. PSU#5(Power Supply Unit)D1&
RN Web-UI T(IIELFRRESNTUVBICERENST . SVOM RED
H—NEERYIRNII 7 NS (FIEHRZIET DEN TERV\RIEDIE
iE
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OpenSSH K88 175 (CVE-2006-4924)

IOU KU PCle h— ROMPE(CHNT, EEZERHNTS — @R EES
IoormE ., OJ &I 25— Xvt—>% 10U KU PCle h—R
BIEEEFRICEINDLOIRIST— X —S 2RI BLIICehE

AR/ C=F 12 3aABRKICB N T, sadump HEENEITENILE S,
ZILRN =T 123> DIREEN" Dumping AR FFELELTUE
SEIEDIEIE

PCI-Box (C FC h—RZEFESUILR/\—T123> TISRYRR "
BEULIGE. OS NIYIFRE(LLD) - RYIDEXRIE% FC h—
ROBIZEICKEIL CUESRIEDIEE

(ZOfthDEFFTNE]

(IR - EBEBIE—E AR TFELX1)
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SSD 0E&FAHT—FE(E&AHFanIEER)N 30, 50, 70, 80,
90(%)(TEUBE. SEL(System Event Log)ICECEk9 2H1EE
Dt

SATLAHEENR(MMB, PSU #F)Z3ZH#a9 3ER. Hot System
Maintenance Mode(fR<FE—R)THIICHERANST, J\—RifE
HREEUIBE(C, Z0OHMMEIEHRZFRoT REMCS @BIRULTULED
RIREDIELE

SNMP Community @ IP 7RL 2% IPv4 R TEI DA I8ET
2 IP 7RLADE 3 AITYRETH MMB @ IP 7RLAEREIUT. 5
4 A7y D _ERIOHTH MMB £—EU. MMB LDTEIH 20
IP 7RURAZIETE T DERTE CERVEBDIELE
1)

MMB IP : 192.168.3.10

SNMP Community : 192.168.3.1 <= |BRT(EEREARE]
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SAS SSD/PCle SSD AOEEIAH[OIE%Z MMB Web-UI (CF&
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LDAP(Lightweight Directory Access Protocol)#EEDIEHt

CNA(Converged Network Adapter)h—RDOYILFINAHER(C
BULT. Auto Boot BRTEICKDEENHIC OS ZIEEENUITIZEDH
2 R=RBOT— NN OS NMEERHMEN RV RIEDIELE

JN\=7123> on/off ZEEUIEF. #(C BMC Communication
Error /' SEL(System Event Log)(CEEEk&N TUEIHZEN DD
Fnﬁi.aa){l%ﬂzo

JE—RF—/)UED RMCP OY> RICTIN—7123> On/Off 21U
5 E0H. #(C Firmware Error MREELTUFIBEN DD
EDIELE,

IOU/PCI_Box (CTEEZ#&RH UL, IOU OEmE CIERL<.
PCI_Box OHEET Status Clear ZEL TUFIERE SEL A
2 EIERERSN TUESRI-EDIELE .
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OpenSSL g5 i (FREAK : CVE-2015-0204)

UEFI XZ1—®[PCI Subsystem Configuration]X=Z1—(cA
& LAN OB/ 3z TE 3 ez EN.

MMB Web-UI @ Partition->Power Control T Boot
Selector @ Legacy O#*HHuUTWBI Force Pxe/iSCSIH LU
[ Force boot from DVD % UEFI (CEXT /.

BMC h"E&REHARE(CAIZEHC BMC Communication Error
FIz(d BMC-MMB LAN Error MEAELTUFIIEENHZLIRED
E1E.

J7—ADJ177vT5T—RRIC MMB Switch over "REURIES
Dd+. MMB Heartbeat Lost "EAELTUFESIZEN HIRIED
{E1E.
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IN—F4>3>I(C Reserved SB Zi R EUREBICHBWVT
AC-Off/On %ZZEEUIER. "Transition to Non-recoverable
from less severe”MIS—%iSRHE L TUEIIBENHIHEED
ENN

MMB BT Switch Over NREAEUREF. £z(& MMB QUEH'S
BEURRE(ICEBE (" Power Supply Failure”I5—%:34&H0U
TLEIIHZEN DI EREDIELE,

2015/6
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PCI Box (CF17)FvxI SAS 7LA4d>bO-3H—R
(6Gbps) ZFEEHLIHEC. h—REBIFDH)>IAE - FME
FUTLEIIZEN DDRIEDIELE.
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ntpd DRESIIEIIFE.
(CVE-2014-9293, CVE-2014-9294, CVE-2014-9295,
CVE-2014-9296)

IPMI(send message)d~X> RIFITENIZA(1Z24) T BMC Utz
YIARAEUBR, BMC ¢S XTABIBYI NI PEIOBEN\>)
PyIUTUEIBEN DD BIEDIELE.
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SB (System Board) (C CPU % 1 BO#HEH I B/ —FT13>3>
HD VMware IBET, CIM JONAIH95y3 10 SVOM (L& 2%
BEEHENTERVEIENELE.,

Web-UI h'5 Power Off #5E4T7LTH. OS H* Shutdown LW
BENHIRIBEDELE.

A2S4>T7— L0177 T7YIT— Mg IN\—=FT4>3>% Power On U
TH. Watchdog Timer OIS—HRAEL. N—-FT1>3a>HCEIL
RWSEN G IMEEDIELE .
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SEL (System Event Log) ®A7>0-RIEIRIC. HEBEEKIE
REABHNT ZHEEEDIB NN,

OpenSSL 881 i (CVE-2014-3566)

OS Running HIC AC off 29%¢ CPU JBENDIS—H SEL
(System Event Log) (CEREREN2RIEDIELE.

Web-UI h'5 Power Off 247U TH. BMC h'50D&EID:AHE OS
DORSA)HBOT—HVIIA M EZELZE. OS A Shutdown
LRV EEDIELE
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PSU(Power Supply Unit) 4+2 JTEHEEDIEN,
1CPU/SB(System Board)x2 0 Partition #EEDIBEN,
HAETHERER AZID PCI LAN Card 230, BROTN(2E
S(CEIDZ TSN PCI LAN Card h'5 PXE J—Me475¢E. Fatal
Internal Error #HHaNT — hCERVREEDIELE.

it Partition @ SB OEIRINPEDFIEZ T, CPU Fatal Internal
error M&EHEN Partition h* Power Off ERXBRIREDIELE.

BMC W"EEZ&HL. EIHNIEZITORBESED BMC &
OS(Linux. VMWare)EDXvtz— X EIBDNE,

BMC THEBLIEDEEZ IR U BRO X E IR T

MMB Web-UI @ Power Restoration Policy h"always on"
DIRRET. AC-On #&I(C Partition ® Power On 9%¢& Reserved
SB DIEMEEZRR L I 2MREDIELE.

JOYII5—0 SB MAT ., SARNKET ZEREDIELE,
(ZOMOEIFFNE)

(IR - EBEBIE—E AR TFELX1)
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A0F9NI" 0 "HH37RLZA (4] : 192.168.0.1) %IBTFEI 5L
SNTECERVRIBEEIELE,
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A>0O—RUJe SEL (System Event Log) OARL—>3>04
([CHWVT. Web TEITUROI N CLI ELTERFRSN. CLI TE1TL
1z07h web ¢UTERERENZEREZIELE .

BEEC>UNSOEEMESRHFEMDICKELU. FRU
Communication Lost I5—%zt#&RHUTUESHIEZIELIE,

MMB ([CRARMNR—LAZBERAUTERLULEBSESTEHE. Video
Redirection (CIEfE CERLIICEE,

2014/11 BA14103 RHEL7(Red Hat Enterprise Linux 7)X3/&.
GNU bash E3g4 3t
(CVE-2014-6271,CVE-2014-7169,CVE-2014-7186,
CVE-2014-7187,CVE-2014-6277,CVE-2010-6278)
sadump OFN\AZ&EIVT7LTET /A ADFRR=NEOTUFESMRE
DIEIE,
IN—=F4>3>0 Power Off H1(C CPU @ Uncorrectable
Internal error MREI3I5ENHIBREDIELE .,
https T Video Redirection Z3&#t 3 2L BN NN B EREDIE
1F.
REMCS OEHRIE#HERF(C FRU Communication Lost "4 9
BZENHIRIBOIELE.
MMB Z—E{biEBRk(CHT Standby fld> MMB TN ERET D
ﬁ:ﬁ%@ﬂ%IEo
(ZOMBDEFINE]
(HIPFE - BEFIE—EZHERUTTFaLX)
- I.8.
- I.11.

2014/9 BA14091 NEBT A AVFREE (IXA0)HMERLESN TUVBIBRKICHB VT, HERE)
1, DISK I/OAD 77 AN EAEICRRIBAIC0SHAAO0-5Y
SUTUERSHIERIELE.,

2014/8 BA14081 HEEEFTDIEHECERD N D ] BE N BB, (828 CPU TO

CPU Fatal Internal Error F4) BIOS H XEU#IER{LHh(CHE
HUTz Jordan Creek ®I5—% SEL (C528% 9207581t

ESXi LORIEYS >N Windows BSOD RERER TIM4. H
&U' Hyper-V TIY—2X : Hyper-V-Worker, ID:18560 |)52
xRN, ARIEYS >y N34 %IEIELI. CPU O microcode
EH#,

RHEL6.5. "D Intel 10GbE(X540-T2)% IOU ((HEEDEE,
max_vfs=2 &BTELT SR-IOV @ Virtual Function(VF)%/E
BU&SETDE. VFL MERREN RV REIBEZELE .

ASPM (Active State Power Management)#gE % &l fR £%
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CPU EB/E &% (VCC_CPU & VSA_CPU 0 0V BE)HH4ETS
RIEZIELE.

OpenSSL AEss XTIt
(CVE-2014-0224, CVE-2014-0221, CVE-2014-0195,
CVE-2014-0198, CVE-2014-3470, CVE-2010-5298)

(ZOftDEFTNE]
(FIPR-BEFE—EBZHEELTTELX)
- 1.3,
- I.1.(1)
2014/7 BA14064 online J7— A7y #1757 OBIEAL
2014/7 BA14063 iSCSI J— Mé&&EZ Windows Server 2012R2 BIE TOHAHIIE

ZRERR.
SR-IOV ez HIPRAZER
PCI hot plug #&gE%HIBRAZER.

Video Redirection Z{ERD(C Video Redirection [CRRSN
ZEENESE(ICHRO>TUESRIERIELE,

0S shutdown BF(Z OS ® Message Log ([CEAITF DXyt —IhEE
BTSN TUFOMEZIELE.

dr-util[xxxxx]: ERR : 630 : Failed to send IPMI
Command: OS Not Ready

T4 1 AR0D RAIDO #8pkHD write-back T—RMNEEEINTUL
2O0SHINRIATICEVT. ZOTAAINMELIEES.
Maintenance Wizard TOZHILRSATOBVERMICKERL. T4
AIOFE N TERBO>TUESRIBEZIELE.

REOHEBENNREULREMEZBXILIZS. Power Saving
HEEE(CE>T. I-YBIETIERL OS shutdown H3W (&
Force Power off AU CEZRT SEL hhW@ISNAV\ERE
ZEIE,

MMB h'5 SEL 277U T6 BMC O SEL iMU7End(cs%>TlL
FOMIEZIELE.

J7— L7y TEECT7— MR R RSNV RIBEZELE

WEB-UI &h MMB @ User /R—hk® LanSpeed ZZE 9 3¢E
MMB RIE{ERE (Heartbeat Lost)hFEAEL TUFSRHIRER(E
EO

Internet Explorer 10 Z#HALT MMB Web-UI (COJ1>UJe
BE. F—R—R0D Enter TOTAULLIETRE—ENT1>ENT
UFESMIEZ(ELE.
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Online J7— A7y TH#ZEREH(C OS H'5 shutdown Ffz (& reboot
REMETDETT— LTV THERBUTUESRHIREZIELE .
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