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Large-scale Security Log Analysis based on Outlier Extraction Technology
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Abstract

In recent years, attacks on cyber space have not only increased in number but also
become aggressive and sophisticated. To take countermeasures against such attacks,
security analysts must detect and analyze unrecognized tactical attack events and
their intentions before the start of the main attacks. It is not sufficient to apply
conventional methods such as rule-based attack detection and simple outlier detection.
The tactical attack events are hidden among numerous known attack events and it is
difficult to extract and analyze them with only conventional methods. Therefore, to
solve this problem Fujitsu Laboratories has developed Outlier Extraction Technology
in order to single out an outlier-structure (a cluster of data shared with rare values)
from a large-scale discrete event log such as a security event log. By applying this
outlier extraction technology to a network monitoring log, security analysts can detect
and analyze a sequence of tactical attacks. In this paper, we present a case study of
applying the technology to an intrusion detection system (IDS) log. In this case study,
we successfully extract an unrecognized attack sequence with advanced strategies.
Detailed analyses on one of the outlier structures conducted by a security analyst led
to this finding. Furthermore, we also show a Computer Emergency Response Team
(CERT) project that utilizes the outlier extraction technology and is applied to a real
IDS log.
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No. | srclP userlD URL

1 a.a.a.a User1 http://www.f..

2 | b.b.b.b | User2 http://login.f...
3 | b.b.b.b | User2 https://conf...

4 C.C.C.C User3 | http://rec.pl..

5 | dd.dd | Userl http://usr-pag..
6 https://ad-pho..

e.e.e.e User4

IDS (RARRHIES) O
No. srclP dstIP Port Signature

1 a.a.a.a X XXX 80 TCP Connect DOS
2 b.b.b.b V.Y.YY 80 TCP Connect DOS
3 c.C.C.C X XXX 0 TCP Tear Drop

4 b.b.b.b 2.2.2.Z 22 Brute Force Attack
5 d.d.d.d YAAAY 0 Finger Print

6 a.a.a.a 2.2.2.Z 22 Brute Force Attack
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