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Inter-Cloud Data Security for Secure Cloud-Based Business
Collaborations

®FH = ® 1EREE ® [Tt EE— ® RAEBIT

Hbo5FL

729 FRRICEZ &, ST —E ADFIHIC K > THINANDER DN H T NICK S
728, TEHRAZVHRICHEON TS, EROX S ITHINEDERDOF — b7 o A THEIE
WOFmHZ Ty 73T 5LV EZSETTREATTICIRS, Tz, 5% 757 ROF|
RERENZHEIT ZICDN, AT L IARERD T RAEE LZRET, 751
INY — RSB S L 2ICRE T 2 HAV ) a—Y a kO 5N TV,
SRR LIET ST RERT— b 2 A BXOT7 Vv X7 — b o A HifiTclE, ®A
DOBETGRD S T TA N —EREME LTI RTUHE LD, 75U Fich 3
WMERT T r— a U RHNICBE| S L 2ICEITLIED TR ENARETH S, A
Mc kv, Z—VERE - Y —E X - EMO=DDEREEMNT, 77U ReElh>T
LGRIHEEEREZFHAT SN TE, AEMBETOWMEDTELREDHIEZITT R

A ZEET %
AT, HRT— P72 ABXOT7 7 AT =T 2 A OME LRI —2IcDn
TN,

Abstract

With the advent of cloud computing, the boundary separating internal and external
data has become increasingly blurred due to the utilization of external services. As a
result, existing methods of preventing data leakage, such as only using a gateway to
block the outflow of confidential data, have become insufficient. Therefore, there is
increased demand for new security technology to allow confidential data to be safely
used even in the cloud. We have developed new cloud information gateway and access
gateway technologies that can mask confidential information contained within data
before it is processed in the cloud. They can also transfer applications from the cloud to
inside the company for internal processing. In this way, they make it possible to utilize
cloud services without transmitting actual data. These technologies enable users to
safely utilize confidential data in the cloud, encouraging new uses of cloud computing,
such as cross-industry collaborations and specialized uses in specific industries.
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Fig.1-Application of information gateway to partner cloud.
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Fig.3-Screenshot of information traceability.

534

FUJITSU. 62, 5 (09, 2011)



5 KD %

HRT— b T2 A4ICKB 7T RO AHT]
F v ZIKMAT, %o FRy 7 Xicks
799 FNOT—2FARHOE= 2V > J 72
HEbRBC T, HIZBERBRICBNT, 7
7 RICHET e EO—HRAZEDTED LS
ISR Nz, REYIRFI N RV &7k
RITBHTENTE %,

C REFITH Y PRy 5 X )

SaaS7” SV r—ra vk, XJTUwor o735
YR ETREEENZ Y- 22N SFHT S
B, T—2MNT I FUNCHE > TUEN Tbh
%o TDI, BMBTA VWY AV 2EETS L,
AR IERDP TS5 A N —IEREZL LS
BT—RHNOT TV =g TS T kiR
LI Z>TWe, 5%, RXT7VUw I 759 RE
TOBNZY—EANZ I N, ThE &4t
WS ELZOUTHALENE NS Z— X<
To T B%EEZALNS Y, HRZHNH X
FIWICTZ T R EOY—Y RAEHHT % Eifinke
5NTWV5%,

ZCTC, N7V Iy R EOUHEHTY Y o
THANBOT— 22 EICIE, WEaYy 7%
HANTFZAR=KT T R EORITRETENL,
IR AN & IR 21T S Hiffi 2 Jr 7= 1 B
F Uz TOHMTE, HRT7—F7 A 5H]
HEN2Z7 7V r—y g VEITREZANICHE
L, BHOBRERY —IcHEDINT, M Hie

HARIBARE > 97 7)) r—
IAVDNTTAN— I ZTT KDY
YRRy IRIBBL, RECHH [
)
BHT T BaET—%
e B Ry 52
S i A
N ey s == e
e fERY — by o JBE 5
ERUSUFR R

TSANR—FoS5Y R

Belr s S5y REEDHDT— 42 tF21) T«

VIR Z RS 2581137 57 R Lo T
Dy CORBENICEELTHITTSLSICL
TWa, TOERTREEEYT Y KRRy 7 X EEEN
%, RIEBBIENTERVK I ICHRES NIZEREE
Kz T3, 757 R ENSFBEAAIZL
HoYy JICEEDHHI—FHAGENTWVE
LTE, BRNAWEREDY RN, #2l
HITTBEMNTEDL, TOEEFETH YRRy
7 AEERT — b o A OEEEORE T2 K-41C

R

C FHERE— YT A

7o Rch2EMmzRHT2EEL LTI,
ENDT ST ROY—E ZAERHLTCHHT 3
RBLEZ56NS, HIZE, HRY—EA2 /oy
7 NEHZ Y DSaaST Sy —va Ve, (R
BRI & A —YREICH DS THREG Rz B
BEL, XEOREZH T REZEEDORHY—
VINEZBNS,

CO&I%, BRI — bV A ZEHIEH &
MTERWVEND 7T ROY—E A ZEHET %
7577 REGE#EC A f= Bl & LT, Bz D
2o ROEHRT— bz edEL, 759
REOT—27 7 Xl RHT 27 78X
b o AR LS R LT VR
Pt A EERT— MY A OEEEOK T
K-51C/~9

729 FICTRT TeEERZ, EhOT7 T TR
ICETEICIE, EHhDT T RNEDT—RT 7

HOFIRTIEE > HIFEI S K
BITSRIT o e
ALV
ar—%
= P77V [
_"f‘!ii'ﬂg'l"/‘7—‘{/3\i YV ERY o2
T—%
SRR ror o | e
sz’):/—!
¥RUSF HRA

TSAR— PSR

-4 TREFTHY RRw 2 X LW — R 1 £ Ol

Fig.4-Combination of secure sandbox and information gateway.
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Fig.5-Combination of access gateway and information gateway.
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