Digital Content Rights Protection LSI for PC-Based Digital TV
Receivers
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Abstract

This paper describes a Digital Content Rights Protection LSI that prevents unauthorized
reception of digital broadcasts using PCs. Because PC software is basically open (i.e., its
software specifications are public knowledge), skilled hackers may gain unauthorized access
to the software. As a result, broadcasters and other content holders have concern about
potential risks of digital broadcasting softwares, which have stalled the development of PC-
software based digital TV receivers for some time. We have therefore designed a content
protection scheme that protects content even in open architecture environments such as PCs
and implemented it in the Digital Content Rights Protection LSI. This LSI will open the
way for authorized persons to watch digital TV broadcasts on their PCs without having to
buy a costly digital TV receiver.
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Fig.1-Typical digital TV receiver system.
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Fig.2-PC-based digital TV protected by “Digital
Content Rights Protection” LSI.
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Fig.3-Digital Content Rights Protection LSI block diagram.

HODODOOODODOOOooOHDDOPCIDDOODOO
gooboboboboboooooooooooo
oboboboobooboobooooon
HODOODDODOOOOoODOOOoOoooobooooo oo
gboobobobobobobgobobgooooon
goobobooodbboogoboboogoooo
gboobobobobooooooooooooon
oboooooooobsgooooooobol20on
gbooboobooboobooboooooooooooon
gbooboboboboboooooooooooon
gboobobgobooboboooooooooogo
gbooboobooboobooboooooooooooon
goHDDOOOHDDOOOD0DOODOOOgoonog
ooooooLsioooooboooooogooon
goobboooodbbOooobobooooooo
gboobobgobobooooooooooooon
goodoooooooooooooooogo
goooboobobooobgopcoodHDDOOO
goboboopCcOO0bDbOOOO0OODOOODDO
gbooboboboboboooooooooooo
gooboooopCObOOOOO0ObODOOODDO
gbooboobgooooon
rCcoOopoooooooooooboooon
gboobooboobooboobooooooooooon

O0-1 O0OoOooLsioooao
0.18um CMOS AI50
FBGA-2880 [J

vDDIOLSIODO OO0 1.65v01.95V
VDDEO /oo oo 3.00 v 3.60 V

gooo0ooooo0 |32000RISC40MHZOOOOO

ooooo
ooooo

icogogopopoobobbbooooooooon
pCOO0ODOO0O0OODODOOObOODOOOOD
gbobobobobobobobobooboonog
goobobooboooo

0-30 SDRAMO FLASH ROMO OO OGO QO OO
gbobobobOobobobobooboboonog
gooboboooog

goooLsioooooo-1anogo

o o o0 o

goobobobobobobonoooooon
goopPCOO0ODOODOOODOODODOO
LSigogoooogoobooobooboooboooog
gboooooLsiooogpcioDooboo-4000
gboobobopCcoObOobOoboOn

gopCcioobooboboobonboobogon
gooooobooooobooowsiocoooooo
gbobobobobobobobobobobooo

obooooooobooooooboosioon
goood
200000000000 O00bOobI2coboo

578

ooooObooOoO0ooooooooooobooLsio
B-CASODOUOOOOoOobDOoboooooorpCcoODn
doooooooooooooooMPEGU OO

FUJITSU.55, 6, (11,2004)



goooLsiooooo-so0o0o00

O O O

ooooooboooboobobooboooon
goooobooobbuoobboobboooo
LSiogoooooooooooobooooooo
goobooooboobobooboboobooon
O-4 ODOPClOOO goooboOooooopPCcOOOODODOOOOOO
Fig.4-Experimental PCI card. 0000000000000 00O0O0oooooon
ooooooboooobobooobooooboooooa
godboooobuoooboobobooboooo
ggoboooboboobboobbooboooo
goodooobooooobooiwkroooboooono
ggboboooboboobboobbooboooo
O00LnuxDOOOSOODOODODOOODOO
ooo
godboooboboouoboooboooboo
ggoboooboboobboobbooboooo
gooboooboooobooboooo

O-5 OoooLst
Fig.5-Digital Content Rights Protection LSI.
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