System-on-Chip with Security Module for Network Home Electronic
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Abstract

Linking home electronic appliances to the Internet and other networks enables easy access
to a variety of information and services. However, this also increases a user’s exposure to
information leaks, external intrusions, and other risks. Therefore, home electronic
appliances linked to the network require proper security functions. This paper describes a
single-chip System-on-Chip specifically designed to protect home electronic appliances that
are connected to the network. When used as the main processor of a home system, this LSI
can provide networking and security functions, control devices, and process the relevant
data of those devices. Moreover, this LSI can be connected as a slave processor to an
existing system for easy realization of networking and security functions. This paper also
describes the optimum CPU for home electronic appliances and the various peripheral
functions these appliances should have.
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Fig.1-MB91401 block diagram.
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Fig.2-MB91402/MB91403 block diagram.
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Fig.3-Software for network and security.
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Fig.4-Board for evaluation of MB91401.
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Fig.5-Board for evaluation of MB91402/MB91403.
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