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Abstract

In recent years, we have seen an increase in the speed of Internet access lines together
with demands for concealed communications. To meet these demands, we have developed
two LSlIs, MB86977 and MB86978, which are optimized for use in gateways, such as
broadband VPN routers for secure and high-speed communications. The MB86977 is a
high-performance IP packet processing engine. After it has been programmed with the
appropriate parameters, this device can process bi-directional routing, NAPT, PPPoE, and
filtering at 100 Mbps full wire speed. The MB86978 is an IPsec accelerator LSI capable of
processing packets inline on the transmission path. Once this device has been programmed,
it can perform bi-directional IPsec processing at 100 Mbps full wire speed. This paper
describes the functions, performance, and mechanisms of these two LSIs. Then, it describes
how these LSIs are superior to software processing solutions. Lastly, this paper introduces
reference boards that can facilitate rapid development of broadband VPN routers.
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Fig.3-MB86977 block diagram.
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Fig.9-Conventional DES circuit.
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