Superdistribution and the Security of Music Content
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Abstract

Major record companies now provide various Electronic Music Distribution (EMD) services over the
Internet. In Japan, EMD services have been started through mobile phone networks. Fujitsu provides
its Universal Distribution with Access Control (UDAC) as a security infrastructure for superdistributed,
highly value-added content, for example, music belonging to a major record company. As a result of
UDAC, the hit chart was recently distributed by EMD before being distributed on CD. If the spread of
broadband networks and remote file exchange applications eventually make it possible for remote users to
share and make instant bulk copies of digital content, mechanisms such as UDAC that can provide open,
flexible, and strong content protection technology are expected to become more important. This paper
introduces a UDAC-based service called “Keitaide-Music” (music on your mobile) and describes how the
interoperability between mobiles supporting Keitaide-Music and PCs can be realized.
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Fig.2-Basic secure transformation of license.
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Fig.3-Access control by content protection level.
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Fig.4-Whole compositions of “Keitaide-music” distribution system.
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Fig.5-Example of PC solution.
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