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Fujitsu Launches High-Security Biometric Authentication Solution for 

Active Directory IT Environments 

 
News facts: 

- Fujitsu PalmSecure ID Login solution can replace traditional password logins with maximum security 

palm vein biometric authentication 

- Quick and intuitive contactless system allows users to login to Active Directory systems from any Fujitsu 

device and any location 
- Solution helps organizations secure their networks and data from unauthorized access and misuse 

 

 

Copenhagen, june 15, 2017 – Fujitsu today announces the launch of PalmSecure ID Login, a new biometric 

authentication solution that helps organizations secure their networks against unauthorized access, while also 

reducing the risk of attack from hackers and identity thieves. 

 

PalmSecure ID Login integrates Fujitsu’s highly secure biometric palm vein authentication technology into 

corporate network environments using Microsoft Active Directory – helping boost IT security while also making it 

easier for users to log on to their system without needing to remember complex passwords, which need to be 

changed on a regular basis. 

 

To log on to their PC, or authenticate for internal system access, PalmSecure ID Login users simply hover their 

hand over a contactless palm vein scanner – already built in to a number of Fujitsu LIFEBOOK notebooks and 

STYLISTIC 2-in-1 tablets, and available as a stand-alone USB pluggable device. Enrolled users can log in from 

any device within a corporate network, since PalmSecure ID Login is connected to Microsoft Active Directory, 

which centrally manages and stores all access data, including biometrics. 

 

The unique Fujitsu PalmSecure technology works by capturing an infrared scan of oxygen-depleted blood veins 

within the palm of a hand. The technology combines the convenience of a contactless sensor with biometric 

security. For users, the system is more convenient and faster than typing a password – with identity verification 

usually completed within one second. Each palm vein pattern is unique and it stays the same throughout a 

person's life. Because there is therefore no need to change a password, organizations implementing PalmSecure 

ID Login can also expect to reduce password reset requests, which are the number one reason for helpdesk calls. 

 

Thomas Bengs, Director and Head of Biometrics at Fujitsu in EMEIA, says: "Passwords are forgotten, lost and 

get stolen, which makes them a serious vulnerability in any organization’s security arrangements. Replacing 

password logins with palm vein biometric authentication technology reduces the risk of misuse from stolen or 



unsecured passwords, including the worst-case scenarios of catastrophic hacker attacks, identity fraud and large 

scale data theft. It’s also impossible to forget your credentials, since they’re in the palm of your hand – unlike a 

smart card, or a difficult to remember password.” 

 

Fujitsu PalmSecure is already being deployed across the world by government organizations, in data centers, by 

healthcare providers, at airports and in banks for controlling mission-critical site access, time logging, web access, 

mobile apps and network login. The technology operates ‘live’ in real-time and is resistant to forgery, since 

authentication includes checking that blood is still flowing. 

 

PalmSecure ID Login joins a growing portfolio of Fujitsu solutions incorporating palm vein technology – alongside 

PalmSecure ID Match, a two-factor authentication system which combines palm vein technology with ID cards 

and badges – and PalmSecure ID Access, which adds biometric authentication to existing physical security 

systems. 

 

Pricing and availability 

Fujitsu PalmSecure ID Login is available to order across EMEIA from June 2017, with availability in Oceania and 

the Americas to follow. Fujitsu PalmSecure ID Login is sold directly from Fujitsu and through Fujitsu’s partners. 

Pricing varies according to geographical region. 

 

Notes to editors 

Fujitsu PalmSecure ID Login runs on Fujitsu hardware only and a Fujitsu PalmSecure sensor is required. The system supports Windows 10 

(64 bit) and Windows 7 (32/64 bit) and all types of PalmSecure sensors.  

The solution comprises three main components: Workplace Protect Active Directory software (the local software component); Workplace 

Protect Enrolment Station (for central enrolment of user palm vein templates); and the Workplace Manager Active Directory (the server 

software component). 

 

Online resources 

- Further information about Fujitsu PalmSecure ID Login: http://www.fujitsu.com/fts/solutions/business-

technology/security/product/palmsecure/id-login/index.html 

- More information on Fujitsu PalmSecure technology http://www.fujitsu.com/global/solutions/business-

technology/security/palmsecure/ 

- Read the Fujitsu blog: http://blog.ts.fujitsu.com    

- Follow Fujitsu on Twitter: http://www.twitter.com/Fujitsu_Global    

- Follow us on LinkedIn: http://www.linkedin.com/company/fujitsu     

- Find Fujitsu on Facebook: http://www.facebook.com/FujitsuICT     

- Fujitsu pictures and media server: http://mediaportal.ts.fujitsu.com/pages/portal.php      

- For regular news updates, bookmark the Fujitsu newsroom: http://ts.fujitsu.com/ps2/nr/index.aspx  
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Susanne Berland 

Marketing Manager, Fujitsu 

Tel: + 45 50 83 62 01 

E-mail: susanne.berland@dk.fujitsu.com 

 

About Fujitsu 

Fujitsu is the leading Japanese information and communication technology (ICT) company, offering a full range of technology products, 

solutions, and services. Approximately 155,000 Fujitsu people support customers in more than 100 countries. We use our experience and 

the power of ICT to shape the future of society with our customers. Fujitsu Limited (TSE: 6702) reported consolidated revenues of 4.5 trillion 

yen (US $40 billion) for the fiscal year ended March 31, 2017. For more information, please see http://www.fujitsu.com. 
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