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Fujitsu Security - Supply Chain

Do you know how many companies are in your supply chain?
How serious would it be if any supplier lost your mission-critical data?
What action can you take to mitigate such risks?

To uncover the answers, Fujitsu can provide you with a
straightforward and independent view of the current state of
your supply chain security through our dedicated Information
and Security Risk Assessment.

The findings will give you a clearer understanding of how effective
your security measures are and will provide you with a plan of action
to reduce the operational impact of any gaps or weaknesses.

Using the recommendations in our report, you can choose to take
advantage of a wide range of supply chain security measures provided
by Fujitsu, including our strategic consulting, standards setting and
Managed Services.

Wherever you are on your journey, with our 4-step process
Fujitsu can help secure your supply chain now and into the future:

Step 1 - Audit

Incorporating the very latest supply chain risk management technology,
Fujitsu will examine your entire supply chain. Utilising state-of-the-art
security tools in the Symantec Control Compliance Suite, we carry out
a variety of supplier and security review audits based on your individual
specifications or using our tried and tested standard methodology.

If required, we can also provide a full security policy review.

Symantec Control Compliance Suite - Vendor Risk Manager

As leaders in the field, Symantec can provide you with with complete
visibility of your vendor risk exposure so you can more effectively secure
sensitive data and reduce overall business risk. By automating and
scaling the process, you can reduce the time, cost and effort of vendor
risk assessment. Using a controls-based framework, you get a
consistent and repeatable process that will enable you to continuously
monitor the IT security controls of your vendors. With this system on
your side, you can better understand, communicate and manage the
ongoing impact of doing business with your suppliers using intuitive
risk ratings and customisable web dashboards.

Key benefits

B Improve your risk posture through continuous assessment

® Communicate accurate and up-to-date risk information to executives
® Reduce the time and effort of collecting vendor assessment data

m (ost-effectively scale your vendor risk management programme

® Make an informed vendor selection based on IT security readiness
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Step 2 - Strategic Consulting

Your security audit will highlight the strengths and vulnerabilities in
your supply chain. We can then use this information to help you drive
improvements and assist with:

® (reating policies and processes

® Upgrading security software

® Building security technology roadmaps
B |mproving education and awareness

Step 3 - Setting standards

Our expert supply chain security specialists can also help you create
new corporate standards, comply with ISO 270001 and produce
comprehensive supply chain security documentation. This will ensure
you have demonstrable policies for employees and suppliers to follow
and to protect your organisation for the future.

Step 4 - Fujitsu Managed Services

Protecting against today's constantly evolving supply chain risks
requires deep visibility across the entire IT environment. This is why
many organisations choose Fujitsu Managed Services.

We provide peace of mind by watching over your supply chain cyber
security 24/7/365.

Supervised by a team of experts at our Security Operation Centre,
our range of fully managed security information services include:

® Analysis of log data to identify anomalies and threats

B 24/7 response capability

® Monitoring, support and security management

B Access controls (e.q. preventing individuals from plugging into
services or stopping an administrator downloading your database
onto a disc drive)

v Symantec.

We partner with Symantec to provide the security, storage and
systems management solutions our customers need to secure and
manage their information against security risks.

Fujitsu uses Symantec technology to provide messaging, web security
and end point protection as well as data encryption.
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