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A Highly Secure End-to End IT Procurement & Logistics Service

It's critical that all your IT hardware and software is sourced from security-approved suppliers. The highly
sensitive nature of your communications, and the information exchanged within the Defence and National
Security sectors brings with it a series of additional challenges to your procurement processes. How can
you guarantee that your hardware is configured in a secure environment? Can you be certain it hasn't been
intercepted or tampered with on its journey through the supply chain? And will the equipment be securely
destroyed at its end-of-life?
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To address this challenge, Fujitsu has developed a highly secure
end-to-end IT Procurement and Logistics service, specifically for the
Defence and National Security sector.

Fujitsu has been a major supplier to the MOD, Government
Departments and intelligence communities for over 50 years. So, we
understand the importance of security and confidentiality. With this
experience, Fujitsu has the capability to procure, build, configure,
store, deliver and dispose of sensitive hardware and software.

Our highly secure end-to-end IT Procurement and Logistics service
encompasses:

® Procurement: Fujitsu can anonymise the entire Supply Chain,
ensuring just a small number of people know what is being
procured for each customer. Our dedicated team will source
competitive quotes on your behalf from Fujitsu approved suppliers.
We also have the ability to source from niche suppliers if required.
Once the price is agreed, we will source the equipment on your
behalf and arrange delivery into our List X secure storage facility,
where each individual customer is allocated a specific storage
bonding code

® Build and Configure: Within this List X environment, our team
of security-cleared experts will begin the configuration of your
equipment upon request. Customer-specific builds will be applied
to the hardware, along with any additional software requirements.
Once configured, the equipment will be asset registered and
security sealed. Finally, the hardware will be boxed and securely
sealed, before being wrapped in inconspicuous packaging, ready for
storage or dispatch

m Storage: Once the hardware has been built and configured, it
is then stored in a List X cage until it is ready for dispatch. Each
individual customer is allocated a specific bonding code, with the
ability to ring-fence stored hardware up to Secret classification.
Storage at Above Secret classification can also be provided upon
special request. Customers can be allocated multiple bonding
codes to segregate hardware further if buying for multiple systems,
ensuring that no hardware can be cross-contaminated between
bonding codes. Storage is free for the first three months, with
charges incurred thereafter

m Delivery: When the customer is ready to take delivery of
their equipment, Fujitsu will arrange secure, point-to-point
transportation up to Secret level classification. Delivery will be a
point-to-point drive conducted by a two-person team of
security-cleared experts

m Disposal: At the equipment’s end-of-life, Fujitsu can manage the
secure disposal and destruction of hardware at up to Secret level
classification. Our secure destruction process is approved by the
Centre for the Protection of National Infrastructure (CPNI) with hard
disk drives granulated to 6mm and other media granulated to 2mm.
Remaining hardware parts are destroyed and securely disposed to
complete the end-of-life process.

Benefits at-a-Glance:

m Single Source Supplier - Fujitsu has the capability to manage the
complete end-to-end process

® Complete Confidence - all aspects of procurement and logistics
are provided to the required security classification

® Guarantees Complete Anonymity - customers can separate
themselves from industry suppliers when requesting hardware
and software

® Relevant Technology - unrivalled access to up-to-date hardware
and software portfolios

® Fully Flexible Service - individual elements of the service or any
combination of these elements can be selected, as required.

Why Fujitsu?

For over five decades Fujitsu has been a major supplier to the MOD,
Government Departments and intelligence communities. As a result,
Fujitsu has over 5,500 security cleared UK staff and the experience
to deliver and manage both generic industry offerings and those
tailored to specialist needs at Official, Secret and Above Secret
classifications.

Fujitsu's Vision for the Digital Age

Defence has entered a new paradigm where information is generated
and circulated on an unprecedented scale. In the complex matrix of
system procurements this information is often segregated, stove-piped
and difficult to bring together to support timely and effective decision-
making.

Fujitsu's vision for the digital age is to make coherent information
available whenever and wherever it is needed. We use our capabilities
in networking and systems integration to link and enhance situational
awareness - from strategic base to tactical theatre, from Defence
supplier to dismounted soldier. Our approach extracts maximum
benefit from existing investment in IT systems by innovating,
developing and extending capability and functionality.

Contact

ASK FUJITSU

Tel: +44 (0)123579 7711

Email: askfujitsu@uk.fujitsu.com
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