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Preface

Purpose of This Manual

This manual describes procedure for using the features that are provided by FUJITSU Cloud
Service K5 laas.

-------------------------------------------------------------------------------------------------------------------

£ sewice Portal provides a subset of the main features that are provided by K5. In order to
Tip  usethe full set of features please use REST API

-------------------------------------------------------------------------------------------------------------------

Recommend the following related manuals for reference :

K5 Portal User Guide
laaS Features Handbook
laaS API User Guide

laaS API Reference

Foundation Service
Network

* Application Platform Service
Management Administration
Contract Management

Abbreviations

Table 1: Name of product described as follows

Name of the Product Abbrevation

FUJITSU Cloud Service K5 laaS K5 laaS

Microsoft® Windows Server® 2012 SER2 | Windows 2012 R2

Microsoft® Windows Server® 2008 SE R2 | Windows 2008 R2 [ Windows
Microsoft® Windows Server® 2008 EE R2 | Windows 2008 R2

Red Hat® Enterprise Linux® 6.5 (for RHEL6.5 Linux
Intel64)

EOSmmunity Enterprise Operating System | CentOS 6.5 CentOS
%ozmmunity Enterprise Operating System | CentOS 7.2

Red Hat Update Infrastructure RHUI

Windows Server Update Services WSUS

VMware® vSphere® VMware vSphere | VMware
VMware® ESX® ESX

VMware® ESXi™ ESXi

VMware® vCenter Server™ vCenter Server

VMware® vSphere® (lient vSphere Client

VMware Tools™ VMware Tools




Trademark

Microsoft, Windows, Windows Server, and the names of other Microsoft products are either
registered trademarks or trademarks of Microsoft Corporation of United States and/or other
countries.

Oracle and Java are registered trademarks of Oracle and/or its affiliates.
Xeon is a trademark of Intel Corporation of U.S. and/or other countries.
Linux" is a registered trademark of Linus Torvalds of United States and other countries.

Red Hat and Red Hat Enterprise Linux are registered trademarks of Red Hat, Inc. of U.S. and
other countries where this registered.

Ubuntu is a registered trademark of Canonical Ltd.
OpenStack is a registered trademark of OpenStack,LLC of the United States.

VMware and VMware products are registered trademarks of VMware Inc. of United States of
America and /or other countries.

SAP and SAp logo, SAP R/3,mySAP.com,mySAP Business Suite and other SAP products are
registered trademarks of SAP AG of Germany and/or other countries.

All other company names and product names are trademarks or registered trademarks of
their respective owners.

It should be noted that trademark symbol (™ or ) which is appended to the system names or
product names of this document are omitted.

Export restrictions

Export/release of this document to third party may require necessary procedures in accordance
with the regulations of resident country and/or US export control laws therefore all the necessary
steps must be taken.

Notice

Information in this document may be subject to change without prior notice.
No part of the content of this document can be reproduced without written permission of
Fujitsu Limited.

Fujitsu assumes no responsibility for infringement of any patent rights or other rights of third
parties arising from the use of information in this document.
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Part 1: Preface

Topics: |

* Points to Note



1.1 Points to Note

1.1.1 Operation Environment

This section describes the operation environment of Service Portal.
Service Portal works on the following operating systems and browsers.

Table 2: Operating Environment

Type Supported Version
Operating system (0S) * Windows 7/8/8.1
Browser * Microsoft Internet Explorer 11

1.1.2 Cookies Settings Confirmation

In order to use the Service Portal, you need to enable your browser's cookies.

Procedure

1. From the [Tools] button of Internet Explorer, click on [Internet Options] menu.

2. Click on [Privacy] button, check the internet Zone setting if its on [medium] or not. In case it
is not, then please set it on [Medium].
-

-
Internet Options I. ? ﬁ]
General | Security | Privacy |Conhent I Connections I Programs I #.dvanced|

Settings
Selectasetting for the Internet zone
...................... Medium

- Blocks third-party cookies that do not have a compact
privacy policy

- Blocks third-party cookies that save information that can
- be used to contact you without your explict consent

- Restricts first-party cookies that save information that
can be used to contact you without your implicit consent

[ Sites ] [ Import ] [ Advanced Default

Location

Cookies are now enabled.

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

5 If you are unable to set the level of the Internet zone to "Medium," Please apply the
Tip following below individual site setting.

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo



3. Click the [Site] button. _
Internet Options ' @g

e

General | Securi Privacy | ontent I Connections | Programs |Advan::ed|

Settings
Select a setting for the Internet zone,
Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
— be used to contact you without your explict consent

- Restricts first-party cookies that save information that

can be used to contact you without your implicit consent

[ Sites ] Import ][ Advanced ] Default

Location

| Mever allow vt_'ebsites to request your Clear Sites
physical location

Disable toolbars and extensions when InPrivate Browsing starts

Pop-up Blocker

InPrivate

[ OK ]’ Cancel ” Apply ]

4. Enter the address of Service Portal in the "Website box Address"and click the [Allow] button.
I,-F*er Site Privacy Actions e c— — u

Manage Sites

€ | You can specify which websites are always or never allowed to use
jd; cookies, regardless of their privacy policy.

Type the exact address of the website you want to manage, and then click Allow
or Block.

To remove a site from the list of managed sites, select the name of the website
and click the Remove button.

Address of website:
I https://portal cloud global fujitsu .com/ACpf Serviceportal /site I [ Block ]

[ 1]

Domain Setting Remove

Managed websites:

Remove all

o

5. Click the [OK] button.



r B
Per Site Privacy Acticns e — — ﬂ

Manage Sites

_E_ You can specify which websites are always or never allowed to use
jﬂ; cookies, regardless of their privacy policy.

Type the exact address of the website you want to manage, and then click Allow
or Block.

To remove a site from the list of managed sites, select the name of the website
and click the Remove button.

Address of website:
Block
Managed websites:
Domain Setting Remave
fujitsu.com Always Allow

. Click the [OK] button to close [Internet Options].

Internet Options @g

i
General | Security | Privacy |Conhent I Connections I Programs I #.dvanoed|
Settings

Select a setting for the Internet zone,
Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
— be used to contact you without your explict consent

- Restricts first-party cookies that save information that

can be used to contact you without your implicit consent

[ Sites ] [ Impaort ] [ Advanced ] Default
Location

MNever allow websites to request your Clear Site
physical location Sar =ites
Pop-up Blocker
|| Turn on Pop-up Blocker Settings
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

[T] Cancel l [ Apply ]

As per above, cookies enabling procedure is complete for each individual site.




1.1.3 Certificate Authentication

When you use K5 services that include Service Portal, you can add client certificate-based

authentication. By using a client certificate in addition to ID/password authentication, you can
increase the security level for the use of K5 services.

For more about certificate authentication functions, refer to the chapter on authentication
information management in K5 Portal User Guide.



Part 2: Assigning a Role to User

Topics:

* Assign an Administrator Role as
per Group Registration

* Assigning a specific Role



2.1 Assign an Administrator Role as per
Group Registration

2.1.1 User Group Registration

Assign a role to the created user based on the group to be registered.

Before you begin

Login as a registered user on K5 portal .

About this task

Group registration can be done by the user having full administrator rights registered on K5
portal.

Procedure

1. From the left side menu, click [User Management] > [Group].
The [Group] list screen will be displayed.

2. On the [Group] screen, click on [Change User] from the [Action] menu of the
[domainmanager] group.
FUNTSU Cloud Service K5 laas LRy Ssmiget v English v L —— fufirsu

ﬁ .................. Ddete
- arge
0
Change R
0 e
Y (Grn Acthan ¥
[y wsageF
Action v
F et -
Auckbonm
Actian

L L BATTED:

3. At Group User change screen, under the column [All Users], select the registered user and
click on the [Add] button.



FUJITSU Cloud Service K5 laas PP —

Engish v A Fufirsu
Q e
s E Compute AIET BESGEING FOMS [0 YOUT CWR QRGUD, DIESE fe-Rgin 10 Fefect the Cchange
=t

» [E] Menitoring

~ [ ser Management

~
D Fropea
=
B Group .

By usage Fee

4L Regeon Managemsent

Cogyright 20133010 © FUATE LIMITED

4. Confirm if the selected user has been moved to [Group User] column and then click the
[Save] button.



2.2 Assigning a specific Role

2.2.1 Assign Roles for a Specific Project

Granting a role for a specific project is also possible.

Before you begin

On K5 Portal, log in as a registered user .

About this task

This section describes the procedure to grant the [Operator role], the [System Owner role], or
the [Observer role] and creating a user for a specific project.

In this section, the following three users are created as examples:

User A
User B
User C

Procedure

1. On the [User] screen, click on [Action] menu provided for each created users, and then click
on [Change Role] button.

FUNITSU Cloud Service K5 laaS o . gt v English v g ot Aufirsy
Uis:
» B compute a [ Q4 Filter ]
» [E] Menitoring true Action ¥
Hanage
w [ vser Manage Acthon «
ﬁ Praject
true Action
- Charge Rcle
D o= Acthon
[y wsage F
£ Action «
& Be
Acthon ~
& Action

2. From the [Change User Role] screen, Click on [Project] Tab.

3. Set the role for each user as shown below, and then click the [Change] button.



FUJITSU Cloud Service K5 laas - gt v Englsh v ee——— Fufirsu
0 Top
Praject
3 E Compute .:\- ”. :- W when delet
» [E] Menitoring e
w [ vser Management
0 il Global Operaton
B Group
Preset cpf_operator Preset
By usage Fee i?:\:‘:?;:tﬂ
& Aegion Maragement cpl_systemawner
Regional Operatian i
Copyright 20132010 © FUNTEY LIMITED
Settings User A User B User C
Role Target Select a specific project to which the roles are granted
Role Select [Operator role] | Select [System Owner |Select [Observer role]

and add to the [Role
to Assign] column.

role] and add to
the [Role to Assign]

and add to the [Role
to Assign] column.

column.

4. Check the settings on the confirmation screen and click the [OK] button.

-10-



Part 3: Creating a Group

Topics:
* (reating a Group That Is Granted
a Role for a Specific Project

* (reating a Group That Is Granted
a Role for Multiple Projects

-11 -



3.1 Creating a Group That Is Granted a
Role for a Specific Project

3.1.1 Creating a Group for a Specific Project
granted with the System Owner role

It is possible to create a new group and grant any role to that group for a specific project.

Before you begin

Log in as a user who was granted a role in User Group Registration on page 7.

About this task

This section explains the procedure of creating a new group and grant the System Owner role to
the group for a specific project.

Procedure

1. From the left-side menu, click on [User Management] > [Group].
The [Group] list screen will be displayed.

2. (Click the [Create Group] button on the [Group] screen.
3. On the [Create Group] screen, enter a name for the group and click the [Create] button on

the upper right corner of the screen.
FUJITSU Cloud Service K5 laaS o v English v : v Aufirsu

Create Group &3 Cance 4 -
—

» B compute

» @

I§I “

THHE

4. On the [Group] screen, click the [Action] menu of the created group, and then click [Change
Role].

-12 -



FUJITSU Cloud Service K5 laa% T e L L e —— Tl

0w
p—— a [(a e ]

» 5 reetwenic = | Description 2 | Group ID

» Monitonng

Adtion
« [ user Management -~ . Acxion b
ﬂ Project
Action »
B use

i

=)
[y usage Fee

4 Region Management

Copynight 2025-2016 © PullTIU LIMITED

5. When the [Change Group Role] screen appears, assign the required roles, and then click the
[Change] button on the upper right corner of the screen.

FUJITSU Cloud Service K5 laas P v eememeges v Dagiih v e rufirsy
O
— (oo~ ) BN ¢
Praiect
> [ compute Wou o only it FOME WHEN GEEtNG oS assgned 1D Four cwn group, I miltgle roles need 1o be deeted, phease re-login
D Coiiy 1 B,
» 5 reetwenic
» Monitonng

Domain lﬂﬁl

» - User Management

€

Qpru:-ec
BUSF Global Operation
@ Group — .
[y usage Fee ' E;Ir::;mmr
member,
4 Region Management
Robgasril OHETOn
il _ Sy SIETIOWNET
opl_cbserver
Copmight 2015-3016 © FUTITSU LIMITED
Iltem Name Description
Role Target Select a specific project
Role From the [Preset] column, select the [System Owner
Role] and add to the [Role to Assign] column.

6. From the screen of [Result of Group Role Change], check the contents and complete the
procedure by clicking the [OK] button displayed on the top right corner .

-13-
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Qe
Rasult of Group Role Change BE3

[P) Project

» B compute 4
Glgbal Operation
» 5 reetwenic
Rode Mam: - b Target Soope = | controd Type = | Role Type = | Swcoess [ Fallure
» m Monitanng
Rles allocated Between group and propect Add Preset Suceess

Allocalion Targel Scope = | Control Type SACOEss |

Cepynght 2015-2006 © FUlITSU LIMITED
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3.2 Creating a Group That Is Granted a
Role for Multiple Projects

3.2.1 Creating a Group for Multiple Projects
granted with System Owner role

With one single group creation, you can set a group having specific role for multiple projects.

Before you begin

* Login as the user who was granted with role in User Group Registration on page 7.

* Use the project that was created in Creating a Group for a Specific Project granted with the System
Owner role on page 12.

About this task

In the following procedure, additional project's role will be granted to the target project.

Procedure

1. From the left-side menu, click [User Management] > [Group]
The [Group] list screen will be displayed.

2. 0n the Group screen, Click on [Change Role] from the [Action] menu, and select the target
group .

FUJITSU Cloud Service K5 laaS — . v inglish v
Q

3. On the [Change Group Role] screen, assign the required roles, and then click on [Change]
button.

-15-



FUJITSU Cloud Service K5 laas

r—— et gges % rglish v e e e rufirsy

0 Top

» B compute
» 5 reetwenic

» Monitonng

[y usage Fee

4 Region Management

E—— N ;

Group Name e—

Domain lﬂﬁl

cpl_opserator

cpl_systemowner

cpl_chaerver
memiber,

Robguoril Dperaion
cpl_cpserator ok 1o
Cpl_SySUEmowner Impart
cpl_cbserver
_memiser_

Copynght 2025-2016 © PullTIU LIMITED

[tem Name

Description

Role Target

£ Select a different project from the project
Tip  which has been already granted a role.

Role

From the [Prgect] column, select [System Owner
Role] and add to the [Role to Assignﬁ/ column.

4. From the [Result of

Group Role Change] screen, check the contents, and click the [OK] button

to complete the procedure.

FUJITSU Cloud Service K5 laaS I e L e —— fufirw

Qe

» B corpute
» B meetwark
> E| Monitonng
w [ uUser Maragement
Q Frona
Y User
@ oo
By Usage Fee

4l Region Management

Rasult of Group Role Changs “
2

Global Operation

% | Alleciion Targed Scope S | Contred Type 5 | Role Type D | Swuccess / Fallure 2

bR Roches SlOCATEd DEDWHEn Groun Bd propec A Prget ptiee sy

Régeibl Dperslion

e | bt -

Suoess

Copynght 2015-2006.© PUIITSU LIMITED

-16-




3.2.2 Grant and Verify the Group Role

Even if the user is not granted with the role, if user belongs to that group then it is possible to
perform the work granted to that group.

Before you begin

Log in as the user who was granted a role in User Group Registration on page 7.
Prepare the users who have only the Member role.

Use the project that was created in the procedure described in Creating a Group for a Specific
Project granted with the System Owner role 0N page 1 2.

About this task

This section describes the procedure of how to add the users who have only the Member role to
a group.

Procedure

1. From the left-side menu, click [User Management] > [Group].
The [Group] list screen will be displayed.

2. From the [Group] screen, find the group which has specific role, and click on [Change Group
User] from the FAction] menu of the group.

3. From the [Change Group User] screen, find users who have only the Member role from the

[All Users] column, search, select and then click on [Add] button.
FUJITSU Cloud Service K5 laa% —— e v (aglsh v S —— Tuiiry

0w
Change Graup User = Cancel "_'z Save
=]

» B compute

» E] P

Copyright 2015-2016 © FullTSU LIMITED

4. Confirm that the target users have been added to the [Group User] column, and then click
[Save] button to complete the procedure.

-17 -



Part 4: Utilization of Multi-
region

Topics: |

*  Start Region Utilization

-18-



4.1 Start Region Utilization

4.1.1 Start Region Utilization

In case of using a different region other than the current region then, follow the "start usage
procedure" of that region.

Before you begin

Login as Contractor role User.
* There might be some regions which are not used yet out of multiple regions that exists.

About this task

Below steps explains "start usage procedure" of the region.

Procedure

1. Click on [Region Management] from left side menu.
FUJITSU Cloud Service K5 laas i v English v : v sy

Information

» B compute
» B Metwork

» Honitoring

2. From the [Manage Regions Used] screen, out of the regions which have [Not Used] status, in
order to start the usage of those region, click on [Start Use] from the [Action] menu. .

-19-
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Q e

Manage Regions Used

=t

» [E] Monitoring
Jo-woRst-1 Mox Used

w [ user Management
D Fropea
6 v=er
B Group
By usage Fee

 Fegion Management

Cogyright 20133010 © FUATE LIMITED

3. Once the screen is changed to [Manage Regions Used], check for [Preparing] status.

FUJITSU Cloud Service K5 laas Pops v . English v e—— Aufirsy

Q e

Manage Regions Used

=t

InUse Actlon
» [E] Monitoring
Jerwiist-1 Prapading Ation «

w [ user Management
D Fropea
6 v=er
B Group
By usage Fee

 Fegion Management

Cogyright 20133010 © FUATE LIMITED

4. Refresh the screen after a while, check for the status as [In use] of the region which was
previously [Preparing] .

-20-
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O
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’ E i m S
I

L=

» IEI Monitonng

Jprwest-1 In Lise Ation

Cogymight 20052006 © FUTITSU LIMETED

4.1.2 Connect to the Utilized Region

When the user starts the usage of the region in a Contractor role, that user and all the users of
that domain can start the usage of that region.

Before you begin

Arrange the user and operate which belongs to domain with Contractor role created as
mentioned in Start Region Utilization on page 19

About this task

When the "usage" of that region has been implemented, then login to that region is possible.

Procedure

1. Open the Login Page

-21 -



FUJITSU Cloud Service K5 laas

Please Select a Region

Copyrapht 20032006 © FUNTSU LIMITED

2. Open the drop down menu, select the region which need to be used.

Copyrapht 20032006 © FUNTSU LIMITED

3. When you enter the [Contract number], [User name], [Password] and click on [Login] button,
you can Ioiin to the desired region. If the header part is selected as region name, then
please make sure that the selected region name is included in the URL. .

-22-
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Part 5: Creating a Virtual
System

Topics:
* Building a Virtual Network

*  (reating a Virtual Server
* (reating a Load Balancer

* Using a Template
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5.1 Building a Virtual Network

5.1.1 Creating a Virtual Router

Create a virtual router to communicate with virtual resources that are created on the K5 laaS
system.

About this task

This section describes the procedure for creating a virtual router.

Procedure

1. From the left-hand menu, select [Network] > [Virtual Router], and then click on [Create
Virtual Router] button.

FUNITSU Cloud Service KS laas o v et v Englah v Sesed——— ruffrsu
Q e
Wirtual Rowter List = Create Virtual Router
e

» B compure [ Q4 Filter J

q
e

B virtual Metwark

ACTIVE Agtion «
E - ACTIVE Action v
2, Load Balancer
== ACTIVE Action v
» [E] Menitoring
ACTIVE Acthon v
» [[@ veer Management
ACTIVE Adtion v
[Ty Usage Fee
4l Regon Management ] ACTIVE Action »
ACTIVE Action v

Copyright 20152016 © FUNTE LIMITED

2. From the [Create Virtual Router] screen, enter the settings items and click on [Create] button.
FUJITSU Cloud Service K5 laas Fodps v et v Engllh v ee—— Fufirsu

Q e

E Project

» B compute o <
v B3 Hetweric
wirtual Router Name
B virtual Metwark

o Virtual Router

BB ons

5, Load Balancer

» [E] Menitoring

» [[@ veer Management

[Ty Usage Fee

4l Regon Management

Copyright 20152016 © FUNTE LIMITED
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Iltem Name Description

AZ Select the availability zone where the virtual router
will be created

Virtual Router Name Specify a name for the virtual router

3. The procedure is complete when the created virtual router has been added on the [Virtual
Router List] screen and the status is [Active].

5.1.2 Connecting a Virtual Router to an External
Network

Configure the settings to enable the created virtual router to communicate with an external
network (Internet).

About this task

This section explains the procedure to connect an external network to the virtual router that was
created in Creating a Virtual Router ON page 25.

Procedure

1. From the left-hand menu, click on [Network] > [Virtual Router].
The [Virtual Router List] screen will be displayed.

2. From the [Virtual Router List] screen, click [Gateway Settings] on the [Action] menu of the
target virtual router.
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3. On the [Gateway Settings] screen, from the [External Virtual Network] pull-down menu,
select the external network intended for connection to the virtual router.
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4. (Click the [Setting] button in the upper right corner of the screen to complete the procedure.

5.1.3 Creating a Network and Subnet

Create a virtual network and subnet in order to deploy the Virtual servers etc.

About this task

This section describes the procedure for creating a virtual network and configuring settings of
private IP addresses range as its subnet.

Procedure

1. From the left-hand menu, click on [Network] > [Virtual Network].
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The [Virtual Network] list screen will be displayed

2. On the [Virtual Network] list screen, click the [Create Virtual Network] button.

-27 -



3. On each tab of the [Create Virtual Network] screen, enter the settings items and click the

[Create] button.
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[Virtual Network] tab
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I[tem Name Description
AZ Select an availability zone for the creation destination

L0 Select the availability zone that was selected in
Tip Creating a Virtual Router ON page 25.

Virtual Network Name Specify any virtual network name
Management State Select [UP]

[Subnet] tab
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Iltem Name Description

Create Subnet Select [Yes]

Subnet Name Specify any subnet name

Virtual Network Address Specify the network address which is used for virtual
server in the CIDR notation

Example: 192.168.123.0/24

Gateway Select [Yes]

Gateway IP Specify in accordance with the virtual network address

[Subnet Details] tab
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Iltem Name Description

DHCP Select [Enabled]
IP address allocation pool Do not set
DNS Server Select the DNS server of Availability Zone for the

creation Destination Ex: Such as for 'uk-1a', set
62.60.39.9 and 62.60.39.10

Add Route Settings Do not set

4. The procedure is complete once the row of created virtual network has been added on the
[Virtual Network] screen.

5.1.4 Connecting Virtual Router to Virtual Network

Configure the settings to enable an external network (Internet) to communicate with the virtual
network via a virtual router.

About this task

This section describes the procedure of connecting a virtual network created in Creating a Network
and Subnet 0N page 27 to the virtual router that is used in Connecting a Virtual Router to an External
Network on page 26.

Procedure

1. From the left-hand menu, click [Network] > [Virtual Router].
The [Virtual Router] list screen will be displayed.

2. 0n the [Virtual Router] list screen, click the name of the target virtual router.

3. On the [Virtual Router Details] screen, cllck the [Add Interface] button
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4. From the [Interface Setting] screen, enter the following settings items, and then click the

[Setting] button.
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Iltem Name Description
Subnet Select the subnet which is connected to the virtual
router
IP Address Specify the gateway IP address of the above subnet

5. The procedure is complete once the set interface has been added on the [Virtual Router

Details] screen.

5.1.5 Creating a Key Pair

Create a key pair to be used while logging into Linux Virtual Server.

About this task

This section describes the procedure of creating a key pair that is used for SSH logins and

downloading of the created key file.

Procedure

1. From the left-hand menu, click on [Compute] > [Access and Security].
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The [Access and Security] screen will be displayed.
2. On the [Access and Security] screen, click on the [Key Pair] tab.

3. (Click the [Create Key Pair] button.
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4. From the [Create Key Pair] screen, enter the following items and then click the [Create]
button.
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Key Pair Name Specify any key pair name
AZ Select the availability zone in which the key pair will
be created

5. When the Key file has been downloaded, the save confirmation will be displayed. Save to any
local folder as .pem file
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---------------------------------------------------------------------------------------------------------------

q’ In case if the download of the key file fails, it cannot be retrieved again. Please create
Note d new key pair.

---------------------------------------------------------------------------------------------------------------

5.1.6 Acquiring a Global IP Address

Acquire a global IP address in order to connect to the virtual server via the Internet,

About this task

This section describes the procedure of acquiring a global IP address from the IP address pool
which is provided by the system.
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Procedure

1. From the left-hand menu, click [Compute] > [Access and Security].
The [Access and Security] screen will be displayed.

2. From the [Access and Security] screen, click on the [Global IP] tab.

3. Click on the [Allocate Global IP] button.
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4. From the [Allocate Global IP] screen, select the pool and click on the [Allocate] button.
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£ select the pool which is applicable to the external network which was connected in
Tip Connecting a Virtual Router to an External Network On page 26.

The procedure is complete when the new IP address has been added to the global IP list
given on the [Global IP] tab.
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5.1.7 Creating a Security Group

Create a security group to limit the unnecessary communication from the Internet and allow only
necessary communication.

About this task

This section describes the procedure of creating a security group for SSH connections.

Procedure

1. From the left-hand menu, click on [Compute] > [Access and Security].
The [Access and Security] screen will be displayed.

2. On the [Security Group] tab, click the [Create Security Group] button.

3. On the [Create Security Group] screen, enter the following settings items and then click on
the [Create] button.
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Iltem Name Description

Security Group Name Specify any security group name

Description Specify a description for the security group which is to
be created.

The procedure is complete once the created security group has been added on the [Security
Group ] List screen.

5.1.8 Setting Rules for a Security Group

About this task

At the time of security group creation, security default rules are set automatically. Set rules in
order to make necessary communication.

This section describes the procedure of creating a rule used for SSH connections.

Procedure

1. From the left-hand menu, click on [Compute] > [Access and Security].
The [Access and Security] screen will be displayed.

2. From the [Security Group] tab, click [Manage Security Group] on the [Action] menu which is
intended for setting of the security group.
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3. On the [Manage Security Group Rules] screen, click the [Add] button.

FUJITSU Cloud Service K5 laas T 1) W ARVRE v — puifrsu

Q e A
o T

- H Compene Security Group Rules
. Yirtual Server W | Direction 2 | Ethernet Type = | IPProfoool 2 | Port Range 2 | Conmected Virlual Server = | Action
B swge O egress 1Pv6 . ction v
T snapshot
O egres Pvd - Action ~
e Image
@ Stack
B schedule

BB Access ana Security
~ B3 metwork

B virtual Metwork

o Virbual Roufer

EE ons

2= Load Balancer

» HenReang
Cognright 2015-2006 © FUNTS LIMITED

4. On the [Add Rule] screen, enter the following additional items of the reciever rules and then

click the [Add] button.
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Rule Select [Custom TCP Rule]
Direction Select [Reception]
Open Port Select [Port]
Port Specify "22"
Connected Virtual Server Select [CIDR]
CIDR Specify the IP address of the client PC for
communication.

5. Also enter the following additional items of the sender rules and add them by repeating step
3 though step 4.

Iltem Name Description

Rule Select [Custom TCP Rule]

Direction Select [Send]

Open Port Select [Port]

Port Specify "22"

Connected to Select [CIDR]

CIDR Specify the IP address of the client PC for
communication.

The procedure is complete once the created rules have been added to the [Manage Security
Group Rules] screen.
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5.2 Creating a Virtual Server

5.2.1 Creating a Virtual Server

Create a virtual server.

About this task

This section explains the procedure of creating a new virtual server using a CentOS image.

Procedure

1. From the left-hand menu, click [Compute] > [V|rtual Server].
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The [Virtual Server] list screen will be displayed.
2. From the [Virtual Server] list screen, click the [Create Virtual Server] button.

3. From [Creating virtual server] screen, enter the following setting item on each tab
[Details] tab
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[tem Name

Description

AZ

Specify the availability zone to deploy virtual server

Virtual Server Name

Specify any virtual server name

Virtual Server Type

Select a virtual server type according to the
performance requirement

Boot Source of the Virtual Server

Select [Boot from image (create new storage)]

Image

Select [CentOS 6.5 64bit(English) xx]

100000000)0000000000000000000000000000000000000000000000000000000¢

xx is a two-digit number.

Device Size (GB)

Specify "30."

Device Name

Specify "a."

[Access and Security] tab

-S40 -




FUNITSU Cloud Service KS laas

——— MR WP — Fufirsu

Q e A

~ B compute

B virual Server

B storage

X snapshot

e Image

@ Stack

Schedule

BB Access ana Security

» B mevwork

¥ Henitoing

» BB user Management

By usage Fee

4l Regon Managemsnt

Create Virtual Server

Detalls wirtual Network *

ey Fair

o) CXEE

Post Creation | Advanced setting

Security Group

Cogrright 30153006 © FLUITEU LIMITED

[tem Name

Description

Key Pair

Select the key pair name that was created in Creating a
Key Pair 0N page 31

Security Group

Check the security group name that was created in
Creating a Security Group ON page 35

@ Clear the [default] check box.

loRoooooloooooooooocoooooooooooooooooooooocooooocoooocoooooooooot

[Network] tab

Select the virtual network that was created in Creating a Network and Subnet on page 27 from the
[Available Virtual Network] column, and then click the [Add] button.
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£0) Leave the Windows Administrator password as blank.

I e ettt ettt ettt e e et e et et et e et e e eaas
[Advanced setting] tab
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Disk Partition Select [Automatic]

4. Once information entering is completed in each tab, click on the [Create] button.

5. The procedure is complete once the created server has been added to the [Virtual Server] list
screen.
@ The status is [BUILD] immediately after creation. Refresh the screen after a brief period
Tip  oftime. If the status is [ACTIVE], starting of the virtual server is complete.
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5.2.2 Assigning a Global IP to the Virtual Server

Assign a global IP address to a running virtual server in order to connect to the internet .

About this task

This section describes the procedure of assigning a global IP address to the virtual server which
was created in Creating a Virtual Server 0N page 39.

Procedure

1. From the left-hand menu, click [Compute] > [Virtual Server].
The [Virtual Server] list screen will be displayed.

2. Click on [Global IP Allocation] from the [Action] menu of the virtual server, to which you want
to assign the global IP address.
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3. From the [IP Address] tab of the [Global IP allocation management] screen, set the following
items and then click the [Global IP Allocation] button.
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Global IP Address Select the IP address which was acquired in Acquiring a
Global IP Address on page 33
Global IP allocation port Do not change the default selection

4. Procedure is completed once, the global IP address is added to the [Virtual Server] list screen,
in the [IP address] column of the Virtual server row to which the IP address was assigned. .
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5.3 Creating a Load Balancer

5.3.1 Creating a Security Group for the Load
Balancer

Create a security group in order to protect the load balancer from an unauthorised
communication which can be accessed from the Internet.

About this task

While creating the load balancer, create the security group beforehand. The creation procedure
is as shown below.

Procedure
1. From the left-hand menu, click in the order of [Compute] > [Access and Security].
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The [Access and Security] screen will be displayed.
2. On the [Access and Security] screen, click on the [Create a Security Group] button.

3. On the [Create a Security Group] screen, enter the following settings items and then click the
[Create] button.
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Description

Iltem Name Description

Security Group Name Specify any security group name

Description Specify a description for the security group to be
created

The procedure is complete once the created security group has been added to the [Security
Group List] screen.

5.3.2 Creating a Security Group Rule for the Load
Balancer

Create a rule, for the security group which was created for the load balancer.

About this task

Create a rule that allows the following type of communication for the security group which was
created in Creating a Security Group for the Load Balancer ON page 45:

HTTP

Procedure

1. From the left-hand menu, click [Compute] > [Access and Security].
The [Access and Security] screen will be displayed.

2. On the [Access and Security] screen, click on the [Action] menu for the intended security
group, and then click [Manage Security Group].
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3. On the Manage Security Group Rules screen, click the [Add] button.
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4. On the [Add Rule] screen, enter the following settings and then click the [Add] button.

ltem Name Description

Rule Select [Custom TCP Rule]

Direction Select [Reception]

Open Port Select [Port]

Port Specify "80"

Connected to Select [CIDR]

CIDR XXX XXX XXX. 0/ 24
@ Limit the allowed range (source address) as
Tip ~ perrequirement

The procedure is complete once the configured settings have been added to the [Security
Group Rules] Adminstration screen.

5.3.3 Creating a Load Balancer

Deploy Load balancer in order to handle by using auto scale, in the case of excessive Access or
to increase the availability usage in Availability Zone.

About this task

This section describes the procedure to create a load balancer and deploy it for use with the
virtual servers that were created in Creating a Virtual Server on page 39. In this example, the
protocol for distribution is HTTP.
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Procedure

1. From the left-hand menu, click [Network] > [Load Balancer].
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The [List of Load Balancer] screen will be displayed.
2. Click the [Create Load Balancer] button on the [List of Load Balancer] screen.

3. On each tab of the [Create Load Balancer] screen, set the following items.
[Load Balancer Settings] tab

FUJITSU Cloud Service K5 laas W v St v Englsh v eem———— Aty
Create Load Balancer o2 Cancel
Project

¥ E Compute Subnet Settings * Serurity Group Settings *

v B3 Hetweric

B3 virtual Network

Q e

Load Balancer Name

Type Public W
e Virtual Router L

E ONS Grache Sardard v
5, Load Balancer
o Listener
» [E] Menitoring
Load Balancer Protocol Load Balancer Fort Wirtual Senver Protoco] Wirtual Server Port
¥ u Usar Management HTTP v B0 HTTF a0 container
[Ty Usage Fee
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Iltem Name Description

Load Balancer Name Specify a load balancer name

Type Select [Public]

When the [Public] type creation is completed,
Note iL€an be referred on the internet .
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Iltem Name Description
Grade Select [Standard]

Table 3: [Listener] Section

ltem Name Description
Load Balancer Protocol Select [HTTP]
Load Balancer Port Specify "80"
Virtual Server Protocol Select [HTTP]
Virtual Server Port Specify "80"
Certificate Do not set

[Subnet Settings] tab
Select the subnet in order to deploy the load balancer from the [Subnet] column, and then
click the [Add] button.
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[Security Group Settings] tab

Select the security group which was created in Creating a Security Group for the Load Balancer 0N
page 45 from the [Security Group] column, and then click the [Add] button.
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4. When the entering the information is completed in each tab, click the [Create] button.

The procedure is complete once when the created load balancer has been added on the [List
of Load Balancer] screen.

5.3.4 Enabling the Health Check Function of the
Load Balancer

Health check can be carried out for the virtual servers in which the load is distributed by the load
balancer.

About this task

This section describes the procedure for enabling the health check function for the load balancer
that was created in Creating a Load Balancer on page 48.

Procedure

1. From the left-hand menu, click [Network] > [Load Balancer].
The [List of Load Balancer] screen will be displayed.

2. On the [List of Load Balancer] screen, click [Health Check Information Setting] on the
[Action] menu for the intended load balancer.

3. Set the following items on the [Health Check Information Settings] screen, and then click the
[Setting] button.
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Iltem Name Description

Threshold of health check Successes | Specify "2"
to be Considered as Healthy

Health Check Execution Interval (s) |Specify "10"

Protocol Select [HTTP]
Port Specify "80"
URL Specify the URL of the landing page of Apache that is

installed in the virtual server

Health Check Timeout Period (s) Specify "3"

Threshold of Health check Fails to | Specify "2"
be Considered Unhealthy

4. Click the appropriate load balancer name on the [List of Load Balancer] screen.

5. The procedure is complete once the configured settings are displayed on the [Health Check
Information] tab of the [Load Balancer Details] screen.

5.3.5 Adding a Virtual Server to which the
Workload is Distributed by the Load Balancer

After you have finished configuring the settings of the security group, the distribution protocol,
and the health check function for the load balancer, add the virtual servers which require
workload distribution..

Before you begin

Create two or more virtual servers by following the steps in Creating a Virtual Server on page 39.

About this task

This section describes the procedure for adding multiple virtual servers to a single load balancer.
It also describes the procedure for configuring the settings related to session maintenance.
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Procedure

1. From the left-hand menu, click [Network] > [Load Balancer].
The [List of Load Balancer] screen appears.

2. On the [List of Load Balancer] screen, click [Add Virtual Server] on the [Action] menu for the
intended load balancer.

3. On the [Add Virtual Server] screen, select and check mark all the virtual servers which require
workload distribution, and then click the [Add] button.
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4. Return to the [List of Load Balancer] screen, and click [Create Session Maintenance Policy]
from the [Action] menu.

5. Set the following items on the [Create Session Maintenance Policy] screen, and then click the
[Create] button.
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ltem Name Description

Policy Name Specify a policy name
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Item Name Description
Maximum Session Persistence Time |Specify "300"

(s)

6. Click the appropriate load balancer name on the [List of Load Balancer] list screen.
7. The procedure is complete once the configured settings are displayed on the [Virtual Server

Information] tab and on the [Policy Information] tab which are located on the [Load Balancer
Details] screen.
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5.4 Using a Template

5.4.1 Creating a Stack and Displaying the Stack
Details

You can deploy virtual resources in bulk by using a template in the YAML format. The set of
virtual resources that are deployed using the template can be managed as a stack.

About this task

This section describes the procedure for deploying virtual resources in bulk by using a template
(text file) in the YAML format.

Procedure

1. From the left-hand menu, click [Compute] > [Stack]
FUNITSU Cloud Service K5 laas fremtl v G G Englah v e ruffrsu
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[ schedule PLETE Action v

The [Stack] list screen will be displayed
2. On the [Stack] list screen, click the [Create Stack] button.

3. On the [Create Stack] screen, enter the following settings items.
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Iltem Name Description

Stack Name Specify any stack name

How to specify a template Select [File]

File Specify the template file that has been created

Parameters to be passed to the Specig the required parameter names and values

template according to the contents of the template file to be
used

Timeout (minutes) Specify "10"

Rollback Select [False] to delete the resources for which
deployment has failed, in cases when the timeout
period elapses and deployment still cannot be carried
out
@ [True] disables the rollback.

T e

The procedure is complete when the created stack is displayed on the [Stack] list screen.

4. (lick the stack name on the same row as the created stack.
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The details screen of the corresponding stack will be displayed.

5.4.2 Editing a Stack

You can edit the deployed stack by using a YAML template whose configuration has been
changed.

About this task

This section describes the procedure for editing the deployed stack by using a YAML template file
whose configuration has been changed.

Procedure

1. From the left-hand menu, click [Compute] > [Stack].
The [Stack] list screen will be displayed.

2. On the [Stack] list screen, click [Setting] on the [Action] menu of the stack to be edited.
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3. Change the following items on the [Edit Stack] screen and then click the [Update] button.
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File
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Click the reference button of the [File] column
Tip  and specify the template file that has been
created.

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Parameters to be passed to
Template

Specify the required parameter items and values
according to the contents of the template file to be
used

Timeout (minutes)

Specify "15"

5.4.3 Deleting a Stack

Delete a deployed stack that is no longer required.

About this task

This section describes the procedure for deleting a stack.

Procedure

1. From the left-hand menu, click [Compute] > [Stack].
The [Stack] list screen will be displayed.

2. On the [Stack] list screen, click [Delete] on the [Action] menu for the stack that you want to

delete.
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3. When the [Delete Stack] window appears, click the [Delete] button.

Delete Stack

L was chosen. Please check your
SEECton. Ths OPEration can not be undone,

The procedure is complete once the corresponding operated stack has been deleted from the
[Stack] list screen.

£0) 1t takes some time to complete the deletion. (During the deletion,

Tip  [DELETE_IN_PROGRESS] is displayed.)
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Part 6: Operating a Virtual
System

Topics:
* (onnecting to a Virtual Server

* Deleting a Virtual Server
* Monitoring Service Basics
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6.1 Connecting to a Virtual Server

6.1.1 Logging in to the Virtual Server via SSH

Login to the Virtual server, by connecting through internet with the Global IP address assigned
to the virtual server.

Before you begin

Install an SSH client such as TeraTerm on the PC.

About this task

Connect via SSH to the global IP address that was assigned to the virtual server in 4ssigning a

Global IP to the Virtual Server 0N page 43. This section describes the procedure of connecting to
Linux Virtual Server.

Procedure

1. Connect to the global IP address to SSH, by using the SSH client.

2. Undergo the authentication process in order to login to the virtual server.
* Authentication Using Key Pair
When the authentication window appears, specify the ID that was entered in the [Post

Creation] tab in Creating a Virtual Server on page 39 and the key file that was created in
Creating a Key Pair ON page 31.

W Tera Term = kol A rE | ] Bl Iz
— 4 sSH Authentication P

Logging in to

Authentication required.

User name: (i

Passphrase:
| Remember password in memory

Forward agent

Use plain password to log in

@) Use RSA/DSA/ECDSA key tologin  [Private key fie:| C:¥Users¥

Use challenge fresponse to log in(keyboard-interactive)

Use Pageant

oK | Disconnect

Results

When the authentication information is correct, the prompt will be displayed.
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6.2 Deleting a Virtual Server

6.2.1 Deleting a Virtual Server

Delete a deployed virtual server.

About this task

This section describes the procedure for deleting a virtual server.

Procedure

1. From the left-hand menu, click on [Compute] [Vlrtual Server]
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The [Virtual Server] list screen will be displayed.

2. On the [Virtual Server] list screen, click the name of the virtual server machine which needs

deletion and [Virtual Server Details] screen will be displayed.
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In case at the time of Virtual server creation, the system storage is set as "Do not
Note Delete" then the disk displayed at that time on the screen will not be not deleted. If
necessary, please delete it from the [Storage] List screen.

. Click the [Back] button to return to the [Virtual Server] list screen.

. Select the virtual server which needs to be deleted and use either of the following methods
for deletion

* On the [Virtual Server] list, use the check box on the left end of the list to select the target,
and then click the [Delete] button
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* On the [Virtual Server] list, select [Delete] on the [Action] menu that is in the right end of
the row for the target virtual server
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5. When a confirmation message appears, click the [Delete] button.

Arg you sure you want to delete the vi---

¥ou have selected Flease check your
selection. This operation can not be undone:

8 oo JETE

Results
After the [Virtual Server] list screen appears, confirm that the deleted virtual server is not

displayed on the list.

As per the processing status, the virtual server is will left behind .In that case, after
Tip  waiting for a while, please refresh by clicking the [Refresh] button.
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6.3 Monitoring Service Basics

6.3.1 Creating an Alarm and Displaying the
Details

You can create an alarm that contains the settings such as a threshold, for a specific monitored
item, and an "action" when the threshold is reached.

About this task

This section describes the procedure to create an alarm for a monitored item, for example, the
CPU utilization of a virtual server.

Procedure

1. From the left-hand menu, click [Monitoring] > [Alarm].
The [Alarm List] screen will be displayed.

2. Click the [Create Alarm] button on the [Alarm Llst] screen.
FUNITSU Cloud Service K5 laas - v v Engiish v e Fufirsu

0
.
[F] Project
Compute

[o..

3. On each tab of the [Create Alarm] screen, enter the settings and click the [Create] button.
[Alarm Information] tab
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Click the [Setting] button for the [Monitoring Item] column, and select the CPU utilization
rate, "fcx.compute.cpu_util’, of the virtual server which needs to be monitored.

[Time Constraints] tab
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[Action] tab
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Creation is complete when the created alarm appears in the [Alarm List] screen.

4. To check the details of the created alarm, click the link of the alarm name on the [Alarm List]

screen.
5. When the [Alarm Detail] screen appears, and you can check the details of the alarm.
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6.3.2 Displaying Monitored Items and Statistics of
the Sample Data

You can check and display the items of the virtual resources that are provided by standard
system.

About this task

This section describes the procedure to use the following display functions related to item to be
monitored.
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* Displaying the monitored item list
* Filtering the monitored items
* Displaying statistics related to the monitored items

Procedure

1. From the left-hand menu, click [Monitoring] > [Monitoring].
The [Monitoring Item] list screen appears.
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2. In order to narrow down the list of monitored items, enter a string in the input column, and
click the [Filter] button.
Monitored Item name will display the narrowed down monitoring items which includes the
entered string.
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3. On the monitored item list, click the name of the monitored item , in order to check the
required statistics.
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The sample statistics of the monltorlng items WhICh were clicked, these can be checked by
the graphical change displayed on the screen .

6.3.3 Creating a Schedule

Create a schedule to send a signal (apply the scaling policy) to a stack at the specified time.

Before vou beaqin

You neéd to creafe a stack that includes auto-scaling settings in advance.

About this task

This section describes the procedure to create a schedule for the stack that was created in
Creating a Stack and Displaying the Stack Details On page 55.

Procedure

1. From the left-hand menu, click [Compute] > [Schedule].
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The [List Schedule] screen appears.

2. Click the [Create Schedule] button on the [List Schedule] list screen.

3. On the [Create Schedule] screen, set the following items, and then click the [Create] button.
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[tem Name

Description

Schedule Name

Specify a schedule name
The schedule name must be unique to the
Note domain.

100000000)0000000000000000000000000000000000000000000000000000000¢

Stack

Select the target stack

Resource

Select the target to apply this schedule

Time to Execution

Specify the time in the format of "Minute Hour DOM
Month DOW" (with the fields separated by single-byte
spaces)

Example: 00 02 * * *
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Iltem Name Description
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Table 4: Format of the [Time to Execution] Field

Field Values That Can Be Specified

Minute From 0 to 59, * specifies every minute

Hour From O to 23, * specifies every hour

DOM From 1to 31, * specifies every day

Month From 1to 12, or from jan to dec, * specifies every
month

DOW From O to 7 (0 and 7 specifies Sunday), or from sun to
sat, * specifies all days

The procedure is complete once the created schedule appears on the [List Schedule] list
screen.

6.3.4 Deleting a Schedule

Delete a schedule that is no longer needed.

About this task

This section describes the procedure to delete a created schedule.

Procedure

1. From the left-hand menu, click [Compute] > [Schedule]
FUNITSU Cloud Service K5 laas - i v English v e Auifirsu

O -

v Compuite

List Schedule

[ Q, Flire ]

Action =

= N C

< [REE S Action ~

The [List Schedule] list screen appears.

2. Click [Delete] on the [Action] menu for the schedule to be deleted.
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3. Once the confirmation message appears, Click the [Delete] button.

5 deleted, This operation cannot be undone

The procedure is complete when the deleted schedule no longer appears on the [List
Schedule] list screen.
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Part 7: Using the Management
Functions

Topics:
* Displaying Usage Fee
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/.1 Displaying Usage Fee

/.1.1 Displaying an Interim Usage Fee

Display the usage fees of amount which is not fixed, such as fees for the current month.

About this task

You can check the following information on the screen that displays the interim usage fees:

* Total amount that was used for all projects within the contract number
* Total amount for each project and its usage details

Procedure

From the left-hand menu, click [Usage Fee] to display the [Usage Details(Interim)] screen.
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