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$ whoami FUjiTsu

B In-House Embedded Linux Distributor
of Fujitsu

B Our Distribution includes LTSI Kernel
and is built with Yocto Project

B Our Distribution iIs used for

W Server System Controller, Storage System, Network Equipment, Printer
etc.
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IPv6 stack has a lot of Changes
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B Number of Changes of IPv6 Stack (-- net/ipv6)

3.14 -> 3.15 65
3.15 -> 3.16 44
3.16 -> 3.1] 81
3.17 -> 3.18 107
3.18 -> 3.19 16
3.19 -> 4.0 98
4.0 > 4.1 108
4.1 -> 4.2 A
4.2 -> 4.3 115
4.3 -> 4.4 134
4.4 -> 4.5 60

4.5 -> 4.6

67
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Updated specification of IPv6 was proposed FUJITSU

B RFC 2460 and RFC 6145 are updated for Security Issue.

draft-ietf-6man-deprecate-atomfrag-generation-00.pdf — draft-ietf-6man-deprecate-atomfrag-generation-00 - Generat

Q

IPv6é maintenance Working Group (6man) F. Gont
Internet-Draft S8I6 Networks / UTN-FRH
Updates: 2460, 6145 (if approved) W. Liu
Intended status: Standards Track Huawel Technologies
Expires: May 15, 2015 T. Anderson

Redpill Linpro
November 11, 2014

Deprecating the Generation of IPvé Atomic Fragments
draft-ietf-éman-deprecate-atomfrag-generation-00

Abstract

The core IPv6 specification reqguires that when a host receives an
ICMPvE "Packet Too Big" message reporting a "Next-Hop MTU" smaller
than 1280, the host includes a Fragment Header in all subsequent
packets sent to that destination, without reducing the assumed Path-
MTU. The simplicity with which ICMPv6& "Packet Too Big" messages can
be forged, coupled with the widespread filtering of IPvé fragments,
results in an attack vector that can be leveraged for Denial of
Service purposes. This document briefly discusses the aforementioned
attack vector, and formally updates RFC2460 such that generation of
IPve atomic fragments is deprecated, thus eliminating the
aforementioned attack vector. Additionally, it formally updates
RFC6145 such that the Stateless IP/ICMP Translation Algorithm (SIIT)
does not rely on the generation of IPv6 atomic fragments, thus
improving the robustness of the protocol.

Status of This Memo

117.92% v

https://tools.ietf.org/id/draft-ietf-6man—deprecate—atomfrag—generation—00.txt

B This Specification was further updated to version 6 (confirmed at Jun 3rd).
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Supported updated spec, but Interoperability is lost FUjITSU

B A patch that support updated specification added at 3.19.

commit 9d289715eb5c252ae15bd547cb252ca547a3c4f2
Author: Hagen Paul Pfeifer <hagen@jauu.net>
Date: Thu Jan 15 22:34:25 2015 +0100

ipv6: stop sending PTB packets for MTU < 1280

Reduce the attack vector and stop generating IPv6 Fragment Header for
paths with an MTU smaller than the minimum required IPv6 MTU
size (1280 byte) - called atomic fragments.

See IETF I-D "Deprecating the Generation of IPv6 Atomic Fragments" [1]
for more information and how this "feature" can be misused.

[1] https://tools.ietf.org/html/draft-ietf-6man-deprecate-atomfrag-generation-00

B TS-4.1 hasn’t complied RFC1981 (Path MTU Discovery for IPv6)
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How to implement IPv6 Stack in LTSI FUJITSU

B Best choice of LTSI is user can select one.
¥ To backported Implementation from Mainline.
¥ To rollback to implementation of 3.18.

B Second choice Is

¥ To rollback to implementation of 3.18.
or

¥ To continue to use implementation of 4.1.

The names of products are the product names, trademarks or registered trademarks of the respective companies.

Trademark notices ((R),TM) are not necessarily displayed on system names and product names in this material.
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