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1. BERNROS - REBEERYV IV 7BORLERE—E

ISM2.2 7B ARAE~ ¥ 15, SREFHFROS EH, 74 A7 AR Y 2—20), v 7EHEREOS n 7INER), 77 —L v =TT v 77— F>
ZA 2 PCl I — R)EMAT 57010134 OS - AMLEHY 7 by = TICRENLE L 20 5, LUTORICHEVBRELE LKL TS
VY,

O : BESE, X REAE, — 4R L)

P—E 2 X2 UT 4 RAA
sshd WinRM Firewall sslv3 PowerShell | SPN ISM-VA 5% &
Red Hat Enterprise Linux 6.X O X O
7.X O X O
SUSE Linux Enterprise 11 O O O
Server 12 O O O
Windows Server 2008R2 O O O O O
2012 O O O O O
2012R2 O O O O O
2016 O O O O O
VMware ESXi 5.x - - - O O
6.X - - - O O

# 1 BHNR 0S EOLERE—BER
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KRAN AR~ | RAA
~DORGE
WinRM SPN ISM-VA #%7E | Kerberos ZTA# 5k
vCenter Server 5.5 LIF% O
6.x LA - - O
Microsoft Failover Cluster Windows O O O O
Server
2012 LIK
Microsoft System Center 2012 LIE | O O O O
KVM Red Hat - - O O
KVM SUSE Linux Enterprise - - O O
R 2ERMNBEBICERY 7 VU =T BOLERE—ER

[ E]

C MR REEAT DD, BEEERE O —Y—T h 7 h T OSERAE BT HLERDH D £3,

- Windows,'Linux {254k & 415 Emulex LAN/FC/CNA 71— R &3 5 72 D12iE, x5 ¥ —/30 OS IZ Emulex OneCommand Manager CLI
DEASINTWDHLLERH Y 7,

- Windows Linux (Z#5# X415 QLogic FC 71— K& EF T 572 DITI%, %54 — 3D 0S |2 QLogic QConvergeConsole CLI 233 A S 1 TW»
LHERH Y ET,

* Linux [Z#5# S 715 LAN/FC/ICNA 1 — R2 BB 5 72011E, ARY— 30 Linux Tlspei =2~ RAETARETH HLENH Y £7,

- Emulex OneCommand Manager CLI, 721 QLogic QConvergeConsole CLI {F&#H D H D EFIH L TL 72 &V, LAN/FC/ICNA 51— RiZiE
BHTDORTANZHEMA LT IEEN,

s Linux OF7 4 A7 Ry MU — 7 HEOMREEREZ T 570I2E, JRY—/3D 0S 1T sysstat /Xy 7 — U REAINLTWNDLLENRH D
ESSRS
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- Active Directory 726 KA A a2 —F—DRAT— REE LIEGET T L2 < THHERIUFHITE E T8, HOMNIT ISM2.2 TH/RA
J— REBELTLEEN,
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2. BEfAXER~ADEREFIE (OS)

2.1. Windows ~DEXEFIE

ISM2.2 1% Windows Server 731 > & b —/L ST % BE L S gn 125k LT WS-
Management 7'& ks =L 2 L E7, @5 AT https 7=~ =2 /L+Basic ik fifi H
LET, MERREFLLTO®EY TT,

« WIinRM #— & 2 O i Bl 2

* WinRM #— B2 D% E

« 77 AT — U —OR— kK

- Windows PowerShell 227 V7 hDFEITRY v — %L H

2.1.1. WIinRM % —E X DEENFER

EHEMHRTa~ L N 7 P2V T FOa~y RE2FET L, WInRM #—E 20
LB AR L E T

>sc query winrm

LN OfER A2 L. STATE 7> RUNNING (272> TW\W5 Z & i LE T,

TYPE 120 WIN32_SHARE PROCESS
STATE :4 RUNNING
(STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
WIN32_EXIT_CODE 10 (0x0)
SERVICE_EXIT_CODE :0 (0x0)
CHECKPOINT 1 0x0

WAIT_HINT 1 0x0

WinRM H—EZBEEI STV WES. U TFToa~<y RE2%E{T L, WinRM % —t %
gL £,

>sc start winrm

]

WInRM #—E 2%, BREIC K > THEEHIC/R > TWRWEERH Y £9, WIinRM
—E 2% fJ#EhEH)(auto), b L < IXHEIEH B H)(delayed-auto)d 2 L 9 1% E L TL 72
=YAN

VIR, BEEENIRET 256 0FIR Y £7,

>sc config winrm start=auto

2.1.2. WinRM H4—EXDEFE

(1) WIinRM #—E" 2 D% E

HIHIERE Tl Basic SRR A STV e =8 [(1-1)Basic FRAFOIFFA] | OI/E 1T
WET,
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https 115 % {9~ % 72 % Basic FRREDME(E I b S v E 7,
EHEWR Ca~vy Ry 7 MefEx, UF0oavr REETLET,

>winrm quickconfig

UTFDORAye—URERENTHE WINRM P —ERZFETENTWET NI E— T
7B AT ANIRE SN TW WD, LFOFIRICHEA T ZE WV, IWInRM H—1E' 2
I BEICZ 03 B a—F —TEITENTVET, ] EFREN TV DA IFEEICHREN
FET LTS8 [(2https i#{E DFEE] ITHEA T Z &0,

vl Z A5, [Enter]¥—%#L £7,

WinRM #—t 2%, Bl par Ba—F—TETENTWET,
WinRM (%, FHAICZOa Ea—F—~DVE— K TI7ERAEZHFNTHEICRESNTOERTA,
WDEREATH LERH Y 9

a—N 2—H—2 Y F— N TEHHERZ{ 575 X 9 LocalAccountTokenFilterPolicy Z##k L C< 72& W,

ZEHELETD [ymnl?y

UTDAyE—URNERINET,

WinRM 13V & — MEREAICHEH S E Lz,

n—7)L a—P—2VE— h CEHEMRZ 595 X9 LocalAccountTokenFilterPolicy 4k L% L7,

(1-1) Basic FEDFF Al
UTFToa~y ReEfTLET,

>winrm set winrm/config/service/Auth @{Basic="true"}

(1-2) IBINE%EFIE (Windows Server 2008R2)

% G%—/30 OS 73 Windows Server 2008 R2 O, LLFD =~y REFETLT, &
— FOFEHESLHIZ)E U T MaxConcurrentOperationsPerUser O3z K& < L £,
UTFoa<wy REFFTLET,

>winrm set winrm/config/Service @MaxConcurrentOperationsPerUser="%f&"}

# : 1500 (2% L7=84 (Windows Server 2012/2012R2 T, 7 7 # /L kA% 1500 T
D7 1500 ZHELRE L £97, )

>winrm set winrm/config/Service @MaxConcurrentOperationsPerUser="1500"}

(2) https 1815 DEXE
https #1523 272 DI21%, EHEORENMLILZ/RY £,
(2-1) WATE 72— L D YA
AFAEZER T D 12D B Y — v ix 2 25 0 9, FEAEITEITEREICKRTETE
KT DI ENTEET,
- NET Framework 4.5 (#7 > a— K94 )
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https://www.microsoft.com/ja-jp/download/details.aspx?1d=30653
- Windows Software Development Kit (# 7> 11— K44 k)

https://developer.microsoft.com/ja-jp/windows/downloads/windows-10-sdk

[EE]

- _EF2 URL @ Windows Software Development Kit (%, Windows 7 SP1 % 7213 Windows
8.1, X U*Windows Server 2012 R2 & 7= 13 Windows Server 2016 @ OS (Zxtis LT
£7, TOMD OS 1214 A b—F B84, 1#@Y)7e Windows Software Development
Kit ZA > A F—/LLTLEEW,

Windows Software Development Kit {ZIFFEE A2 BT 5 72 OIZHEER 2 DD — LR
EENTHET,

AEFEMERY — /L (makecert.exe)
https://msdn.microsoft.com/ja-jp/library/bfsktky3(v=vs.80).aspx

B NIEHAHE 7 7 A NMAERY — L (pvk2pfx.exe)
https://msdn.microsoft.com/en-us/library/windows/hardware/ff550672(v=vs.85).aspx

(2-2) REFAE D ERK

REAERRGY — v BAEHRI T 7 A AERRY — v E2H L, BLFO 3 507 7 A L
AR L £

* CER 7 7 A L (GEA &)

« PVK 7 7 A L (RLESE T 7 A L)

* PFX 7 7 A L (— B AGERE)

LD REZRREEAER OISOV T, FRLO URL 2L T2 &0,
https://blogs.technet.microsoft.com/junichia/2010/11/09/azure-for-itpro-3

(2-2-1) AEE, WEHT 7 AV OERK

AEE, BT 7 A VOER T, HRIP—N"OREICEDETCa~yy FEeFEITT 5
VENRH Y F7,

PUFIE, WY — "D — 34 %47192.168.10.10”, FEFAEOA MM %2 2017 43 A 30
HICRE LTz ha o a~y FETT,

>makecert.exe -r -pe -n "CN=192.168.10.10" -e 03/30/2017 -eku 1.3.6.1.5.5.7.3.1 -ss
My

-sr localMachine -sky exchange <iEWED 7 7 A /L4 cer> -sv <fBEHD 7 7 1 /L
4 pvk>
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https://www.microsoft.com/ja-jp/download/details.aspx?id=30653
https://developer.microsoft.com/ja-jp/windows/downloads/windows-10-sdk
https://msdn.microsoft.com/ja-jp/library/bfsktky3(v=vs.80).aspx
https://msdn.microsoft.com/en-us/library/windows/hardware/ff550672(v=vs.85).aspx
https://blogs.technet.microsoft.com/junichia/2010/11/09/azure-for-itpro-3

FEAEORERRICET 2 LVWREICHOWNTIE, TRRO URL AR LT EEWN,
https://technet.microsoft.com/ja-jp/library/ms186362(v=sql.105).aspx

(2-2-2) P— v RFFHEDER
UTha<r REFEITLET,

>pvk2pfx.exe -pvk <FUEHFED 7 7 A /L4 . pvk> -spc <aEFHED 7 7 A /L4 cer> -pfx <
— B RFEHED 7 7 A V4 pfx>

(2-3) AEAE, Y — B AGERE O R

AERE A Ty 7' A & H) L(2-2-1),(2-2-2) TERK L 7 iE E A B8k L £,
XY — /3T mme.exe ZFEITLFET,

[Z7 A > [AF T A o oBEMEHIR] 2R £,

[FIFHTE DA Fy 7L Ine, TREE] Z2&RL, [EMNIL £,

(2o Ca—F— Thor b &R, R > ETIZIECERR L T,
[OK]Z®&IR L £,

ou o b =

(2-4) SSL REFE & Bk

1. <fEED 7 7 A V4 .cer>H G S iz /L— MAEAREEEIZ B R L £ 7,
[z y—— K> GEHE (e—hrarta—%) | > [EEIN7-— hEH
BElEAEZ ) v LET, [TRTOXAT] >[4 vR— R b, <sEHEO 7 7 A
N cer>T 7 A NVERIRL, GEHEODY 4 F— KA U R— b E2%ET LET,

2. <iEHAEDT 7 A N4 . cer>% FHEH S L — FREAREBENC B ETE 72 2 L 2R
LET,
[2>y—— K] > GEHE (e—hrara—%) | > [EEIN-— MEH
BERA] > [REPAE]DNEIRIR L, [3817%6) & [FI7H ) B CNITHRE LIz — 4 &
o TWHZ E, THRY WY — AP L > TS Z MR L T E S0,

3. <Y —ERAHAED T 7 A V4 pfx>ZHAITBE L 77,
[y —n—R>GEERE (m—hrarva—%) [>EANELH2Y v 7 LE
T, [TRTOXAI]>[4 VA= Kb, <H—ERFEHEO 7 7 A V4 pfx>7 7
ANVEBIRL, GEAEO Y P — R VAR — R EET LET,

4., <P —UERFHAED 7 7 A V4 pfx>E HANCBRERTE 2 L 2B LET,
[z y—n—R>GEEAE (e—hrara—%) |>[EAlOIRICRR L, 15
1751 & IT#E] D CON IHRE L — % Lo TnpZ &, THI 23—
NBREE 725> TNDZ L 2R L T IEE N,
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https://technet.microsoft.com/ja-jp/library/ms186362(v=sql.105).aspx

3) WINRM H— " A ~DREN F TG S A7 R D 2 8

(3-1) H#HEN(Thumbprint) D fEE

LU, LocalMachine\my |ZFEB]E A P17 L7256 OfERFTIETT,
1. <~y RK7ar7 kb PowerShell Z B L %9,

2. MHIZHERELET, UTDOa<vr RE2ETLET,

>1s cert:LocalMachinexmy

UTDXIICFRENET,

WinRM $—t 2%, BElcZpar a—F—TETENTWET,

PS C:\Windows\system32> ls cert:LocalMachine\my

7 4 L7 bk U Microsoft.PowerShell.Security\ Certificate::LocalMachine\my

Thumbprint Subject

1C3E462623BAF91A5459171BD187163D23F10DD9  CN=192.168.10.10

(3-2) WInRM U 2 F~—I(ZREAFICGEH S M 7o 1R 2 6k Gk
PowerShell Z# 7 L, LT a~ F&34T7LEd, "HTTPS &' @ D RMITITAR— A3
‘/[Z‘gw(:‘—ﬁ‘o

>winrm create winrm/config/listener? Address=*+Transport=HTTPS @{Hostname="<
FERAEZ ERL L 72 FRIZER & L 72 CN 4>";CertificateThumbprint="<{Ej% L 7= FEBHE D
REEI>"}

(3-3) WINRM U A — DX Gk it i
LFDa~y REFFTLET,

>winrm get winrm/config/listener?Address=*+Transport=HTTPS

UTDE S 7pa~r FEERBIES T UL, WinRM O U 27— g TE TWET,

Listener
Address = *
Transport = HTTPS
Port = 5986
Hostname = 192.168.10.10
Enabled = true
URLPrefix = wsman
CertificateThumbprint = 1C3E462623BAF91A5459171BD187163D23F10DD9
ListeningOn = 192.168.10.10, 127.0.0.1, ::1, 2001:258:8402:200:bd8a:1c1:c50d

:8704, fe80::5efe:192.168.10.10%13, fe80::bd8a:1c1:c50d:8704%12
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213. 774 T7—2+—ILDKR— FEK
WIinRM #—E 2R 7 T A MOZfFETE 25X 912, WinRM U 2 —TE LA —
k&R A MBS Y £9, https 815 DT 7 40 FAR— EEIX, 5986 T,

(1) Windows Server 2008 R2 D5
UTDLS7a~r FaeFTLET,

>netsh advfirewall firewall add rule name= <7 7 4 7 — U # — /)L )L — )L 4 >
enable=yes localip=any remoteip=any protocol=tcp localport=< 7K — k &F 5 >

remoteport=any edge=no dir=in profile=domain,private,public action=allow

(BN R — FEB 5986 A fiFthtT 5 /L—lZ, "WinRM” & W9 4R A2 3% E LE T,

>netsh advfirewall firewall add rule name=WinRM enable=yes localip=any
remoteip=any protocol=tcp localport=5986 remoteport=any edge=no dir=in

profile=domain,private,public action=allow

) Windows Server 2012 / 2012R2 / 2016 DA
1. a~<wy K77 ko5 PowerShell B & £,
2. UTFTOXLI7ravr REFATLET,

>New-NetFirewallRule -DisplayName <7 7 A 7 — 7 4 —/L/L— /L4 > -Action Allow -
Direction Inbound -Enabled True -Protocol TCP -LocalPort <8 — k& =>

) A— NEE 5986 ARt H— Iz, "WinRM” & WO 4RiTEEELE T,

>New-NetFirewallRule -DisplayName WinRM -Action Allow -Direction Inbound -
Enabled True -Protocol TCP -LocalPort 5986

]
T 7 AT =T F—IVOFREIL. RBE— "OBREEICL > TRRY 5,

2.1.4. Windows PowerShell DZE{THRY) —ZH
PR A HERR T Windows PowerShell Z#Bi&, U T o~ RE2FEITLET,

>set-executionpolicy remotesigned
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PLFDORXA v—UnNERENTZHE. 1Y) 2 A%, [Enter]l F—%#H L £,

FITRY —DEH
ETARY —F, BEHINTWARWRZ Y T I OREIIHERLLET, ETRY —2FETTD L,
about_Execution_Policies

D~V F¥ > 7 http://go.microsoft.com/fwlink/?LinkID=135170

THHEN TN EX 2 Y 7 ¢ EOERICE S SN RN H Y £, FITARY —2 KR LETHN?
Y1 3@ Nl Wz 8] FiiS) 21~ EEEREE Y)Y

215, FAAa—H—F7hH o MERARDOHKE

RAAS va—F=T I bTIE, EROERD RAA VEREARIRICERT 5 Z &
TEEHA,

(1) Active Directory ~@ SPN DBl

RAA va—H—=T o s &EH L Windows Server O %3 2 BRI IXEE R x5 4
— O =X T Y L4 (SPN) % IE L < Active Directory ([Z8 kT 2 BN H Y F
T, UFOFIEEFEITL, BHEASRS— ROV —E AT Y VI VA 5L TLIEE
(A%

>setspn "A HOST/[BEAH%5 IP 7 R U A ] B SR A N 4]

ffEzd 515
>setspn -L [Bs ikt G 2 N 4]
HIBR 1%

>setspn -D HOST/[BtHXIE IP 7 R L A] [B x4k 2 4]

2 ISM-VA ~ R 2 A AEHROIENN

RAA va—F—=T7 7 FTOERZITIERICT ISM22 22— — X3 =27 /1]
(3.4.2 1ISM HIHIER &) % Ffits L T < 7280,

(3) ISM-VA ~ DNS & D80

NAA va—HF—=T 7 P TOERZITIERICT ISM2.2 22— — X3 =27 /1]
(4.9 v FU—7FE DNS +— MBI 21TV ISM-VA (2 DNS H— DXk % Ehi L
TLIEE,

2.2. Red Hat Enterprise Linux ~®M % E FIE

ISM2.2 TiX. Red Hat Enterprise Linux 734 > A h— /L &N TWH R — L
ssh(Secure SHell service) % i > Tilifg L £ 7, HLERFEIZLLFOMEY T,

+ ssh —E 2DLH)

2.2.1. ssh—EXDEENRER

sshd ZEE T2 LI ICREL TLZSW, OS DNRX—=V a /NIX - T, a~w s RHRER
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nET,
Q) Red Hat Enterprise Linux 6 O%54&
PIFTOa<y F&34TL T, sshd OEEZMHERL ET,

#chkconfig -list sshd

UTOXIICFREINIZGEIE. sshd DEENNELNIZ 72> TWET,

sshd 0:off 1:off 2:off 3:off 4:off 5ioff 6:off

KR — DT LU T A SOHEBA D off 122> TWABAICIFLL T a<
» R&EFITLT, sshd Z#HENLENITH L 512 L T 7EE0,

#chkconfig sshd on

2 Red Hat Enterprise Linux 7 D4
UTFDa<wy R&3EfT7 LT, sshd DEFHZHERLET,

#systemctl is-enabled sshd

LT XS IcRR SN 5E1E. sshd OEEINEDIZ 2> TWET,

disabled

sshd OEBEIDEZNIZ /2> THWDHEITIE, BLTOa~<» FEFTL TSN,

#systemctl enable sshd

222, FrAAaA—4H¥—=T7ho > MERARKDOFRE

RAAS va—PF=T o P TOEREZITOBRTILU TORICEREL TEML T ZS
VY,

1) ISM-VA ~ R 2 A AEHROIENN

RAA va—HF =T FTOEHREZITIERITIE ISM2.2 22— —X~v =27 /1]
(3.4.2 ISM WIHIERAE) 22 FEfiti L T 7230,

2 ISM-VA ~ DNS {&# D80

RAA a—F—=TH0 FTOERZITIEIIE TISM22 2—H—X~v =27 )L
(4.9 x> FU—ZF%E DNS $— MBI Z 1TV ISM-VA 12 DNS H— "D XR gk 2 i L
TSN,

(3) RAA v a—W—T > MO

Active Directory |28 gk L7= N A A o —HF —4 % Linux THEHT 2355121 Linux =
— =L OHIRIZONTHIERE LTI E 0,

<Linux =—#—4 & LT 2 22 vRER >

- RICF, BHLTFOHT, Ny Ml oits

4 Emulex 77— 1§ HILEERS o il R
Avago/Emulex #EH 7 — RAMEHR S 728683 Tk Thbacmd) # /M L — FEROIUE
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ZITVET,

RAA v a—HP—=T By N Th— REFREZNET 25E121%, Thbacmd ] (ZEEHE
REAF5 LT IEEN,

7L <ix. foneCommandManager Command Line Interface User Manual ] ZZ L C
TEEW,

(5) QLogic 71— RIEHILEERF O HlER

RAA v a—H—TH 7 b Tl QLogic #HHlh — RNEEHE SN T M2 O BRI

X FEH A, OS [HEHRMEMAD S root = —W— & B4k UFEHREIG 217> T IE &0,

(6) ServerView = 7 LR Dl PR

RAA v a—H—T 7 FTid ServerView 1 7 DIUEIT TE 4 A, OS 1 Wik H
726 root = —H— & Bk LIFRINE LT > T 7EI VY,

7 Tr—hU =TT 7T — FREOHIR

RAS v a—F =T HT U N TEA Y TA LT 7 =T v 7T — hEEBTEEEA,
OS 1EHMMEME 2D root = —W —2 Bk L 77— LU =T T v 7T — b aefToTL 2
SV,

223. —A—Y—T7Ho U MERARDHRTE

root = —H% —LIADO— i —Y—T 7 N TERZIT O BIZITLLFOMICER L TE
fii LT 7EE,

(1) sudo 2~ ROEIE

FHYa—YF—T WU Iy, ——Y—T I hOR T A XA T— KT sudo =
< RPETTE DL ICERAN G —NOREEZLELT HLENRDH D 77,

o>

LRI, userl ®a 7 A XA — K TCTsudo 2~ RNEITTE DL IICHRET 55
DT,
1. /ete/sudoers 7 7 A L E M L £,

# visudo

#Defaults targetpw s s aRART TR
root ALL=(ALL) ALL

userl ALL=(ALL) ALL - + - userl ZiBM

2. userl 2—¥—7T, BRMKY /T ssh TR LET, sudo 7 FERAT
L7512 userl D82 U — RAvsk o bauE. RiEs=T o1,
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2) BREAEBORRIE

M T Ty b BRI ssh TR AV Lt 7 a7 S FIRSUTSIN,
TROFHEWHZLTVWDEZ LR L TLIEEN, FROFMET- LTV HGE,
Ty T MNERRLTHNIORELELEE L R2NTL S, BEAK PSLOEE2EET S 2
LTI NRRUTFSNEEETEET,

oA VIFIZ, A—AT 4 V7 NUICBEIT S &,

s B TA RO T 0 T NFRIRLFINOYNEENLTND Z &,

oA O T NERLFEFN O~ DRI H D VNITEREENTNDE I L,
%) [userl@localhost ~]$

BRETZEEL PS1 ORREE])

[userl@localhost ~]$ echo $PS1
[Xu@¥h ¥WI¥$

224, BERIZERAIIZT7HV Y FORTE

1) [ bashrc) DOF%E

MU T I NDOF—LT 4 VY NUIZH D bashre] 7 7 A V& HZ 9, [bashre)
T 7 ANBRNGET, ERL T ZE W,

#vi ~/.bashrc

lbashrc] 7 7 A /WiZ Tlsbin]. [fusr/sbin]. [fusr/local/sbin] DO/ /XRZAZBFE L TL 72
U,

PATH=$PATH:/sbin
PATH=$PATH:/usr/sbin
PATH=$PATH:/usr/local/sbin

2) BRBEE DR E

ServerView O 1 7 WEMSREZR EITT D721, 4T h 7 v hOREAH PS1 D%
ENMETT, 1223 fka—V—T7h oo MEFARFORE Q) BELAHORE] 25
BICBRBEAHPSL A E L TLIE S0,

2.3. SUSE Linux Enterprise Server ~M % E FIE

ISM2.2 "Ci%, SUSE Linux Enterprise Server 234 > A h—/L STV HRHRH— L
ssh(Secure Shell service)Z i > Tilfg LE T, MLERFEFLLTOM@EY TT,

- ssh ¥— bt 2D #E R

« 77 AT — U4 —OR— hkKk
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2.3.1. ssh¥—EXDEENRER

SUSE Linux Enterprise Server TiX, 7 7 # /L b Tl sshd OEEIDNEIZ 72> TWET
sshd ZEBTHELOITHREL T EEV, OS D=V a /Lo T, avy RRER
D £,

(1) SUSE Linux Enterprise Server 11

UTDa~xy R&EF4TL T, sshd OB ZfEE L E 7,

#chkconfig -list sshd

UTFDO X ICEREINTIHEEIL. sshd DI DEIZ /2> TWET,

sshd 0:off 1:off 2:off 3:off 4:off 5ioff 6off

KB — DT LU KHS T HE S OEE D off 108> TWAEAITIILL T a~
» R&EFITLT, sshd Z#HENLENITH L 512 L T 7EE0,

#chkconfig sshd on

(2) SUSE Linux Enterprise Server 12
Foa~<r F&%ET7L T, sshd OREIZMERLE T,

#systemctl is-enabled sshd

UTOEIICRRINTEHEIL, sshd OEEBN NI/ > TWET,

disabled

sshd OEBDENZ 2> T DHAEITIE, BLTOa~r FE2FTLTEEN,

#systemctl enable sshd

232, 77ATF7—74—ILDKR— bFEK

SUSE Linux Enterprise Server 7 7 A4 77— 4 —/)LiX., 7 74/ FTssh DR— h &
PACTWET, 77 A7 — U4 LOREND, sshiBlEZFFATO2LERDY £77,
T AT — U —VOREIT, MGV — "DOREICL > TR £7, BLNIE, YaST %=
HRLESGEDT7 7 AT — U+ — LOREFTT,
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1. UFoa<r F%2%EFT LT, YaST Control Center %~ L £7,

#yast

2. [Security and Users] > [Firewall] %Zi®&R L. [Enter]®%—Z#L £,

YaST Control Center

[Help] [Run][Quit]

3. [Start-UplHifin: &, [Service Start] DR fE% [Enable Firewall Automatic Starting |
WZLETS

4. [Allowed Services] > [Service to Allow]?’>% . [Secure Shell Server| Z iR L.
[Add]~#%E) L T [Enter] F—Z# L £,
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5. Allowed Service |Z [Secure Shell Server] 73j
%@ L Cl[Enter] ¥ —% L £,

Firewal | Configuration:
Al lowed Services for ted Zone

External z_

—Start-Up
—Interfaces

—Al lowed Serwces

—H g Service to oW
bind DNS serve_l [
[

owed Service Descript ion

Secure Shel |l Server|Open ports for S

[ 1 Protect Firewal| from Interna

[Help] [Cancel ]

6. [Firewall Configuration: Summaryl]

BIIENTHWDDEHMER L.

Al lowed Services

BT 2N KR STtk

[Next]~

Add ]
Delete ]

[Finish] ~#% &) L |

[Enter] ¥ —%2# LT, 77 A4 7 — U+ —LOREXET LET,

Firewal | Configuration: Summary
Firewal | Starting

* Enable firewal| automatic starting
¥ Firewall starts after the confizuration has been written

lUnassizned Interfaces

Mo network traffic is permitted through these interfaces.

eth

ethl
eth?
eth3
ethd
ethb

RE=Y

- SUSE Linux Enterprise Server CTiX, 7 7 # /L h Croot 2—%—Dn 74 VN TE F

NIV

ISM2.2 TxfGH— " Z BT 5121 root = — % —

ToOa T A U EFFRT D,

b L<iZroot 2 —HF—HR & FHFEDOL—YF =T V0 FEeRETLLEND Y £,

ssh Troot = —¥%—
DOFETH L TL fiéb\o

Lkboul A EFRT AL EITIL, lete/ssh/sshd_config (ZLLTF

PermitRootLogin yes

17/ 45
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233. FAMA—HY—Thoo MERKORE

1) ISM-VA ~ K 2 A EHDIEN

RAAf =Y =77 FTOERZITIEREICT ISM22 22— —X~v =27 /1]
(3.4.2 ISM WJHIFE) & FEfi L T 7230,

(2) ISM-VA ~ DNS #0800

RAAf =Y =77 P TOERZITIEEICT TISM2.2 22— —X~v =27 /1]

(4.9 x> U —ZF%E DNS ¥— N800 Z1TV ISM-VA |Z DNS $— DXk % Ehii L

TLIEE,

() Emulex 7 — N &R O ][R

Avago/Emulex #1847 — RFEH S 72825 CiX Thbacmd ) #EH L — RIEFROILE

EITVET,

RAA v a—PF—=T 0 N Th— FEREZIET 555121%, Thbacmd] (ZEEEHE

REAF5 LT IEEN,

#£ L <1Z. 'One Command Manager Command Line Interface User Manual] % Z& L C

<&,

(4) QLogic 7 — N1 SN R Dl [

RAA Y a—H—7 B 7 T, QLogic #1877 — N S L7 ias O REUSIX T

X FEHA, OS HFHMMmEMTTH S root = —H — 2Bk LIERDUF 21T > TS0,

(5) ServerView v 7 ALK Ol R

RAA va—HF—=T B 7 FTiE, ServerView 1 7 OINEIZTE £H A, OS I MiwHE

B 2> 5 root - — P —Z 8k LIFRINELZIT-> T EE 0,

(6) T —hU =TT 7T — RO R

RAS v a—HF =T NI NTE A TA T 7 — LT v 7T — MM TEER A,

OS 1EHMMmEME 2> D root = —WF—%Xgk L, 77 —L V=TT v 77— hafT-oT<

7ZE0,

234, —A—Y—T7HO U MERRDHRE

root +—H—LIAND— 2 —F—T h 7 N CTEMEZIT I BRI, LTFORIZERLT
Fha LT 7TEEW,

(1) sudo 2~ ROEIE

Yo —YF—T U IR, =Y =TI hOR T A XA T— KT sudo =
~ U RRFEITTED LD ICEHRRRY — OB ELZ LT T LHILERNH Y 77,

PLFiZ userl a7 A w2327 — RTsudo 2~ RWNFE(TTEX L L IICHRETHHES
DFT,
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1. letc/sudoers 7 7 AV EFREL 9,

# visudo

#Defaults targetpw e s IRAERT TR
root ALL=(ALL) ALL

userl ALL=(ALL) ALL - « - userl #iE/N

2. userl = —H¥—7T, EHHRY— T ssh Tr /A4 LET, sudo 2~ REFE(T
L72BRIZ userl /R AU — RARD S, RER T TI

2 BRBE AR DR E

BYa— =T 7 T, G — N\ Zssh TrRZ AV LTk, T a7 FERR
CFHIR, FRROFHZE ML TS Z L 2R LT EI, FriOFMFE7 LT
WHGE, Tr T NRRTFHIORELZEL LR TLIEE N, BEAH PS1 OfE4%
ERERSHZ LTI TP NRRLFINEELTEET,

1 I AU, R—AT 4 LY NUICBEIT L &

v I RO T e T NERIRLTFINY R EFENTND Z L

BT A DT T NERIRILTFHNOY DB DD WVITENRFTENLTNDH &
%) [userl@localhost ~]$

BREEZS 4 PS1 D% E B )

[user1@localhost ~]$ echo $PS1
[¥u@¥h ¥WI¥S

235 EBRIZEAITSTHV Y DORE

(1) lbashrc) DOF%E

HMT AT RDOFR—LT 4 L7 FUIZH D [bashre) 7 7 A V% & £7°, [ bashrc]
T 7 ARG, ERL TS0,

#vi ~/.bashrc
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lbashrc] 7 7 A /WiZ [/sbin], lfusr/sbin]. [/usr/loca/sbin| D/ /XA ZBFR L TL7E &
AN

PATH=$PATH:/sbin
PATH=$PATH:/usr/sbin
PATH=$PATH:/usr/local/sbin

2 BB DR E

ServerView O 1 ZIVAERSRE A EITT D 7-DI2IE, 4T H 7 v FOBREZEH PS1 OF%
ENVETT, (234 —ff2—F—TH 0 MERRORE (2) BELKORE] 25
BITBREABPSL R E L TLEEW,

2.4. VMware ESXi ~DREFIE

ISM2.2 TlZ, VMware ESXi 731 > A b — /L ZIL TV 5354 — 3L vSphere API, CIM

Zu hariEEH L CEELET, BRERBREIFLLTO®mY TY,

- VMware ESXi T SSLv3 O 7R— s DHA ML

2.4.1. VMware ESXi 5.5, VMware ESXi 6.0 IZ2§1+% SSLv3 DY 7R— ~DEZNE

(1) SSH ¥ — b 2 DL )

FTIZ SSH —EANEBHOHE, AREIILEDH D 8 A,

1. vSphere Client Txfg¥—/3 £ VMware ESXi lca 74 » L E T,

2. WEEKIZ 7oleX=2 V7 4 7 a7 7 A NV]ERIRL, —EAD[Tr 7 1] 23R
LET,

3. [SSHJ Z@ERL, A7 av]a@RLET,

4, TH—vRra<wr R’ OB ZRINL TSSH »—b 2 &6 L, [OKIZ &R L E
R

[EE]
VMware ESXi ® SSH #5529 5 & . vSphere Client BICLLFD A v — U NFE RS
nNE9,

R Rk o> i R
AA RO SSH XA/ > TWET

(2) CIM #—/30 SSLv3 A2tk
SSLv3 OB — k73 CIM H—3GR— b 5989)(Z5f L CTHEZNIZ 72 > TV E 3, sfeb.cfg
T ANEREL, SSLVv3 AN L £,

1. SSH TVMware ESXi 734 v A h—/L N TN DR — NIZEHEHER Tr 7' A
Y LET,
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2. FY LUV VLVRARVAGIEEFHL TR A LET,
3. Jetc/sfebisfeb.cfg 7 7 A L ZME LT, UITFD 1 XABML, SSLv3 A L%
7,

enableSSLv3: true

sfcbd-watchdog Z FHEEE) L £9, IFDa~r REFEITLET,

#/etc/init.d/sfcbd-watchdog restart

]
vSphere ESXi 5.5 Update 2 LIRiDO U U — R 25\ TtEF = YT 13y F (ESXi550-
201501101-SG) % i ] L TV 72 W55 12iE, POODLE &% = U 7 1 Mad9iE 3 3847 5 af
BEHERH D ET, BT X2 VT4 Xy FEEHL T, SSLv3 DA ZMbRE % Elii
LTLIEEN,

- VMware Security Patching Guidelines for ESXi and ESX (2020972)
https://kb.vmware.com/selfservice/microsites/search.do?language=en US&cmd=displ
ayKC&externalld=2020972

- VMware ESXi 5.5, Patch ESXi550-201501101-SG: Updates esx-base (2099273)

https://kb.vmware.com/selfservice/microsites/search.do?language=en US&cmd=displ
ayKC&externalld=2099273

©)) SSH #—E 2D Ik
1. vSphere Client Txf&4¥—/3 LD VMware ESXi icu 74 » LET,
2. WEKlZ 7oleX=a )7y Ta 77 AV ERRL, $—EAD[T a7 1122
LET,
3. [SSHJ #BRL., [A7 v a V]ZBIRLET,
4. TH—vbvR2a<r ] OUFEIE] 28R L TSSH —t A&k L, [OK]Z®&R L F
R
2.4.2. VMware ESXi 6.5 12115 SSLv3 DY 7R— ~DEXE
(1) SSH #— £ 2 DL Hh
T TIT SSH —EARNEE T OHE, ARETLEDH D A,
1. VMware Host Client Tx&H#—/3 LD VMware ESXi lce 7 A > LE7,
Web 77 775 httpst//<ESXi D IP 7 KL A>T 7 & A L %7,
2. [HRANOUEH]ZER L, ESXi O B 4 B % £,
. [—Eex]ETEERL, —ERO—ENE [SSH] ZBIRL £,
4.  TiE#h) ZEHRL £,
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https://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2020972
https://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2020972
https://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2099273
https://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2099273

]
VMware ESXi ® SSH #8424 % & . VMware Host Client FIZUL T DA v E—U 233
mENET,

ZoRA RCIE SSH ST, BEICLEASAZRE, SSH &I T 5 LE
UE S

2) CIM #—30 SSLv3 = A2t
SSLV3 DH A — k7% CIM H— 3 (K— k 5989)i2%f L THELNT 72 > TV £ sfeb.cfg
Ty ANEREL, SSLV3 A LE T,

1. SSH T VMware ESXi 3 A > A b —/L STV DG — NICEBEEHER T 74
Y LET,

D T X LUV L AR ARGEEEA L TR A U LET,

3. Jletc/sfeb/sfeb.efg 7 7 A VEfREL T, LLFD 1 XABIL, SSLvd Z AN L

R

enableSSLv3: true

sfcbd-watchdog Z FrEEE L £3, U TFTDa~r REETLET,

#/etc/init.d/sfcbd-watchdog restart

(3) SSH #— & Z D& 11
1. VMware Host Client Txfg:— 3 Ed VMware ESXi iz 2714 LE T,
Web 77 U5 httpsi//<ESXi @ IP 7 KL A>Si/NZT 7 A LET,
2. [HRANOUEE]ZBR L, ESXi O B 4 B % £,
e R]ETEEIRL, = 2O —EnS [SSH] IR L £,
4. Mgk ZERLET,

243. RFAAM aA—H—=Tho MERABFDOHRTE

(1) ISM-VA ~ R 2 A U EHOEM

RAA va—F—=TH0 L b TOERZEZITIEIIE NISM22 2—HF—Xv =27 1]
(3.4.2 ISM WIHIERE) &2 FEfiii L T 7230,

2 ISM-VA ~ DNS 1§ D38

RAA v a—WF—=T By NCTOEHREZITIERICIE NISM2.2 22— —X~v =27 /1|

(4.9 *v FU—Z7FE DNS H— MBI Z1TV Y ISM-VA [Z DNS H— /SO %k A Efiii L

TLIEE,
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3. BEfiNE~ADEEFIE (RELEEYI V7))

3.1. vCenter Server ~DEXRTEFIE

3.1.1. ISM-VA ~ DNS f&#R &M

vCenter |Z ESXi 75 A k% FQDN THk L TV D ERBE TR Z1T 9 BRICIZ [ISM2.2 = —

P—Xv=aT /] (49 Fv NT—27FE DNS $— BN EZ1TV ISM-VA (Z DNS

— NG AE ER L T EE W,

312, FALS2aA—HY—=Tho MERABFDOHRTE

1) vCenter Server (2B SV TND KR A F~DFIE

vCenter Server 2> S EHZ ST 57-9I121%. vCenter Server (28I N TV DH &R A
FADOERENTET LTNDMERD D ?:ta“ [2.4VMware ESXi ~DREFIE | 2 S L |

BRA MASOFEZ I L T TEENN,

2) ISM-VA ~ K 2 A U EHROEM

RAAf o= =T 7 P TOERZITIEICT ISM22 22— —Xv =27 /1]
(3.4.2 ISM #IHIRR E) 2 3kt L T 72 &0y,

3) ISM-VA ~ DNS &# ;8

RAAf o= =T 7 P TOERZITIEICT ISM2.2 22— —Xv =27 /1]

(4.9 *v U —7FE DNS %— N80 %2470 ISM-VA (2 DNS $— 3D X5 §k % S L

T 7EEw,

3.2. Microsoft Failover Cluster ~MDi%EFIIE

321 KA aA—H—Tho MERABFDFHRE

1) 7T AL ERERT DA AR A R~ WInRM % E

Microsoft Failover Cluster 2> b fE R Z BT 572 DIZIE, 7 7 A X ZRERRKT 5K AR A o~
DOFENTET L TWDHRMENH Y £9, [2.1Windows ~DORETIE] 22, KK A

b ~OFREE FEH L T TZEW,

) Active Directory ~@ SPN ® B/l

RAA a—H =T sz H L Windows Server DR A4 2 B 1T 65 5

—NOP—E AT Y L4 (SPN) % IE L < Active Directory (28 6% T 2 LE N H Y F

T UTOFIREEZFETL, BERIRY — DO —E X7 Y U RAA R L TIEE

l/\

>setspn -A HOST/[Bixt5 7 5 2 % 1P| x5 7 Z 2 4 4]

fifead ik

> setspn -L [BEiixI 57 7 2 2 4]

(3) ISM-VA ~ R A A AEFHDENN
KA v a—P—Th o " TOERZITIRICIT TISM2.2 22— —X~v=a27T /1]
(3.4.2 ISM #IH#IF% &) & FEhi L T< 72 &0y,
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(4) ISM-VA ~ DNS 1§ # DB/

RAA =Y =77 FTOERZITIERICT NISM2.2 22— —X~v =27 /1]
(4.9 *v U —7FE DNS +— B0 Z4T0 ISM-VA (2 DNS $— 3D X8k % S L
TLIEE,

(5) Active Directory ~ Kerberos ZAT- D

Active Directory h— iz 74 LET,

PN X —=T v —ZREET,

[ — VR % 5 [Active Directory 2 —H— L a v B a—# —][2#RINL £7,
RAASERAL, [y Ea—2—]7 VX E2REHLET,

FMY 4 RUT, 2 TAE ) —NA%HE7 ) v 7 L [Ta T 428 IRLET,
[(FE]# 7T, EBEDOY —EZA~FLETIDa v a—F —%2EHT 5] F =y 7R
VI AWF NI TND Z LR LET,

7. [OKIZBRLAETDT FAH 7 — RIZKH LT 3~4 #FEfE L T 7ZE 0,

A A

3.3. Microsoft System Center ~MD & E FIE
2.1 Windows ~®O#%EFNE] %= L Microsoft System Center DA > A h—/L X}
TWDHEARA R « i~ A L CRREEFEM L T F S,

3.4. KVM ~ADERFEFIE
3.4.1. KVM Red Hat Enterprise Linux ~DREFIE (KA A >a1—F—{FHKE)
KVM & BGT 5720, BEHHR T SSSD — 2 & E L £,
Wy r—U R NIR LET,
krb5-workstation
samba
samba-client
samba-common

sssd
IR, #—IF XD root 2—P—TEREL TLZE,

1) [Jetc/hosts | Dtk
[fetc/hosts] 7 7 A /VEBHE E9,

# vi /etc/hosts

ITZBFHLLTIEEN,
> B4 L725 KVM —0 IP 7 KL 2 & FQDN, F% b4
> ISM-VADIP 7 KL %
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1)

192.168.30.222 rhel73.win2016.1ocal rhel73
192.168.30.228

KIOREEr—AL (FAMAN) TORR MIZIEIEBShEEAL, L L ZORE
D72\ E %R D Active Directory ~DS N2~ > RFE(TRFICZ T — L 70 ) £,

2 [Jetc/krb5.conf] Dt
letc/krb5.conf] 7 7 AV ZBE X £ 9,

# vi /ete/krb5.conf

* 7 3 3 [libdefaults] @ default_realm {Z KA A &2 RKLFTHRELET,
1)

[libdefaults]
dns_lookup_realm = true
dns_lookup_kdc = true
ticket_lifetime = 24h
renew_lifetime = 7d

forwardable = true
default_realm = WIN2016.LOCAL

Y7 v a v [realms] ZHELET,
iy
[realms]
WIN2016.LOCAL = {
kdec = 192.168.30.69
admin_server = WIN2016-ADVM.WIN2016.LOCAL

}

kdc (Z1% Kerberos OF 7y M EFITTHH— O IP 7 RL A% ELET,
admin_server (21X Kerberos & EEH— 3D FQDN Z#&E L £,

H#1E kde & admin_server |% DNS #—/3 & Active Directory #— 3 & 6] U
—/3 T,

* 273 3 [domain_realm]Z T L E 7,
i)
[domain_realm]
win2016.local = WIN2016.LOCAL
.win2016.local = WIN2016.LOCAL
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MRILF » ICFFELROBIDO L ST L, EERITHEHN LTS FAS A ZREL TS
2SN,

(3) [Jetc/samba/smb.conf] Dtk
[fetc/samba/smb.conf] 7 7 A V&P £,

# vi letc/samba/smb.conf

[globall &7 > 2 DS &2 THIBRL, [globall 27 > a VE L TFOXIICRELE
R
i)
[global]
workgroup = WIN2016

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab
log file = lvar/log/samba/%m.log

realm = WIN2016.LOCAL

security = ads
*workgroup & realm (FEFFIHEH L TND RAAL VA EREL T EIN,

(4) [fetc/sssd/sssd.conf] DERL

[fetc/sssd/sssd.conf] 7 7 A NEHE E T, WIHRETHEELZ2WVWO T, FHHEIEKRL E
j‘o

# vi letc/sssd/sssd.conf

i)

[sssd]
config_file_version = 2
services = pam,nss

domains = WIN2016.LOCAL
[pam]

[nss]

filter_groups = root

filter_users = root

[domain/WIN2016.1LOCAL]
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1d_provider = ad
auth_provider = ad
enumerate = false

cache_credentials = false

case_sensitive = false

HK[sssd] 7 2 3 ® domains &7 3 3 4 [domain/WIN2016.LOCAL] 1XZERRIC
FEALTVWD RAL U AEFHELTLIEIN,

RAAL va—PF—pu A VA —LT 4 L7 N 2 HEERT 554
[fetc/sssd/sssd.conf] @ [domain/ KA A 4] B 7 v a UL F&EBMLET,
fallback_homedir = /home/%u

(5) [fetc/sssd/sssd.conf] D/X— v g VDR
[fete/sssd/sssd.conf] D/3—3 v 3 % 600 IZEH L ET,
# chmod 600 /etc/sssd/sssd.conf

%600 LISMTE sssd Hh—EREEIFIZT T — 25O THERELTLEEN,

(6) o—H (RAbE) OFRZXNAHRE

PLFoa<wy RT, e—Hh (FARME) OFRRA NEZELET,
# hostnamectl set-hostname &~3A ~® FQDN

i)

# hostnamectl] set-hostname rhel73.win2016.1ocal

MKIORTEITr—HhL (KA FHN) TORARMOBRETT, Fv hU—27 ETOKRRA
MM SN EH A, A MDD FQDN (1) TRE L7- [letc/hosts] DR A RD
FQDN & —HIH T ZE0,

7 DNS #— D IP 7 F L A#&E
UFDa<y RT, DNS =D IP 7 FLRAZREL, A v F—7 oA ADFHEE %
ITWET,

# nmcli connection modify A > % —7 = A A4 ipvd.dns "DNS %— D IP 7 K1 A"

# systemctl restart NetworkManager

A UH =T 2 AL ERHRDHIE, U TFDa~vwy REEITLET,

#ifconfig (Red Hat Enterprise Linux 6 LLF)
#ip addr (Red Hat Enterprise Linux 7 LL_E)
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cRELCERT DI, LFoa~vy FEFTLET,

# host Kerberos & — 34,

1)
# host WIN2016-ADVM.WIN2016.LOCAL
HAWZIP 7 FLAREEFNL TWIUTELLSBEESNTWET,

(8) Kerberos ¥ 77 [RED AT
LIFDa~y RT, Kerberos F5FAliEa AT L E T,
# kinit Administrator
NAT— RE@PNDDT, KA L EHa—Y —Administrator D/XA T — R%& AJ)

[_/ i j‘o
BREEWERT DT, UToa~vr REEITLET,
# klist

KA AL EBPIHE SR, ELSRESNLTWET
L7238 1% ete/krbb.conf] ZfEER L TL &,

9) Active Directory ~® &/l
LN a~> KT, Active Directory (&L £,

# net ads join -U Administrator
NRAT— REEIPNDLDOT, RAA EHa—H —Administrator O/SX2A Y — K& AL
ESSRN
RIE LR T D121E, UTFoavr FeETLET,

# net ads info
P—MF#H (LDAPserver & RSN ET) & RAAL UAFIwOH S, ELLSER
EINTVE “9’"
K LTG5 I1ER A R4 DORIE L [/ete/sambal/smb.conf| O EZ MR L T E 0,
EJESE S0 @fx%z%ﬁﬁén&4/?%&<@okﬁa DEAZZHIL T ZE N,

(10) VAT LFRGED R E
UTDa<xy RT, A7 LFgiE (B — S O8EE) OREZITWVET,
Zoavry RickoT, FEERET 7 AP AERICERFSNET,

RAA va—F—DFR—L7T 4 L7 & BEER L22WGE

# authconfig --enablesssd --enablesssdauth --enablelocauthorize --update
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RAA 22— —DKR—LT 4 L7 N ZHEWERT 256
HEMU D, (1) Tete/sssd/sssd.conf] DOFFE T, [RAAS vz —HF—Dua 1 i
WZAR—LT 4 V7 N ZHEERT 256 Z2RER. LFZFEITL TN,

# authconfig --enablesssd --enablesssdauth --enablelocauthorize --enablemkhomedir --

update

(12) SSSD (System Security Services Daemon)#— B 2 DL &)
POz~ RTCSSSD r—bE R & EE L9,

# systemctl enable sssd

# systemctl start sssd

P—E2AOEEZMHERT DL, UTDavwr FEETLET,
# systemctl status sssd
ERFICEE L TOE, ELKRESHLTHET,
K U726 1% Tete/sssd/sssd.conf] WERE 77 A /X— v a U EMERL TS
[

(12) RAA va—F—Tou s A s
RAA v a—PF—DRLHE
RAAL 2= —DEFDHEILITFRO L)W ONESHFRH Y £7°,
a—H—4
"RAAL T VT 4y I AN —HF 4!
"RAAL TV T4 T ARALHY T 4 7 A=Y =4,
‘=P —H@QRAAL T VT T A
"= —H@QRNAA T VT 4 TR RNAAL YT 4 v TR
1)
administrator
'win2016\administrator'
'win2016.local\administrator'
'administrator@win2016'
'administrator@win2016.local’
% [letc/sssd/sssd.conf | @ [domain/WIN2016. K 21 4] T case_sensitive = false
ELTWD T, KT« ANCFORBIELEE A,
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RAA v a—HF— DI LR
TRoaxy FOWThNEHNT, RAL ra—F—DFERRBATEET, 22—
P—HIFE ERO2—F—HORELFHED Enz AT HER T,
#id =—H—4
# getent passwd = —H%—4

a—P—fFEAF R EUL, ELKRESHTHET,

RAA va—P—Tonr 71 R
UTFToa<y RoWThnz AT, SSH Yu harcou /A VRN TE £1,
2—P—2T EFROZ—F A DORILHED ENZ AT HEH T,
#ssh =2 — VP —H@EHRSGE Y —IP 7 KL 2
#ssh -1 = —W—4 EHNGH—NIP 7 RL A

i)

# ssh administrator@192.168.30.222

# ssh 'administrator@win2016'@192.168.30.222

# ssh —1 'win2016.local\administrator' 192.168.30.222
EORETHRrZ A TEUR, ELSKHEESNTWET,

(13) RAA v a—Y—DORE
[3.4.8 —ra—F—TH o MEAROZREIICLTEN>T, AL 2 —HF—DHE
LT TL &,

NGTNY =T 4T

RA MG EEREr A TR holchib
Xy U —27 EORA MM Ea—HVDRA NOW G E2ET L%, LLFD 2
oSPavy REFITLET,

# net ads join -U Administrator

# systemctl restart sssd
TTH R T A NRET 25813, MEDOKIED [lete/krbb.keytab] 125~ T
WA REEMEDRH D729, LT D 2~ K Clete/krbb.keytab ZHIFE L T, LR
Da~vy REHIETLET,
# rm /etc/krbb.keytab

Copyright 2017-2018 FUJITSU LIMITED
30/45



(14) ISM-VA ~ R 2 A A& OB
NSM2.2 2—H'—X~v==27 /1| (3.4.2ISMFHHTE)Z I L T 72 &0y,

(15) ISM-VA ~ DNS {§# 0i8/n
NSM2.2 2—H#—X~v==27 /1] (49 X NT—ZFE DNS +— MBI Z{TV ISM-
VA IZ DNS $r— D%k A FEhin L T 7230,

3.4.2. KVM SUSE Linux Enterprise Server ~MXEFIE (KA A va—H—FEHE
KVM SR Z TG 5728, B T SSSD h—E XA 4R E L £,

VIBEDRREIX, #— VLY yast 3~ Fafli o7, GUI DA ==2—X 1Y YaST %ff
STITHTLEEV, T ZTldyast a~r REHWZHEOWWTORLET,
1) yast =~ KO H)

2 —F N LY root =—HF—TLTFDOa~vr REFETLET,

# yast

yast WCTOIHH OERIL, KEIF—& TAB F—42fA 5L TGERLET,

2 R A N4/ DNS OFRGE
1. System — Network Settings Z iR L Enter ¥ — %L £7,

¥aST Control Center

[Run] [Quit]
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2. Hostname/DNS Z@&{R L, LI TFTOHHEZHEL TH1H OK &R L, Enter ¥ —%
HLET,
+  Hostname
+ Domain Name
+ Assign Hostname to Loopback IP

+ Name Server 1

Network Settings
a L L

—Hostname/DNS—Routing

Domain Name
WINZ2016.LOCA
erface with d
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3) SSSD #— b ZDEIE
1. Network Services — User Logon Management % %R L Enter ¥—%# L £,

YasST Control Center

Hardware
Network Servic

[Run][Quit]

2.

Va3 e

ter Name suseizz
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3. UTOHEHIZF = v 7 & Af, Join Dom %Zi#ER L, Enter F¥—Z# L £,
+  Allow Domain User Logon
+  Users

+ Groups

Manage Domain User Logon

Name | Value

nt Certificate (MS

Dom] [Clear Domain Cac][Edit][Deletel]l [Exten

[0K] [Cancell
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4.

+ Domain name

UFOHEZRE LT D OK 2R L, Enter F—%2M L E7,

+ Which service provides identity data, such as user names and group members

Microsoft Active Directory
+ Which service handles user authentication?
Microsoft Active Directory

+  Enable the domain

ocal 555D file data
Microsoft Active Directory

L D f1i
Microsoft Active Directo
al ot pr authenti

[x] Enable the domain

35/45

lib name)
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5. ETOHAAZZEAELIIF =y 724 L, OKZER L, Enter ¥ —% L £ 7,

Domain name
WIN2016.LOCAL
Whi.c

[oK] [cancell
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6. LLFTOHHZHFRELTHD OK Z&EIR L, Enter ¥—Z# L £ 7,
+  Username
- Password
- Update AD's DNS records as well

Active Directory enrollment

Current status

Name alue
Active Directory Server|WIN2016-ADVM.WIN2016.LOCAL (Auto-discovered via DN
ry Domain|WINZ2816.LOCAL

t Status

Administrator) to enroll or re-enroll this
Username
Administrator]

7. OK Zi#ER L., Enter X —Z# L £,

Active Directory enrollment

Current status
IN2016-ADVM.WIN2016.LOCAL (Auto-discovered via DN

Enrollment has completed successfully! Command output:
Using short domain name -- WIN2816 Joined 'SUSE122' to dns|
domain 'WIN2816.LOCAL'

Us m
Adminis
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RAL v a—P—DR—LF 4 L7 b EERT HHEI IR E T,
RAL v a—F—DHR—LT 4 L7 bY ZER L22WEEIT 1L~ E T,
8. LITFORE% L THh 5 Extended Options %7K L, Enter Z L £,

+  Create Home Directory

Manage Domain User Logon

[Join Dom] [Leave Dom][Clear Domain Cac][Edit][Delete] x

[0K] [Cancel]

9. LUTOHEBZENLTHS Add #12BIR L., Enter F—H L £,
- fallback homedir
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10. L FOFH 2 AL THoD OK &R L, Enter F—ZML £,

+ /home/%u

[Join Dom][Le Dom] [Clear D in Cac][Edit] [Delete]

[Can
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12. L FOHEHEZEIRL THHbH Add #38R L, Enter ¥— L £7,

« filter users

n
g fetched b
f

13. L FOFHEZ AL THoH OK %R L, Enter ¥—Z L £,

*  root

[Add][ca
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14. Name switch — Extended Options Z %R L, Enter ¥ —%#L £,

Manage Domain User Logon

D:
[x] ALl

Dom] [Clear i 1[Edit] [Delete] x

15. L FOEHE 2R L TH Add #3#R L, Enter ¥—M L 7,

-+ filter_groups
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16. LT OXFF 2 AN L Tinb, OK Z@R L, Enter ¥ — % L 7,

*  root

[Join Dom] [Leave Dom] [Clear Domain Cac][Edit] [Delete] [Extended

[Ca 1
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18. Cancel 24K L, Enter ¥—%# L £7,

User Logon Management

Name
Computer Name

19. Quit #®R L, Enter ¥—%M L 7,

YaST Control Center

ard e
Network Servic

TFTP Server
User Logon Management
N G and Clients

LI ETSSD — B 2DOHREITKR T TI,

43 /45
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4) RAA va—F—ToOr 7 A
RAA v a—P—DRFLHE
FAAL v a—P—DRLFEFITRLRDO LIV ShEZHTNH Y £7,
e
"RAAL T VT 4y 7 AN ——4!
"RAAL TV T4 T A RAL BT T 4y 7 ANA—F =4,
‘=P =M@ NAA TV T gy TR
"= —H@NAA T VT 4 9 T ARAL YT TR
i)
administrator
'win2016\administrator'
'win2016.local\administrator'
'administrator@win2016'
'administrator@win2016.local’'
MRAAL L DAT Y a3 v DFFET case_sensitive false & L TWHD T, KLF /L
FOXBNILEHE A,

RAA va—F—Tonr s A R
UTFDa<y ROWTNrERNT, SSH 71 haLTor 7 A VRN TEET,
=P —ZT EROA—P =K ORELEHIED LNz VT bR T,
#ssh 2 —P—H@EHSRY—IP T FL- X
#ssh -1 =2—H—4 EHFGEY—IPT7 FL-X
iy
# ssh administrator@192.168.30.222

# ssh 'administrator@win2016'@192.168.30.222

# ssh —1 'win2016.local\administrator' 192.168.30.222
EoFETHLr A TEL, ELKEESNTWVWET,

(5) RAA V2= =D E
3.4.3 — 2 —W—TH o7 MERFOEREI IZLT=0R> T, RAL Va2 —H—DFRE
ITHoTLTEE,

(6) ISM-VA ~ K 2 A U EHROEM
[ISM2.2 2 —H—X~v==27 /1] (3.4.2 I1SM WIHIRE) % Eii L T ZEW,
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@) ISM-VA ~~ DNS 1§ # DB
NSM2.2 2—H—X~v==27 /1] (49 X NI —ZFE DNS +— MBI Z{TV ISM-
VA IZ DNS $r— D%k A FEhin L T 7230,

343. — a1 —Y¥—T7hV MERRKDERTE
KVM 1§ 8 AR ML root 22— — DA TEAETE 7,
root L—H—LIHND2—Y— (FAAS a—P—tEHFET) TKYM FERERGTS
A BRI Linux — 3 B C, itRa—HF—% 7 /L—7 libvirt (BN 2 HER &
nET,
2—W—% 7 —"7 libvirt IZIBINT 254 root = —HF—TLUTFTZFITL T ES
W,

# gpasswd -a = ——4%4 libvirt
Ko — AT TPILFTHREL T LI,

A=W —% 7 —7 libvirt 2> HHIERT 558 root = —F—TLUFZET LTS
AN
# gpasswd -d = —H%—4 libvirt

MK RNAA va—P—4 EFRa~vy RTIZ—TB00 - HIBRSFTRE T,

3.5. IPCOM ~ME&EFIE

351 RETYUEHRRBITY FETHERREFIE

admin = —%—T IPCOM DAREHR A TGS 25613, BEfx4 IPCOM #— 3 ET
admin = —%—% 7 /L—7 libvirt [ZIBMM L, K8~ > U FRIUEG 2~ > REITHER %
H 20 ENRHY 7,

admin = —W%—% 7 /)L —7 libvirt (S BINT 554, admin = —H—TLLF 2 51T
LTLZEN,

# sudo gpasswd -a admin libvirt

admin =—%—% 7 /)L —7 libvirt 5 HIRT 5546, admin = —H—TCTLI T2 5
ITLTLEEN,

# sudo gpasswd -d admin libvirt
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