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1. #REEFERL

LUTICHREIBDOE R EIPsecl 2T AR AR BIRESZH LET,
IPsecDEFEHRIEISRIND Y TILEEZTCESZEL-EBOIERTI,
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FUJITSU

TSR
/ Windows Azureffll
~ L 2
192.168.10.0/24 L2 TRAATELRL 10.0.0.0/8
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5 A=k L Azurefil
)/ GW .
IPsec VPN
%
k ping

IPCOMMLRI-E7F7RFLR

IPsect i DIFHM(S E D EZRFI THEELES DIFER) Y-y.y.y

IKEZz—X1 | B#RM|E—F A E—R
(RS R AES-CBC256
Ny ER HMAC-SHA1
DHY IL—7F MODP1024
4 FHAM 28800sec

IKEZx—X2 | BBEI1ER AES-CBC128
Ny HMAC-SHA1
AT EAR 3600sec
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B AzureDRE AT —O{ERFFICIHDELERTE

MFLETFLR XXXX(IPCOM®MD S O—/\JL7ELR)
IPsecBIEDTRLALUD H—/\Hl(RE< )7L X:10.0.0.0/8
IPCOMEIDIEELETFL X :192.168.10.0/24

B AFER(PCOM)D T O—/NILTRLRIFLUTOAT R THEZELET

on mm e J

ipcom# show interface interface:pppo T JO— LB 87— %%
ppp0 MTU: 1492 <LINKUPTPUI|<ITTOPOINT>
Type: ppp over ethernet

Description:
MAC address: 00:23:26:ee:01:9‘a
IP address;, 32 'ﬁ IP address|§HMCCTHEREES

Destination IP address:
MRU: 1454
ipcom#
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B |[PsecDERTE
B SEDOEEFTIE. TIKEJL—IL]TIPsec/L—)L T BRI AR 12/ERLET

O REREH &t BA
[IKEJL—ILDERFE] IKEJL—ILDEERTE
ike rule 100 71—RXUEFEHR)—ZHRET HIL—ILTY . SEIFET
set-peer ipv4 y.y.y.y interface ppp0 FRLRERERA VAT —ADAHIEEL . MDEREMBITT I+
IWMEZRIALEY,
[IKESRTHERDERE] EHIHEROKRTE
ike pre-shared-key ipv4 y.y.y.y key XXXXX interface ppp0 | #F K7L RAZikeDIDEL T, Azureff| TERSN-H B H
EERELEY,
[IPsec/)L—ILDERTE] IPsec)L—ILDERXTE
ipsec rule 100 Ix—R2IIBI BRI —FHET HIL—ILTY, SEIFET
class-map ipsecl FRLREEHEA AT —AENule 10011 HT S 7RLAL
set-peer ipv4 y.y.y.y interface pppO DUFERELT DR EMBEIET I7+ILMEEFIALET .
(V53R TDERE] IPsecBIENTRLALUUEETE
class-map match-all ipsecl ipec rule 100ICERASINDSTRLAL U CERELET . 6T
match source-address ip 192.168.10.0/24 HEEEDRELEEREZAHLEIVELHYFET . SED
match destination-address ip 10.0.0.0/8 BITIE., Azurefil iR A& BIED%E58(F10.0.0.0/8T, 58

5£/H3192.168.10.0/247%5YFE T AN, IPCOMBEIMSREENIF
W(ZHADT, HIZHRELTHVET,
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3. IPCOM EXMDEEE

B LTOAV I T EHFETHBRNICESR I DAL TOIAVTT T . 1V F—2yM R T 556
(. BRI 7AT7 24— ILBEECK BIF e, EBEL—VD/RRT—FREFEITOTTILY,

(o ®)
FUJITSU

fixup protocol dns 53/udp
fixup protocol ftp 21/tcp
fixup protocol http 80-83/tcp
fixup protocol http 8080-8083/tcp
fixup protocol https 443/tcp
access-control default-accept
protect checksum-inspection enable audit-normal
ike rule 100
set-peer ipv4 y.y.y.y interface ppp0O
exchange-mode main
|
ike pre-shared-key ipv4 y.y.y.y key XXX interface pppO
Interface lan0.0
|
interface lan0.3
ip address 192.168.10.254 255.255.255.0
ip-routing
|
interface ppp0
ip address auto
ip-routing

ppp user-name 123@456.78 pppoetE | S ER
ppp password aaaaaaa IDE/RRD—RZEERTE

ppp dns-server auto
ppp mru 1454

ppp adjust-mss auto
ppp add-routers
ppp-link lan0.0

ipsec rule 100
class-map ipsecl
set-peer ipv4 y.y.y.y interface pppO

!

class-map match-all any
match any

!

class-map match-all ipsecl
match source-address ip 192.168.10.0/24
match destination-address ip 10.0.0.0/8

!

user-role administrator
description "Default user role"
display-name "IPCOM administrators"
match user admin

!

user-role remote
description "Default user role"
display-name "IPCOM access via network"
match user admin

!

user-role user
description "Default user role"
display-name "IPCOM operators"

!

user admin
valid
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B [PsecDSADEIL SN TRIEMNINT HE, LLTODAT R TIPsec
ZRH9 AMMET BT ERE T HAEINHEEKFT,

avR4 HAOARE
show ike summary ikefE R IEERDIETIEER

detailF D 5| M TeHMIFIME L T F LA HE

show ipsec-information summary | IPseck> % JLIZEE9 B #i 15 R

detailF D 5| M TeHMIFIME L T F LI HE

BCNoDIAVVRDBERMNENSNGNGZEF, REPRYNT—
HEICHBENDDIGENHYET , IPsecDFEEICHIENDHDHIGE
[%. F'show logging message |Ia<RFDHER ., "IKE"X>"IPsec’ &Ly
SHEREA Y E—DBEATAI A EAYET,
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B |PsecDSANEIL SN TEIEMNINT HE. LTD KOG A

BRIZHYFET,

show ike summary

show ipsec summary

ipcom# show ike su show ike summary
[ISAKMP SA Information]
[No 0001]
(Current ISAKMP SA)
Local-IP(pppO: | )
Peer-IP( )
Side(Initiator), Status(Established), Commit-bit(OFF)
Cookie(f807d0616b97221d):(b0c9bfode2a405e3)

ipcom# show ipsec su show ipsec summary
[IPsec SA Information]
[No 0001]

(Current IPsec SA)

Mode(tunnel)

Local-IP(pppO:| )

Peer-1P( N

Direction(IN), Protocol(ESP), Spi(3188694197,0xbe0f9cb5)
Source(10.0.0.0/8[0]:any)
Destination(192.168.10.0/24[0]:any)

Side(Initiator), Status(Established)

[No 0002]

(Current IPsec SA)

Mode(tunnel)

Local-IP(pppO: | )

Peer-I1P( )

Direction(OUT), Protocol(ESP), Spi(3347380778,0xc784fa2a)
Source(192.168.10.0/24[0]:any)
Destination(10.0.0.0/8[0]:any)

Side(Initiator), Status(Established)
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[ ] IPseCh\*ﬁ%JLtH;Ef&L\H%' ﬁEm\T%)W%”&%nJI Li'd—o

B IPsecDrZT I a—MMIIUTOIARVEDNFAHEET . FTEXEZELD
MRENEONZFEZEL T, RIZAYE—2o0T OFERFITOTTILY,

avUR4 HERHELINE
show logging message IKE,IPsecD ##i (BT TN, K FTAVvE—

OJELTHERTAENEFEXET . AT AED ML
[RSFAARIZRBEINTULET,

show ike summary IKEDFEILIZERT ST MM HER L EE T, detail
ED5IMTHMFERZHITELARETT .

show ipsec-information summary | IPseck> L DFEIL BT A#iEHEIRAHETEH K
F9 . detailFED 5| M THMIFHRZHI ZLAEETY,

trace-network intefaceXX IEFEL=Interface LIZHENZ /N yhEX v TFv T
|(F¥TFr—EE) BENHEFEFT, ERLI=pcapZ7AILIL. wireshark
save trace-network interfaceXX EZENY— ) CIHERTAIAENAHEFTF T, VELEIRE
l [THEvTFrL. HERETRIZPLT (no trace-network

no trace-network interfaceXX O URT)IEDHTTELY,
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