RefiridER © Si-R/SI-R brin> U — X5 EH

(NTTSREZA / NTTREAT L v YHR T A )

IPv6 IPOESTL (OO EFERKEL) CTHREZRERI DREM T,

TUwY RROIAMDTU WY -veA T aVZFAALT, #mEZVPN (k) #EiRUE T,

IPv6 IPOEAT (ONDDEFEZKEL) DHBE. 1640DTL T 4 v IRXZVEDRMENTID. COTL T4 v I
FEEICEDET, T -voeF T3 VD [R—L] REZITOIZET, BEMESNETU T 4 v IRADESE
SNTH. BETIPseczBEiRT D ZEDHEETT,

BH Ty -veA T 3>D [R—L0] [F HOSDUHT—ERERT A (NGN IPv6)ICT. EFHDMHETT,

¥|Pv4/ Ty RZzEIPveNwy S TH T (IPv4 over IPv6 IPsec tunnel)

DISRIERE R
Si-R G2 U—X V3.00LAk%

[BRENE]

- Si-R GDether 1 1ZWAN. ether 2 1-47ZANIE LE T,

- WANM(E. IPOET/64D7 RURZEEHOEDHTHNDELFT,

- WANBITDHC(PZ =4 77> hEREZBRIICULE T,

- LANBIIC192.168.1.1/24. 192.168.2.1/1247ZE|DHTHELET,
- |Pv4 over IPv6 IPsec tunnel CHLREZ R LRI,

F—da: F—d:
sirl.aoi.flets-east.jp sir2.aoi.flets-east.jp

NGN

IPsec

192.168.1.0/24

192.168.2.0/24
0 192.168.1.1 -

192.168.2.1

FEZE P FEIE P

Ether1 1 Ether1 1 Ether2 1-4
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[EREHI]
- sir2-keylZ(&IPsecB 25 E LT LTEE Lo

Si-R G_15%7EH

ether 1 1 flowctl off off

ether 1 1 vlan untag 1

ether 2 1-4 flowctl off off

ether 2 1-4 vlan untag 2

lan 0 ipv6 use on

lan 0 ipv6 ifid 0:0:0:1

lan 0 ipv6 address 0 auto

lan 0 ipv6 ra mode recv

lan 0 ipv6 ra recv prefix-mode routers

lan 0 ipv6 filter O pass acl O reverse

lan 0 ipv6 filter 1 pass acl 1 reverse

lan 0 ipv6 filter 2 pass acl 2 reverse

lan 0 ipv6 filter 3 pass acl 3 reverse

lan 0 ipv6 filter 4 pass acl 4 reverse

lan 0 ipv6 filter default reject

lan 0 ipv6 dhcp service client

lan 0 ipv6 dhcp client option na off

lanOvlan 1

lan 1ip address 192.168.1.1/24 3

lan 1 vlan 2

remote 0 name vpn-hon

remote 0 ap 0 name honsya

remote O ap 0 datalink type ipsec

remote 0 ap O ipsec type ike

remote O ap O ipsec ike protocol esp

remote 0 ap 0 ipsec ike encrypt aes-cbc-256
remote 0 ap 0 ipsec ike auth hmac-sha256
remote 0 ap O ipsec ike pfs modp1536

remote 0 ap 0 ike mode main

remote O ap O ike shared key text sir2-key
remote O ap O ike proposal 0 encrypt aes-chc-256
remote O ap O ike proposal 0 hash hmac-sha256
remote O ap O ike proposal 0 pfs modp1536
remote 0 ap O tunnel local sirl.aoi.flets-east.jp
remote 0 ap 0 tunnel remote sir2.aoi.flets-east.jp
remote 0 ap 0 sessionwatch address 192.168.1.1 192.168.2.1
remote O ip route 0 192.168.2.0/24 11
remote O ip msschange 1350

syslog facility 23

time zone 0900

proxydns source-port any

resource system vian 4084-4094
consoleinfo autologout 8h
telnetinfo autologout 5m

acl 0 ipv6 any any 17 any

acl 0 udp 500 500

acl 1ipv6 any any 50 any

acl 2 ipv6 fe80::/16 any 17 any

acl 2 udp 546 547

acl 3 ipv6 any any 58 any

acl 4 ipv6 any any 17 any

acl 4 udp any 53

terminal charset SJIS
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Si-R G_25% E 5l

ether 1 1 flowct! off off

ether 1 1vlan untag 1

ether 2 1-4 flowctl off off

ether 2 1-4 vlan untag 2

lan 0 ipv6 use on

lan 0 ipv6 ifid 0:0:0:1

lan 0 ipv6 address 0 auto

lan 0 ipv6 ra mode recv

lan 0 ipv6 ra recv prefix-mode routers

lan 0 ipv6 filter O pass acl O reverse

lan 0 ipv6 filter 1 pass acl 1 reverse

lan 0 ipv6 filter 2 pass acl 2 reverse

lan 0 ipv6 filter 3 pass acl 3 reverse

lan 0 ipv6 filter 4 pass acl 4 reverse

lan 0 ipv6 filter default reject

lan 0 ipv6 dhcp service client

lan 0 ipv6 dhcp client option na off
lanOvlan 1

lan 1ip address 192.168.2.1/24 3

lan 1vlan 2

remote 0 name vpn-hon

remote 0 ap 0 name honsya

remote 0 ap 0 datalink type ipsec

remote O ap O ipsec type ike

remote 0 ap O ipsec ike protocol esp
remote O ap O ipsec ike encrypt aes-cbc-256
remote 0 ap 0 ipsec ike auth hmac-sha256
remote 0 ap O ipsec ike pfs modp1536
remote 0 ap 0 ike mode main

remote O ap O ike shared key text sir2-key
remote O ap O ike proposal 0 encrypt aes-chbc-256
remote 0 ap O ike proposal 0 hash hmac-sha256
remote O ap O ike proposal 0 pfs modp1536
remote 0 ap O tunnel local sir2.aoi.flets-east.jp
remote 0 ap 0 tunnel remote sirl.aoi.flets-east.jp
remote 0 ap 0 sessionwatch address 192.168.2.1 192.168.1.1
remote O ip route 0 192.168.1.0/24 11
remote O ip msschange 1350

syslog facility 23

time zone 0900

proxydns source-port any

resource system vian 4084-4094
consoleinfo autologout 8h

telnetinfo autologout 5m

acl 0 ipv6 any any 17 any

acl 0 udp 500 500

acl 1ipv6 any any 50 any

acl 2 ipv6 fe80::/16 any 17 any

acl 2 udp 546 547

acl 3 ipv6 any any 58 any

acl 4 ipv6 any any 17 any

acl 4 udp any 53

terminal charset SJIS
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fiEss
Si-R_G_1EREf#ER

Si-R G1
ether 1 1 flowct! off off
#etherl 17/R—h CoOO—HIfHHEREZ ESNIZLET,

ether 11 vlan untag 1
#etherl 17R—b%Tag ZELVLANLIZERELFE T,

ether 2 1-4 flowctl off off
#ether2 1-47R—b CTOO—HIEHBEREE |/INICLET

ether 2 1-4 vlan untag 2
#ether2 1-47R—hk%Tag ZELVLAN2IZERELE T,

lan 0 ipv6 use on
#WANEIA 2T —R T, IPveEREZ R RNILFET,

lan 0 ipv6 ifid 0:0:0:1
HWANI A AT T —RATLIURTT—RAIDDEEEITVET
#veA T3 Thame B LI-M2 37— A IDV6 PRLAD B EEZTELET .

lan 0 ipv6 address 0 auto
HWANMEIA BT —RTIPV6 7PRL RERELET

lan 0 ipv6 ra mode recv

HRAAYE—D D RIERREETZIICLET,

lan 0 ipv6 ra recv prefix-mode routers

HRAAYE—URBICKYT LIV I AN ERBEINTHE . TRLRAYBETILIITRELET .

lan 0 ipv6 filter 0 pass acl O reverse

lan 0 ipv6 filter 1 pass acl 1 reverse

lan 0 ipv6 filter 2 pass acl 2 reverse

lan 0 ipv6 filter 3 pass acl 3 reverse

lan 0 ipv6 filter 4 pass acl 4 reverse

lan 0 ipv6 filter default reject

HIPV6 TR T IKY ACLICER BT HBIEZHAIL. ThLUSNDRBIELEN T SR EELET,

lan 0 ipv6 dhcp service client

HWANEIA > B3—D T —XIZ®L T, IPv6 DHCPOSA 7 MMkBEEBERIZLET,

lan 0 ipv6 dhcp client option na off
#IPv6 DHCP 547 hDIPV6 7RL RERFoffIZERELET o

lanOvlan 1

#VLAN ID &lan EE B S DRELEMITEITVET,

lan 1ip address 192.168.1.1/24 3
HANBIPFRLRERELET,

#+192.168.1.1/24 : LANBIDIPPFL R /R RYTT,

#:3: TA—KFF v R PRLADEA T, BEIX3THENEE A,

lan 1 vlan 2
#VLAN ID &lan EEZBESDOBEEMITEITVET,
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remote O name vpn-hon
#Si-R G2 [T DIPsecA U A—TT—AD BRI EE) R ELET .

remote 0 ap 0 name honsya

7 9ERARA UMD BRTIEE. remote name,BILTHAN) R ELE T,

remote 0 ap O datalink type ipsec
#IN\ MR E AL L TIPsecERELET

remote 0 ap O ipsec type ike
#IPsectEIRDAA T IPsec B BN MERTELET

remote 0 ap O ipsec ike protocol esp

HE BRI A IPsectEHRD X 1) T+ FTORIJLIZESP (BEB) 2R ELE T,

remote 0 ap O ipsec ike encrypt aes-cbc-256

H#E BB A IPseclEIRDIE B 1FIRICAES256E Y NEERELET

remote 0 ap 0 ipsec ike auth hmac-sha256

HE BRI A IPsecBERD BB IRICSHA2Z R ELET .

remote 0 ap O ipsec ike pfs modp1536
# B B 82 33 R B IPsectE #R 0D PFS{E B B D DH (Diffie-Hellman) 4 JL— 7 1Zmodp1536 %R ELE T,

remote 0 ap 0 ike mode main
#IKE 1E¥RD X HE—FZEMain Model SR ELET

remote 0 ap O ike shared key text sir2-key
HIKE Y a3 HET B D F 82 (Pre-shared key) #RELE T,

remote 0 ap 0 ike proposal 0 encrypt aes-cbc-256
#HIKEE Y av RS EROES 7 LT X LIZAES256E VR ERELET .

remote 0 ap 0 ike proposal 0 hash hmac-sha256
HIKEt Y3 ADRREERICSHA2ZERELE Y,

remote 0 ap 0 ike proposal 0 pfs modp1536
#IKETE$R 0D PFS{3 FA B D DH (Diffie-Hellman) 4 JL—IZmodp1536% SR ELE T,

remote 0 ap 0 tunnel local sirl.aoi.flets-east.jp
#IPseck U RILDEETTRLADEREEZLET,
#eA TV ICTHRELIIR—LIDEEEHLET .

remote 0 ap 0 tunnel remote sir2.aoi.flets-east.jp
#IPsechV RILDIBETFLADFREELET .
#eA TV ICTHRELII R —LIDEEZZHLET .

remote 0 ap O sessionwatch address 192.168.1.1 192.168.2.1
HERL Y IV ERDREELET,

#:192.168.1.1 : ICMP ECHO/ N\ Yk DEETIPPRL A TY,
#:192.168.2.1 : ICMP ECHO/ N YR D IEEIPFRL AT,

remote O ip route 0 192.168.2.0/24 1 1

#xEEESI-R 2OANBIR YT —I~ANDREAT 49T —FERELET .
#:192.168.2.0/24 : X AIZEESI-R G2OLANAI R YT —HTY,

#:1 :metriclETY . BEXITHEUVET A,

#-1:distancefETY ., BREIFITHRLEH A,
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remote 0 ip msschange 1350
R R AR TT—RADMSSIEF1350[CEEF A FT

syslog pri error,warn,info
syslog facility 23

#ORTLOTEROENER / HARERIFVITADREZLET . BEFZOETHEVEE A,

time zone 0900

HEALY) —VERELES . BEFCDFFTHEVEE A,

proxydns source-port any
HDNSDEETTR—FEREITHRELET .

consoleinfo autologout 8h
telnetinfo autologout 5m

# T ILaAY) =)L TEINETARY 3V D AR ANEWNEE ORI a3 YIEEEERELET .

BEICOETEVEEA,

acl 0 ipv6 any any 17 any

acl 0 udp 500 500

acl 1ipv6 any any 50 any

#7 DR ART, IPsecDREFLET,

acl 2 ipv6 fe80::/16 any 17 any
acl 2 udp 546 547
#T7 VA AN TDHCPVEDEREZLET

acl 3 ipv6 any any 58 any
#7 VR ART, ICMPV6 DR EFLET

acl 4 ipv6 any any 17 any
acl 4 udp any 53
#7 DR ARTDONSDHREZELET

terminal charset SJIS

#3—3F )L AT SEFa—KEShift ISO—RIZERELET,
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fiEss
Si-R_G_2EREf#ER

ether 1 1 flowct! off off
#etherl 17/R—h CoOO—HIfHHEREZ ESNIZLET,

ether 11 vlan untag 1
#etherl 17R—b%Tag ZELVLANLIZERELFE T,

ether 2 1-4 flowctl off off
#ether2 1-47R— b COO—HIEHBEREX |INIZLET

ether 2 1-4 vlan untag 2
#ether2 1-47R—h%Tag ZELVLAN2IZERELE T,

lan 0 ipv6 use on
#WANEIA 2T —R T, IPveEREZ R RNILFET,

lan 0 ipv6 ifid 0:0:0:1
HWANBIA VAT —RTAURATT—RAIDDFREEXITVET,
#v6A T3 ThameB R LI-M2 27— A IDV6 PRL AD B EEZTELET .

lan 0 ipv6 address 0 auto
HWANMEIA BT —RTIPV6 7PRL RERELET

lan 0 ipv6 ra mode recv

HRAAY T —D D RIEMREEFZIICLET,

lan 0 ipv6 ra recv prefix-mode routers

HRAAYE—UZEICKYTL IO RANERSNT-IGE . PRLAYBETSLIICHRELFET,

lan 0 ipv6 filter 0 pass acl O reverse

lan 0 ipv6 filter 1 pass acl 1 reverse

lan 0 ipv6 filter 2 pass acl 2 reverse

lan 0 ipv6 filter 3 pass acl 3 reverse

lan 0 ipv6 filter 4 pass acl 4 reverse

lan 0 ipv6 filter default reject

HIPV6 TR T IKY ACLICER BT HBIEZHAIL. ThLUNDRBIELENT R EELET,

lan 0 ipv6 dhcp service client

HWANBIA > B—D T —XIZ® LT, IPv6 DHCPOSA T MMkBEEBRIZLET,

lan 0 ipv6 dhcp client option na off
#IPv6 DHCP 547 hDIPV6 7RL RERFoffIZERELET o

lanOvlan 1

#VLAN ID &lan EEBE S DRELEMITEITVET,

lan 1ip address 192.168.2.1/24 3
HANBIPTRLRERELET,

#+192.168.2.1/24 : LANBIDIPPFL R /R RY T,

#:3: TA—KFF v R PZRLADEA T, BEIX3THENEE A,

lan 1 vlan 2
#VLAN ID &lan EEZB S DOBEEMITEITVET,
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remote 0 name vpn-shi
#Si-R G1E] [T DIPsecf Y A—TT—RADBRTERE) R ELET,

remote 0 ap 0 name shisya

#T7 9 EARAU D Z B UEE. remote nameERILTHREN ZHRELET,

remote 0 ap O datalink type ipsec
#INTNERE R EEL TIPsecH R ELE T

remote 0 ap O ipsec type ike
#IPsectEHRD A1 T 1ZIPsec BB BERMERTELFET

remote 0 ap O ipsec ike protocol esp

H#E BRI AIPsectEHRD X 1) T+ FORIJLIZESP (BEB) 2R ELE T,

remote 0 ap O ipsec ike encrypt aes-cbc-256

#E BRI IPsectERDIE S 1FIRICAES256E Y ERELET .

remote 0 ap 0 ipsec ike auth hmac-sha256

#BE BRI IPsec!EHR D B IBEMICSHA2Z R ELE T,

remote 0 ap O ipsec ike pfs modp1536
# B B 82 33 R B IPsectE #R 0D PRSI B B D DH (Diffie-Hellman) 4 JL— 7 1Zmodp1536 %R ELE T

remote 0 ap 0 ike mode main
#IKE 1E¥RD X HE—FZEMain Model TR ELET

remote 0 ap 0 ike shared key text sir2-key
HIKE Y a3 HET B D B 82 (Pre-shared key) #RELE T,

remote 0 ap 0 ike proposal 0 encrypt aes-cbc-256
#HIKEE Y 3> RS EROES 7 LT X LIZAES256E v ERELET

remote 0 ap 0 ike proposal 0 hash hmac-sha256
HIKEt Y3 ADRREERICSHA2ZERELE Y .

remote 0 ap 0 ike proposal 0 pfs modp1536
#IKETE$R 0D PFS{3E FA B D DH (Diffie-Hellman) 4 JL— 2 IZmodp1536% SR ELE T,

remote 0 ap 0 tunnel local sir2.aoi.flets-east.jp
#IPseck U RILDEETTRLADEREEZLET
#eA TV ICTRHRELIIR—LIDEERHLET .

remote 0 ap 0 tunnel remote sirl.aoi.flets-east.jp
#IPsechV RILDIBETFLADFREELET .
#eA TV ICTHRELII R —LIDEEZZHLET .

remote 0 ap O sessionwatch address 192.168.2.1 192.168.1.1
HERL Y IV ERDREELET,

#:192.168.2.1 : ICMP ECHO/ N\ Yk DEETIPPRL A TY,
#:192.168.1.1 : ICMP ECHO/\N YR D IEEIPFRL AT,

remote O ip route 0192.168.1.0/24 1 1

#xEEESI-R 2OANBIR YT —I~ANDREAT 49T —FERELET .
#:192.168.1.0/24 : Xt AIZEESI-R G2OLANAI R YT —HTY,

#:1 :metriclETY . BEXITHEUVET A,

#-1:distancefETY ., BREIFITHLEH A,
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remote 0 ip msschange 1350
R R AR TT—RADMSSIEF1350[CEEF A FT

syslog pri error,warn,info
syslog facility 23

#ORTLOTEROENER / HARERIFVITADREZLET . BEFZOETHEVEE A,

time zone 0900

HEALY) —VERELES . BEFCDFFTHEVEE A,

proxydns source-port any
HDNSDEETR—FEREITHRELET .

consoleinfo autologout 8h
telnetinfo autologout 5m

# T ILaA)—IL TEINETARY 3D AR ANEWNEE ORI a3 YIEEEERELET .

BEFICDETEVEEA,

acl 0 ipv6 any any 17 any

acl 0 udp 500 500

acl 1ipv6 any any 50 any

#7 DR AT, IPsecDEREFLET,

acl 2 ipv6 fe80::/16 any 17 any
acl 2 udp 546 547
#7 R AN TDHCPVED R EZELET,

acl 3 ipv6 any any 58 any
#7UBER) AT, ICMPVeDEREELET

acl 4 ipv6 any any 17 any
acl 4 udp any 53
#7 DR ARTDONSDHREELET

terminal charset SJIS

#3—IF )L AT SEFa—KEShift ISO—RIZERELET,
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