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1.1
1.1.1

(A

(7

€3

1.1.2

[ A

(7

=

[/X

1.1.3

[ A

(7

=

DATLDAYyE—Y
DR T LIEH

vt—2)

‘initi system startup now.

44T 4]
LOG_INFO

K]
AT ANEILIZZ EERLET,

DRATLEY UBRE

vE—v]

‘im'ti system down occurred. down code <code>

ZA4F )T 4]
LOG_INFO

K]

BERFICLD VAT AF U R LT —a JERNEFEEL TWDLZ 2R LET,

I A2 DEK]

<code>
BEBHHR L Rl —a JEROL AT AE T o a— R

RTC £2FE#&H

vt—]

‘initl RTC acknowledge error occurred.

A1) T 4]
LOG_INFO

=]

Wl N 727 7 %AT O RIC OBERE 2R LI Z L 2RmLET,

15



1.2 BEREEREEDAYE—
1.2.1 ethergroup bridgegroup A< > K

[Ay+—2)

‘protocoli ethergroup <{group> bridgegroup is not attached: bridgegroup is ignored in vlan mode.

(F34A4YT+]
LOG_INFO
=]

VLAN E— R3RE SN TWAH 728, ethergroup bridgegroup EHmA R L -2 2R LE7,

(/X5 A2 DEK]

<group>
ether 7 )V —7"%& 5

1.2.2 ethergroup access—control aA<w > K

[Ay+—2)

‘protocoli ethergroup <group> access—control is not attached: access—control is ignored in transparent mode.

(F54F)T 1]
LOG_INFO

(E]

BIRE— FRBREENTWAHT728, ethergroup access—control AR LI-Z L 2R L FE T,

(/35 A 2 DEK]

<group>
ether 7 )V —7& 7=

1.2.3 ether duplex a<w> K

[AytE—]

‘protocoli ether <{group> <port> duplex half definition is ignored.

(F54F )T 4]

LOG_INFO
(Enk)

ether duplex TFEIZ L D, Y _EHET— FEENREY 270, REEZEHRLZZ L2 RLET,
(/35 A2 DEK]

<group>

ether 7 )V —7"%& =
<port>

ether N — + &5

16



=
R— MERD metal TY 2T v 7 LTEEBEEICENR Y AT La 7T,

1.2.4 ether mdi <> K

[Ay+E—]

‘protocoli ether <group> <port> mdi <mdi_mode> definition is ignored.

(F544 )T «]
LOG_INFO
EK]
ether mdi EFRIZL D, FE— REBENREY 2720, REEZWHE L 2R LET,
(/35 A2 DELK]
<group>
ether 7 )V —7"%& 5
<port>
ether N — + &=
<mdi_mode>
auto
HEEREE— K
mdi
MDI EEE— KR
CEE)

R— FERIZS metal TV > 277 v 7 LEBESICAERRY AT L0 7T,
1.2.5 ether type backup, backup a< > F

[Ay+E—2)

protocol: ether <group> <port> type backup <{group> definition is invalid.
ether <{group> <port> <{priority> definition exists already.

(FTS34A4UT+]
LOG_INFO

)

FTTENY I T v TR= DT AZR—= NETI NNy I 7 v TR—= FRREINTNDI2D, ZOR— MRy
Ty THR— MIRES NIRRT 2R LET,

(/35 A 52 DEK]

<group>

ether Z )V — 7&K 7
<port>

ether N— + &&=
<group>

Ny I T T ITN—TEE

T

w1E AT rn B 17



<priority>
N— b DESEE (master—port, backup—port)

(A vtE—2)

‘protocoli backup <group> definition is invalid. <priority> is not defined.

(FS34A4YT1]
LOG_INFO

=]

Ny I T o TR=IDTAZR—= NEIFINY I T v TR = IEPRREETH DD, Ny 7 v 7R — FORE
DY L 7p ol Z & BRLET,

(/35 A 52 DEK]

<group>

Ry I T T ITN—TKE
<priority>

R— k OESEE (master—port, backup—port)

1.2.6 ether type mirror a< > K

(A vtE—2)

‘protocoli ether <{group> <port> is not attached: mirror target already attached other ether.

(544U T«]
LOG_INFO

EK]
T =y PR TTIZEWETHER AR — MIREINTWATZD, Z D ether ERMNMHBHTE RN EA2/RL
9,

(/X5 A2 DEBK]

<group>

ether 7 )V — 7&K =
<port>

ether N— + &&=

(A y+E—2]

‘protocoli ether <{group> <port> is not attached: mirror source not available.

(544U T4]

LOG_INFO
Z0K)

ST —V—AR—FELELTREENTVDLIR— NEY D0, ZD ether ERMNMEFATERNWZ AR LET,
(/X5 A2 DEBK]

<group>
ether 7 )V —7"%& 5




<port>
ether "— F &=

1.2.7 ether viana< > K

[Ayv+—2)

protocol: ether <group> <port> vlan tagged <vid> definition is invalid
ether <{group> <port> is untagged definition

(FTS54A4UT«]
LOG_INFO

L)

Z D ether AN— MZiE, F—DVLAN IDBRZ 772 LE LTRESNTWVDLTED, X7 HVICRESNEN-T-Z

LERLET,

(/35 A 2 DEK]

<group>

ether Z )V — 7&K =
<port>

ether N— + &&=
vid>

VLAN ID

[Ay+—2)

protocol: ether <{group> <port> vlan <vlan_type> <vid>
not attached: <vid> is already definition other ether port.

(F354F)T 1]
LOG_INFO

L)

BEINT VID NTTIZEWVWE SO ether ERTHEHINTVWAEDH, 2O Vid) BEEI NN L EIR

LET,

(/35 A 2 DEK]

<group>
ether Z )V — 7&K =
<port>
ether N— + &&=
<vlan_type>
tagged
& Tt
untagged
2 7L
vid>
VLAN ID

(A vtE—2)

protocol: ether <{group> <port> vlan <vlan_type> <vid>
not attached: <vid> is already definition other ether group.

F1E VAT ha s ER—
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(FTS34A4YT«]
LOG_INFO

=]

BB S U7 VID A9 CIZE U ETHER 7 L — 7&K B-D ether EHRTHEHA SN TVE7-0,

Mol Z LERLET,

(/35 A 2 DEK]

<group>

ether 7 )V — 7 &K=
<port>

ether N— + &=
<vlan_type>

tagged
2 Tt
untagged
2T
vid>
VLAN ID

(A vtE—2)

Z o (vid) BRFERE SN

‘protocoli ether <{group> <port> vlan <vlan_type> <vid> not attached: <vid> is reserved vlan.

(FS54A4YT1]
LOG_INFO

=0K]

BEINVID TV AT AT VIAN & LT

D

(/35 A 2 DEK]

<group>

ether Z )V — 7&K =
<port>

ether Ih— FF 5
<vlan_type>

tagged
& 7L &
untagged
2T
vid>
VLAN ID

[Ayv+E—2]

BEINTWDI=8,

COWIDDBRESNRP-TZLERLE

‘protocoli ether <{group> <port> vlan <vid> is ignored in transparent mode.

(F34A4YT+]
LOG_INFO

VAT La T

1t

T
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=9
BWME— FRREINTNDT2D, ZD ether EFETIL ether vlian EREFEH L2 L2 LET,

(/N5 A2 DEK]
<group>
ether 7 )V —7&K 7
<port>

ether Ih— M &=
1.2.8 ether dotlx a< > F

(A y+E—2]

‘protocoli ether <{group> <port> dotlx not attached: dotlx is invalid in transparent mode

(544U T 4]

LOG_INFO
=)

FHiBE— FTiE, [EEES02. IX FBFEIFESN TH B 729, #%Y ether AN — b T 802. IX FRAEN N e 572 Z & &R
L%,

[N A2 DEK]
<group>

ether 7 )V —7"%& 5

<port>

ether Ih— &=
1.2.9 ether macautha<> K

(A y+E—2]

‘protocoli ether <{group> <port> macauth not attached: macauth is invalid in transparent mode

(TS54F) T 4]
LOG_INFO

)|

BT — FTlE, MAC T RL AFEFEFEN TH D72, 7% ether IR— K TMAC 7 R L AFBFEN N 72~ 72 2

LERLET,

(/N5 A2 DEK]
<group>
ether 7 )V —7"%& 75
<port>
ether N — + &&=

[Ay+—2]

protocol: ether <group> <port> macauth authenticated-mac <count> definition is invalid. because <interface>
macauth count <{count> has same MAC address definition exists.

F1E VAT LR —E
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(FTS34A4YT«]
LOG_INFO

EK]
Fl—MAC 7 RL AT TICIREF D=, Bl LM ROBRFENRE SN o2 AR LET,

(/35 A 2 DEK]

<group>

ether 7 )V — 7 &K=
<port>

ether N— + &&=
<count>

ERE T

[Ay+E—]

protocol: ether <{group> <port> macauth authenticated-mac <count> definition is invalid. vlan <vid> is not
defined.

(FS34A4UT1]
LOG_INFO

=19
FEE &N 7= VLAN IS RBGRD =8, FRBFER LUK OBEBRE SN -oT=Z 2R LET,

(/35 A 2 DEK]

<group>

ether 7 )V — 7&K =
<port>

ether N— + &=
<count>

ERT
vid>

VLAN 1D

1.2.10 ether dotix 2 <> K, ether macautha<> K

[Ay+E—2]

‘protocoli VLAN and port authentication cannot be defined at same time [ether <{group> <port>]

(FTS54A4UT«]
LOG_INFO

L)

IEEES02. 1X 38AF. F72IEMAC 7 R U RFEFEMN, VLAN EFEENT- ether TR TRE I N2, R— FRHES
Nz tERLET,

(/X5 A2 DFEK]

<group>
ether 7 )V —7&K 7

T
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<port>
ether "— F &=

(A vtE—2)

‘protoco]: ether <{group> <port> is not attached: authentication setting is invalid.

(F34A4UT+]
LOG_INFO

=19

IEEE802. 1X #¥AE, £72IEMAC 7 R U AFGED R ENTICERFENRH D720, Z D ether EFRMNPHEHTE 22
LERLET,

(/35 A2 DEK]

<group>

ether 7 )V — 7&K =
<port>

ether N— + &&=

[Ay+E—2]

‘protocoli AAA group ID is not defined [ether {group> <port>]

(544U T4]
LOG_INFO
=)
IEEES02. 1X F8FF. F7/2IEMAC 7 RURFEGENER T2 AMA DT NV—F ID INRRETH D20, R— FFHES
Nzt ERLET,
[N A2 DEK]
<group>
ether Z )V —7&K 7
<port>

ether N— + &&=
1.2.11  pseudo-ether a< > K

[Ay+E—2]

‘protocoli pseudo—ether <number> is not attached: no line.

(544U T4]
LOG_INFO
=9
pseudo—ether bind EFEWMNERTE I TV RWW=D, Z D pseudo—ether NI T2V 2R LET,

(/X5 A2 DEK]

<number>

=1

pseudo—ether EFHE &




(A vtE—2)

‘protocoli pseudo—ether <number> is not attached: vlan untagged <vid> is already defined by ether port.

[F544 Y7 4]
LOG_INFO

=]

FEIN7= VID N9 TIZ ether EXTHEHAINTWA7=D, Z D pseudo—ether EENFIFHTE RV &R L
*9,

(/35 A 2 DEK]

<number>

pseudo—ether EHE &
vid>

VLAN ID

[Ay+E—2]

‘protocoli pseudo—ether <number> is not attached: <vid> is reserved vlan

(FTS54A4UT«]
LOG_INFO

=]

HBESNEVID 1TV AT LAFHVLAN & LTRESNTWAH =, 2D pseudo—ether EENFHA TN &%
RLET,

(/X5 A2 DFEK]

<number>

pseudo—ether EHRE &
vid>

VLAN 1D

[AytE—]

‘protocoli pseudo—ether vlan untag <vid> not attached: already attached to ether port.

(F54F )T 4]

LOG_INFO
=179

EEINVID BT TIZ ether EBTHEHEINTWAED., 2O I BBRESINLNoT-Z 2R LET,
[/35 AR DERK]

vid>
VLAN 1D

w1E AT A sER—E 24



1.2.12 vlana<wr K

(A vtE—2)

‘protocoli vlan <vid> is not attached: no available vid

(544 T«]
LOG_INFO
=19
2%24-4 % VID @ VLAN 28 ether FEFRICHRE SN TWVRW=ZH

(/35 A 2 DEK]

vid>
VLAN VID

1.2.13 vlan forwarda< > K

(A vtE—2)

-

N —

DEZFBIIMEHENRN EE2RLET,

protocol: vlan <vid> forward <count> definition is invalid
{interface> port is not defined in vlan <vid>.

(T4 T 4]
LOG_INFO

=0K]

FBER—FNVLANT F U ERLTW WD, BT R RABENRRESINRho72Z 2R LET,

(/35 A2 DEK]
vid>
VLAN ID
<count>
ERE
<interface>
ether <ZN—7F 5> <R— FEED

1.2.14 vlan bridgegroup a<> K
[Avyt—)

‘protocoli vlan <vid> bridgegroup is not attached: ethergroup <group> used bridgegroup.

(F54F)T1]
LOG_INFO

(Ek]

ethergroup T7 U v VI N—T%EHK LD, TODvlan TT Y v VT N—TE WP L=l L ERLET,

(/35 A 2 DEK]

vid>
VLAN VID




<group>
ether 7 /L — 7&K =

1.2.15 vlan arpautha< >k

[Ayv+E—2)

‘protocoli AAA group ID for ARP authentication is not defined [vlan <vid>]

(544U T«]
LOG_INFO
=19
ARP ZREFHERE T T2 MMA DTN —F ID RRBETH DL EE R LET,

(/X5 A2 DEK]

vidd>
VLAN ID

1.2.16 lan vlana<w > K

[AytE—]

protocol: lan <number> vlan <vid> definition is invalid
vlan <vid> is not available.

(544U T«]
LOG_INFO
EK]
M9 24 VID O VLAN WA TR W=, 20 lan EEMEATERWZ 2R LET,

(/35 A 52 DEK]

<number>

lan f X 7 = — AEFREK =
vid>

VLAN VID

[Ay+E—2]

protocol: lan <number> vlan <vid> definition is invalid
same vid defined already other lan.

(TS5144)T4]
LOG_INFO
2IK]
FUTHVID AT TIUEND lan EXETHAINTWDH D, Z0 lan ERNMERATERNWI L AR LET,
(/35 A2 DEK]

<number>
lan A V¥ 7 = — AEHRE S




vidd>
VLAN VID

(A vtE—2)

‘protocoli lan <number> vlan <vid> definition is invalid. vlan <vid> is reserved vlan.

(FTS54A4YT«]
LOG_INFO

=)

BESINEVID TV AT AFHVLAN & LTRESNTWAED, 20 lan EEIMEHA TRV AR LET,

(/N5 A2 DEK]
<number>
lan A V¥ 7 = — AEHRE S
vid>
VLAN ID

[Ay+E—2]

‘protocoli lan <number> vlan 0 is not available in vlan mode

(FTS34A4UT«]
LOG_INFO

Z0K)
VLAN BE— FRRESNTWDH-0, vian 0 EBIFELG THLHZ L E2RLET,

VLAN B — FRRES N TV AEAIT. viddid 1~4094 O THET 2 HERH D £,

(/35 A 52 DERK]

<number>
lan f X 7 = — AEHREK =

1.2.17  wan EEEZ

[Ay+E—2]

‘protocoll wan <no> is not attached: bind is not defined

(F354F)T1]
LOG_INFO

)

RIS 2 BRI AR E S TWRWNTZD, wan ERBFIATE RN I L ERLET,

(/N5 A2 DEK]
<no>

wan EFHRE 5

(A y+E—2]

‘protocoli wan <no> is not attached: this line is already bound

27



(FTS34A4YT«]
LOG_INFO

=]

wan bind A X o THRE SN WHEFED ., BID wan EFRICL > TT TIHEHAENTNWAHEDIC, 2O wan FE
E#AFHATERNZEERLET,

(/N5 A2 DEK]
<no>

wan EFE 5

[Ay+E—2)

‘protocoll wan <no> condition is not attached: <param> is not defined.

(F354F)T1]
LOG_INFO

=R]
BRI B ERBER STV, ERREBEANFA TS 20N L 2R L ET,

(/35 A 2 DEK]

<no>
wan EFRE 5
<{param>
RRELTWAEE
at
AT AT 2~ R E
level
Hefoi ATHE L~V ERGE
watch
B AL i A
connect mode
Hefptta iR E

1.2.18 HEHREEERED

[Ay+E—2)

/)

‘protocoli remote <remote> ap <ap> is not attached: no line

(F34A4YT1]
LOG_INFO

=0K]

remote ap datalink bind iy CTHEE IN7- wan EFRMDNELE LW DIZ, 2D ap E/RMBIFIFATE 02 & 2R
LET,

(/35 A 2 DEK]

<remote>
HFERE S

T

w1E AT LA SER S 28



(A vtE—2)

‘protoco]: remote <{remote> ap <ap> is not attached: no available vid

(FS54A4UT1]
LOG_INFO

=]

remote ap datalink bind fy5 CHEE 47z VLAN VID BEELARWZOIC, 20 ap EBEM/FIHATE 202 2 %

RLET,

(/N5 A2 DEK]
<remote>
HPERES
<ap>
S Tk e

[Ay+E—2]

‘protocoli remote <remote> ap <ap> is not attached: illegal tunnel endpoint address

(FS34A4UT+]
LOG_INFO

=9
tunnel endpoint address OFRENIEL L W=D, T D ap EROBIFIATELRNWZ 2R LET,

(/N5 A2 DEK]
<remote>
HTPERE S
<ap>
(25 Tk oriy

[AytE—]

protocol: remote <remote> ap <ap> is not attached: remote <{remote> ap <ap> has same tunnel endpoint address
as remote <other_remote> ap <other_ap>

(TS54F)F«])
LOG_INFO

=Kl

tunnel endpoint address 73, #4725 remote EEFD ap EEX TT TICREINTNDH, Z D ap EEXEIFIHT

ERNZEERLET,

(/35 A 52 DEK]

<remote>
HEEEES

<ap>
Pefoe e e e




<other_remote>
HEERES
<other_ap>

P e e R E 5

[Ay+E—2]

protocol: remote <{remote> ap <ap> is not attached: same
IPsec/IKE configuration in remote <other_remote> ap <other_ap>.

(T340 T 4]
LOG_INFO

=0K]

IPsec/IKE BIEM & U TER L5 E®mA . B2 b remote EFD ap EFXCTT TIKRESNTWAHIED, =
D ap EFXNFHTE 2N 2R LET,

(/35 A 2 DEK]

<remote>
HFEEHRES
<ap>
el e E " T
<other_remote>
HEERES
<other_ap>
T e

[Ay+E—2]

protocol: remote <{remote> ap <ap> is not attached: same IPsec range
configuration in remote <other_remote> ap <other_ap>.

(F34A4YT1]
LOG_INFO

=19
IPsec #{5 H (HEh#ERE) & L CEFE L7- IPsec X RFN, 72D ap ER CTT TIIRTEINTWVDZH, Z0D
ap ERMMFIHTERNWZ L EZRLET,
Z D syslogid, 15D IKE SA THE D IPsec SA ZHATHH/ETHRRENET,

(/X5 A2 DEK]

<remote>
HEEHRES
<ap>
ot e iE 2T
<other_remote>
HEEEE S
<other_ap>
Hefe e e R =

[Ay+E—2]

protocol: remote <{remote> ap <ap> is not attached: same IPsec manual
configuration in remote <other_remote> ap <other_ap>.

#w1E vxransEn—% 30



(FTS34A4YT«]
LOG_INFO

=]

IPsec #{E H (FEh#RE) & L TCTEFE L7- IPsec SA Y, 725 remote D ap EE TT TICRESNTWD -

O, ZDap ERVPFIATERNZLERLET,

(/35 A 2 DEK]

<remote>
HEEEES
<ap>
Pefe e e e =
<other_remote>
HEERES
<other_ap>
Befoe o E

[AytE—]

‘protocoli remote <remote> ap <ap> is not attached: lack of configuration for IPsec.

(544 UT«]

LOG_INFO
2K)

IPsec EFRICHBERFEROBEN KT TNEEOIL, 2O ap ERVFIHTE AN LE2RLET,
(N5 A5 DEK]

<remote>
HFEEHRES
<ap>
et e i 2

(A vtE—2)

‘protocoli remote <remote> ap <ap> is not attached: lack of configuration for IKE

(T5144)T4]

LOG_INFO
2IK]

IKE EFRICHERFEROBEN KT TNELEDIC, 20 ap EXRBFATE AN E2RLET,
(NS A2 DEIKR]

<remote>
HFERE S

T
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(A vtE—2)

protocol: remote <remote> ap <ap> is not attached: reference remote
{other_remote> ap <other_ap> IKE configuration is invalid

(F54F)T1]
LOG_INFO

=0K]

SO IKE [HFEBN AR TRV, 20 ap EXOBFIHTE WD L 2RLET, ZD syslogld, 12D IKE

SA THEED IPsec SA ZFIHT 2R ETERINET,

(/35 A 2 DEK]

<remote>
FHFE %

<ap>
e E R
<other_remote>
HEERE S
<other_ap>

P e E R &

1.2.19 wan E&EEIIE

[Ay+E—2)

‘protocoli wan <no»> is attached: modemmodule is inserted

(FT34A4YT+]
LOG_INFO

=0K]

LUFOBBICEY | wan ERAFIHTE L L 912722 L 2R LET,

- FREEEY 2 — AR S

(/35 A2 DERK]

<no>
wan EFRE 7

1.2.20 wan EEE3ht

[Ay+E—2)

‘protocoli wan <no»> is detached: modemmodule is ejected

(T34 A4YT 1]
LOG_INFO

=0K]

MT®ﬁm_iU wan EFRVBFNHCTE 2l o2 L ERLET,
By 2 — BT~

G|
RBEE 22— NV BEPHRELE




(/35 A2 DELK]
<no>

wan EFRE 7

1.2.21 HEHREEEFEIE
[Avyt—)

‘protocoli remote <remote> ap <ap> is attached: modemmodule is inserted

(344U T4]
LOG_INFO

K]
UTFOMBICLY | ap ERPFIATE D LI IRz LBRLET,
© TS BEEY 2 — BRI S

(/X5 4 2 DEK]

<remote>
HFEEHRES

<ap>
3w Sk iRy

1.2.22 HEHEEZEIDL
[Avyt—]

‘protocoli remote <remote> ap <ap> is detached: modemmodule is ejected

(F54F)T1]
LOG_INFO

=0K]

PUFOBEEIC LD | ap BRI TE AR Apole 2 LA LET
C T HBEE Y AR
- FABEEY - VERE AR L

(/X5 A2 DERK]

<remote>
HEEHRES

<ap>
Befoe e e T

1.2.23 pseudo-ether E&ZEH L

(A y+E—]

‘protocoli pseudo—ether <number> is attached: pseudo—ether is inserted

(F54F)T 1]
LOG_INFO

1t

VAT La T

T

#—%
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=]

ATFOBEIZEY ., pseudo—ether EFRMBFIHTE DX o722 &R LET,
-+ pseudo—ether Y = — /LR E 7=

(/X5 A2 DEK]

<number>
pseudo—ether EFHEK &

1.2.24 pseudo—ether EHEEH{L

/)

[Ay+E—2)

‘protocoll pseudo—ether <number> is detached: pseudo—ether is ejected

(F354F0)T 4]
LOG_INFO

=]

ATOBEIZEY ., pseudo—ether EERMBFIHTE L o722 & RLET,
« pseudo—ether E¥ 2 — /L RNkEINT-

(/35 A 2 DEK]

<number>
pseudo—ether EHRE &

1.2.25 7 FLREHE

[AvytE—)

‘enabledi lan <no> has same network/address as lan <other_no>

(TS54F)F«]
LOG_INFO
=179
<no> & <other no> MLAND IP xy hU—2 FFXIPT RLAREHE LI ERLET,

(/35 A 2 DEK]

<no>
lan EFHREH
<other_no>
lan EREH

[Ay+E—2]

‘enabledi remote <no> has same remote address as remote <other_no>

(F354F)T 1]

LOG_INFO

T
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Z0K)
<no> & <other no>DIHTFIEWDO Y E— RN IP T RLAREE L2 L2 R LET,

[N A2 DEK]
<no>
HPEREE
<other_no>
HPERE

[AytE—]

‘onablodi remote <no> has same remote address as loopback

(F54A4 )T 4]
LOG_INFO
(Enk)
loopback IZRESINT=T L AL, <no>DMFHF ROV E— N IPT RUARELE L2 L8R LET,

(/35 A 2 DEK]

<no>
HEERES

[Ay+—2]

‘enabledi {interface> has same ipv6 prefix as <other_interface>

(F54F )T 1]
LOG_INFO
EK]
dinterface> & <other_interface>® IPv6 'L 7 4 v 7 ANEH LT~ LZ R LET,
(/X5 A 2 DEK]
<interface>
A H T — AL

<other_interface>
A BT 2 — A

1.2.26 MFRY FT—0FEEEREERED

[Ay+E—2)

‘initl remote/ap number is out of range.

(FS34A4YT1]
LOG_INFO

=0K]

TR EEE S LI CERE TV ERMAL B2 TV 50, BEREEEVPAREBLRO TR TRERZ 2 T
WDHTZ, HPHA O FER R ERITENTHDL Z 2R LET,

T
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ARA =%, AAEEORSE, HEBRICHDShES, £, MERBEDO = Z —FFlli= Y — g
HENEJ,

1.2.27 NAT EEER

[Ay+E—2]

‘protocoli lan <no> NAT is unused: lack of memory. Initialization failed.

(754415 ]
LOG_WARNING

=0K]

NAT ZIEI LR A B U REYBIZ 72 0 NAT OFIEMENAREN L 72Ty NAT T/ » DT R L REHNR 7 Sk
WIZ/Io T2 L BRLET, AT ARROFEREZMHEE L THLHEES LTI ZEN,

(/X5 A2 DEK]
<no>

lan ERE =

(A vtE—2)

‘protocoli remote <remote> ap <ap> NAT is unused: lack of memory. Initialization failed.

(FTS54A4UT1]
LOG_WARNING

=0K]

NAT FJHLEFIC 2 2 U R51BIZ 72 0 NAT OFIHAEDS K Zh L2V T, NAT T34 DT R L RAZEHN 2 vk
MBIZRoTeZ 2R LET, ATV RBEORKEZMHE L THOHES LTI ZEN,

(/35 A 2 DEK]

<remote>
HFERE S
<ap>
1.2.28 P 7412 EEED

(A vtE—2)

‘protoco]: rmt<no> ip filter is unused: lack of memory. Initialization failed.

[F514Y74]
LOG_WARNING

=]

IP 7 4 v FIHHEREIC A € U ASTBIS 72 0 FTEIME S RE L 72N Ty TP 7 4 VX DI IRBEIC R o 7o 2 L &R L
F9, ATV ARRORKREZMEE L COLFHREIL T a0,

(/35 A 2 DEK]

<no>
mt f VX T = — AKE

T
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(A vtE—2)

‘protocoli rmt<no> ipv6 filter is unused: lack of memory. Initialization failed.

[(F514Y7 4]
LOG_WARNING

=]

IPv6 7 4 /L& FIHEIREIZ A € U FEIBIC 72 0 WIHIL 2SR B L 72N Gy TPV 7 V& BIESH 72 RREIC 72 o T 2 L &
RLET, ATUREOFRKZMHE L THLEEIL T ZS0,

(/35 A 2 DEK]

<no>
mt f VX T =— AKE

1.2.29 T0S/Traffic Class {EZE# % THELN

(A vE—2)

‘protocoli rmt<no> ip tos is unused: lack of memory. Initialization failed.

(FS54A4YT1]
LOG_WARNING

=0K]

TOS fE 2 & # 2 FIHEIFIC X £ U RSB 72 0 AIEIME S Al B L 72N, TOS il X 2 2 NI 2 RRB IS e o 7n 2 &
ERLET, AFVARZOKRKZME L TOLHEEE L T EEN,

(/35 A 2 DEK]

<no>
mt f VX T = —RAEKE

(A vtE—2)

‘protocoli rmt<no> ipv6 trafficclass is unused: lack of memory. Initialization failed.

(T4 F«])
LOG_WARNING

=Kl

IPv6 Traffic Class i X ¥z HIHLIFIC A U ASEEIZ 22 0 ML ASALEh L 722V T, IPv6 Traffic Class {3
L DN IREBIZ R o2 2 L AR LET,
AEURRORRZMHHE L THLELEHL TN,

(/35 A 2 DEK]

<no>
mt f VX T = — AKE

1.2.30 Ingress7R!) o—IL—TF 1 VT ERES

(A vtE—2)

‘protocoli rmt<no> ip in—policy is unused: lack of memory. Initialization failed.
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[(F514Y7+]
LOG_WARNING

EK]
Ingress 7R U = b—7 ¢ 7 HIHULERC 2 £ U FE¥BIZ 722 0 I A AZh L2 C, Ingress AR U & —/b—T ¢
VTN IRREIC o2 D L AR L E T,
AEUARRORERZHHE L THLEEEHL TN,
(/35 A2 DEBK]
<no>
mt f VH T =— AKE

[Ay+E—2]

‘protocoll rmt<no> ipv6 in—policy is unused: lack of memory. Initialization failed.

(FS54F)T 1]
LOG_WARNING

EK]
IPv6 Ingress iRV r—)b—F ¢ » ZHIHULIREIZ X U AEBIZ 722 0 FIHES A SN L 22 C, 1Pv6 Ingress ARV &
—N—T g T BEIRREIC ol 2 e R LET,
AEVREORKEZRE L THrLHEER L T EEN,
(/N5 A2 DEK]

<no>
mt f VH T = — AKE

1.2.31 UPnP A EDEEFE

(A vtE—2)

‘ssdpdl no UPnP external interface.

(FS54A4YT«]
LOG_INFO

=]

VoIP NAT kI _—H LESBE CHREF ¢ AN A v 2 72— AR H Y WA, UPnP IZEEL $92°, EFRIcT—
NHDHZENWMAENET, NAT 2 HT% lan EFE 21 remote EZRMARWEAICH SN ET,

[Ay+E—]

‘ssdpdi no UPnP internal interface. UPnP is not available.

(T34 T4]
LOG_INFO

=0K]

VoIP NAT kT N— Y LA EE T 2NEA v X 7 = —ANRBH Y XA, UPnP IXEIEL £ A, NAT 2 L
2 lan EBEBR W ASICH T ENE T,

T
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1.2.32 IPv6 DHCP B:ENEEFE

(A vtE—2)

‘dhcp6cd2 {interface> is not initialized. <{reason>

(F34A4UT+]
LOG_INFO

EK]
IPv6 DHCP 7 Z A 7 ¥ MIMBERERORERL., FLERERAEDT-O, FIHTER2WI LA2RLET,

(/X5 A 2 DEK]
<interface>
A BT — R
<reason>
biiilcs]
there is no option to request.
IPv6 DHCP #—/ NIZBIRF 247 2 3 37

[Ay+E—]

‘dhcp6relay3 {interface> is not initialized. <reason>

(F54F)T1]
LOG_INFO

=19
IPv6 DHCP V L —=— Y = o MIRERERORERN L, ERIEREAEDTD, IHTERNZ 2R LET,

(/X5 A 2 DEK]
<interface>
A BT 2 —AE
<reason>
BaiiYE]
relay interface omitted
JL—tef v H 72— APFEI TR

1.2.33 template EEEM

[Ay+—2)

‘protocoli template <template> is not available :this line is already bound other template

(F54F)T 1]
LOG_INFO

=0K]

template datalink bind fiy5r THE SNZEEAHOT L — FERICEI > TITIEHISNTWDT20H, &
DT T — MNEREBENI LI LERLET,

T
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(NS AZ2DEIK]
<template>
Ty L— NERE S

[Ay+E—2]

‘protocoli template <{template> is not available :no pooled interface.

(F34A4YT+]
LOG_INFO

=0K]

FUFL— "NERBIERTAA VT 2 — RAEBRRND, 20T FL— NEBRTENCLI-Z A2 RLE

‘@—O

(/X5 A2 DEK]

<{template>
Ty L— NERE S

[Ay+E—2)

‘protocoli template <template> is not available :pooled interface is already configured on remote

(F34A4UT+]
LOG_INFO

=0K]

FUFL— NRIZTH LA v 7T = — RTS8 T 5 remote ERAT TICRESNTWAED, ZOF 7L

— MNEREFEHI L L E2RLET,

(/X5 A2 DEK]
<{template>

77— NERES

(A vtE—2)

‘protocoli template <{template> is not available: unsupported datalink type by the combined function

[F514Y74]
LOG_INFO

=]

template combine use fiyF CHEE SNIZMEBE TIT VAR — F L TR WERFER D=0, 20T v FL— hE

FHTERNWZ L ARLET,

(/35 A 2 DEK]

<{template>
TUT L — NERES

[Ay+E—2]

#s

protocol: template <template> is not available: same IPsec tunnel endpoint address in template
{other_template>

T
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(544U T«]
LOG_INFO

EK]
IPsec W2 (AMA ZF ) & LTEZE L= IPsec ho T RLAR, Bt 5 0L — MNEXRTTTICRES
NTNa7D, ZOF 71— MERBPFIHATERNZ L EZRLET,

(/X5 A2 DEBK]

<{template>

77— NERE S
<other_template>
FoFL— NEBEEKE

[Ay+E—2]

‘protocoli template <template> is not available: lack or invalid IPsec configuration

(FS34A4UT+]
LOG_INFO

)|

IPsec EZIZHNBEREROBERNR, ELITREREDTD, ZOT 7T L— MNEEPHMHTERNZ L ZRL
£,

[N A2 DEK]
<template>
FUTL— NERERE

[Ay+E—2]

‘protocoli template <template> is not available: lack or invalid IKE configuration

(T34 T 4]
LOG_INFO

=0K]

IKE EZITHBEREROBRENE., ELIEFREREDZD, ZOT 7 L— bEEMIATE ANV AR LE
—a’_‘o

(/35 A2 DELK]
<template>
T U7 — MERE S

[AytE—]

‘protocoli template <template> is not available: illegal tunnel endpoint address

(F54F)T 4]
LOG_INFO

(Ek]

tunnel endpoint address DFREEMNIELL W=D, ZDOT 7L — MEBEBPMFIHTERRWZ L2 RLET,
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(NS AZ2DEIK]
<template>
Ty L— NERE S

[Ay+E—2]

‘protocoli template <{template> is not available: lack or invalid DVPN configuration.

(FS34A4YT1]
LOG_INFO

=0K]

T VPN ERIC KL ERFEROBRER L., FRITRERLEDTZD, ZOT o FL— FEBPFATERWE & &R
LET,

(/X5 A2 DEK]

<{template>
T L— NERE S

[Ayv+E—2]

‘protocoli template <template> is not available: address family of server address contradicts ua.

(F34A4YT1]
LOG_INFO

=0K]

R VPN S — R FA T U ROT RLATZ 7 I UBFFELTNDTD, ZOT 7 L— MEZRBPFIHTE 20
ZEERLET,

(/X5 A2 DERK]
<{template>

77— NERE S

(A vtE—2)

‘protocoli template <{template> is not available: address family of global contradicts tunnel local.

[F514Y74]
LOG_INFO

=]

VPN H{E D&/ e — L7 RLA L AMI= RARA  FOT RLATZ 7 I URFELTNDERED, 20707
L— hERNMFIHTE RN LERLET,

(/35 A 2 DEK]

<{template>
TUT L — NERES




1.2.34 E)p9 VPN —/N\EZES

(A vtE—2)

‘protocoli address family is contradicts, ignore server <count> of remote <remote> ap <ap> dvpn client <number>.

(FS54A4YT«]
LOG_INFO

=]

VPN b — D7 RL A7 7 S URFFELTNAH D, <number> T/RENDEIN VPN 7 F A 7 > MEERD
{count> CEE S TCWAENY VPN — NEFEME L2 Z L2 RLET,

(/35 A 2 DEK]

<count>
i) VPN S — N ERE S
<remote>
HEELEFS
<ap>
Bl o e e
<number>
VPN 7 T4 7 MERE S

(A ytE—]

‘protocoli address family is contradicts, ignore server <count> of template <template>.

(T340 T 4]
LOG_INFO

(Ek]

BFJ VPN b — DT RL A7 7 S URFFELTWD728H, {count> TERE STV D EIAY VPN U — N EFH 4 B
L2t &RLET,

[/35 A ZDERK]
<count>
By VPN S —NEREF
<{template>

Ty — MERES
1.2.35  RBT 4 v REBEOECMP A —/N

[Ayv+—2)

nsm: This route cannot be added because the number of ECMP routes has reached maximum.
{route> from <protocol>

(T4 )T ]
LOG_INFO
ZK)
ABT 4w 7 REBEOBIMNREZ, SR D ECMP AR KEIZE L TWA D, Fil- ek EmamE L2 &
ZRLET,
w1E v RxFan S ER—% 43



(/35 A 2 DEK]

<route>
EE L 7o R BRI
<protocol>
ARV Vil

1.2.36 ECMP R ELBDRAT 4 vIRBRBDA NI YIFE
[Avyt—]

‘nsmi This route cannot be added because the metric is contradictory. <route> from <protocol>

(F34A4)T4]
LOG_INFO
(Z0k]
ANV DRID A BOP R E LOBIKL LD & L, HealieMiE L=l L 2R LET,
7 U d ORISR ORI & BOWP IR & LTI 258, A P v 7 BRI THIUERD Y £7,
(/X5 4 52 DEK]

<route>
EEE L 7o R BRI
<protocol>
PA=RN=V % Vil

1.2.31 RBZT 4y ARP £}

[AytE—]

‘nsmi This static ARP entry became invalid. <dst> of <interface>

(F54F)T 1]
LOG_INFO

(Ek]

BESNTA L Z T2 =R IPvA T RLARRW, F20E, AV F 72— 7 FLADHEPS & 725 HTH IP
T RLAREEINTWATSD, AXZT 4 v 7 ARP = MU BNERRIRREIC 722 2R LET,
DHCP 7 A T v "SR A v B2 T = —A LTI, ZORA b= IHDENRER A,

(/X5 A2 DEK]
<dst>

HTHIPT FLA
<interface>
A HT 2 — AL

1.2.38 IPV6 RBZ T 1 v U #EEK®D ECMP A 7]

[Ay+—2)

nsm: This route cannot be added because the number of ECMP routes
has reached maximum. <prefix/prefixlen> from <protocol>

T

m1E AT A SER-E 44



[(F514Y7+]

LOG_INFO
=]
A T—=/VAA D ERDBIENR T TITHFEL TWDTD, FITBIMLE S & LIeAZT 1 v 7 RIS MEE L2 2
LERLET,

(/35 A 2 DEK]

<prefix/prefixlen>
R U 7o AR B
<protocol>

PA=R =%

1.2.39 JILFHFRXYRIDAYE—D

(A vtE—2)

‘<name>l {interface> is disable for multicast. (too many interface)

TR
LOG_INFO

=iR]
A ZT7 2= AFOEMEBR T2, SVTFHRY AR F T 2= 2 LTEELRWZ L 2R LET,

(/35 A 2 DEK]

<name>
EL TS e har
pimdmd
PIM-DM
pimsmd
PIM-SM
mstaticd
VIVFXXY AN RET 4 I N—T 4 T
<interface>
AV BT — A

[Ay+E—2)

‘(name>l {interface> is disable for multicast. (different protocol)

(F34A4)T4]
LOG_INFO

=0K]

1EDDA LV H T 2 —ATHREINTIZYNLNT XY AR =T 47 7a haLltR s 7o hangEsn:
2, SATFXXY A E T 2— AL LTEELARNWZ 2R LET,

(/35 A 2 DEK]

<name>
BEL WS 7 e han

T

i
S
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p imdmd

PIM-DM

pimsmd

PIM-SM

mstaticd

YIVFXRXY AN RET 4 I N—T 4 T
<interface>

A HT 2 — AR

[Ay+E—]

‘<name>i {interface> is disable for multicast. (unnumbered interface)

(F54F )T 1]
LOG_INFO

=0K]

IP7 RLANRBEIN TN L E T2 —ADTD v NLFFXY AP H Tz—AL LTEMELZEWZ L %
~LET,

(/X5 A 2 DFEK]

<name>
#EL TS e haj
pimdmd
PIM-DM
pimsmd
PIM-SM
mstaticd
TNTXXY AN RET A I N—T 4 T
<interface>
A BT — R

[Ay+E—2]

‘pimsmdi Invalid Cand-RP address.

(544U T4]
LOG_INFO
=19
Candidate RPICFEE L7 IP 7 RLANRIED=S, RP L LTEELARAWZ L AR LET,

[Ay+—2]

‘pimsmdi Cand-RP address is not local.

(F354F)T 4]
LOG_INFO

=0K]

Candidate RPIZIEE LT IP 7 RL AZESA L X T2 —ANFIELR WD RP L LTEIELAWZ L 2R L
iﬁ‘o

T

s
S
@7}
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(A vtE—2)

‘pimsmdl Invalid Cand-BSR address.

[F5174Y74]
LOG_INFO

EK]
Candidate BSR ICHEE L/~ IP 7 RLADRREDT-®, BSR & LTEfELARWZ & 2R LET,

[Ay+E—]

‘pimsmdi Cand-BSR address is not local.

(F54F)T1]
LOG_INFO

=0K]

Candidate BSRICHEELTZIP 7 RLAZESA L X 72— ANFE LRV BSR & LTEIELRW D L &R
LE9,

(A vtE—2)

‘pimsmdi multiple own address for static RP

(544U T «]
LOG_INFO
=179
AHT 47 RPELTHHEDIP T RLUARELIBEEIN TS EERLET,

[Ay+E—2]

‘mstaticdi multicast ipv4 static route <count> is unavailable(include invalid interface)

(FTS54A4UT+]
LOG_INFO

=]

PLTXY AR RXT L I N—TF f VT EBIIARERA VB T2 —AREGENDT-D, IR L= &
ZRLET,

(/X5 A2 DEK]

<count>
TINVFXXY AN ART 4 I I—T 4 VT EREK S

1.2.40 VRID E#EERTE

[Ay+E—2]

‘nsmi vrrp <interface> vrid<vrid> [<address>] is not initialized. this vrid is already used

T
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(T4 )T «]
LOG_INFO

EK]
FBESN VRID N CTICEEBRNTEDE 2> TWNDED, ZOVRRP ZL—7FBNFHTE R NWZ LR LET,

(/35 A 2 DEK]

<interface>

A BT — R
vrid>

2 & 72 > 72 VRID
<address>

VRID D4R IP 7 KL A&
.24 REIL—FDOIPFRLAALA VR TI—RAY TRy MIEEE
[Avt—)

‘nsmi vrrp virtual router IP address out of interface subnet. <interface> vrid<vrid> <address>

(544U T 4]
LOG_INFO
ZK)
ZDOVRRP JNV—TDREN—FDIP T RLANR, AV F T 2—ADH T Xy MTHDLZ L ERLET,
(/N5 A2 DEK]
<interface>
A VHT 2 — AR
Lvrid>
7% L7= VRID
<address>

YT Xy M THAENL—F D IP T R A

1.2.42 REIL—FDIP7RLRSL VR ITT—ARAR—7 FLRETE

[Ay+E—]

nsm: vrrp same invalid virtual router IP address as real
IP address was set as backup. <interface> vrid<vrid> <address>

(F34A4YT+]
LOG_INFO

=0K]

Ny 7T v THETHALVRRP ZN— T ORENL—FDIP T FLAN, A X T 2—ADEIPT RLALFEL
THDHIZH, ZTDOVRRP ZJ—TNRHTERNWZ EE R LET,

(/35 A 2 DEK]

<interface>
A BT 2 — A

T
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vrid>

W) & 72 - 7= VRID

<address>

FEAH T2 —ALFELTHLEBNL—FDIPT RLA

1.2.43 DHCP MAC7 RLRF v I HEBED AMA T IL—T ID EREE

[Ay+E—2)

‘(component>l AAA group ID is not defined [lan <no>]

(FT34A4YT+]
LOG_INFO

=0K]

DHCP MAC 7 RL A F = v VHBETIEHT 5 AMMA DV L — 7 ID WRBETCHAZ L 2R LET,

(/35 A 2 DEK]

<component>
HhavR—xr b4
* enabled
+ dhepd

<no>

lan EF%H 5
1.2.44 FHGENWMP T—S 2 b7 RLADEEE

[Ay+E—2]

‘(component>l illegal SNMP agent address

(FS34A4YT1]
LOG_INFO

=0K]

HIEED IP T FLAE LTEVYTOHNTWARNWIP T RLANRSWMP =—Y = b7 FLRELTEREENT
WET, TORED, SWP =—V =2 MBI OTRAP EAETIE, AEED IPT7 FLAZMHLET, SNMP <~ % —

Uy LIXEFICEETERVEAERH Y £,

(/35 A 2 DEK]

<component>
HAa v R—xr b
+ enabled
+ snmpd

1.2.45 RADIUS #REMDEX TE #&%h (fth RADIUS 4 —/\E )

[Ay+E—2)

aaa_radiusd: aaa <{group_id> radius service is not available:
another aaa group is already configured as the radius server

(FT34A4UT+]
LOG_INFO

1t

VAT a7

Tf
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=]

1EDD A 7 —7"T, RADIUS — R & L THHATAZ ENHRESINTWAETED, FRESNIZAMA T —T O
RADIUS BERENMEZ) & 0B Z L &R LET,

(/X5 A2 DERK]

<group_id>
AMA ' L—T 1D

1.2.46  RADIUS #eEDERE S (fth RADIUS ¥ 54 7 » FER)

[Ay+E—2]

aaa_radiusd: aaa <group_id> radius service is not available:
another aaa group is already configured as the radius client.

(F54F)T 4]
LOG_INFO

=0K]

1ED AA T —T"T, RADIIS 7 FA T hELTHHATDLI ENRESNTNDT2D, F8E Sz A 7 —
70D RADIUS #SREMN MY L 70 B Z L R LE T,

(/X5 A2 DEBK]

<group_id>
AAA 7' )V—T 1D

1.2.47 94 2a3a—4H0MAEREEFE
[Avyt—]

‘<componont>i password aaa is invalid

(T340 T 4]
LOG_INFO

(Ek]

BHFE O MATFEREZIT LT O MATFRNER SN TNDID, v A ra—F0O AMAFRERZ BHT
HZ EERLET,

(/X5 A2 DFEK]

<component>
HiharyR—x> 4
« enabled

+ aaa_agentd

1.2.48 SIPEEFE
[Avyt—]

‘mstpdi stp is not attached: ethergroup <{group> vlan mode disable.

Tf
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(544 T«]
LOG_INFO
Bk

ethergroup @ VLAN &— R2NER) 72 7=, STPHEREAZ HERNZ L2 &2 L £,

(/35 A 2 DEK]

<group>
ether 7 )V — 7 &K=

1.2.49  STP (AR M & RKXARFHE OKEFREFRES)

(A vtE—2)

‘mstpdi Violates Forward delay — Max age relationship 2%(<delay_time> — 1) >= <max_age>

(T544105 1)
LOG_INFO

2K]
TEZE SN TR R HRIE R & e R DR ORERBRFIE LI ETH DL Z LR LET,
(2% (Kdelay_time> — 1) >= <max_age> CRWIZ ¢t &/ RLET)

(/X5 A2 DEK]

<{delay_time>

TEFS U 7o e K AR A R )
<max_age>

EF LT R RA RN

1.2.50 STP(Hello * vt — Uik (ERR & BRRBEMRFOIKFEFRESR)

(A vtE—2)

‘mstpdl Violates Hello time — Max age relationship 2%(<hello> + 1) <= <max_age>

(F34A4YT+]
LOG_INFO

[(E0K]
EFE I N7 Hello A v E—VREMEE ERADIREROBREBLITE LILRETHLZ 2R LET,
(2% (<hello> + 1) <= <max_age> CRWIZ L& RLFET)
(/X5 A2 DEK]
<hello>
EFe L7z Hello * v & — U3 M hEREH

<max_age>
EFE LT e KA RN
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1.2.51 resource authenticated vlana<> K

(A vtE—2)

‘protocoli resource authenticated vlan <vid> not attached: <vid> is already definition other ether group

(FTS54A4YT«]
LOG_INFO

=]

FRE &7 VID 284 TIZE W ETHER 7 /L — 7&K 5D ether ERTHAEINTWB2H, Z0O (vid) DR E S N7
MmolZ thE~LET,

(/35 A 2 DEK]

vid>
VLAN ID

[Ay+E—2]

‘protocoll resource authenticated vlan <vid> not attached: <vid> is reserved vlan

(F54F)T1]
LOG_INFO

EK]
FBESNFZVID ZV AT AFRVLAN & LTHRESNTWEED, 2O VI BRESHRP-- 2R LE
7,

(/35 A2 DEK]

vid>
VLAN ID




1.3 ACLEAEDAYytE—

AFBIZFEH SN TV D<configd (ACL BIRER) ICERINDEENFEUTITRLET,
<config>

1P

7 4 VHTESR
lan <number> ip filter <count>

lan <number> ipv6 filter <count>

- remote <number> ip filter <count>

» remote <number> ipv6 filter <count>

TO

template <number> ip filter <count>
template <number> ipv6 filter <count>
S/Traffic Class &% FE3%

lan <number> ip tos <count>

lan <number> ipv6 trafficclass <count>

+ remote <number> ip tos <count>

- remote <number> ipv6 trafficclass <count>

litd

template <number> ip tos <count>

template <number> ipv6 trafficclass <count>
IHIAE (WFQ) & 7%

ether <group> <port> priority ip <count>
ether <group> <port> priority ipv6 <count>
lan <number> ip priority <count>

lan <number> ipv6 priority <count>

+ remote <number> ip priority <count>

+ remote <number> ipv6 priority <count>

B

template <number> ip priority <count>
template <number> ipv6 priority <count>
[ VPN &%

+ remote <number> ip dvpn <count>

+ remote <number> ipv6 dvpn <count>
Ingress IR v —)L—F 4 T EFH

lan <number> ip in—policy <count> policy—group <policy—group_number> pattern <pattern_count>
lan <number> ipv6 in—policy <count> policy—group <policy—group_number> pattern <pattern_count>

« remote <number> ip in—policy <count> policy—group <policy—group_number> pattern <pattern_count>

« remote <number> ipv6 in—policy <count> policy—group <policy—group_number> pattern

{pattern_count>

template <number> ip in—policy <count> policy—group <policy—group_number> pattern

{pattern_count>

template <number> ipv6 in—policy <count> policy—group <policy—group_number> pattern

{pattern_count>

MAC 7 4 VX TEF
« vlan <vid> bridgegroup macfilter <count>

- remote <number> bridgegroup macfilter <count>

<gr

oup>

ether 7 V—7& =
<port>

ether N — + &=
<number>

lan, remote, template EF&H =
<count>

& E OB SEIERL

BIE AT Ln T

Hw—

=
e
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<pol icy—group_number>

Y =T N—TH
<pattern_count>

RY =T N—FRE = ERTE
vid>

VLAN ID

1.3.1  ACL EZF/E (MAC % H#+R)

(A vtE—)

‘<component>l {config> acl <acl_count> mac is invalid

(547U F«])
LOG_INFO

=]

<acl_count>® ACL EFICERFENH Y . MACIZET A ERAEHT S L2 R LET,

(/35 A 2 DEK]

<component>
HAia v rR—x> b
« enabled

+ protocol

<config>

ACL ZHRE
<acl_count>

ACL EFFE+=

1.3.2 ACL EZEFE (IP Z#1R)

[Ay+E—2]

‘<component>l {config> acl <acl_count> ip is invalid

(F354F)T 1]
LOG_INFO

=]

<acl_count>®D ACL ERIZERFERH V., IPICHTIERZEHT LI 2R LET,

(/35 A 52 DEK]

<{component>
HiiavrR—x> b
« enabled

» protocol

<config>

ACL ZHRE
<acl_count>

ACL BT+

1t

VAT a7

Tf
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1.3.3  ACL EZEFI& (IPvb % #1R)

(A vtE—2)

‘<component>1 {config> acl <acl_count> ipv6 is invalid

(FS54A4UT«]
LOG_INFO

EK]
<acl_count>® ACL EZICEZETENH Y, IPv6 ICHTHERTEHRT L 2R LET,

(/35 A 2 DEK]

<component>
HiiavrR—x> b
« enabled
+ protocol

<config>

ACL Z2IREZ

<acl_count>

ACL EFFE+=

1.3.4  ACL EEF/E (TCP Z#&fR)

[Ay+E—2)

‘<component>l {config> acl <acl_count> tcp is invalid

(F354F0)T4]
LOG_INFO

EK]
<acl_count>® ACL EFICERFENH Y . TCPICETHERLZEHT L2 R LET,

(/35 A 2 DEK]

<component>
M=z vR—xr b4
« enabled
» protocol
<config>
ACL ZHRE
<acl_count>
ACL BT+

1.3.5  ACL EZEF/& (UDP Z#&18)

[Ay+E—2]

‘(component>2 {config> acl <acl_count> udp is invalid

(F34A4UT+]
LOG_INFO

Tf

H1E AT Lu T
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Z0K)
<acl_count>® ACL EFICEFRFENH VY . UDPICEATHEREZERTHZ L2 R LET,

(/X5 A2 DEK]

<{component>
HAiavrR—x> b4
« enabled
- protocol
<config>
ACL ZHUE %
<acl_count>
ACL BT+

1.3.6 ACL EZ & (ICMP % #&1R)
[Avyt—]

‘<component>2 <{config> acl <acl_count> icmp is invalid

(T4 ) T 4]
LOG_INFO

=179
<acl_count>® ACL EZICERTFERH D . ICMP I+ 5 ERAYERTLZ L2 R LET,

(/X5 A2 DERK]

<component>
HAaryrR—xr M

« enabled

- protocol
<config>

ACL ZHUE %
<acl_count>

ACL EEH 7

1.3.7 ACL E&EFE (ACL EEFEET)
[Avyt—2)

‘<componont>3 {config> acl <acl_count> doesn’t exist

(TS54A4)T4]
LOG_INFO
(ErK]
<acl_count>® ACL BENMFIE LW =, <configd CRITEBMNEN THLZ LR L FET,
(NZ A2 DEK]
<component>
Hi1a v R—x M
« enabled

Tf

H1E AT Lu T
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+ protocol

<config>

ACL ZRUESR
<acl_count>

TFIE L7\ ACL B E 5

1.3.8 AL EHFEWELGERNFELGEVHIZHED

(A vtE—2)

‘<component>1 {config> acl <acl_count> is invalid

(T4 F«])
LOG_INFO

EK]
<acl_count>® ACL BFE CHLERTERMN2WNZD, <configd TRI ERZNENTHDHZ EE2RLET,

(/35 A 2 DEK]

<component>
HiiavrR—x> b

« enabled

+ protocol

<config>

ACL ZHRES

<acl_count>

L L TR D ACL ERE S




1.4 KRUYS—TIL—THEODAYvE—

ABEICEH SN TV B configd (R ¥ — 7 N—FBREE) ICFRENDEBNELZUTIORLET,

<config>
Ingress R U v —)L—F 4 VT EFH
lan <number> ip in-—policy <count>
lan <number> ipv6 in-policy <count>
- remote <number> ip in-policy <count>
» remote <number> ipv6 in—policy <count>
- template <number> ip in—policy <count>
- template <number> ipv6 in—policy <count>
<number>
lan, remote, E7-1% template EFE =
<count>
& EF DOBSENANL

1.4.1 R O—TIN—TEEFEDAETETRE)

[Ay+E—]

‘<component>2 <config> policy—group <policy—group_number> <parameter> doesn t exist

(T4 T 4]
LOG_INFO

=0K]

<policy-group_number>D7R U ¥ —F N —T DMEERICAENH Y, {configd T/RTEBNENTHDH %

RLET,

(/X5 A2 DFEK]

<component>
Hi1a v R—x M
« enabled
- protocol
<config>
R =T N—FBWER
<pol icy—group_number>
R =T N—TE#ERZ
<{parameter>

* pattern
interface
IPv4 EFa~v o R
+ nexthop (interface 2% lan DFE7EF)
IPv6 EFEa~v 2 N
+ nexthop6 (interface 2% lan DFE )

.42 RYI=TL—TEEFERI O—TIL—TERXFELET)

[AytE—2]

‘<component>3 <{config> policy—group <policy—group_number> doesn’ t exist

58



(T4 )T «]
LOG_INFO

=]

<policy—group_number>D RV 2 — T ) —TEZRMNTFIE L7272, <configd T/RIEXNENTH D Z & &R
LET,

(/35 A 2 DEK]

<component>
HharR—xr b
« enabled
+ protocol
<config>
RV =T N—TBRER
<pol icy-group_number>
GHELRWRY =7 N—TEHRES

1.4.3 RYS—JIL—TERFE (nexthop Exh)

[Ay+E—2]

‘<component>l {config> policy—group <policy—group_number> nexthop is invalid

(F354F)T 1]
LOG_INFO

=]

<policy-group_number>®D 7RV I — 7 N —TERICEFRFEDH D |, nexthop (BT A EREMET L LERL
*7,

(/35 A 52 DEK]

<{component>
HharyR—xr M
- enabled
» protocol
<config>
KUY =T N—TBRERE
<pol icy-group_number>
R =T N—TEXRE S

1.4.4 R —5IL—TEEFE (nexthopb EXh)

(A y+E—2]

‘(component% {config> policy—group <policy—group_number> nexthop6 is invalid

(FTS34A4UT+]
LOG_INFO

#w1E v RxFan s ER—% 59



=]

<policy-group_number>®D R U o — 7 N —TFERIZERFENH Y . nexthopb I[CEHT A ERLEH TS Z L &R

LET,
(/35 X 2 DEK]

<{component>
HAarR—xr 4

« enabled

- protocol
<config>

R =T N—THMEE
<pol icy-group_number>

R =T N—TEHRES

1.4.5 R)S—TI—TEy o a ERAYE—

[Ay+E—]

‘icmpwatchdi policy—group watching host is down. <target>

(TS54F) T 4]
LOG_INFO

=0K]

Ingress R Y L —b—7 4 7ty ¥ a VEBRIOBEAR b £ RERRCEERBAE LI AR LET,

(/X5 A 2 DFEK]

<target>
policy—group RV o —7 N—T7FK5

(A ytE—]

‘icmpwatchdi policy-route watching host is up. <target>

(F54F)T 4]
LOG_INFO

(Ek]

Ingress RV v —b—F 4 7wy a VEROEREA M, F3EHREREAERL-ZZE2RLET,

(/35 A 2 DEK]

<target>
policy—group RV o — I I)I—T7FK 5

1t
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1.5
1.5.1

(A

(7

=

[/X

1.5.2

(A

(7

[EEE802. 1X FREERS&ED * v £ —
[EEE802. 1X EREE#)HE KB

vt—2)

\s‘

‘authdi open_supplicant: Error opening socket (<errno>)

44T 4]
LOG_INFO

=19
IEEE802. 1X RFEH D Y 7w PRI L7=Z 2R LET,

I A2 DEK]

<errno>
=7 —FK 5

I:l'La\ I:IE hjz Ij]

vt—Y]

VLAN ID=<vid>]

authd: Supplicant is accepted on <interface> [<mac_addr> user=<username> type={type>

ZA4F )T 4]
LOG_INFO

EK]
IEEE802. 1X FRGEIC K DFRGEN I Lz Z L 2R LET,

A

1.5.3

(A

A3 DERK]

<interface>

ether <ether Z' /L —7% 5> <ether IR— hFE >

<mac_addr>
FERE S AL DA D MAC 7 R LA
<username>
a—4
<type>
SEE T m ha
UTOENIPRERINET,
+ TTLS
« TLS
+ PEAP
+ MD5
vid>
EY BT H 7z VLAN 1D

'l.a\ IZIIE %E&
vt—]

‘authdi Supplicant is denied on <interface> [<mac_addr> user=<username>]

ﬂﬁ
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(FTS34A4YT«]
LOG_INFO

BEK]
TEEEB02. 1X FBAEIC & 0 RBAEMESR SNz 2 L &R LET,

(/X5 A 2 DEK]
<interface>
ether <ether 7 /L —7 % 5> <ether i"— FFE >
<mac_addr>
FRES LD UARD MAC 7 R LA
<username>
o —H4

1.5.4 dA—H¥as4 2
[Avt—)

‘authdi Supplicant is logged—off on <{interface> due to user request [<username>] [in Connecting state]

(FS54A4UT«]
LOG_INFO

Z0K)
A—YPNL5DERICEYV e S AT Ll L ERLET,

(/35 A2 DEK]
<interface>
ether <ether Z' /L —7% 5> <ether IR— hF >
<username>
o —H4
in Connecting state
IEEE802. 1X FBGEBAAAIFIC n VA T HEREZZBE LI Z L 2R LET,

1.5.5 A—Ho@mEns+ o
[Avt—)

‘authdi Supplicant is logged—off on <interface> due to link error or reconfiguration [<username)]

(T4 T4]
LOG_INFO
=19
Vo7 BEERIIBRERERICL Y 2—F2lifilice /471 L2t &R LET,
¥ 7-. dotlxctl initialize a3~ RIZL VD R— kWL EN-HE I A ENET,
(/X5 A 52 DEBK]

<interface>
ether <ether 7' /L —7"% 5> <ether IR— FFE >

T

FB1E VAT a7 FERE
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<username>
a—H4

1.5.6  VLAN Z#x%KBL

[Ayv+E—2)

‘authdl VLAN registration failed [<interface>, user=<username>, VLAN ID=<vid>]

(544 1)T 4]

LOG_INFO
2iK)

ek L LD L L7ZVLAN ID E[F— ID DR — FBFE LRV R EDEBIZ LY BERICRR LI Z L 2R LET,
(/35 A2 DEK]

<interface>

ether <ether 7 /L —7"% %> <ether R — h&FEHE>
<username>

a—H4
vid>

ek L9 & L7 VLAN 1D

1.5.7 A EVFRICKLIREFABRFELEIRERTDEK

(A vtE—2)

authd: accounting <request> request failed for <username>/<mac_addr>({interface>) on aaa <aaa_gid>: memory
allocation failed.

(F54F)T1]
LOG_WARNTNG

=0K]
ARV ARRICE Y REFIAE T ITRER TEROEFICRIG L2 Z L 2R LET,

(/X5 A2 DERK]

<{request>
A ER O TR
start
A4 B AR R
stop
FRAE T ER
<username>
a—4
<mac_addr>
FRES LD UARD MAC T R LA
<interface>
ether <ether 7' /L —7% 5> <ether IR— hF >
<aaa_gid>
AAA 70— 1D

Tf

i
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1.5.8 AEYTRREICK HBAKXE

(A vtE—2)

allocation failed

authd: authentication request failed for <username>/<mac_addr>({interface>) on aaa <aaa_gid>:

memory

(T340 T 4]
LOG_WARNTNG

=]
AV RIS Y RIANRM L =2 L 2R LET,

(/35 X 2 DEK]

<username>
a—4
<mac_addr>
FORE S LD HARD MAC T N LA
<interface>
ether <ether 7 /L —7"%%E> <ether R — h&FEHE>
<aaa_gid>
AAA 7' V—7" 1D

1.5.9 ALY —/\DBH A v E—UEE

[Ay+E—2)

‘authdi EAP packet cannot be found within RADIUS/AAA response [<{interface>:mac=<mac_addr>]

CEREDESD
LOG_INFO

=0K]

uuu ‘}j_“_“/\'fﬁl &EfﬁE@g&:i D wuu *j‘*/\ﬁ‘ ﬁ%ﬂéﬂf:ﬁ}’%ﬁi EAP /\07‘7 Fﬂgﬁiﬂfb\fﬁﬁ‘oflﬁ:

LERLET,

(/X5 A2 DEK]

<interface>

ether <ether 7 /L —7 % 5> <ether iR— FFE B>
<mac_addr>

FRES LD UARD MAC T N LA

1.5.10 VLANTEHRGLICK DT IAIL FVLANADEIY HT

[AvtE—2)

‘authdi no tunnel attribute is included [<interface>, user=<username>, VLAN ID=<vid>]

(F34A4UT+]
LOG_INFO
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=9
FREET — 3005 OFBFERR A O I 2 —PIZE D BTH VLAN FRNE EN TR 72720 T 7 4L b
VLAN CHEEREINT=Z L 2R LET,

(/X5 A2 DEK]
<interface>
ether <ether 7' /L —7% 5> <ether I"— hFE >
<username>
a—H4
vid>
FY YT HAL VLAN 1D

1.5.11 B —N\HhLDREMEBREEICEST 74 FVLANADE|Y BT
[Avyt—]

‘authdi illegal tunnel attribute is contained [{interface>, user=<username>, VLAN ID=<vid>]

(544 T«]
LOG_INFO

=179
FRREY— 200 B OFERER DB O HIZE F4 D VIAN HFRICR Y 727 — Z BRI &2 720127 7 4 /L |k VLAN
THEEKEINT-Z B RLET,

(/X5 A2 DERK]

<interface>

ether <ether 7' /L —7"% 5> <ether iR— FFE >
<username>

a—4
vid>

EY BT Hi7z VLAN 1D

1.5.12  REEHEEIT

[Ayv+—2)

‘authdl authentication is restarted on <interface> [cause=<cause>]

(T34 T 4]
LOG_INFO
k]
Ccause> CrR S M7= BERIC K 0 FRAFIMER A FFRAT L7 2 L &R LET,
(/35 A2 DEK]

<interface>
ether <ether 7 /L —7"%& 75> <ether &A— h &>
{cause>
FRERFRATOER, RRINDERIIZUTOLDORH Y £7,

Tf
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EAPOL-start

ZBIEART O EAPOL-start A v & — V%5

EAPOL-|ogoff

ZBEFIR T O EAPOL-logoff A v —I%%(E

supplicant timeout

PREBEF DY TV D "D RA v E—VZEFEXA LT U M4

1.5.13 ®wKIDKRA—N

(A vtE—)

‘authdl Identity Response is ignored on <interface> (too long user name) [user=<username>]

(T4 )T «]
LOG_INFO

=]

Ui R (Supplicant) WS I N2 —F LNV AT LA TRZDERKEZBRI 120, A vb—UNERINEZC
LERLET,

(/35 A 2 DEK]

<interface>

ether <ether 7' /L —7& 5> <ether m"— FFE >
<username>

a—H4

1.5.14 WEHTYhY bEA—N

(A vytE—)

‘authdl Supplicant is denied on <interface> because of over supplicant limit [<macaddr>]

(F544 U7 4]

LOG_INFO
)

WA PTREZ2 K (Supplicant) Z 88 X CRAGEDZ R 25208 L7 /oIl @GEEEm L2 Z & 2R LET,
[/55 A 5 OE]

<interface>

ether <ether 7' /L —7&F 5> <{ether N— FFE >
<macaddr>

WRADMAC 7 KL A

1.5.15  FEEEFA LTI+

[Ay+E—2]

‘authdi retry over in Connecting state on <interface> [user=<username>]

(F354F)T 1]
LOG_INFO

T
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=]

IEEES02. 1X FRAEBHAAIEIZ, EAP-Tdentity DFEX A AT U MREAELIZZEE2RLET,

(/X5 A2 DERK]
<interface>
ether <ether Z /L — 7&K 5> <ether iR— h&FEE>

<username>
a—HP4

11t
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1.6 MAC 7 N l/xmu\nIEEgﬁo)} vt—
1.6.1 E 14D A2

[Ayv+E—2]

‘protocoli MAC authentication is accepted on <interface> [<mac_addr> vid=<vid>]

(FS54A4YT1]
LOG_INFO

20K]
MACTF‘VXEL‘H iéu:unﬁﬁ‘ﬁk%bf;_&%ﬂ“bij_

[/X5 A2 DERK]

<interface>

ether <ether 7 /L —7%& 75> <ether &A— h&K 5>
<mac_addr>

FRRE S T2 AR D MAC 7 R LA
vid>

FY YT HA7z VLAN 1D

1.6.2 FRRE KR

(A vtE—2)

‘protocoli MAC authentication is denied on <interface> [<mac_addr>]

(FT34A4UT+]

LOG_INFO
=]

MAC Y R U ARREEIC K W BIES G SN Z & 2R LET,
(/35 A2 DEK]

<interface>

ether <ether 7/ /L —7&E> <ether Ihn— FH >
<mac_addr>

FORE S NLTZHAR D MAC 7 R LA

[Ay+E—2]

‘protocoli MAC authentication is already reached the number of maximum terminals on <{interface> [<mac_addr>]

(FT34A4UT+]
LOG_INFO

ZK)
T TITMAC 7 R U AGERE ClRIRFBAEG AL £ CRlREHE A D=0, BGEOFEITHRELR SN2 2R L ET,

:miﬂ'
M@
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(/35 A2 DEK)
<interface>

ether <ether 7' /L —7"% 5> <ether in— FFE >
<mac_addr>

FREE NI AR D MAC 7 R L&
1.6.3 VLAN & £% < BX

[Ay+E—]

‘protocoli MAC authentication VLAN ID set failure on <interface> [<mac_addr> vid=<vid>]

(F54F4 )T 4]

LOG_INFO
(Enk)

BeRL LD & LIZVLAN ID & [Rl— ID DR — FOFEELARWR EOBRICL Y, BRI LIZZ 2R LET,
[/35 A2 DERK]

<interface>

ether <ether 7/ /L —7&%E> <ether N"— F&HES>
<mac_addr>

WEARD MAC 7 R LA
Lvid>
HekL LD & L7 VLAN 1D

1.6.4  MAC7 FLRERBELIRREEDET

[Ayv+E—2]

‘protocoli MAC authentication logout on <interface> [<mac_addr> vid=<vid>]

(544U T«]
LOG_INFO
=19
MAC 7 R U AGBREA RN IRRED S RSGRERTOIREEIC R > 72 2 E 2R LE T,
[/X5 A2 DERK]

<interface>

ether <ether 7/ /L —7&E> <ether IRn— &>
<mac_addr>

BRAROD MAC 7 R LA
vid>

£ YT 5TV VLAN 1D

1.6.5 VIANTEHRAZ LIZCK BT 74 EVLANADEIY T
(A ytE—]

‘protocoli no tunnel attribute is included [<interface>, mac=<address>, vid=<vid>]

F1E AT LRI

T

H—

o
o
©



(T4 )T «]
LOG_INFO

=]

FRREY— 30 B OFBFERR LB O I 2 —PIZEI D BT H VLAN RN E ENTWRD o720 F 7 L b
VLAN THEER SN Z &2 RLET,

(/35 A 2 DEK]

<interface>

ether <ether 7 )L —7& 5> <ether m"— FNFE >
<address>

WRADMAC 7 R LA
vid>

FY Y-C oA/ VLAN 1D

1.6.6 REEH— /DS DEMBREEICKBTIAHILEVLANADE|Y HT
[Avyt—)

‘protocol: illegal tunnel attribute is contained [<interface>, mac=<address>, vid=<vid>]

(FTS54A4UT«]
LOG_INFO

)|

FRREY— 30 B OFBEERR LB O I E FN D VLAN FHRIC AR Y 27 — 2 BN &= 79125 7 + /L bk VLAN
THEEINT-Z 2R LET,

(/35 A 2 DEK]

<interface>

ether <ether 7' /L —7% 5> <ether IR— hF >
<address>

RO MAC 7 R LA
vid>

FY YT HiL/ VLAN 1D

1.6.7 AEYFREBIZEK HFREAEE
[Avyt—]

‘protocoli authentication request failed for <id> on aaa <group_id>: memory allocation failed. [<{interface>]

(T34A4)T 4]
LOG_INFO
BK]
AEYRRICE D RADSKIE LIS L 2R LET,
(/X5 4 52 DEK]

<id>
FRFE 1D




MAC 7 R U AFRFERBRIRAR D MAC 7 R LU A% 16 #H 12 M7 (2 U TREIS 20 O/NCFIZ L= H 0

<group_id>

AAA 70— 1D

<interface>

ether <ether Z /L — 7&K 5> <ether iR— hFEE>

H

11t

fit

AT hua T

il

#—%
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1.7 ARPFREIRSED A v —o
1.7.1  FIEMAC T KL R

[Ayv+E—2)

‘protocoli ARP authentication illegal MAC address detected <mac_address> (<ip_addr>)

(F544U7T]
LOG_INFO
2K)
ARP G RED B IR S IV CWVARWNAC 7 RLAZBRIB LI Z & 2R LET,
(/35 A2 DEK]

<mac_address>

BRI I TVIRWMAC Y R LA
<ip_address>

ARP /X7y FOE[EITL IP 7 R L X

1.7.2  Z8FFNAC 7 FLRXt&EH

[Ay+E—2]

‘protocoli ARP authentication accepted <mac_address> (<ip_addr>)

(F544UT4]

LOG_INFO
K]

ARP FRFEHSAE S BIR SN TV D MAC 7 RL A &M L2 2 L 2R LET,
(/35 4 2 DEK]

<mac_address>
BEESNTWAHMAC T RLR
<ip_address>
ARP /X7y FOE[EIL IP 7 R L%

1.7.3 F—nNoo—

[Ay+E—2]

‘protocoli ARP authentication table overflow

(F34A4UT+]
LOG_INFO

1t

VAT La T

T

#—%
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1.8 IL—TFTA2I9T%2—TxvDAvE—
1.8.1 IW—T 40 FT—TILA—/\TJAa—

[Ayv+E—2)

‘nsmi routing table overflow. <route> from <protocol>

(F34A4YT1]
LOG_INFO

=19
IPvd V—F 4 7T —TNDxy FUEPRREIZEL TWATD, BRI REyE L2 2R LE
j—o
(/X5 A2 DEBK]

<route>

EE U 7o iR I
<protocol>

AR N=V% Vil

1.8.2 ARBT A ERO ECMP A4 —/N\

[Ay+E—2)

‘nsmi This route cannot be added because the number of ECMP routes has reached maximum. <route> from <protocol>

CEREDEDD
LOG_INFO

K]
AL T Ay 7 REEOBMIFIC, G2 SFEH O EOP S BREITE L TN DT, BT A RIS A g L 2 &
ERLET,

(/X5 4 52 DEK]

<route>
THE L 7o AR 3R
<protocol>
A=RN=§ - ]|

1.8.3 ECMP MR EBDRZT AV IRBRBDA NIV IFE

[Ay+E—2)

‘nsmi This route cannot be added because the metric is contradictory. <route> from <protocol>

(FS34A4YT1]
LOG_INFO

=0K]

ANV w7 ORI AE BECMP RRIE & LTERERLE D & Lizind, FiimeREamiE L2 2R LET,
[l U & CHACHEE ORI 2 ECOMP I8 & L TRET2HE6,. A N v 7 RRICTHILERD D 7,

w1E vRFAnSER—E 73



(/35 A 2 DEK]

<route>
EE L 7o R BRI
<protocol>
ARV Vil

1.8.4 AREATAVO T M)A —/NTO—
(A vE—2)

nsm: This route cannot be added because the number of static routes has reached maximum. <route> from
{protocol>

(F354F)T1]
LOG_INFO

EK]
ABT 4y VR EBIMLE D & LEHRIZ, AFT 4 v 7RO MU BNREKREISEL TWelo®d, BEE
Lzt mRrLET,

(/N5 A2 DEK]

<route>

EE L 7o AR R
<protocol>

AR =% il

1.8.5 RIEEZHFOPE

[Ay+E—2)

‘nsml Re-registration processing of the IPv4 route was interrupted

(F354FU)T 4]
LOG_INFO

EK]
IPv4 RIS TE RO BRGFAE 2 PR L E LT,

1.8.6 IP7 FLRDEIY AT

(A y+E—2]

‘nsmi {address> was assigned to <interface> from <protocol>.

(TS54F) T 4]
LOG_INFO

Z0K)
IPv4 DHCP Hr— "B MER LT IP T L AZA X 72— A ZEIN BTt E2RrLET,

T

m1E AT A sER—-E T4



(NS AZ2DEIK]
<address>
IPT7TRLRA
<interface>
AV BT 2— A
<protocol>
A= =%Vl

1.8.7 IP7 FLADERE

[Ayv+E—2)

‘nsmi {address> cannot be assigned to <{interface> from <protocol>, because duplicated.

(F34A4YT+]
LOG_INFO

=0K]

IPv4 DHCP — BB L7 IP 7T RLANEE L TWATED A VX 72— AIZE VYR THZ LN TE D)o
T2l EERLET,

(/X5 A 2 DEK]
<address>
IPT RL2A
<interface>
A BT — A
<protocol>
AR =%

T

w1E AT LrnsER—% 15



1.9 RA®DAvt— (IPv6)

1.9.1 TI7HIRIL—F YR bA—/N\TO—

[Ayv+E—2)

‘rtsoldi overflow: default router list on <interface> from <src—addr>

(F34A4YT 1]
LOG_INFO

=0K]

AHE T 2= ATZEARERT 74NV M—FOEEBZ TCRAZZELEZED, 774V V=X X DT
VRNYERERR Lol BaR LET,

(/X5 A2 DEBK]

<interface>

RA Xy N &ZAE LTZiaElA V2 7 = — A4,
<{src-addr>

RA/RT >y FOEEFEILIP T FLA

1.9.2 TLIAYORYRMA—/N\TO—

[Ayv+E—2]

‘rtsoldi overflow: prefix <prefix>/<prefixlen> on <interface> from <{src-addr>

CEREDESD
LOG_INFO

=0K]

AVET 2= ATRENERZ 0 — LT RURAHAEBZ T, RAD prefix [FHRA T a v EZE L2,
prefix WA T v a v aME L2 L2 RLET,

(/35 A 2 DEK]

<prefix>/<prefixiend>

WAL L7z prefix [EHA T L a v DIPVe T LT 4 v I RAET VLT 4 v 7 AR
<interface>

RA X7y N ESAE LiziaHiA v ¥ 7 = — R4,

<src-addr>

RA/NTy RDEETIPT KRR

T

wm1E AT LA SER % T6



1.10 RIPOAy+E—2
1.10.1 7y FREE

[Ayv+E—2)

‘ripdl recy from <src—addr> ({interface>): invalid packet length(<length>)

(FS544 )T 1]
LOG_INFO
k]
ZELERIP Xy bRy FEPRFETHLZLE2RLET,
(/X5 A 2 DEK]

<{src-addr>

RIP /X5y FDIFETL IP T F LR
<interface>

RIP Ry &G LicA v ¥ 7 2 —R%
<length>

RIP X7 DRy MR

1.10.2 N—L 3 EE

(A vtE—2)

‘ripdl recv from <src—addr> (<interface>): invalid version(<version>)

(F5440F 4]
LOG_INFO
=179
ZELFERIPXY Yy RORIP A=V a0 N0 ThHhHI EERLET,
(/X5 A2 DEBK]

<src-addr>

RIP %7 FORETIP T FL R
<interface>

RIP X7y "EZA G LIcA V¥ 7 = — A4
<version>

RIP /X% > KD RIP N— 3 &5

1.10.3 ZEfEXKR—+BESEE

[Ay+E—2]

‘ripdi recv from <src-addr> ({interface>): invalid source port ({port>)

(F354F)T 1]
LOG_INFO

FH1E AT LRI

T
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Z0K)
{5 L72 RIP »3/ > b (RESPONSE) D65 e — FEFM RIP R— MEBSTIERWI L ERLET,
(/X5 A2 DEK]

<src-addr>

RIP /X5y hDIRETL IP 7 R LA
<interface>

RIP Ry baZE LAV Z T 2 — R4
<port>

RIP /X7y F DIRETLAR— M

1.10.4 ZFEETIP7FLRESE
[Avyt—]

‘ripdi recv from <src—addr> ({interface>): invalid source address

(T34 T 4]
LOG_INFO

=0K]

{5 L7z RIP 7%+ b (RESPONSE) DiE(EILT R UVARKEBOE DI L F VT RUANRRELTND Ry hU—7

ThdZ LaRrLET,

(/X5 A 2 DFERK]

<src-addr>

RIP /X5y FDIREITL IP 7 R LA
<interface>

RIP Xy a2 LA v ¥ 72— A%

1.10.5 7 FLRI7IVEE

[Ay+E—2]

‘ripdi recv from <src-addr> ({interface>): invalid address—family (<family>)

(F54F)T1]
LOG_INFO

=19
RIP ¥4+ |k (RESPONSE) T3/ L7ofRHEIEMDOT KL AT 7 S U AF_INET TRWZ L 2R LET,

(/X5 A 2 DEK]
<src-addr>
RIP /X5y FDIREITL IP 7 R LA
<interface>
RIP X7y FEZE LAV H 7 = — A4
<family>
RIP Xy RCZELIET RLAT7 73

FH1E AT LRI

T

#—%
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1.10.6 BEEFERHOGTEREE

(A vtE—2)

‘ripdl recv from <src—addr> (<interface>): invalid address (RTE=<address>/<mask> [<metric>])

(F34A4UT+]
LOG_INFO

=]

RIP /X% K (RESPONSE) C5f5 L7 RRIEBEMOH TN T 0 — R¥ ¥y A T KL A 23, v»—F Ry 77 R
LATHAHZEERNLET,

(/35 A 52 DEK]

<{src-addr>

RIP /%> FDIEEITLIP T KL A
<interface>

RIP Xy "EZAG LIcA V¥ 7 = — A4
<address>

RIP RSy FTRELEHTHT FLA
<mask>

RIP X7y hCERELIEYAZE
<metric>

RIP X7y FCTRABELIZA R v o

1.10.7 <TRUVREE

[AytE—]

‘ripdi recv from <src-addr> ({interface>): invalid mask (RTE=<address>/<mask> [<metric>])

(F54F )T 1]
LOG_INFO

=19
RIP /%47 |k (RESPONSE) C32/5 L 7o iR E MO H TR, ~ A7 RO#MEEBLZ TWLZ 2R LET,

(/35 X 2 DEK]

<src-addr>

RIP /N7 v FOEEFEITLIP 7 FLR
<interface>

RIP X7y NEZFE LAV H T 2—A4
<address>

RIP X7y N CEELIZHTHET FLR
<mask>

RIP X7 v hTRAFLIZV A7 K
<metric>

RIP X7y FCEAGLIZANY v

T

w1E AT rn S ER—E 79



1.10.8 A FUYIRE

(A vtE—2)

‘ripdl recv from <src—addr> (<interface>): invalid metric (RTE=<address>/<mask> [<metric>])

(FS54A4YT«]
LOG_INFO

=]

RIP /%4 | (RESPONSE) TZ/5 LT=BRBEIBEMDO A FY v 7 R0 THDH, F£/1E, 16 IV b REWZ EEZRLE
9,

(/35 A 2 DEK]

<src-addr>

RIP X > FDIEEITLIP T KA
<interface>

RIP X7y "EZAF LIcA V¥ 7 = — A4
<address>

RIP Ry FTRELEHTHT FLA
<mask>

RIP X7y hCERELIEYAZE
<metric>

RIP X7y FTRABELIZA RN v o

1.10.9 RIPIL—F 4 2T FT—TNA—n"78—QRIP /N7y F3(E)

[Ay+E—]

‘ripdi RIP routing table overflow. <address>/<mask> from <{src-—addr>

(F54F)T1]
LOG_INFO

[(Enk)
RIPV—F 4 7T —TNDTy FUENREREIGEL TWATZD, HIHICZE LR ERAEL-Z %
~LFET,

(/85 A 2 DEK]

<address>

WIS NG RO B TH
<mask>
WIERINT-REEHRO~ A7
<{src-addr>

RIP /X7 > RDE[FIL IP T R A

1.10.10 RIPJI—F 4 o5 FT—TIA—No0— (BEAREKEZE)

[Ay+E—2]

‘ripdl RIP routing table overflow. <address>/<mask> redistribute from <protocol>

#w1E vxransER—% 80



[(F514Y7+]

LOG_INFO

EK]
RIPV—F 4 7T —TNDxy MU ERBEKREISEL TWATD, Fil-m iR amE Lot 2R L E
7,

(/35 A 2 DEK]

<address>
HE S AT AR PR IE WD & THE
<mask>
WS NTZRBIE RO~ A7 &
<protocol>
FHEAREE DON—T 4 > 771 k2R

1.10.11 432 71 —ABRBERA—/\T7O—
[AvE—2)

‘ripdi connected route overflow. <{address>/<mask>

(FTS54A4UT«]
LOG_INFO
(ErK]

R SNToA 8 7 = — AR LIRMEICE L T D7D, Bilei A v 8 7 = — AR REE L2
LR LET,

(/35 A 2 DEK]

<address>

HZE ST RRBR I D & T
<mask>

WE I NTREEHRDO~ RV K




.11 OSPF DAy t—o
1111 TUY7 IDF—

[Ayv+E—2]

‘ospfdi interface <interface>:<address>: ospf_read from <router_id> invalid Area ID <area_id>.

(F34A4UT+]
LOG_INFO

=0K]

A UHET 2= AEEEINTWAZYTID EZELEA v E—VICEREEINTWAZ Y T ID BEL > TV A
ZEERLET,

(/X5 A 2 DEK]
<interface>
A BT 2— AL
<address>
AVHT2—ADT KL A
<router_id>
JL—24 1D
<area_id>
ZAELIZ0SPF A v — Uy XIZRESNTWNDHT Y 7 1D

1.11.2  EREREARA—E

[Ay+E—2]

‘ospfdi interface <interface>:<address>: ospf_read from <{router_id> authentication type mismatch

(F544 )T +]
LOG_INFO
EK]
AVE T2 —AIRESNTOERAF AP TPEE L B> T0WDH 2R LET,
(/N5 A2 DEK]
<interface>
A VHT 2 — A
<address>
AVHAT2—ADT KL A
<router_id>
Jb—2% 1D

1.11.3  TFXFEEEELR—
[Avyt—)

‘ospfdi interface <interface>:<address>: ospf_read from <router_id> authentication failed

(FTS34A4YT«]
LOG_INFO

F1E VA7 au /RS 82



=]

4"/571—X %\“ éﬂ‘(b\éTi’\'x }\nthuiEfﬁif\_j:MDS mL‘nJ‘_E% ID 75)1:55?‘ fcﬁofl/\é:&%i‘l/i
T,
(/N5 A2 DEK]
<interface>
[ BTz — R
<address>
AR T2—ADT KL A
<router_id>
Jb—% 1D

1.11.4  MND5 BB A—E
[Avyt—2]

ospfd: interface <interface>:<address>: ospf_read from
{router_id> mdb authentication failed.

[(F544 10T 4]
LOG_INFO
EK]
A UH T 2= R TEESN TS MDS FRFEEE ) FE T4k BipoTWAZ EaRLET,

(/35 A 2 DEK]

<interface>

A BT — R
<address>

A BT2—ADT KL A
<router_id>

Jb—24 1D

1.1, Ry FID—OTRIRF—H
[Avt—)

‘ospfdi RECV[Hello]: From <router_id> NetworkMask mismatch

(F54F4 T 4]
LOG_INFO
=Y
{router_id> TRIN—F LHEBTA LV H 72— AR ESINTZ~ AT ERRIoTWDH I EE2RLET,

(/35 A 2 DEK]

<router_id>
JL—% 1D




1.11.6  Hello/Nyw FE{ERIRDA—E
(A ytE—]

‘ospfdl RECV[Hello]: From <router_id> Hellolnterval mismatch

(544U T 4]
LOG_INFO
EK]
{router_id> T/RI/—% L HEE THello /X7 v MEERMBOREMNRELR->TNWDZ LERLET,

(/35 A 2 DEK]

<router_id>
JL—% 1D

1.11.7  BgIL—32 EILEHEREROAR—E
(A ytE—]

‘ospfdi RECV[Hello]: From <router_id> RouterDeadInterval mismatch

[F544 0T 1]

LOG_INFO
=19

{router_id> T/RI/L—F & BEEE Tl L — 25 FHEGREROR EMB R > TND I E 2R LET,
(/X5 A 52 DEBK]

<router_id>
JL—% 1D

1.11.8 TUT7E2A4TDEF—
[Avyt—2)

‘ospfdi RECV[Hello]: From <router_id> option mismatch: my options: <my_option>, his options <his_option>

(F34A4UT+]
LOG_INFO

=19
router_id> TRIT/NL—F LHEET, m Y THA TOREMWENERL>TNDEZ EERLET,

(/35 X 52 DEK]

<router_id>
JL—2% 1D
<my_option>
HEBICRESNTWLIZY T X AT
“2 transit”
transit = U 7

F1E AT LRI

T
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“0 stub”
stub = U7
“8 nssa”
% stub =V 7 (nssa)
“nnn unknown”
tRUSO=Y T H AT
nnn [2i3, TV T XA T ERTEIFRINET,
<his_option>
router_id T/RENDNL—ZIZHEINTWLZI T XA
“2 transit”
transit = U 7
"0 stub”
stub = U7
”8 nssa”
#E stub = U 7 (nssa)
“Ann unknown”
rRSo Y T H AT
nnn (21X, =Y T XA T ERTEIRRINET,

1.11.9  LSAmK#A—/
[Avt—2)

‘ospfdl RECV[LS-Upd]: From <router_id> LSDB overflow.

(5441 T 4]
LOG_INFO
2K)
LSDB T, LSA R ABATZZ L 2R LET,
(/35 X 2 DEK]

<router_id>
LSA 2E{Ee—# 1D
J—% 1D 8 BEEE LV — & 1D OHA . BRI EZ R L ET,

1.11.10 L—2 IDDEE
[Avyt—]

‘ospfdl RECV([Hello]: router—id <router_id> duplicated.

(T340 T 4]
LOG_INFO

=0K]
HEBELFRUL—2 D 2T 28BLRH LI 2R LET,

(/35 X 2 DEK]

<router_id>
Jb—% 1D

H1E AT Lu T

Tf

W



11111 MTUED A —E

(A vtE—2)

‘ospfdl RECV[DD] : From <router_id> <{interface>:<address> MTU mismatch

CEEE DRSS

LOG_INFO
2]

B —Z DA v F T 2= ATERESN TS MU ES, BEEIY S RENWZ E2RLET,
(/35 A5 DEK]

<router_id>

Mtz — % 1D
<interface>

A VHT 2 — A
<address>

A BT2—ADT KL A

1.11.12 SPFSHET—TILEA—N
[Avt—)

‘ospfdi Area ID <area_id>: SPF calculation table overflow.

(544U T4]
LOG_INFO
[EnK])
SPF &R T — T BN RHEHEZ B2 -2 L 2R LET,

(/35 A 52 DEK]

<area_id>
SPF 8t T — 7 NEN RS A B2 7-=Y 7 1D

1.11.13 OSPF e AE U A —/\

(A vtE—2)

‘ospfdl Temporary memory allocation failed

(F354F)T 1]
LOG_INFO

[ErK])
OSPF v—7F 4 7 CHEHAT DIEE AT ) NHERRIAZ B - OICRBERO— M E2E L 2R LET,

1.11.14 ZEAREYA XZEBAT=/\7y FOBEE
[Avt—)

‘ospfdi RECV: packet from <address> ignored. (size too big)




[(F514Y7+]

LOG_INFO

EK]
<addressd> TRT T FLAMNMD, ZIEAREY A XULD IP N7y NEZE LD, %437y NEREL-
ZLERLET,

(/35 A 2 DEK]

<address>
Ny OREITLIP T R

1.11.15 [#EERESE
(A ytE—]

‘ospfdi interface <{interface>:<address>: neighbor <router_id> down detection. (<{old_state>—>Down)

(FS54A4YT1]
LOG_INFO

=0K]

OSPF [/ — # 2 - FeZ2 RFE (dead interval) ®HIZ Hello /34 v N &5 CTX 9, BB/L— & & 0 0SPF [##:p
Rt E2RLET,

(/X5 A 2 DEK]
<interface>
HEBOA VH T x2— 24
<address>
HIEFEDA VX T 2—ADT KA
<router_id>
Btz —%& 1D
<old_state>
WEEZEAFR M I D HT DB L — & & DIRRE
Full, Loading, Exchange, ExStart, 2-Way @ 3L >DIRHE

1.11.16 connected F®_A—/\T7O—

[Ay+E—2]

‘ospfdi connected route overflow. <route>

(544U T4]
LOG_INFO
[Enk]
FAAAT & 472 connected RSN ERREIZIEE L CTWAH 72, #7272 connected R AFIE L 7-Z L 2R LET,

(/X5 A2 DFEK]

<route>
Y FE U7~ connected FRIKE R




1.12 BGPAD S vt—o

1,121 *—hT74—ILFEE

[Ay+E—2)

‘bgpdl <address> <direct> NOTIFICATION 1/1 (Message Header Error/Connection Not Synchronized.) <detail>

(75445 ]
LOG_INFO

=19
REp~—h T =NV FEZEFE LI ERLET,

(/N5 A2 DEK]
<address>
HFEWEED IP T FLX
<{direct>
received
MFACTEEEZRHEL, BANCZORE 2@ L 2R LET,
sending
HElCcREEmHE L, MPAllczoREZ@®M LIzl 2R LET,
<detai |>
B L 7p o T2 IR ORI
1.12.2 A v+v—PREER

=<

[Ay+E—2]

‘bgpdi {address> <direct> NOTIFICATION 1/2 (Message Header Error/Bad Message Length.)<detail>

(FS54A4YT«]
LOG_INFO

EK)
HEERENADA v =V EOXA v —V2ZE L2 AR LET,

(/X5 A2 DEK]

<address>
FTFEBOIP 7 N2
<direct>
received
HFPFAUTHRELHRHL, BANICZORFEZEM LTI 2R LET,
sending
AElCREEZHRH L, AFAlcEoREZz@M LIl 2R L ET,
<detai >
Bw & 7p o T K O G AR

F1E AT Lu s

T

W
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1,123 A vte—CHA4TEE

(A vtE—2)

‘bgpdl <address> <direct> NOTIFICATION 1/3 (Message Header Error/Bad Message Type.)<detail>

(F34A4UT+]
LOG_INFO
BK)
YR—=FADA =T E A T2 E LI EEZRLET,

(/35 A 2 DEK]

<address>
FTEBEDO IPT KLA
<direct>
received
MHPMCcREEEZHRHEL, BRICZORE BN L2 L2 RLET,
sending
HEICRE 2R L, HPAllczoREz@m Lzl 2R L ET,
<detai I>

S & 7o TSR O RER
1124 A yt—UAvFEEY T IS —0— FEHETH

[AytE—]

‘bgpdi <address> received NOTIFICATION 1/<subcode> (Message Header Error/Unrecognized Error Subcode) <detail>

(F54F )T 1]
LOG_INFO

=19
A =T~y Z8E NOTIFICATION 2% L, V7 =T —a— REFEH &R Z2 R LET,

(NS AR DEK]
<address>
FFEEO IPT FLA
<subcode>
V7T —a—f
{detai I>
FLH & 7p o TR O BRI )

1.125 N—=U 3 EE

[Ay+—2)

‘bgpdi <address> <direct> NOTIFICATION 2/1 (OPEN Message Error/Unsupported Version Number.)<detail>

(F34A4YT+]
LOG_INFO

T

FB1E VAT a7 FERE

89



Z0K)
PAR—=FDBEP N—=Ta DAy —VEZELEIEERLET,

[N A2 DEK]
<address>
FFIEEDO IP T KL A
<direct>

received
MHPRCcETEZmRE L, BRAICZEORFEZBM LI L2 RLET,

sending
HCTREZ/BHE L, BRAlCEoREEZENLI-Z 2R LET,

<detail>
FLg b g o T2 RIK O FEHIE

1.12.6 ASHESEE

[Ay+—2)

‘bgpdl <address> <direct> NOTIFICATION 2/2 (OPEN Message Error/Bad Peer AS.) <detail>

(F34A4YT+]
LOG_INFO

=19
WENDAS FBEFELIZAMERCASFEALZEL-ZEA2RLET,

(/35 A 2 DEK]

<address>
MPLEED IP T KA
<direct>
received
MAPAcREZBREL, BAICZOREZBM LI L 2RLET,
sending
B CRFEEZRML, HPAUCZORFZ@MLIZZ 2R LET,
<detai I>

S L 72 o TR ORERIN
1.12.7 BGP-ID &%

[Ay+E—2]

‘bgpdi <address> <direct> NOTIFICATION 2/3 (OPEN Message Error/Bad BGP Identifier.) <detail>

(FT34A4UT+]
LOG_INFO

=]
AU 72 BOP-1D 2205 L= 2 & &R LET,

FH1E AT LRI

T

#—%

90



(/35 A2 DELK]
<address>
HFEEED IP 7 FL2Z
<{direct>

received
HPMCTEFEERHL, BHNZ BHLTZZ EERLET,

sending
B CHREZ R L, AT WL LR R LET,

<{detai |>
B L 7p o T2 JRIR OGRS

1.12.8 HR—roAFTay

(A vtE—)

‘bgpdl <address> <direct> NOTIFICATION 2/4 (OPEN Message Error/Unsupported Optional Parameter.)<detail>

(TS54F)F 4]
LOG_INFO

BK]
PR— MDA T v a v ERF LD EERLET,

(/N5 A2 DEK]
<address>
FFEREDO IPT FLX
<{direct>

received
MHPMcREELmE L, BRIC WML ERLET,

sending
TR 2B L, MPAICEORFEZBEHLI-Z 2R LET,

<detail>
B L7 o T2 JRIR O FEH T

1.12.9 ERErE&E
[Avyt—]

‘bgpdl <address> <direct> NOTIFICATION 2/5 (OPEN Message Error/Authentication Failure.)<detail>

(F54F)T1]
LOG_INFO

PRECR L7 Z L 2R L ET,

[/35 A2 DERK]
<address>
HFEEED IP T FL2
<{direct>
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received

HFRMCHRFE R L, BRICE WL EERLET,
sending

BRICRE LR L. HFMIZ BHLTZZ EERLET,
<detai I>

HLH & 72 o T2 IR O GRS
1.12.10 HOLD E§R2 1+ AN AT

[AvytE—)

‘bgpdl <address> <direct> NOTIFICATION 2/6 (OPEN Message Error/Unacceptable Hold Time.)<detail>

(T4 )T «]
LOG_INFO

[ErK])
ZIFANARA 72 HOLD Rl 225 L7 2 L 2/RLET,

(/35 A 2 DEK]

<address>
HFEEDOIP 7 FLA
<direct>
received
FIFRICRFE 2B L, BANC WERMMLIEZEERLET,
sending
HEICREEZHmH L, HPAlczoREz@mm Lzl tzr L ET,
<detai I>

B L 7p o TR IR O FEH T
1.12.11 A4 /RE) T4 ZITANFT
(A y+E—]

‘bgpdi <address> <direct> NOTIFICATION 2/7 (OPEN Message Error/Unsupported Capability.)<detail>

(T340 T 4]
LOG_INFO

(Znk]
ZHARARTA RV F 4 2% G LD L 2R LET,

(/35 X 2 DEK]

<address>

HFEBEO IPT LA
<direct>

received

FHFEMCEFEZRE L, BMIC WML EERLET,

sending

BMICRE LB L. PRI WAL EERLET,
<detai I>

H L T o 72 R O BRI )
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1.12.12 OPEN A v +—PEEY I I 5—a— FEREBARA
(A ytE—]

bgpd: <address> received NOTIFICATION 2/<subcode> (OPEN Message Header Error/Unrecognized Error Subcode)
{detail>

(F544 )T «]

LOG_INFO
=19

OPEN # wt— 8% NOTIFICATION 255 L, 7 =7 —a— R&#E#TERholz LR L ET,
(/85 A 2 DEK]

<address>

MFIEEDO IPT FLA
<subcode>

YT ET—a—NK
{detai I>

FLH & 70 o TR O BRI )

1.12.13 BHEE

[Ay+E—2)

‘bgpdi <address> <direct> NOTIFICATION 3/1 (UPDATE Message Error/Malformed Attribute List)<detail>

(FT34A4YT 4]
LOG_INFO

]
BfF LI RO B R A LT 2 L &R LET,

(/N5 A2 DEK]
<address>
HFEEEDIP T FL2X
<{direct>
received

MFACTEREEZRH L, BANCZORE 2@l 2R LET,
sending

HMICEEZBEL., HFEAICEOREZBMLI-Z 2 5-LET,
<detai |>

B b o T2 JRIR O FEA T R
1.12.14 HR— FS\EREIE S
[Ay+E—2]

‘bgpdi <address> <direct> NOTIFICATION 3/2 (UPDATE Message Error/Unrecognized Well-known Attribute.)<detail>

(FT34A4UT+]
LOG_INFO

F1E AT LRI

T

H—

o



(=nk]
PR — MIOREEZFEMBIEL L TRE LI LE2RLET,

(/N5 A2 DEK]
<address>
FFIEED IP 7 FL%
<direct>
received

MHPRCcETEZmRE L, BRAICZEORFEZBM LI L2 RLET,
sending

HCTREZ/BHE L, BRAlCEoREEZENLI-Z 2R LET,
<detail>

FH L 7p o T2 JRIK O FEHE
1.12.15 BEXXIEMDEX
[Ay+—2)

‘bgpdl <address> <direct> NOTIFICATION 3/3 (UPDATE Message Error/Missing Well-known Attribute.)<detail>

(F34A4UT+]
LOG_INFO

=179
UPDATE A v E—U % %5 LE LI, RBERBUENTXTEADRNSTZEEZRLET,
(/X5 A2 DERK]

<address>
MRFLEED IP T KA
<direct>
received
MAPAcREZREL, BAICZORE LB LI 2R LET,
sending

BHAICRAREZHmE L, fPRICZEoRFEZBM LI L2 RLET,
<detai |>

B & 72 T SRR O REAIE
1.12.16 BHEOSTER

[Ay+E—2]

‘bgpdi <address> <direct> NOTIFICATION 3/4 (UPDATE Message Error/Missing Well-known Attribute.)<detail>

(FS54A4YUT«]
LOG_INFO
(EK]
W ip @it 7 7 7 ez B Ll 2R LET,
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(/35 A 2 DEK]

<address>
FFEEO IPT LA
<direct>
received
MHEMTERE LR L, BAICZORELZBM LI 2 RLET,
sending
HECREEZRHE L, MPllcZzoREZ @M LIl 2R LET,
<detai I>

L L 72 o TR O RER
1.12.17 BHEREE

(A vtE—)

‘bgpdl {address> <direct> NOTIFICATION 3/5 (UPDATE Message Error/Attribute Length Error.)<{detail>

(T4 )T «]
LOG_INFO

[E8K]
FAUAREOBIEREZE L2 L a5 LET,

(/35 A 2 DEK]

<address>

FFREED IP T KL A
<{direct>

received

MHPRUCcREELHRHEL, BRICZORE BN L2 L2 RLET,
sending

TR 2B L, MPAICEORFEZBEHLI-Z 2R LET,
<detail>

S & 72 o T RR O R
1.12.18 ORIGIN E4EE

[AytE—]

‘bgpdl <address> <direct> NOTIFICATION 3/6 (UPDATE Message Error/Invalid ORIGIN Attribute.)<detail>

(F54F )T 4]
LOG_INFO
(Enk)
ARY7ED ORIGIN BMEEZE L2 2R LET,

(/35 A 2 DEK]

<address>
HFEEED IP T FL2
<{direct>




received
MR CTEREEZRH L, BANCZORE 2@l 2R/ LET,

sending
Al CEFEEZBHL, HRACEOREEZBHLI-ZZE 2R LET,
<{detai |>

B & 7o TR O BRI
1.12.19 Avte—2)—7

(A vtE—)

‘bgpdl <address> received NOTIFICATION 3/7 (UPDATE Message Error/AS Routing Loop.) <detail>

(TS54F)F«])
LOG_INFO

=]

PR CREEREZ BT DEA vE—UNAS BTL—7 LTS Z 2L, BRICEDORFAEmM L2
LERLET,

(/35 A 2 DEK]

<address>
FTEBEDO IP T LA
<detai I>
H L T o T2 R R O TR

1.12.20 NEXT-HOP B4+£%

(A vtE—2)

‘bgpdl <address> received NOTIFICATION 3/8 (UPDATE Message Error/Invalid NEXT_HOP Attribute.) <detail>

(544 1)F 4]
LOG_INFO
Ek]
AW A0 NEXT-HOP BMEZZIE L7 L &R LE T,

(/35 A 2 DEK]

<address>

MHPEED IPT KLA
<detai I>

L e o T2 R R O FERE

1.12.21 #7723V EHER

[Ay+E—2]

‘bgpdi {address> received NOTIFICATION 3/9 (UPDATE Message Error/Optional Attribute Error.) <detail>

(FS54F)T1]
LOG_INFO

T

b
©
o

F1E VAT ha s EFR—



(Ek]
MAFEUTARY AT a VEMEEZE L, BRIICEORE 2@ LI L EmLET,

(/X5 A2 DEK]

<address>

MFEEO IPT LA
<detai I>

H L T o T2 R IR O TR )

1.12.22 FLHZEREHR
[Avyt—)

‘bgpdi <address> <direct> NOTIFICATION 3/10 (UPDATE Message Error/Invalid Network Field.) <detail>

(FTS34A4UT+]
LOG_INFO

(K]
RYMEORBIEREZFE LI LR LET,

(/N5 A2 DEK]
<address>
MFEEEFEDOIP T KL A
<direct>
received

MAFACREZHRE L, BRAlcZORE 2B L2 2R LET,
sending

B TR ZHRE L, ARz RFE@mL-2 2R LET,
<{detai |>

B & 7R o T R OFERITF 8
1.12.23 A2 AS_PATH

[Ayv+E—2)

‘bgpdl <address> <direct> NOTIFICATION 3/11 (UPDATE Message Error/Malformed AS_PATH.) <detail>

(75440 4]
LOG_INFO
=39
RY7fED AS_PATH 25 L2 Z L 2R LET,

(/35 A 2 DEK]

<address>
MITFEBEO IP T LA
<direct>
received
MPMCTREEZBRHEL, BACFORFEZBM LI 2R LET,
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sending

B CRFZHREL., ARz RFE@mLI-Z 2R LET,
<{detai |>

B b 7p o T2 JFIK OFEm TS
1.12.24 UPDATE * wt—PREEH JIT 5 —a— FEREBARA
[Ay+E—2]

bgpd: <address> received NOTIFICATION 3/<subcode> (UPDATE Message Header Error/Unrecognized Error Subcode)
{detail>

(T4 )T 4]

LOG_INFO
E0K)

UPDATE A vt — 8% NOTIFICATION 2% L., 7 =7 —a— RF&2@BCTERho=Z LR LET,
(/X5 A2 DEBK]

<address>

MFEEO IP T LA
<subcode>

7T —a—F
{detai I>

B & 72 o T IR OB R

1.12.25 HOLD BRI T

[AytE—]

‘bgpdl <address> <direct> NOTIFICATION 4/0 (Hold Timer Expired) <detail>

(T340 T 4]
LOG_INFO

(Enk)
HHEM & OB EIREN R T = — 3 LR RO HOLD il 2@ L= Z L 2R LET,

(/35 A2 DEK]
<address>
HFEEED IP T FL2Z
<{direct>
received

HPMCHRFEERHL, BUICZOREZBM LT 2R LET,
sending
HElCREEZRHE L, MPllcZzoREZ@®M LIl 2R LET,
<detai I>
H L T o T R R O FERG

FH1E AT LRI

T

#—%
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1.12.26 RNEREFE

(A vtE—2)

‘bgpdl <address> <direct> NOTIFICATION 5/0 (Finite State Machine Error) <detail>

(544U T 4]
LOG_INFO
EK]
bgpd NHFOIRREIZF BN RAE LI Z L2 RLET,

(/35 A 2 DEK]

<address>
FTEBEO IPT KLA
<direct>
received
MHPHCcREEEZHRHEL, BRICZORE BN L2 L2 RLET,
sending
HEICHRE 2R L, HPAllczoREz@m Lzl 2R L ET,
<detai I>

B & 7o 1 RIR O RERITE
1.12.27 BGP v a3 U#RT

[AytE—]

‘bgpdi <address> <direct> NOTIFICATION 6/0 (Cease) <detail>

(F54F)T1]
LOG_INFO

=19
BGP Dy a v KT LI EERLET,

(/35 A 2 DEK]

<address>

FFEBEO IPT LA
<direct>

received

FFMMCTBP D a v ERTLIEZEEZRLET,

sending

BMITBP Dy a v alTLIEZ AR LET,

<detai I>

A L T o 72 R O BRI )

1.12.28 T5—a— FEﬁE‘é‘H:EI

(A vytE—)

bgpd: <address> received NOTIFICATION <code>/<subcode> (Unrecognized Error Code/Unrecognized Error Subcode)
{detail>

T

F1E VAT ha s FR—
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(T4 )T «]
LOG_INFO

EK]
NOTIFICATION 2522 L., =5 —a— RE WM CTX o2 52 R LET,

(/X5 A 2 DEK]
<address>
FTEBEDO IP T LA
<code>
=7 —a—F
<subcode>
7T —a—F
<detai I>
B & 70 o T JR IR O FERIE )

1.12.29 HBENEZEEI L DEHRZE
[(Ay+E—2]

‘bgpdi <address> BGP connection IP address is not configured

(TS54F) T 4]
LOG_INFO
[Ek]
BWESNTOARVEBRNS BRIk 2 ZE L L 2R/ LET,
(/85 A2 DEK]

<address>
B R (T o@D IP T KA

1.12.30 BGP IL—T 4 T T—TILA—/378— (UPDATE /37y FZ1E)

[Ay+E—2]

‘bgpdi BGP routing table overflow. <route> from <address>

(FTS34A4UT+]
LOG_INFO

(Erk]

BGP V—TF 4 T =T NDx s F VBN REICEL TWATED, FZICZE LIRS REM#E L2 & %

RLET,

(/X5 A2 DEK]

<route>
EE U 7o AR R
<address>
R RAEEE LIEFEEDO IP T RLA




1.12.31 BGP IL—F 4 >0 FT—TILA =T 0 — (BEREAREZE)
(A ytE—]

‘bgpdl BGP routing table overflow. <route> redistribute from <protocol>

(544U T «]
LOG_INFO

=19
BGP V—F 4 v T TF—TADT L NUBBREREIGEL CWATZD, Hi- i HRARKEHE L -2 2R LE
9,

(/35 A 2 DEK]

<route>

EE U 7o iR B

<protocol>
BRAARKEONL—T 4 77 k2Ll

1.12.32 BGP v ¥ a oA —N

(A vtE—2)

‘bgpdl <address> BGP session is failed. (too many sessions)

(544U T 4]
LOG_INFO
[ErK])
BGP & v v a VEMBEREICTEL TWAHT2d, Hiiz72BP By v a v OERICER LIZZ 2R LET,

(/35 A 2 DEK]

<address>
FHFIEEDO IP T KL A

1.12.33 BGP ' L—RX )L R %A — FLIEERES

(A vtE—2)

‘bgpdl {address> BGP started graceful-restart processing

(F34A4UT+]
LOG_INFO
=]
HPEELEOMTIL—RAT V) AL — NMUBZRIG L2 L 2R LET,

(/35 A 2 DEK]

<address>
HFEFBEDOIP 7 FLA




1.12.34 BGP JL—XTIILIJRZ— FOLEKT

(A vtE—2)

‘bgpdl <{address> BGP completed graceful-restart processing.

(F544UF 1]
LOG_INFO
EK]
HEPEBELOMO L —A 70 ) AZ—  MUENET L2 L 2R LET,

(/35 A 2 DEK]

<address>
MHFEEFEDOIP T LA

1.12.35 BGP ' L—X T )L X2 — hohlif

(A vtE—2)

‘bgpdl {address> BGP stopped graceful-restart processing by the OPEN message without restart directions

(FTS54A4YT1]
LOG_INFO

=0K]

JL—AT ) AL — MLEPIZ, HFEEDND Y X Z— FAIERESMO OPEN A vt — P &35 LIz 7z,
TUL—ATNY AR — OB E PR L2 L 2R LET,

(/35 A 2 DEK]

<address>
FFEEDO IPT FLX

1.12.36 BGP VAR —FrR A< T

[Ay+E—2)

‘bgpdl {address> BGP stopped graceful-restart processing by timeout of a restart—timer

(F34A4)T+]
LOG_INFO

=0K]

YRAZ—=bZA=BEA LT U ML), HFERELORDOT L —RAT VY AZ — hOWLEETWT L2 & &
ﬁ—\.bij—o

(/35 A 52 DEK]

<address>
HFEWEEDOIP 7 FLX




1.12.37 BGP stale #A4 Vi@ T

(A vtE—2)

‘bgpdl {address> BGP deleted stale routes received from neighbor by timeout of a stale—timer.

(F34A4UT+]
LOG_INFO

=]

FHFLEE & DD stale ZA R ZA LT U b LTzl HPEENOZIE L TV stale REEZHIBR L2 Z &
ZRLET,

(/35 A 2 DEK]

<address>
MHFEFEDOIP 7 LA

1.12.38 4F 97y b ASESKRYKR— MAFEE &L DO

(A vtE—2)

‘bgpdl {address> BGP neighbor does not support 4-octet AS number

(F514Y7+]
LOG_INFO

=0K]

AFI Ty PASEFEYR—PLTWRVEFRELER LI 2R LET,
RAyE—ViE, AREBEOASFSLE LTLOLUEEZRE LGAICHISNET,

(/35 A 2 DEK]

<address>
MFEEDO IPT FLX

1.12.39 BGP v a3y U7

[Ayv+E—2)

‘bgpdl <{address> BGP session was cleared by operation command. <option>

(544U T «]

LOG_INFO
=19

BfEa~ 2 RICKVBP Yy a RN 2V T &N &2 RLET,
(/X5 A2 DEK]

<address>

FFEEDO IPT FLX

<option>

PlEa~ v RETREOS 7V 3 v

none

BGP By aOBRERETA T EERLET,

T
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soft out
REERIAR LI 2R LET,
soft in

RO EBER L2 2R LET,
soft both

REOFAHRB L OEARER L2 2R LET,
1.12.40 JL—FRYY DL yatyvt—I%(E
(A vtE—)

‘bgpdl <address> received ROUTE-REFRESH Message. <AFI/SAFI>

(FS54A4UT 1]
LOG_INFO
[Emk])
N—=hT7LbyvaRryt—VeZFE Ll 2R LET,
(/35 A2 DEK]
<address>
MFREBEDOIP T FLZ
<AF1/SAFI>
BESNET RLA7 73

[AvytE—2)

‘bgpdl <{address> ROUTE-REFRESH Message was not transmitted. <AFI/SAFI>

(FS54F)T 1]
LOG_INFO

(ErK]

¥

(/N5 A2 DEK]
<address>
FMFREED IP T KL A
<AF1/SAFI>
HBESNEZTRLRAT773Y

MFEBIZIL— Y 7Ly afefin e dy> 7= TROUTE-REFRESH A v v — VA EE L - -2 2R LE




1.13 IW—T 4293 %2—T DA vt— (IPv6)
1.13.1  W—F42FFT—TIA—nDO—

[Ayv+E—2)

‘nsmi IPv6 routing table overflow. <prefix>/<prefixlen> from <protocol>

(F34A4YT+]
LOG_INFO
=]

IPV6 V=T 4 T T —T N DT N ERRERKEISEL TWDZD, HimREEREWIEL-Z 2R LT
j—o

[/X5 A 52 DERK]

<prefix>/<prefixlend>
EE U 7o iR I
<protocol>

7va kafER|

1.13.2 IPV6 TL T4 v RDEIYHT

[Ay+E—2]

‘nsmi <{prefix>/<prefixlen> was assigned to <{interface> from <protocol>.

[(F544UT ]

LOG_INFO
=19

TPv6 DHCP $r— "IN LT IPv6 L7 4 v I R A VX T 2 —AZEID BTt ERLET,
[/85 A2 DERK]

<prefix>/<prefixiend>

IPv6 VLT 4 v I RLT LT 47 AE
<interface>

A BT — R

<protocol>

AR =%

1.13.3 IPV6 L7414 v O RDEHE

(A vtE—2)

‘nsml <{prefix/prefixlen> cannot be assigned to <interface> from <protocol>, because duplicated

(T4 F«])
LOG_INFO
EK]

IPv6 DHCP $r— N1 L7= TIPv6 L7 4 v J AMBEHE L TWDHZD, A X 72— A ZED Y THENT
ERMmoleZ tEBRLET,

w1E v xFsnsER—E 105



(/35 X 2 DEK]

<prefix>/<prefixien>

IPV6 V7 4 v I AET VT 4 v T AR
<interface>

AV BT —A
<protocol>

A= =%Vl

1.13.4 IPv6 XA T 4 v 7 #2F&D ECMP A~7]
[Avt—2)

nsm: This route cannot be added because the number of ECMP routes has reached maximum. <prefix/prefixlen>
from <protocol>

(FTS54A4UT«]
LOG_INFO
=)

A T=NTAANERDBEEPT TIAFEL TV DD, FTITBMLE D L LIEAZT 1 v VR EREELIZZ
LERLET,

(/X5 A2 DERK]

<prefix/prefixlen>
I U 7= iR KIS
<protocol>
A= vl

1.13.5 IPV6 REATa v I IV M)A —nNTO—
[Avyt—)

nsm: This route cannot be added because the number of static routes has reached maximum. <prefix/prefixlen>
from <protocol>

(F34A4YT+]
LOG_INFO
=]

ABT 4y VRBEEBIMLED & LEHEEIZ, AXT 4 v 7RO MU ENREKRMEISEL TWalo®d, TKIE
L2 &&RLET,

(/35 X 2 DEK]

<prefix/prefixlen>
HE L 7o AR R
<protocol>
A=R =%yl

1.13.6 RERBZEERO B
[Avt—2)

‘nsmi Re-registration processing of the IPv6 route was interrupted

H1E VAT A s

T

#w—-%m 106




(FTS34A4YT«]
LOG_INFO

=]

IPv6 R B 1% i 0D PR ER G AL B 22 Tl L L7z,




1.14 RIP ® 4 v +—2 (IPv6)
1141 Ry hREE

[Ayv+E—2)

‘rip6di recy from <src—addr> ({interface>): invalid packet length(<length>)

(T34 )T 4]

LOG_INFO
k]

ZIELIRIP A5y bRy MERRETHDZ L 2R LET,
(/X5 A 2 DEK]

<src-addr>

RIP /X0 FDIFETL IP T FL-Z
<interface>

RIP Xy &G LA v ¥ 7 2 —R4
<length>

RIP X7y DRy MR

1.14.2 N—Y 3 EE

(A vtE—2)

‘rideZ recv from <src—addr> (<interface>): invalid version({version>)

(FT34A4UT+]
LOG_INFO

=179
ZELFERIPSY Y RORIP A=V a0 1 TRWZ EERLET,

(/X5 A 2 DEK]
<src-addr>
RIP /N7y FOEETLIP 7 FLZ
<interface>
RIP X7y "NEZF LA V¥ T 2 — A4
<version>
RIP X5y FORIP N—V 3 V& E

1.14.3 ZEERR—-+BESEE

[Ay+E—2)

‘rip6d2 recv from <{src—addr> ({interface>): invalid source port (<port>)

(F354F)T 1]
LOG_INFO

T
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Z0K)
{5 L72 RIP »3/ > b (RESPONSE) D65 e — FEFM RIP R— MEBSTIERWI L ERLET,

(/X5 A2 DERK]

<src-addr>

RIP /X5y hDIRETL IP 7 R LA
<interface>

RIP Ry baZE LAV Z T 2 — R4
<port>

RIP /X7y R DIFMETLAR— M

1.14.4 ZFEETIP7FLRESE
[Avyt—]

‘rip6d1 recv from <src—addr> ({interface>): invalid source address

[(F5441U7 4]
LOG_INFO
=179
Z{5 L7=RIP ¥/ > b (RESPONSE) DE{EET KL AWY o/ a—h VT RUVATIERWI L &2RLET,
(/85 A 2 DEK]

<src-addr>

RIP /X5y b DIREITL IP 7 R LA
<interface>

RIP Xy "NaZE LA v ¥ 72— A%

1.14.5 KRy Ty rEE
[AytE—2]

‘rip6d1 recv from <src—addr> (<interface>): invalid hoplimit (<hoplimit>)

(F54F)T1]
LOG_INFO

=19
Z{5 L7= RIP /34 » b (RESPONSE) D7 » 7V 2w R3S, 2556 TIHARWZ L& R LE T,

(NS AR DEK]
<src-addr>
RIP /X5y b DIREITL IP 7 R LA
<interface>
RIP X7y FEZE LAV H T = — A4
<hoplimit>
RIP Xy hDEy 7Y I v b

H1E VAT s

T
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1.14.6 RBREEHRILI41vIREE

(A vtE—2)

‘rip6d1 recv from <src—addr> (<interface>): invalid prefix (RTE=<prefix>/<prefixlen> [<metric>])

(F34A4UT+]
LOG_INFO

=]

RIP #3%» | (RESPONSE) TEAE LRIBIERO T LT 4 v 7 AR AFHF ¥ A NT RLA Fi3V v rnmn—7
AT RVA, £7203, V=T Ry I T RLATHDZ EERLET,

(/35 A 2 DEK]

<src-addr>

RIP %> FDIEEITLIP T KL A
<interface>

RIP X7y "NEZE LA V¥ T 2 — R4
<prefix>

RIP Ry FTRELET VT 4y 7 A
<prefixlen>

RIP Xy " CRELET VT 4 v 7 AR
<metric>

RIP X7y FCTRABELIZA RN v o

1147 JTL24 v I AREE

[AytE—]

‘rip6di recv from <src-addr> ({interface>): invalid prefixlen (RTE=<prefix>/<prefixlen> [<metric>])

(T340 T 4]
LOG_INFO

]
RIP /8% b (RESPONSE) C3215 LIz RIEIEMOT L7 1 v 7 ARH 128 L0 bRV I L&RLET,

(/35 A 2 DEK]

<src-addr>

RIP /X5y FDIRFEITL IP 7 R LA
<interface>

RIP X7y FNEZE LA V2 T = — A4
<prefix>

RIP Xy RCRAELIET LT 4 v 7 A
<prefixlen>

RIP X7y NCEZELIET LT 4 v AR
<metric>

RIP N7y RTEFLIEA MY v 7

w1E v xFeu s ER—E 110
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1.14.8 A +FYVHOEE
(A ytE—]

‘rip6d1 recv from <src—addr> (<interface>): invalid metric (RTE=<prefix>/<prefixlen> [<metric>])

(544U T 4]
LOG_INFO

EK]
RIP /%4 | (RESPONSE) T5/5 L7=fREEIBMDO A MY v 7R 0 THDH, £-1E, 16 IV b REWZ LEZRLE
9,

(/35 A 2 DEK]

<src-addr>

RIP %> FDIEEITLIP T RLA
<interface>

RIP X7y "NEZF LA V¥ 7 = — R4
<prefix>

RIP Ry FTCRELET VT 4y 7 A
<prefixlen>

RIP Xy " CREBELET VT 4 v I AR
<metric>

RIPRT Y FTRELEA N v

1.14.9 RIPI—TF 42T T7—TIA—n\70—QRIP /7y FZ4{E)
[Avyt—)

‘rip6di RIP routing table overflow. <prefix>/<prefixlen> from <{src-addr>

(T340 T 4]
LOG_INFO

=0K]

RIPV—F 4 7T —TNDT FUENREREIGEL TWATZD, FIHICZE LEREERAEL Lt &
~LFET,

(/35 A 2 DEK]

<prefix>
WEINTREEHROT LT 4 v 7 R
<prefixlen>
WERINTEREFROT L7 4 v 7 AR
<{src-addr>
RIP X7y RODZEFEITLIP T KR

1.14.10 RIPIL—F 4 o5 T—TILA—nND70— (BRGFREZE)
(A vtE—2)

‘rip6dl RIP routing table overflow. <prefix>/<{prefixlen> redistribute from <protocol>

H1E AT Lu S

Tf

w-m o 111



[(F514Y7+]

LOG_INFO

EK]
RIPV—F 4 7T —TNDxy MU ERBEKREISEL TWATD, Fil-m iR amE Lot 2R L E
7,

(/35 A 2 DEK]

<prefix>
BFESINTRBIFEROT LT 4 v T A
<prefixlen>

WIS NTZRBIEROT LT 4 v 7 AR
<protocol>
FHEAREE DON—T 4 > 771 k2R

1.14.11 43 71 —ABRBERA—/\T7O—
[AvE—2)

‘rideI connected route overflow. <prefix>/<prefixlen>

(FT34A4UT+]
LOG_INFO
(Erk]

HEAENTA v # 7 = — ARBIERED FIRMEICE L TWA T, il A v ¥ 7 = — ARBIER TR L -
ZEERLET,

(/N5 A2 DEK]
<prefix>
WEINT-BREEROT LT 4 v 7 A
<prefixlen>
WEESNT-REEROT L7 4 v 7 AR




1.15 OSPF @ A4 v+ —< (IPv6)
1.15.1  TYZ7 IDF—H

[Ayv+E—2]

‘ospf6di RECV: From <router_id> <interface>: invalid Area ID <area_id>.

(544U T«]
LOG_INFO
=19
A UHET 2= AIEEEINTWAZYTID EZELIEA v E—VICEREEINTWAZ Y 7 ID BELR > TV A

e, BNy FEWEELIZ L AR LET,

(/X5 A 2 DEK]
<router_id>
B — & 1D
<interface>
Ry NEZELIA VH T 2 —2A4
<area_id>
ZAG/3» RO OSPF ~ v TR EINTWLH ) 7 ID

1.15.2  Hello/\r v MR ERROT—E

(A vtE—2)

‘ospf6di RECV[Hello]: From <router_id> <interface>: Hellolnterval mismatch

(FT34A4UT+]
LOG_INFO
=]

{router_id> T/RI /N —% L HEET, Hello /37 v MRERIIBOREMMBELR > TNDED, 47y b &
WHFEL-Z L ERLET,

(/35 X 2 DEK]

<router_id>

BEL — & 1D
<interface>

Nry NeZFE LA v 27 2 — A4

1.15.3  BHERL—F ELHEZRREROR—K

(A vt—2)

‘ospf6d1 RECV[Hello]: From <router_id> <interface>: RouterDeadInterval mismatch

(TS54F)F«])
LOG_INFO




=]

{router_id> TR /L—& L HIET, BV — X FILHEGRRIROREENRR > TWDH D, STy b &
WEELIZZ LR LET,

(/X5 A2 DFEK]

<router_id>
Mgz —% 1D
<interface>
Ny NEZE LAV H T 2— R4

1.15.4 TYTF7EATDEF—H
[Avyt—)

ospf6d: RECV[Hello]: From <router_id> <{interface>: option mismatch. my options: <my_option>, his options:
<his_option>.

(FS34A4YT1]
LOG_INFO

=0K]

router_id> TR —F L HEET, TV T XA TORTEMEDPER-TNDED, 4y MEFZELEZD
LERLET,

(/35 X 2 DEK]

<router_id>
Bz — & 1D
<interface>
Ny NEZELTIEA VE T 2 — R4,
<my_option>
HISEICRESN T T XA
normal
normal =V 7
stub
stub = VU7
<his_option>
router_id T/RENDNL—ZITHESNTWAEIZ YT XA
normal
normal = U 7
stub
stub = U7
nssa
nssa &Y 7T
unknown
Lty 72 A7

1.15.5  LSAmRKREA—/N

[Ay+E—2)

‘ospféﬁdi LSDB overflow. type <lsa_type> adv-router <router_id>.

T
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[(F514Y7+]

LOG_INFO

EK]
PRFFRIREZR LSA ORABKZBA 772, 3208 L72 LSA, £7ITASEE TAMT % LSA & LSDBICHGR TE RN 2 &
ERLET,

(/35 A 2 DEK]

<lIsa_type>

BERTE 2o 7= LSA DX A 7 (16 #HED)
<router_id>

LSA #Fmn—% 1D, F2XAEEOL—Z 1D

1.15.6 JL—2 ID DEHE
(A ytE—]

‘ospf6di RECV[Hello]: From <router_id> <interface>: router—id duplicated

(T4 )T «]

LOG_INFO
[(Enk)

HiEE LR CL—% ID 2T AEELRE L2720, B4 Fry NelEEL-Z &2 RLET,
(/N5 A2 DEK]

<router_id>

Mtz — % 1D
<interface>
Ny NeZE LA V2T 2 — R4

1.15.7 MNUfEDA —E

[Ay+E—2)

‘ospf6di RECV[DD] : From <router_id> <interface>: MTU mismatch

(F354F)T 1]
LOG_INFO
(EwK]

i —Z DA Z 72— AR ESNTWD MU 8, BEBEDOA V2 72— AR ESN TS MIUE X
HREWTZD, B4y AEES N Z AR LET,

(/N5 A2 DEK]
<router_id>
Wtz — % 1D
<interface>
Ny NEZE LA V2T 2 — R4




1.15.8 Z{EIEeY A XEBA =/ Yy FDOEE

‘ospf6dl RECV: packet from <interface>:<address> ignored. (size too big)

(T34 UT4]
LOG_INFO
2]
ZAFHHEY A XU LD IP X7y NEZFE L, %y NaEE L 2R LET,
(/35 X 2 DEK]

<interface>

Ny NEZE LAV E T 2 — R4,
<address>

Ny NOKEETY 7T RLA

1.15.9  BEL—42 800kt

(A vtE—2)

‘ospf6d1 interface <{interface>: neighbor <router_id> down detection. (<old_state>—>Down)

(TFZ5144)T4]
LOG_INFO
[(Enk)
<router id> TR —X L DRGNS, ¥ U LB SNoREICER L 2R LET,

(/35 A 2 DEK]

<interface>
HEBOAL VH T x—24
<router_id>
Mgz —% 1D
<old_state>
BEEZEAFR M I D HT DB L — & L OIREE
Full, Loading, Exchange, ExStart, 2-Way @ 3L >DIRHE

1.15.10 LSA JRX#A—/\ (BEEMZIRZER)
[Avyt—)

‘ospf6di LSDB overflow. <route> redistribute from <protocol>

(F3514A4UT4]
LOG_INFO

[#nk]
TRFFATAEZR LSA DR R 2B A T2 720, A5 LIZHRLATREHSICBE ™% LSA % LSDB ICH R TE R\ I & 2R L&
ED




(/35 A2 DELK]
<router>
fE3E U 7= ARSI
<protocol>
FHEATREEE ONV—T 4 > 77 ek a L fEhl




1.16 BEREDODAYE—D
1.16.1 ®ER—tDY 2O TV T
[Avyt—2)

‘protocoli ether <{group> <port> link up

(FS54A4 )T 4]

LOG_INFO
[(Ek]

MR~ RN o2 T v F LI R LET,
[/X5 A5 DERK]

<group>

ether 7' V—7%& "=
<port>

ether "— F &=

1.16.2 WEBR—FLD) O 5
[Avt—2)

‘protocoli ether <{group> <port> link down

(F34A4YT1]
LOG_INFO
=]
WER— IR 7 Xy Ll LR LET,
(/35 A 2 DEK]

<group>

ether 7V — 7 &K=
<port>

ether "— F &=

1.16.3 #ER— FDFAEKRE~DIIT
[Avyt—2)

‘protocoli ether <{group> <port> is force down

(F54A4 )T 4]
LOG_INFO

K]
HARU—SHRICE 5T WER— P EEREICHITLZZ L 2R LET,

B1E v xFLusER—E 118



1.

1.

1.

(/35 X 2 DEK]

<group>

ether 7 )V —7"%& 5
<port>

ether N — + &=

16.4 H/IBAAITTI—RADY2H T T
[AvE—2)

‘protocoli lan <number> link up

(F54F )T 4]
LOG_INFO
[(Enk)
WA AT 2= AN I T T LI EERLET,

(/N5 A 2 DERK]

<number>
lan EEE S

16.5 HRIEBAUAITII—AD)HEHY
[AvE—2)

‘protocoli lan <number> link down

(F54F )T 4]
LOG_INFO
=19
WA LA T 2= AN I X LT EERLET,

(/35 A 2 DEK]

<number>
lan EEE T

16.6 /Ny o7y TiR— FDIREEEFS
[Avyt—)

‘protocoli backup <group> {priority> is <status> (ether <group> <port>)

(TS54F) T 4]
LOG_INFO

K]
Ny 7Ty THR= PRGBS LT 2 LB R LET,

1t

VAT LT

T

#%
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(/35 A 2 DEK]

<group>

Ny T P ITN—TEKE
<priority>
R— ~ OEELSE
master—port

v AHKR— |k
backup—port

N T TIR— b
<status>

bz AP/ I

up

BERRHE

standby

FEHIRRE

down

(EAR/N =
<group>

ether 7' V—7%& "=
<port>

ether "— F &=

1.16.7 [RIEARESL

[Ay+E—2]

‘protocoli [<line>] line synchronization is established

(F544UT4]

LOG_INFO
K]

RO RMBESIAGE T L2 L 2R LET, 20X vE—Vi, F—2BEEYa—LOEACHhERET,
(/35 4 52 DEK]

<line>

*pGe & 7o B IR
TFT—AEEED1-ILDEE
[USB] : USB EI:nif4&

1.16.8 R#AIFTH

(A vtE—2)

‘protocoli [<line>] line synchronization is failed

(FT34A4UT+]
LOG_INFO

T
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Z0K)
FERRORMIIFNNRAE LI 2R LET, TOAvE—ViF, T—FBETV2—1OHACHISNE
7,

(/X5 A2 DEK]

<line>

XtGe & 7 B AR
F—ABEEEDSI—-IILDOEE
[USB] : USB FEIEDHE

1.16.9 [EfR#ERHE
[Avyt—)

‘protocoli [<line>] connected <ch> to <target>(<dial>) by <reason>

(T340 T 4]

LOG_INFO

=]

REICIVHFEVRATLLEE R LI 2R LET, 20X vE—1F, PPPE. BLIORF—ZBEEY 2 —/b
DEFEAITH I ENET,

(/X5 A2 DFEK]

<line>
RIGE& 72 D[Rl
T—AHEFEES1—LOEE
[USB] : USB ZEEEDHA
PPPoE D&
[vlan<vid>] :
<vid> FF L7= VLAN ID
<ch>
Bt T v L
(BT ¥ RVHBFE LR WX, —E713 R L)
<target>
Fy NT— 4. BERSA
dial>
P ¥ A YL S (T —FBEE Y 2 — LV OGATITERR)
<reason>
SRR
forwarding packet
VAl AT/
ProxyDNS
ProxyDNS
manuall
FEIERC
keep connection
BRI R RE (R I RERE) 12 & D #5%#E (PPPoE D5 721 )

T
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(A vtE—2)

‘protocoli [<line>] connected <ch> from <target>(<dial))

[(F514Y7+]
LOG_INFO

=]

BEICIVHEFEI AT LS L2 2R/ LET, 20X vE—F, T—FBEEY2—LOBAETITHA
ENET,

(/35 A 2 DEK]

<line>
X5 & 72 B (Al
F—ABEEED1—IILDEE
[USB] : USB FE#D#H4
<ch>
Bt F v 1L
(Bt BT ¥ FVDTEE LR WA X, -Fo)
<target>
Xy bU—7 4. B4
(T 7= ERBOEHBERIE. 1707 b— M. B — ID] &FEmr, PRI TE 20EA1E. Tundecide]
IR, )
<dial>
FHFEMES

[Ay+E—2]

‘protocoli [<line>] <ch> is decided as <target>

(F34A4YT1]
LOG_INFO

(EK]

<ch> THEE LIZMENRIEIC LV Garget> EHPALIZZEEZ2RLET, ZOAvE—VF, T—HFBETY =
—IVOGETITTHEESET,

(/X5 A2 DEK]

<line>
R & e 2 Al
F—AREBEES1—ILDEE
[USB] : USB FEIEEDHA
<chd>
B E T v 1L
(B BR T ¥ RV DMELE LR WIS, -Ro)
<{target>
Xv MU — T4 B4
(T 7L —bEHEREOHBAIX. [T 7 b— A i — D) #For, HTPHBITERVEAIX, Tundecide)
ERTG )

T
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1.16.10 [EI#REIMR

(A vtE—2)

‘protocoli [<line>] disconnected <ch> to <target> : time=<time> [{reason>]
(FS547)T 4]
LOG_INFO

=]

FAR L D EIREI 2T, BRI S s 2 L AR LE T, T A vE—U1k, PPPoE, BROTF — X lIEE
Va— VORI ESNET,

(/X5 A2 DEK]
<line>
%G & 70 2 Al
T—ABEED1—ILOES
[USB] : USB EiEDBE
PPPoE D&
[vlan<vid>] :

<vid> FIIH L7z VLAN ID
<ch>

B BT ¥ 1L

<target>

Sy NU—s A, B
(77 L — PEREOREE,

(77 b— M. B —W ID) &R, HPHBITE 204 1E, Tundecide)
R, )
<time>
PR (dddd. hhimm:ss D)
<reasony

BITER R (7 T L — REREOHBATETERR)
JE—FIP7 FLRERE

same ip remote address exist(<address>)
<{address> : UE—RFIP7 KL A
IPV6 L7« v Y REHE

same ipv6 prefix exist (Kprefix>/<{prefixlen>)

<prefix>/<prefixlen> : IPv6 L7 4 v J AL T LT 4 v 7 Af
F—1—ERES

same user already connected (<user>)

user> : —H 1D
E BN
cannot add route (<route>)

{route> : BINTERMo =K
(A y+E—2]

‘protocoli [<line>] disconnected <ch> from <target> : time=<time>
(FS544)T 1]

LOG_INFO

H1E VAT s
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(ErK]

FRFA & 7213087 & IR G 23 @A S 4L, RS SN 2 L 2R LET, 2D A v E—Ud, PPPoE, B &
BT —Z@EEY 2 —VOBEICHSET,

(/X5 A2 DERK]

<line>
X5 & 72 D Al
F—ABEEEDI—IILDOEE
[USB] : USB FEI:nif4
PPPoE D5 &
[vlan<vid>] :
<vid> FJH L7= VLAN ID
<ch>
Bt T v L
(B BET ¥ FADMEAE LI WIEE T, ~F 7213 Frme L)
<target>
Ty NT—7 4. B4
(T 7 L— b EBOHGAIL, [T 7 b— M B — 1ID) &R, #HPHBITE 7220541, Tundecide)
B R, )
<time>
P iFME] (dddd. hhimm:ss DIE)

1.16. 11 FREHIEIEAEIC & S 5RH DI

[Ay+E—2]

‘protocoli [<line>] forced disconnection <target> <reason>

(F34A4UT+]
LOG_INFO

=0K]

BRI ATy MR £ BRI LIRE A L2720, BRIE Y B E1T5 28 A2RLET, Z0
Av—V, TABEEV 2 AOHRRICHSHET,

(/35 A 52 DEK]

<line>
K5 & 77 % [l
F—ABEEDI—ILDOBE
[USB] : USB EI:nif4&
<target>
Fy NU— 4. B4
<reasony
I LIZNE, LTORBRBROELENER) £7,
total packets=<packet>
BEAT o MR
total time=<day>:<hour>:<min>:<sec>
BAGT R Rr R




1.16.12 BEEHEE

(A vtE—2)

‘protocoli [<line>] rejected call from ({dial>) because <reason>

(F34A4UT+]
LOG_INFO

K]
HEBMEHEELZZLERLET, SOXAvE—V, FABREEVa—LOBARTHI SR ET,

(/35 A 2 DEK]

<line>
KB & 7 2 Bl
T—HBEES1—ILOBE
[USB] : USB EIEDHA
dial>
HPEEFEESF (T —ZBEEY 22— VDA -)
<reason>
S
permission denied
EBRENTFATEN TR TS

[Ay+E—2)

‘protocoli [<line>] <ch> not decided as any defined host, but anonymous login is not usable

CEREDESD
LOG_INFO

=0K]

FRREIZ L 0 B EHEPHE 21T 9 & Lo, —BT 28 EHR N 72 <, EERFEHFERED TERVIRIET
bolol=, U522 &R LET,

[/X5 A 52 DERK]

<line>
)t & 7o B IR
T—AEEED1-ILDBE
[USB] : USB FEIEEDHA
<ch>
BT v x L
(BERM BT ¥ RVBIEAE LR WIEEIE, -Ra)

1.16.13 BEEMFOHANILF

(A vtE—2)

‘protoco]: autodial locked by <name>

(F34A4YT+]
LOG_INFO

T
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(ErK]

HEWRENIIET O, BEIRELHAZTIELZZ 2R LET, ZDOA vE®—1%, PPPoE, F— X EB{EE
Va—LOBEAEICHIENET,
[/N5 A2 DERK]

<name>
kD JFIA
schedule
AV a— U ERIZ X H ik
redial
3 iz 2 BB L2FHREOT-OHEBRBELELZ T IL (T —FBEETY 2 —LOBFETET)

1.16.14 F{E#N1E

[Ay+E—2]

‘protocoli callin rejected by <name>

(T340 T 4]
LOG_INFO
(E]

EEAIMIERICEY BELHEAEZFIELEZEERLET, ZOXA Y=V, T—HBEEY2—1VOHEAET
A EnET,

(/X5 A 2 DFEK]

<name>
1 DA
schedule
AV a— /I L Sk

1.16.15 EfmiEmiRIc & S FRENL
[Avyt—)

‘protocoli continuous PPP negotiation error <{target> : call stop

(F54F )T 1]
LOG_INFO
(E]

e LT 30 [ B (R It S 11523 TP BEA TS FITKRBOEE) L, BEEZEIE L2 & 2Rl
FT. TOAyE—VE, PPPoE, BEIOT—ZBEEY 2 — VOB SNET,

(/N5 A2 DERK]
<target>
F v NU—7 4. B4




1.16.16 PPPrd>IT—2 3 VKK

(A vtE—2)

‘protocoli {protocol> is closed by <{target>

(F34A4UT+]
LOG_INFO

=]

<protocoD>WNFFENLK T EE LN, DT —H[E# ETlrotocol > TrRENTZT B b I )L TOBENTR 72 <
ol L ERLET,

(/35 A 2 DEK]

<protocol>
wrsEoniz7a hay
IPCP

IPv4 A7 v hanig
IPV6CP

IPv6e o7\ ka4
BCP

7Yy THOTa kang
<target>

Xy NU—T 4. B

1.16.17 HRELXHK
[Avyt—]

‘protocoli [<line>] callout failed (dial busy) :

(344U T4]
LOG_INFO

(Z0k]
HFETICLDRERRERLET, COAvE—Vik, TS BREEVa—LOBAETHAShET,

(/35 A 52 DEK]

<line>

X% & 72 D AR
F—RBEEES1—ILDEBAE
[USB] : USB ZEI:DGE

[Ay+E—2)

‘protocoli [<line>] <ch> callout failed (auth rejected)

(75144 F )
LOG_INFO

BIK)
MEIVFRFETHEHRINTZZ I REREE R LET,




(/35 A 2 DEK]

<line>

KGR & 72 B [AlfR

T—4BEES1—ILOBA

[USB] : USB EI:DHA

PPPoE DiZ&E

[vlan<vid>] :

<vid> FIH L7= VLAN ID

<ch>

B ER T v L

(BB T v RV DFIE L7201, Rornve L)

(A vytE—)

‘protocoll [<line>] <ch> callout failed (auth deny)

(F354F)T 1]
LOG_INFO

K]
HFRRHER L2 ST KD RERRE R LET,

(/35 A 2 DEK]

<line>

K & 7o B Al

T—AEEED1—ILDOEES

[USB] : USB E#DH4

PPPoE D iE&

[vlan<vid>] :

<vid> FIFIAH L7z VLAN 1D

<ch>

BT v 1L

BB T v L ELE L2 WE AT, Fom7e L)

[Ay+—2)

‘protocoli [<line>] <ch> callout failed (negotiation)

(F54F)T1]
LOG_INFO

=19
PPP v xz— g VR K D RIERKERLET,

(/35 A 2 DEK]

<line>
KR & 72 D (Al
T—4BEES1—ILDOER
[USB] : USB ZEI:DGE
PPPoE Diz&
[vlan<vid>] :

1t

VAT LT

T

#%
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<vid> FIM L7= VLAN ID
<ch>
B ER T v L
(BB T v RV DFIE L 720G TE, Rorne L)

[Ay+E—2]

‘protocoll [<line>] callout failed (other reason)

(F354F)T1]
LOG_INFO

L)

BERMERLET, ZOXAyE—VF, T—2BEET2—VOGEETHIESNET,

(/35 A2 DEBK]
<line>
PO R A B
F—ABEEES1—IDES
[USB] : USB EI:Di4

(A y+E—]

‘protocoli [<line>] <ch> callin failed (auth deny)

(TS54F) T 4]
LOG_INFO

=0K]

FPEBIETHER LI LICL2ERRKERLET, 20X vE—VF, T—FBEEY 2 —/VOEAIZET

HhshEd,

(/X5 A2 DEK]

<line>
K5 & g 2[Rl
T—SBEES1—ILDGEE
[USB] : USB KiEDHE
<ch>
Bt BT ¥ 1V
GEEMFRT ¥ }OUMEE LA WAL, Fa7e L)

[Ay+E—2)

‘protocoli [<line>] <ch> callin failed (negotiation)

(FS34A4YT 1]
LOG_INFO

=0K]

PPP XA —3 g VRIICEDEREREEARLET, TOAyE—VR, T4 BEEY 2 —LOEAITET

HhshEd,

1t
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(/35 A 2 DEK]

<line>
G & T B [al
T—SBEES1—ILDBE
[USB] : USB SiEDIEL
<ch>
Bt T v L
(Gl BR T v FOUINELE L 72 WA 1. ForiZe L)

1.16.18 [EI#RTS>—

[Ay+—2)

‘protocoli [<line>] <ch> disconnected by peer

(F34A4YT+]
LOG_INFO

=0K]

FTHLZ2WTHFEIOUMENTZZ L 2R LET, 20T —F, T—FBEEV2—LVOLATEITHIINE
@—O

(/X5 A2 DEBK]

<line>
)G & 7o B IR
F—ABEES 1 —IDIHE
[USB] : USB D4
<ch>
BT v 1L
(BB T v RV DFIE L 720G A TR, Ronve L)

[Ay+E—2)

‘protocoll [<line>] <ch> line error

(544U T«]
LOG_INFO
EK]
BRI —NREL-Z 2R LET, 20T —F, T—HXWBEEY2—NVOEAETHOSINET,

(/35 A 2 DEK]

<line>

RIGE & 72 D 1Al
T—2EEED1—ILDEE
[USB] : USB EHD LA

<ch>
Bt BT v v

(BB T+ L DFAE LRV T, Rz L)
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(A vtE—2)

‘protocoli [<line>] <target> is disconnected, because <reason>

[F5174Y74]
LOG_INFO

=]

PPPoE D¥ v v ay, Fi3T —#BEEY 22— VRO S -EBEZ R LET, 20X vE—U,
PPPoE. B LT —X@ETT a—LOBRAICH I SNET,

(/35 A 2 DEK]

<line>
X & 7 2 Bl
T—H2BEES1—ILOBE
[USB] : USB HEIEDHA
PPPoE D35H&
[vlan<vid>] :
{vid> FIJH L7z VLAN 1D
<target>
Xy NU— 4. B4
<reason>
BB
no carrier
Xy U7 aR MRHOZD (PPPoE DBFETET)
PADT received
FFD 6 PADT %515 L7272 (PPPoE DA T21T)
keepal ive expired
HENPSDZENE -T2 R otz z®)

1.16.19 H{EDJ

(A vtE—2)

‘protoco]: [<line>] CALL to <target> by forwarding packet : <protocol> <sa>({sp>)-><da>({dp>)

(F34A4YT+]
LOG_INFO

=0K]

2y MIEEIC X O RIENFLZIT 722 & 2 LET (IPv4/IPv6), Z DX v —1, PPPoE, BLOTF —# il
FEVa2a—NVOGEICHINET,

(/35 A 2 DEK]

<line>
g & 72 2 [l
T—ABEED1—ILDOEE
[USB] : USB SEIEEDE
PPPoE M iH&
[vlan<vid>] :
<vid> FIH L7z VLAN VID

w18 27 snsER—E 131
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<target>

Fy hT— T4

<protocol>

FEEUE L 72 o2 O B 1 k=L TCP/UDP/ICMP/ICMPY6 DB LFHTHER SN, FRUSNDE
BB CTRRrEINET,

<{sa>

Ny ROREILT KA

<sp>

X N OEEITCAR— N (TCP/UDP DFET21T)
<da>

Nry hOBTHET KA

<dp>

2 OB THEAR— N&Z (TCP/UDP D& 721F)

[Ayv+E—2)

‘protocoli [<line>] CALL to <target> by bridging packet : <{format>:<{type>—<sa>-><da>

(F34A4UT+]
LOG_INFO

=0K]

Ny MERBICE D BELME T2 2R LET (bridge)y, ZDOA v E—IiF, T—HBETY 2—1DH
slchanE7,

(/X5 A2 DEBK]

<line>
)t & 7o B IR
T—AEEED1-ILDBE
[USB] : USB EI:ni4&
<target>
ERN B E 2
<format>
Nry N7 4 —<v b
Ethernet
Ethernet JEI\
LLC
LLC X
<type>
Ny NEAT
<{sa>
NIy FORFEILMAC T R LA
<da>
Ny ROBTHMAC T RLA

[Ay+E—2)

‘protocoll [<line>] CALL to <target> by <{reason>

(T34 T 4]
LOG_INFO

T
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=]

LRUANAOEHBIZ LY RIELHEEZI T2 ERLET, ZOA vE—UF, PPPoE, BLUT —XBEETY =
—ILOGEICHITEINE T,

(/X5 A2 DEK]

<line>
xt5e & 7 B AR
F—ABEEEDSI—-IILDOEE
[USB] : USB E#DL&
PPPoE DI5E
[vlan<vid>] :
<vid> FH L7z VLAN ID
<target>
Xy hU—=24%
<reasony
Sl =pEE
ProxyDNS
FEAZELHEDS ProxyDNS ThH - 7=5H4E

1.16.20 BAZERE~DBAT

(A vtE—2)

‘protocoli <name> is force down

(F544YUT4]

LOG_INFO
ER]

BEERH E 734N L — S IRIC L > T, BBRIBICBAT L 2 L 2R LET,
(/35 4 2 DEK]

<name>

Xy MU — o4 a4 (VAN I DEE)

A BT x— A% (LAN A DOBHE

AL v FEHEE T EF— FEF (AL v FRUOHE)

1.16.21 FEEEA £ #5

[Ay+E—2)

‘protocoli authentication request failed for <id> on aaa <{group_id>: memory allocation failed.

(754415 ]
LOG_INFO

]
B FORGE T, A€ U RBSRELLZ LARLET,

T
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(/35 A2 DEK)
<id>
TR AL—Y4,
<group_id>
AAA 7 )V—7 1D

1.16.22 ZHOoT A VTAFRYWRB(THOUT 12T FHIBE)
[Avyt—]

‘protocoli accounting start request failed for <id> on aaa <group_id>: memory allocation failed.

(F54H4 )T 1]

LOG_INFO
(Enk)

AU LI Ik, ThHovT 4 BB TCE RNl Z R LET,
[/35 A2 DERK]

<id>

T Aa—Y4
<group_id>

AA 7 L—T7 1D

1.16.23 ZHOUT A VT AFRYWRB(THOUT 4 UTETH
[Avt—2)

‘protocoli accounting stop request failed for <id> on aaa <group_id>: memory allocation failed

(7544 T 4]
LOG_INFO
EK]
AFUPKEEBLIZZ LI, THO T 4 VTR TEBIMCTERN ST EERLET,
(/35 A2 DEK]
<id>
77 A a—H4
<group_id>

AAA 7 L—7 1D

H1E VAT s

T

wm 134



1.17 PPPeE D A v t—o

1.17.1  PPPoE T4 RANYRTFT—I KK
[Avt—2)

‘protocoli [vlan<vid>] PPPoE Discovery failed to <target> : reason=<reason> state=<state>

(F34A4YT1]
LOG_INFO

=0K]

PPPOE DT o AH/NY AT — (PPPoE B v ¥ a VAR T 720D AT —2a ) NRIRLIEZ 2R LE
j—o

[/85 A2 DERK]

<target>

Fyv NU—7 4. B4
<reasony

PNveil=

sync failed

F#EEFN

datalink config error

T2 Y I DOREITRY DD
wait timeout

W0y NEZETETITHALATUNLE
negotiation error
XAy T =g rTT—
{state>

PPPoE 0> PNERIAAE

Initial

HIHIR AR

waitPADO

PADO ZZ{5%F 5

waitPADS

PADS ZZ{51F 5
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.18 EFalTastyt—o

1.18.1  ProxyDNS IZ & % DNS ZEREHZE
[Avt—2)

‘proxydnsi rejected by <no> : QNAME [<type>:<gname>] from <ipaddr>

(F34A4YT+]
LOG_NOTICE

=19
ProxyDNS T. IR EICL VRSN EE2RLET,

(/35 A2 DEK]
<no>
reject #{T-o7- proxydns fiH DERELEERE =
<type>
WG bEx A7
<gname>
WA HERA 4
<ipaddr>
RETLHEARDIPT RLA

1.18.2  ProxyDNS [Z & % unicode DNS ERKDEZE
[Ay+E—2)

‘proxydnsi rejected by unknown character : QTYPE [<type>] from <ipaddr>

(544U T«]
LOG_NOTICE
[EK])
ProxyDNS T, FERRLFOMEREICLVBEEINZZLEZRLET,

(/35 A 2 DEK]

<type>

ST pXil 2% G
<ipaddr>

FIZTHARA D IP 7 LA

1.18.3 DNS L &EhE1EHK

[Ay+E—2]

‘proxydnsl <kind> <dns_addr> QNAME [<type>:<{qname>] from <ipaddr>

(F354FU)T 4]
LOG_NOTICE
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(ErK]

DNS BRI T 5, IWEEZ T LERLET,
syslog security 2= Rl csg ZRETDHDLENH Y F7,

(/35 A 2 DERK]
<kind>

FRE S — S —Fj
<kind>1FH# B

static i 7€ DNS H— SRS doH ik
to [l B A &7z DNS Hr— SR A bd iy
dhep DHCP C#I| Y 24T 5 17z DNS Yr— W& o B
<dns_addr>
FIWEDHEIEDNS — 3D IP 7 R LA
<type>
fnWgbgs 1~
<gname>
MWEbEARA M
<ipaddr>

FHETLHAIDIPT KLA
1.18.4 FAAL YR BMZI—ET 5B IP7 FLRIFHRDEE

[Ay+—2)

‘proxydnsi [<gname>] is matched and address is <ipaddr>

(F54F)T4]
LOG_NOTICE

BK]
RAA LU A MERIZ—FH LTINS IR ENTZIP 7 L AR, BEkanizZ tazrLET,
syslog security 2~ KT csg ZiRET DHDMENH Y F5,
(N5 A2 DEK]

<gname>

BIWEbHERA N4
<ipaddr>

DNS fi# L7= IP 7 K LA

1.18.5  FAA YR A5 IP7 FLRIBEHDAIRR

[Ay+—2)

‘proxydnsi {ipaddr> is expired.

(F54F)T 1]
LOG_NOTICE

=0K]

IP 7 KLU ARRRFMARER L7272, FAAL U A RO IP T RLAFERDHIBRS N2 L 2R LET,
syslog security 2~ Ki{Z csg ZiRET DHDLENDH Y F5,
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(/35 A 2 DEK]

<ipaddr>
HIgR &SIz IP 7 RL A

1.18.6 IP D4 BRICKB/Nry FEZE

(A y+E—]

‘protocoli rejected at filter (Kname>.<no>) : <P> <SA>:<SP> —> <DA>:<DP>

(F34F40T 4]
LOG_NOTICE

=179
IP7 4 NFIZE-T, X7y MRABESNZZ L 2R LET,

(/X5 A2 DEK]

<name>
Xy hU—7 2 WANRIOBZE), 477 2—A%4 IANHEITT 7 L— FEREOSHE
<no>
TANE ) T ERE S
WEEAAT ST IP 7 A VB ERDO T ANE Y VT ERF VDN ENET, EOT 4 VE Y U T ERITHELY
L72\ T, lan ip filter default, F 721X remote ip filter default, F7=I% template ip filter default
DERIHE > THEEFEZIT -5 4A . “default” EH TSN ET,
Rk 7 4 VW EZ NV— VTG LTIZGATE. TORRBH I INET,
same address
source/destination & HIZA LT KA
tiny fragment
tiny fragment % FH]
over lap fragment
overlap fragment #fiH
<P>
7w k= LFERI (TCP, UDP, ICMP, 1P, % Ofhi3&E =)
TCP @ SYN 737w hOFAIEL, TCP(S) LT EnFzT,

<SSO
BIETL IP T KL A
<SP>
RETR— FES(F 1 b3 /LRERIN TCP £ 7213 UDP DA
<DA>
HTHEIPT FL 2R
<DP>

HTHA— EE(Tm ~a/LFERIA TCP F 721X UDP DA
1.18.7 PPPEHIEESE

[Ay+—2]

‘protocoli rejected call from <target>(<dial>) by PPP:<reason>

(F54F)T 1]
LOG_NOTICE

Tf
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[EnK])
PPP I z—va VHICEREEG LI L 2R LET,
(/X5 A2 DEBK]

<target>
X NU— o 4 B4
dial>
Bl A YL E R
<reason>
FORES R
authentication rejected
AR E O L O AR
wrong account (Kid>)
RIEFBRENE W25 (GAd>IZ ID % HH)

1.18.8 DHCP H—/\(D7 FL AE2#H
[Avt—2)

‘dhcpdi Server allocation <ip_address> to <mac_address>

(544U T «]

LOG_NOTICE
=19

DHCP $— "M DHCP 7 A4 7> MM T RV AR L2 L 2R LE T,
(/X5 A2 DERK]

<ip_address>

DHCP 77 Z A 7> MZEMAR L7 IP 7 R LA
<mac_address>
DHCP 7 AT ROMACT FL- X

1.18.9 DHCP U SA 72 FrMLDEKRDIER
[Avt—)

‘dhcpdi DHCP request from <mac_address> rejected

(TS514A4)T4]
LOG_NOTICE
2IK]
MAC 7 R L AMEER SV TWRNW b, DHCP 7 7 A 72 bipbOEREHS L2 L 2R LET,
(NS AR DEK]

<mac_address>
DHCP 7 Z A4 7 RDMACT KL A
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1.18.10 IPV6 T4 )LBRIZK B/ FIEE

(A vtE—2)

‘protocoli rejected at filter (<name>.<no>) : <P> <SA>(<SP>) —> <DA> (KDP>)

(FTS54A4YT«]
LOG_NOTICE

=19
IPv6 7 A NV ZIZE T, Xy MPEEIN-ZEE2RLET,

(/35 A 2 DEK]

<name>

Xy hU— 22 WANIDEE) |

AH 72— A4 (UAWNMEZTT 7 L— FERBOHBE)

<no>

TUANE Y T EREE

EFEAAT T2 IPv6 7 4 NV FERD T A NE ) TERESVENINET, EOT7 N2 ) TERICH
B LR, lan ipv6 filter default., F 721X remote ipv6 filter default, F7=!X template ipv6 filter
default DEFTRITHE > THREEZ T 72856, “default” EHHH ENE 9,

ek T 4 N Z N— VTG LTe G aE. FORNERE I IET,
same address
source/destination & HIZFEI LT FLA
tiny header
tiny header Z it
tiny fragment
tiny fragment %M
overlap fragment
overlap fragment % fiMH
default restrict
T I HIN ST A NZTTEE
<P>
71 b = LAERI (TCP, UDP, ICMPV6, # DT & 5) TCP 0 SYN 347 v DAL, TCP(S) L A &£,
<S>
PEETLIPVE 7 LA
<SP>
PEETAR— M (T a ko /LRER]S TCP E 7213 UDP DBA)
<DA>
HTH IPv6 7 KL A
<DP>
HTHA—FEE(Ta ~a/VFERIA TCP £ 721X UDP DFH)

1.18.11 NAT ISk /Ny REEEE

[AytE—]

‘protocoli rejected at NAT (<name). <reason>) : <P> <SA>:<SP> —> <DA>:<DP>

(T340 T 4]
LOG_NOTICE

Tf
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[EnK])
NAT T, ZHAT — TN o= Z Sl VEES N2 L 2R LET,

(/X5 A2 DEK]

<name>
Fv NU— 4
<reasony
ZES
Rk 7 4 VW Z V— VA LTEGEE. CTORNERH T snET,
tiny fragment
tiny fragment % #H]
overlap fragment
overlap fragment %t
<P>
Zv k= L5ER (TCP, UDP, ICMP, 1P, % Ofh3&E =)
TCP @ SYN /37y M DAL, TCP(S) LS ET,

<SA>
BIETL IPT KL A
<SP>
REEITLAR— NEE (e b2 VRIS TCP & 721X UDP OH4)
<DA>
HTHRIPT LR
<DP>

HTHAR— FEE (e b VFEERIN TCP F£ 7213 UDP DiGE)
1.18.12 NAT &7 — JJLIERL
(A y+E—2]

‘protocol: NAT:table: <P> <SA> —> <DA>:<DP>

(T4 T «]
LOG_NOTICE

[Ek]
NAT C. BE %I NAT BT — T NV EAERR LT2 2 & AR L E T,

(/X5 A 2 DFERK]

<P>
NAT 2545 — 7 )L > 7 1 b = )LFERI] (TCP, UDP, ICMP, TP, % Ofth3%E )
FEARNATIC X BT — 7 AR DEAX. ALL S ET,
<S>
NAT BT — T NDTFAX—KIP T KL XA
T —2 g VRS TTFA_X—KIP T FLRIZ any #FEE LT T — 7 A EER LTIZ5BE1E. 70.0.0. 0723
HAsnEd,
<DA>
NAT Z5H7— 7 )L OFFH 1P 7 KL &
TV = a S THFA IP 7 KL RIZ any #FRE LT — 7V ZER L72HAIEL, 70.0.0. 0”23 &
nEJ,
<DP>
NAT BHa7 — 7 VO PRA— hFEE (T a ~ a/VFERIAS TCP & 7213 UDP DFE)




TV =g VRS THRFMAR— 8EBIl any 28E LT — 7V EER LIZSEAE. "0 hD S E T,
1.18.13 IPv6 DHCP 4—/\D7 K L XEef
[Ayv+E—2]

‘dhcp6sdi Server allocation <address> to <duid>

[F544Y51]
LOG_NOTICE
EK]
TPv6 DHCP ¥—/ 328 IPv6 DHCP 7/ 54 7> MZT7 RL AZEA L2 L 2R L ET,
(/N5 A2 DEK]
<address>
IPv6 DHCP 7 Z A 7 > MZHEEAR L7z IPv6 7 K LA
<{duid>

IPv6 DHCP 7 Z A 7> I @ DUID

1.18.14 IPv6 DHCP H—/xD T L T 4 v REEH
[Avt—2)

‘dhcp6sdi Server delegation <prefix>/<prefixlen> to <duid> on <interface>

(F51417 4]
LOG_NOTICE
B
IPv6 DHCP #—/3725 IPv6 DHCP 7 T A4 7 MI IPV6 7L 7 4 v 7 A% LT Z L &R LET,
(/35 A5 DEK]

<prefix>/<prefixiend>

IPv6 DHCP 7 Z A4 7 > MZEMAG L7 IPVv6 L7 4 v 7 A
<duid>

IPv6 DHCP 7 Z A 7> k@ DUID
<interface>

A VHT 2 — A

1.18.15 77U —3 0 T4 RIZ&BINTry MEE
(A vtE—2)

‘protocoli rejected at filter (<name>.<no>) : <SA> —> <DA>

(544 )T 4]
LOG_NOTICE
Bk
TIV = a v T4 MBI E ST, ATy MBEEES N Z L 2R LET,
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(/35 A 2 DEK]

<name>

H— B EE4

<no>

TANE) T ERES

WEEEAT ST TV =2 a v T4 NBEROT A NVE Y VT ERESPHIINET, LOT412 )T
EEICHEY LRWT, T 740 NEEBIHE > THEEAIT 12354, “default” A ENFE T,

<SA>

FEILT RV A

<DA>

HTHET FLR

T
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1.19 IDSDAytE—T
1.19.1  IDSICLBEE/7y MEA

[Ay+E—2]

protocol: curious packet at ids(<name>.<cause>) : <packet>
protocol: curious packet at ids(<name>.<cause>) : {counter> times in <time> seconds

(FS34A4UT«]
LOG_NOTICE

=19
IDSIZE T, BEAry bR ENZZ 2R LET,

(/X5 A2 DEK]

<name>
HWERY BT =7 % (remote BEDIZA) . £7213A % 7 = — A4 (lan £7213 template EERDEHE
<cause>
FRnEL
IP AT a AT ERE Ny MBROGAILIP AT v a ARHITESET,
1) IP -~y & B
Unknown IP protocol
protocol 7 4 —/L KA 134 LA FD L &=
Land attack
MR IP 7 RLAEIEIP T RVARFEL & &
Short IP header
P~y ZDOEEN length 74—V FOEZ LD HE N E X
Malformed IP packet
length 7 4 — /L REEEONTF v FORINEH L&
2) IP AT g~y X
Malformed IP option
F T ar sy XOENRIETHD L&
Security IP option
Security and handling restriction header #32fg L7z & &
Loose routing IP option
Loose source routing header (g L7= & &
Record route IP option
Record route header %5 L7= & &
Stream ID IP option
Stream identifier header #%{5 L7z & &
Strict routing IP option
Strict source routing header ZZ{EL7- & &
Timestamp IP option
Internet timestamp header #%Z{g L7- & &
3) ICMP B
ICMP source quench
source quench #=Z{gL7=& &
ICMP timestamp request
timestamp request ZZ{g L7~ & &
ICMP timestamp reply
timestamp reply %5 L= & &
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ICMP information request
information request Z%{g L7-& &
ICMP information reply
information reply %18 L7z & &
ICMP address mask request
address mask request ZZ{E L7~ & &
ICMP address mask reply
address mask reply % L7- & &
4) UDP Bg
UDP short header
UDP @ length 7 ¢ —/L FOMEA 8 LV H/hEn b &
UDP bomb
UDP ~v &' ® length 7 4 —/L ROENRKEBE S & &
5) TCP B
TCP no bits set
772 7bEy hERTWARNE X
TGP SYN and FIN
SYN & FIN B[RFFICE v &R Tnb & &
TGP FIN and no ACK
ACK D72WFIN #3Zf5 LTz & &
6) FTP B
FTP improper port
PORT ° PASV =2~ > R CHEE SN DK — FEED 1024~65535 OFPH TRV & X
<{packet>
BTy FONE
TITT A MDD RSy NRAIET T T 7 A MCET ARSI S ET,
FTP (2030 B s/ o NBETE FIP AR — M ESICET 2 EHmN I S hvE T,
ICMP (273730 2 B /34 NI@EITZ T ICMP type & ICMP code (TR 2 @A SN E T,
By e REICBRNLEGAIIY~) —E— ROV EZ, 7y bOFEERIZEI LEEA,
AR E LN PR LET,

<P> <{SA>:<SP> —> <DA>:<DP>

<P> <SA>:<SP> —> <DA>:<DP> ftpport:<ftpport>
<P> <SA> —> <DA> fragment offset:<fragment>
<P> <SA> —> <DA> <icmptype>:<icmpcode>

<P>
71 k= LFER (TCP, UDP, ICMP, 1P, # DL &H =)
TCP @ SYN /X4 b DAL, TCP(S) L S ET,

<SA>
EETLIPT FLx
<SP>
HIEITLAR— FEE (e b = VRERI TCP, F721X UDP DFH)
<DA>
HTHRIPT FLA
<DP>

HTHER— FES(Fa b LFERI2 TCP, $£7213 UDP DHE)
<{fragment offset>

TITANE Ty bOBRETRLET,
<icmptype>

ICMP type
<icmpcode>

ICMP code

T
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<ftp port>
ftp port F=
<counter>
g L 7= =13
<time>
W L7-#IR




1.20 avV—LDAvtE—
1.20.1 By @I

[Ayv+E—2)

‘logonl login <user> as <class> on console

(FT34A4YT+]
LOG_INFO

=19
VY= )V TEBIIe /A rcai-EalcthEanEd,

(/X5 A 2 DEK]
<user>
0y ra—iFsg
{class>
asAryIA
admin
EHEE T T A
user
— =7 72

1.20.2 BT/ KRB ERETS—)

[Ay+E—2)

‘logoni failed login <user> on console

(544U T+]
LOG_INFO
[Erk])
A= AT v a—PLERIFIRAT = FNREI DI /A o TERpoGaIcHhanE+,

(/35 A 2 DEK]

<{user>
0y A ra—Hg

1.20.3 BY7hk

(A vt—2)

‘]ogonl exit <user> as <class> on console [ (Kreason>)]

(TS514F)F«])
LOG_INFO

=]

a Y —)LTexit LIEEAICH IE N E T, consoleinfo autologout =~ > ROFKIEIZ X V5l exit Sz
Lalcbthsngd,




(/35 A 2 DEK]

<user>
0JArya—H4
{class>
=78 VS A S
admin
EHE Y T A
user
—f— s T2
<reason>
Tl
exit 2~ RFE[TIZXL AT U b
autologout

MEELVERAR I L B8 o 77 v b

1t

AT LE T

T

#%

148



1.21 telnet F—E>DAvE—
1.21. 1 A4 UBIh

[Ayv+E—2)

‘telnetdi login <user> as <class> on telnet from <address>

(F34A4YT 1]
LOG_INFO

2K]
telnet CIEEIZR 7 A CEEGAICHIENET,

(/X5 A2 DEBK]

<user>

0 JAya—4
{class>
arsArr 7R
admin

EHE T T A

user

— =7 72
<address>

telnet #%ficot7 KL A

1.21.2 B4 kB EHTS—)
[Avyt—)

‘telnetdi failed login <user> on telnet from <address>

(F54A4 )T 4]

LOG_INFO
=9

telnet TR A L a—PLFEHITNRAY— RKREI DICe s A o TEhroBaIcHhEInE+,
(/X5 A2 DEK]

<{user>

0 s a—H4

<address>

telnet et 7T KL &
1.21.3 Od4 8T
(A y+E—2]

‘telnetdi exit <user> as <class> on telnet from <address> [({reason>)]

(F34F)T1]

LOG_INFO

T
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=]

telnet Texit L7ZHAICH I ENF T, telnetinfo autologout T~ ROFKEIZ L Vi@l exit SN/-EE
b EsnET,

(/35 A2 DEK]

<user>
nJA v a—F4
<class>
=R A
admin
EHE T T A
user
g — s T2
<address>
telnet #&fiocT KA
<reasony
Tl
exit A REFTICL DRI T7 D b
autologout
RS L 2 9le 77 v b
exclusive
ayvy—prua A Al B 77w R

T
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1.22 ftpT—E2DAYE—Y
1,221 BoA Uy

[Ayv+E—2)

‘ftpdl login <user> as <class> on ftp from <address>

(F34A4YT 4]
LOG_INFO

=39
ftp CIEWIZR 7 AV CEHAICHDERET,

(/X5 A2 DEBK]

<user>
0 JArya—i4
{class>
arsArr 7R
admin
EHE T T A
user
— =P 72
<address>
J7AT L RNDIPT LA

1.22.2 04 kBREHTIS—)
[Avyt—)

‘ftpdi failed login <user> on ftp from <address>

(F54H4 )T 4]

LOG_INFO
[EnK])

ftp TR A Va—FHEHIFRAT = RREI =OICu A o TEhos eIt anE 7,
(/N5 A2 DEK]

<{user>

07 Aa—Fs4
<address>

TJI7AT7 L DOIPT RLA
1.22.3 774 ILERETT
[Av+t—)

‘ftpdi {filename> Write complete

(F354F)T 1]

LOG_INFO




(ErK]

T ANERB(I FAT I b0put) IZL D RO EEE SN EEZRLET,

(/X5 A2 DERK]

<filename>
EEEXINET AL

1.22.4 J74I)LERSET

[Ay+E—2]

‘ftpdi {filename> Read complete

(T340 T 4]
LOG_INFO

(ErK]

T ANAU(T FTA TV B D get) IZX Y ROM BFiH SN2 2R LET,

(/35 A 2 DEK]

<filename>
HAHEINTZT 7 A NV4

1.22.5 OJ4 8T

(A vtE—2)

‘ftpdl exit <user> as <class> on ftp from <address> [ (<reason>)]

(F54F0T 4]
LOG_INFO

(ErK]
ftp CORTA L EKET LizGaiciihahET,

15 53 RSBV RRRE 25 e\ T H B BIINIC K 0 3] exit Sz BIc b s E T,

(/35 A 2 DEK]

<user>
0y A ra—g
{class>
nJyAry TR
admin
EEE T T A
user
—f—H s F 2
<address>
IIAT MO IPT KL A
<reason>
Tl

exit I RETICL DT U B




autologout
VBRI L B5Rfln 77 D b
exclusive
ayy—iu s A4 AL 5He 77T b

Tf
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1.23 sshT—E>DAvE—
1.23.1 ssh7/RR FEREEER A Rl BRIE

[Ayv+E—2)

‘sshdi generating public/private host key pair.

(F34A4YT+]
LOG_INFO

=]
AL D ssh kA N BIHOERE BRI LB AT SnET,

1.23.2 sshRRX FEREESBERSET

(A vtE—2)

‘sshdl generated public/private host key pair.

(F34A4YT+]
LOG_INFO

=0K]

AREEE D ssh AR A FRREREO AR Z 5% T LG aicHisnE 7,
ARA =T DBIT sshERTE D L1720 £,

1.23.3 AJ4 RBERETS—)

[Ay+E—2]

‘sshdl failed login <user> on ssh/sftp from <address>

(F354F)T 1]
LOG_INFO

[ErK])
ssh £721% sftp T2 —VZ FHITNAT—=RKNE I 2DICa 7 A T A ICHhENET,

(/35 A 2 DEK]

<{user>

a4 ra—¥4
<address>
J7IFAT L RDIPT KL A
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1.24 sshOJAVT—FE2 DA vE—
1.24.1 B A R

[Ay+E—2)

‘sshlogini login <user> as <class> on ssh from <address>

(F34A4YT1]
LOG_INFO

20K]
ssh CIEWIZR 74V CEGEAICHDERET,

(/X5 A2 DEK]

<user>

0 JAya—4
{class>

arsArr TR

admin

EHE T T A

user

— =7 72
<address>
J7AT L NDIPT LA

1.24.2 O 88T
[Avt—)

‘sshlogini exit <user> as <class> on ssh from <address> [ ({reason>)]

(FTS54A4UT«]
LOG_INFO

)

ssh Cexit LIS EICHISNE T, telnetinfo autologout I~ ROFREIZ L Y 5EH exit SNZHEIC
L ENnET,

(/X5 A2 DEK]

{user>
nJA v a—F4
<class>
sy T A
admin
EHE T T A
user
—fr—H s F 2
<address>
IIAT MO IPT RV A
<reasony

T
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L
exit a~vy FETIZEL DT U |
autologout
IEEMERALIC L B0Rfiln 77 D b
exclusive
ayy—na ALl XbHe 77 7 b

1t

VAT LT

T
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1.25 sftp T—FE DA YE—D
1.25.1 B4 Uiy

[Ayv+E—2)

‘sftpdi login <user> as <class> on sftp from <address>

(F34A4YT+]
LOG_INFO

=19
sftp CEFICn 74 v CEBAICHhanE+,

(/X5 A2 DEK]

<user>
0 JArya—4
{class>
arsArr 7R
admin
EHE T T A
user
— =7 72
<address>
J7AT L INDIPT LA

1.25.2 04 kBRERGHTS—)
[Avyt—]

‘sftpdi failed login <user> on sftp from <address>

(7544 T4]

LOG_INFO
[EnK])

sftp TL—VLANED I=ICn A4 U TE b e hanE 4,
(/X5 A2 DEK]

<{user>

0 s va—Y4
<address>

IJI7AT7 L DOIPT KL A
1.25.3 274 ILERERT
[Avt—)

‘sftpdi {filename> Write complete

(T340 T4]

LOG_INFO




(=nk]
T ANER(I TAT Y F b put) IZE D RM A EEE SRz 2 L 2R LET,

(/X5 A2 DERK]

<filename>
EEEXINET AL

1.25.4 J7AJ)LEURSET

[Ay+E—2]

‘sftpdi {filename> Read complete

(544U T 4]
LOG_INFO
[Enk])
T ANAU(TZ FTA T B D get) IZ XY ROM BFihH ENT-Z 2R LET,

(/35 A 2 DEK]

<filename>
MAHEINTZT 7 A NV4

1.25.5 OJ4 8T

(A vtE—2)

‘sftpdl exit <user> as <class> on sftp from <address> [({reason>)]

(F354F0T 4]
LOG_INFO

€3

sftp TORTA U EKT LEGAICHhEnE T,
15 Sy [ EE BV RIRRE 3 58V C H BhUIITIC X 0 38 exit SR b SN E T,

(/35 A 2 DEK]

{user>
0y A ra—g
<class>
nJyArr TR
admin
EEE T T A
user
= F 2
<address>
IIAT UMD IPT KL A
<reason>
Tl

exit I RETICL DT U B




autologout
VBRI L B5Rfln 77 D b
exclusive
ayy—iu s A4 AL 5He 77T b

Tf
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1.26 httpdAvE—o
1.26.1 A5 A @I

[Ay+E—2)

‘httpdl login <user> as <class> on http from <address>

(F34A4YT 4]
LOG_INFO

=19
http TIEFEICR 7 A v CEHEAICHENE T,

(/X5 A 2 DEK]
<user>
0y A ra—isg
{class>
arsAry A
admin
EHE T T A
user
— =7 72
<address>
http Bftoc7 FLx

1.26.2 A4 kB EEEHTS—)
[Avyt—)

‘httpdi failed login <user> on http from <address>

(544U T 4]

LOG_INFO
=Y

http T A v a—P L ERIFRRAT = RREI ZDIIa A o TERPoEEAICHAENE T,
(/N5 A2 DEK]

<{user>

nyA va—¥

<address>

http L7 K2
1.26.3 OFA4 28T
[AvE—2)

‘httpdi exit <user> as <class> on http from <address> [({reason>)]

(F354F)T 1]

LOG_INFO

T
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(ErK]

http Texit L7zHEICHASNET, BEHHIRICE D BEIPIENC XL 0 58] exit Sh-HBICbHEAISNE

K
(/35 A2 DEK]
<user>
nJAva—F4
<class>
=R A
admin
EHE T T A
user
g — s T2
<address>
http EfeoL7 KL
<reasony
Tl
exit I~ RETICL DT U b
autologout
RS L 2 0le 77 U b
exclusive

Ehou A Ak a2 77T K




1.27 admin/sua< > FDAvtE—
1.27.1  admin FZh

[Ay+—2)

‘(name>l admin: authentication to <user> succeeded on <apl_name>

(F34A4YT+]
LOG_INFO

=19
admin 2~ N CRIECHKII L, EFICEHEE 7 7 AT CEREAICHIENET,

[/85 A2 DERK]

<name>
admin 2~ REFATLIZT BT T A
cmdexec
2V —)LCadnin 2= R&F4T LT
telexec
telnet T admin =<~ K& FEIT L=
sshexec
ssh Tadmin 3~ R&E{T L=
<user>
0 JA v a—F4
<apl_name>
admin =2~ > REFEITLET IV r—v a4
console
oY —)LCadnin 2~ R&2FE(TLT=
telnet
telnet T admin 2~ R&FEITL7-
ssh
ssh Tadmin =~ > RZFE{TL-

1.27.2  admin kB GREET 5 —)

(A vE—2)

‘(name>l admin: authentication to <user> failed on <apl_name>

(544 T«]
LOG_INFO
=19
admin 2~ RCERFEICRIR L., BHEV 7 ABITCER o BAICHE ISR ET,

(/35 A 2 DEK]

<name>
admin 2a~v > REFATLIZS BT T A
cmdexec

2 —)LCadnin 2~ R&ZFE{TLT=

T

B1E AT L SER—E 162



telexec
telnet Tadmin =~ RZFEITL-

sshexec
ssh Cadmin 2~ R&2FEIT L=
{user>
a7 A v a—F4
<apl_name>
admin 23> REFETLET SV r—ra 4
console
2V =)L Cadnin 2~ REETLEZ
telnet
telnet Tadmin =<2 REFEITL-
ssh

ssh CTadmin 2~ R&EFEITLT=
1.27.3 admin#&7T

[Ay+—2)

‘<name>l admin: exit <user> on <apl_name>

(F54F)T 4]
LOG_INFO

[Enk])
admin 2~ RCTEIEZ 7 AITBITL COTIREEDN S — i —F 7 7 AEHIF LB AICERENE T,

(/35 A 2 DEK]

<name>
admin 2~ REFET LT BT T A
telexec
telnet Tadmin =~ > R&FITL72
sshexec
ssh Cadmin 2~ R&ZFETLT-
cmdexec
o Y —)LTadnin a2 REFTLE
<user>
0 JA v a—F4
<apl_name>
admin 3w REETLET 7V r—va U4
telnet
telnet Tadmin =<2 REFEITL-
ssh
ssh CTadmin 2~ R&ZFEITLT=
console
2V —)LCadnin 2= R&F4T LT




1.28 IPsec/IKED* vt—o
1.28.1 ISAKNP SA+T>T—> 3y

[Ay+E—2]

‘isakmpi not acceptable <etype> mode

(F34A4YT1]
LOG_INFO

=0K]

PR—PSN TR, FEEZTANLONRNEHRE— FEeZFE LI LR LET, 20X vE—I3,
ISAKMP SA DR H L m— g 7 —FZERIS, ARIOREIZ L VIRE LIoRRE— F L3R 5E— Fex(E
Lizéxictihansd,

[/85 A2 DERK]

<etype>
e — K
PR— FENTVRNEHE—
1
Base

ZF AN LN OZHE— K
MAMOBREIZL VIRE LB E— REFR ST
2

Identity Protection

4

Aggressive

[Ay+E—2]

‘isakmpi invalid encryption algorithm <algorithm>

(FTS54A4YT«]
LOG_INFO

BEK]
PR— R ENTORY, REFAEREET VT ALEZ G LI &R LET, ZOA Yy =%, ISAKMP
SA DRIV T—a DT —ZBIESZ(ERHT, DES_CBC, 3DES_CBC, AES_CBC LMIDKEET /LI X AEZ(EL
et EICHAESET,

(/X5 A2 DEK]

<algorithm>

[HE =R %= ) NN
PAR—=FENTWRWEEST /LI T XA
2

IDEA BF 572U X A
3

Blowfish B Z7 /LT X A
4

RC5-R16-B64 &7 /LT Y X A
6

CAST W55 7 LY XA

T

wm 164

B1E VAT LT



RIERKET LY XA
1~7 LA DOAREDHE

MUTORE ST AT Y LT R—FSNTHLOHNEINDEZ LT A,

1

DES CBC KE= 7 LY XA
5

3DES CBC WEHT7 /=Y XA
1

AES-CBC B 57 /LY X A

[Ay+E—]

‘isakmpi invalid hash algorithm <algorithm>

(T54F) T 4]
LOG_INFO

=0K]

BR—=FENTWARN, FRIIRERNY Y 2T VT Y ZLEZELEZ AR LET, 20X vE—I0F,
ISAKMP SA D I —3 g o DF —Z BIEZAZHEIC, MD5, SHA, SHA2 LIS D Ny a7 3 X LaEZE L

LEicHAISnETS,

(/X5 A2 DFEK]

<algorithm>

Ny aT T XA
FR—FENTWRNANY 2T LT Y XL
3

Tiger Ny a7 /L3 XA

RIERNANY 27T Y XA

1~6 LIS DA E DfE

KUTDONy a7 VT LTV R—FSNTHLOHNEINDZ Lidd ) £EA,

1

MD5 7L =Y XA
2

SHA 7 L3 X A
4

SHAZ (256bit) 7 /L= U X A
5

SHA2 (384bit) 7 /L= U X A
6

SHA2 (512bit) 7 /L= U KX A

(A y+E—2]

‘isakmpi invalid authentication method <method>

(F54F1)T 1]

LOG_INFO

1)

PAR—FIh TR, RERBIFSIREZEFE LI LERLET, ZDA vy =%, ISAKMP SA Ox T =
—va v OFT —F BRGNS, HHH (Pre-shared key) #BFELMSNNOFRGEF XA ZE LI L 2ICHishET,

1t
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T
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(/35 A 2 DEK]

<method>
RRE A
PAR— P ZINTWRWEREES
2
DSS BAFRFESA K
3
RSA B4 FRFES
4
RSA I B-BRE ST X
5
R RSA W 538 GE
RIEZG8RE S A
1~5 IS DATE DAE
MU TORBIEF NIV A — RSN TWABEDHENEND Z EEH Y THA,
1
BESRNIEA SR RE 7

[Ay+E—2]

‘isakmpi invalid DH group type <group>

(FTS54A4UT«]
LOG_INFO

L)

PR— P ENTWRD, ETREFRERIN—TZA TEZFE L2 2RLET, 20X vE—T0F, ISAKMP SA
DRIALT— g DT —F BIEZERIC, RFC2409 IZEHRENTWDHHTMODP USAD I N—TFF A T %515
Lt hEanE7,

(/N5 A2 DEK]
<group>
T N—T Rk
PAR—FEINTWeWIL—T 2 AT

2

ECP 72 B 7 —7
3

EC2N 72 Bk 7 v —7
RIEZRFRREH K

1~3 LIS DR E D
KUTDOITN—FHA T IIFHR—=FEINTWEOEITEINDZ EEHY EFEA,
1

MODP $5#5 % 7 — 7

[Ay+—2]

‘isakmpi ignore the packet, expecting the packet encrypted

(F34A4YT1]
LOG_INFO
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Z0K)
ZET y PR L EN TS Z &2 HIH L TR, BBk EnTHnARnEd, Sy y F2lEELEZ L v
RLET, ZOAyB—I1F, ISAKMP SA DR AL m—3 9 T, @ZHHONYry MIRES(LEND 2 & &
T D0, BalbSh TRy y hEZELEEEICHIENET,

[Ay+E—2)

‘isakmpi Expecting IP address type in main mode, but <{type>

(F34A4YT1]
LOG_INFO

EK]
Main E— RCEZIELZID XA a— RO IPT7 RLAZA TR, MFL QWX A T ThhroloZ B RLET,
ZDA =%, ISAKMP SA OF I x=— 3 & A HE (Pre-shared key) FBAETIT 2 HAIZ, ID XA 72— K
DAZHN TPvA 7 KL A, IPv6 7 RLALUSATITbR i Xl hanE,

(/X5 A2 DEBK]

<type>
ID & A
PR—=FENTWARNID XA T
1
IPvd 7 KL 2
2
BWEIR L RAA U4
3
B2 La—Y4
4
IPvd 7 RL AL Ry v AT
5
IPv6 7 KL A
6
IPv6 7 RLAE Ry h~wRY
7
IPvd 7 R L AHIFRFEE
8
IPv6 7 R L A KPS E
9
AFAAE RS D X. 501 /31 F U DER
Tra—r4 7
10
AFAA G D X. 509 /31 F U DER
Tra—r4 7
1
A ID FEHR
ARIERID XA
I~11 YA DO REDHE

[Ay+E—]

‘isakmpi give up phasel negotiation. <local>[<local_port>] —> <remote>[{remote_port>]

T
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(FTS34A4YT«]
LOG_INFO

=]

ISAKMP SA DR AL — g U OFERBAKT LI L2 RLET, 204 vv—1%, RIS,

P

DOREICL Y F T — a3y RZETEF, xIvz—rarPRRLE SIS ET, £
. REIAZEIV I Tz —va Ny RBBESL, Ry —a URKRLTZE FICH DS RE T,

(/35 A 2 DEK]

<local>

IPsec XfG37y FaEX 2 7bT2EEI0 IP 7 R U A F 7213 A &R &
<remote>

IPsec KGN T Y a7 X a7 T 25 TH IP 7 N LA E T30 L E A
<local_port>

IPsec fG/Tr v haetXa 7T oEEFELAR— MNER
<remote_port>

IPsec MRy b7 orvXa7{bT5HThAR— &5

[AytE—]

‘isakmpi phasel information overflow.

(F54F)T 4]
LOG_INFO

=0K]

ISAKMP SA D T =—3 3 > C, Phasel IFRARKEEBA -2 LE2RLET, 20X =0, KESHE
B CRIFEC TPsec/TKE SBIE 1TV, FALFEINLD IPsec SA B DX A I o 7 BREIFEICIT O - 540 ik

OMEIZ L > TEFREL Loxr T o—v g UM TONCHEICH S ET,

(A vtE—2)

‘isakmpi invalid Minor Version.

TR
LOG_INFO

EK]
ARIE72 Minor Version DfE& {5 L7-Z L &R LET,

ZDA =V, ISAKMP SA DRI —3 3 T — X Z(EWEZ, Minor Version {Z 0, 1 UIAOIENERE S

7oy hERELREEEICHTENET,

[Ay+E—2]

‘isakmpi invalid RESERVED field.

(F54F)T1]
LOG_INFO

=19
ARIEZ2 RESERVED 7 4 — /L FOEEZE L2 L 2R LE T,

T
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DA yE—U0F, ISAKMP SA DR A T—3 7 7 —HZ(EWFT, RESERVED 7 ¢ —/b RIZ 0 LIS OENGRE S
Ny hEZELEEEICHAOENET,

(A vytE—2)

‘ isakmp: invalid number of Transform Payload.

(F34A4UT+]
LOG_INFO

=]

ARIE72#tof Transforms DEZSZ{E LizZ &R LE T,

TDOAvyE—I1F, ISAKMP SA DRI m—3 g 7 — X ZEREZ, #of Transforms fEIZ Transform ~<A o — K
DOEEE & Bl DENRHRE SN ATy FeZfE Lic s i EsnET,

[Ay+E—]

‘isakmpi invalid Next Payload type of SA Payload.

(T4 )T 4]
LOG_INFO

=0K]

ARIERSAXA B — RO, a— I A TOEEZELZ EE2RLET,
ZDAvE—=UF, ISAKMP SADFR T T— 9 T — X ZERFT, SAXA B— FOWSA n— & A T7IZ
Proposal ~4 @ — K (2). Transform A 2 — R Q) DIENHE SN ry NaZE L IcHhSnET,

[Ay+E—2]

‘isakmpi invalid Next Payload type of Transform Payload.

(FS34A4YT1]
LOG_INFO

=0K]

RIEZ2 Transform A @ — ROE_A 0 — RE A4 TOEEZE L2 2R LET,

DA vE—TF, ISAKMP SA DRI T—3 g 0T —HZFHET, Transform <A @ — ROKRA 0 — KZ A
TIZA m— K72 L (0), Transform ~A 1 — R Q) LSDIENRE SN Try hEZFE LI EXICH S
iﬂqo

[Ay+E—2]

‘isakmpi invalid Next Payload type of the last Payload.

(F34A4UT+]
LOG_INFO

=]

RERRESRAL B — RORSXA 0— RE A TOEEZE L LR LET,
TDORA =L, ISAKMP SA DRI T—3 3 T —FZFRHT, A B — RORSA v— R¥ A 712K
N BE—=FRZRLO) TRWVMENRREINT- Ny haZELEZEEICHINET,

[Ayv+—2)

‘isakmpl invalid Next Payload type <type>.

T
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(FTS34A4YT«]
LOG_INFO

EK]
HESNTWRWRERRSA a— K2 TDEEZELEZZ 2R LET,
DA yE—1F, ISAKMP SA DR T —3 g T —HZEHRIC, R v — FE A FICHEENTOARNAR
ERENRFRESINT ATy "eZELEEXICHASNET,

(/X5 A2 DEBK]
<{type>
REZR~Aa— R NZATF
0~13 LIS OAREDE

1.28.2 IPsec SAxrdvxT—2 3>

[Ay+E—2)

‘isakmpi invalid transform id=<id> in <protocol>

(F34A4YT1]
LOG_INFO

BK]
PR—=FENTWARN, FFRIETIRER N TV AT+ —LIDEZELIEZEARLET, ZDOA vE—I0F,
IPsec SA DT — g VHHIEHFIC, ZELLZ NI VAT 4 —b_f 0 — R T A7 3 —5 ID BRYHR—
F, EAIIRERREEE TGS T LY ZLOESICHTSNET,

(/NZ A2 DEK]

<id>

N7 U AT 4 — 5 IDGERAE /M T LT Y X L)
protocol 73 ISAKMP D & &

RER NI AT F—5 1D

1 SO EDE

MUTO MU AT 4 —A DI AR— IR TWETOHIENEZ iz EFHA,
1

IKE

protocol 25 AH O & &
PR—=FENTVWARNVWFT AT 3 —A 1D

4

DES FEFET /=Y X A
RERRNF AT+ —2 1D

I~T7 LS DOFREDE

MUTO R AT7 4 —A DI R— IR TWETLOHIIENDZ LT A,
2

MD5 FRAE T LY X A

3

SHA ZHFET7 /LY X 4

5

SHA2 (256bit) FRAET /L =T Y X A

6

SHAZ (384bit) FRAET /LT Y X A

T
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1

SHA2 (512bit) FRAET /LT Y A A
protocol A ESP & &
PR—FENTWRNEFT AT 5+ —45 1D
1

DES 1V64 W=7 L2 XA
4

RCSBEET VT Y X A
5

IDEA BE 57/ X A
6

CAST BE A7 /T U X A
7

Blowfish K57 /L3 X A
8

U ZVIDEAREE T LT Y X A
9

DES 1V32 &7/ XA
10

RCAREET VT Y X A
ARIER NIV AT 5 —5 1D
1~12 LIS DAE D
MUTD R U AT =L IDIEYR—FENTWDHEOHAEND T EEHY A,
2

DES K557 /LU X L
3

3DES KE5 T /U X A
12

AESBE 573U X A

<protocol>

7a kan
1

ISAKMP 7’12 s =2 /)1
2

PEET m R
3

We7a han

[Ay+E—2]

‘isakmpi invalid encryption mode=<mode>

(544U T«]
LOG_INFO
EK]
PAR—FEINTWeW, FEEARERDITELE—REZELEIEERLET, ZOA vyE—U, IPsec SA

DRI T— g DF—FBEZERIC, P LE— RUSNOH FELE— REZE LI ENE
7,




(/35 A 2 DEK]

<mode>
B TFENLE—FR
1

FoxLE—FR
2

N7V AR—ME—NK
3(FE /=1 61443)

UDP A7) T R FE—R
4(FE =13 61444)

WP A7) hF o AR—FE—F
MUTONTELE— NIV AR— b TWHeDHhEans 2 Lixd v A,
2

FZ7 U AR—FE—F
4(FET1=1% 61444)

WP A 7EY 7 NTFAR—FME—F
RIER SN E— R
EFELIS DA E DfE

[Ay+E—2]

‘isakmpi invalid authentication algorithm=<algorithm>

(T34 T 4]
LOG_INFO

=19
PR—FENTWRY, FREARERBIETVITY RLE2ZE L2 E2RLET, 20X vE—I1F, IPsec

SA DAL T— g L OF—F BIEZ{ERIZ . HMAC-MD5, HMAC-SHAL DI DEREET LT XA EZE LTI~ & X\
HAasnEd,

(/35 A 52 DEK]

<algorithm>
FREET LY X
PAR— F I TORWGERET LT Y AL
3
DES MAC FEAET /LT Y X A
4
KPDK §8RET /L2 Y X A
RERFFET L TY XA
1~T7 LIS DRE DIE
KUTORFET VY ZAAFHR—FENTWLOMNIINGZ &iEH D FEA,
1
HMAC MD5 FBRET LU X A
2
HMAC SHA FRFET /LU X A
5
HMAC SHA2(256bit) FRRET /LT YU X A
6
HMAC SHA2 (384bit) FRFET /LT U X A
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1
HMAC SHA2(512bit) FRFET /L= U XL

(A vtE—2)

‘isakmpi give up phase2 negotiation. <src_addr>[<src_port>] —> <dst_addr>[<{dst_port>]

(F34A4UT+]
LOG_INFO

=19
IPsec SA DX T T — g VOFREFMMKET L2 LA RLET, 20X vib—I1F, BRGSO TFEE
OREICE Y xT 2= a Xy MRZETERNSTHACKEI AL Ny MREI N L
ICEoT, v —va rBRRLEGARICHTISET,

(/35 A 2 DEK]

<src_addr>

Psec MGy MaetXx a7 kT 5%EL IP 7 FLX
<dst_addr>

IPsec MG/ X7y haT X a T TH5HTHRIPT FLA
<{src_port>

IPsec B/ Tr v haetXa T T oEEFELAR— MNER
<dst_port>

IPsec ;RN b 2T X a 7T 5H THhAR— bES

[AytE—]

‘isakmpi phase2 information overflow.

(F544 )T «]
LOG_INFO

=19
IPsec SA MR T T—3 3 T, Phase2 MR AEEZBEZ -2 2R LET, 20X vE—I0%, K
% ClRIMEIC IPsec/IKE JBIEZITVN, FALFALD IPsec SA EFH D Z A I v 7 NSRRI/ T oL 7= Ao Rk
ORIEIC L W EREBLL Lox I o— g UMThiaBailcHE i EnE1,

(A vtE—2)

‘isakmpl IPsec SA protocol id mismatched.

(FS34A4UT«]
LOG_INFO

=]

IPsec SA DA — g7 ba)bN, Z{E L7 IPsec SA DRI — g & —H L0122 & &2R
LEJ, IPsec SA DRIV T —L g ANIEKR LI LIV AR FIZLoTHAENET,

[Ay+E—2]

‘isakmpi IPsec SA encryption algorithm mismatched.

(F54F)T1]
LOG_INFO

T
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=]

IPsec SA DREE- TN TY XLMN, Z{E LT~ IPsec SA OIFZFT L IY XL EL—F Lo a2 R LET,
IPsec SA DRI m— g VKB LIZEZICL ARV FIZLo T EnET,

[Ay+E—2)

‘isakmpi IPsec SA encryption algorithm key length mismatched

(F34A4YT1]
LOG_INFO

=0K]

IPsec SA DIEE TN T Y XLDOHEMN, 5Z{E L7- IPsec SA DIFET N ITY ZLDRE L —B Lol %
ﬁ_\‘biﬁ—o
IPsec SA DA T T — g VIZRLIZE XL AR Ik TSN ET,

[Ay+E—2)

‘isakmpi IPsec SA authentication algorithm mismatched

(F354F)T 4]
LOG_INFO

=]

IPsec SA DFRBFET/LTY X LN, ZE L7 IPsec SA DRFHT N ITY AL E—F LR Z &2 RLET,
IPsec SA DR A== g3 VKR LI E VARV XKk THhEnET,

[AytE—]

‘isakmpi IPsec SA pfs group mismatched.

(F54F)T1]
LOG_INFO

(Ek]

IPsec SA @ PFS i HF D DH 7 /L —7F 23, 32{E L7= IPsec SA D DH Z—F L —FH L igho=Z L AR LET,
IPsec SA DX AL m— g NZRRLIEZEZIZLV ARV Ak THIENET,

1.28.3  ISAKMP. IPsec &

[Ay+E—2]

‘isakmpi invalid value of DOI 0x<doi>

(F34A4YT1]
LOG_INFO

=0K]

RIEZR DI DfEZSZE L E2 R LET, ZOA v E—1F, ISAKMP SA £7-1% IPsec SADR I —3 3
BHAAEIC . 5218 L72 SA 31 B2— F® DOI 3 IPsec DOT LISNDIEASICH TSN E T,

T
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(/35 A 2 DEK]

<doi>
DOI
00000001 LAZLDOAEDE

[Ay+—2)

‘isakmpl invalid situation Ox<situation>

(F54F)T 4]
LOG_INFO

=19
PAR— FEN TV, F7IEARIE: Situation DIEEZE LI E&RLET, ZTDA v E—IF, [SAKMP
SA F721F IPsec SA DR T x— 3 UBAMAIFIZ, Sf5 L7z SA XA 2 — K® Situation 7% SIT_IDENTITY_ONLY
LA DgGAEICH TSN E T,

(/N5 A2 DEK]
<situation>

situation

PR — h ZF TRV Situation

00000002

FATE—Ta O SAN, TS EINTEFX 2 ) T PR BERBRRICHDL L ERLET,
00000004

XTI —a VD SAN, TN T ST 4 R SEETOIREICHDH I ERLET,
RIE7Z: situation

00000001, 00000002, 00000004 LASD R E DIE

MLUF O Situation (IR — FENTWEEZOHIENEZ Li3bH Y FHA,

00000001

BT IDERICE > TSAZHRT D EEBELET,

[Ay+E—2]

‘isakmpi invalid protocol id <id>

(F354F)T 1]
LOG_INFO

=]

PR—FENTWRW, FREFARERT e hav IDOMEEZEFELZZE2RLET, 20X vE—U1F, ISAKIP
SA F7/21% IPsec SA DR Ty — 3 VBIMERFIZ, ZIE L7 o R—P L1 v— KDO7 1 k2L 1D A ISAKMP,
AH, ESP LAt DA S E T,

(/35 A 2 DEK]

<id>
A= =Y 7))
HR—hrEInTW R e haniDd
4

E#E7a b=
ARIEAR7va h=)v 1D
1~4 S OREDE

T
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KUTFTOT\m b IDIFHAR— RSN TNLOENEINDZEEH Y A,
1
ISAKMP 7'& ks =21
2
IPsec 8GE7" 1 k221
3
IPsec B§ 37 v k=)L

[Ay+E—]

‘isakmpi invalid life type <{type>

(F34F40T4]
LOG_INFO

=0K]

RIER Life ZA THZELIEZ A2 RLET, ZDORA vyE—0%, ISAKMP SA £7-1% IPsec SA DR T T —3
g DT — X BIEZERFIC, RFC2409 IZER SN TWARWLLife A4 TH2ZE LI XICHIENET,

(/X5 A2 DERK]

<type>
Life ¥4~
RIEAR7 v h=nL 1D
1. 2 DA OFREDE
MLLTFO Life A IV AR —FENTWELDHNENDZ EEH0 £8A,
1
HAALRD
2
A=A R

[Ay+E—2)

‘isakmpi invalid attribute type <{type>

(FS34A4YT1]
LOG_INFO

=0K]

PR—FENTWARY, FRITRERBHS A TE2ZELZI 2R LET, TOX vy —I1%, ISAKP SA %
721X IPsec SA DR A T— g OFT — X BHEZERIZ, R — F ZN TR0V EZIXRFC2409 ITEFSINT
WRWBMHE A TEZELZEEZICHIENET,

(/35 A 2 DEK]

<{type>
By A7
ISAKMP SA r A m—3/ gD & X
BR—FENTWARWEESY A
8
TIN—Trpk 2 B2 A7
9
TN—THh# A B A7
10
TN—THREB et & A 7

Tf
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15

T4 — IV RFERMEX AT
16
TN—TNEEM & A~
RIEREMES AT

1~15 LIS DR TE DfE

KUTOBHESA TIZIR— SN TWDTDH SN2 L1TH Y £t A,

1

= =) 7NN

2

Ny aTa) XL

3

AR

4

T — 7kt

5

TN—THAT

6

T N—T KL
1

TN—"THRK 1

1

Life #A4

12

Life fitfeiifR

13

prf

14

R

IPsec SAx Ty —y gL x
PR—FEN T WEHEZY A 7
7

I REhs A~

8
EfEREEY A X@tEy A 7
9

JERETZ A ~— b
TAITY XA
RIEREMES AT

1~9 DS OAREDE

KUTORBHESA TITIR— SN TWDTDH SN2 L1TH Y A,

1

Life #A 7

2

Life fikietifR
3

7 — 7k A
4

h T LET— R
5
AT LT Y XA

177



6
HER

(A vtE—2)

‘isakmpi invalid group description=<group>

(F514Y7+]

LOG_INFO

=]

PHR—PFENTW2W, FERERI NV —TRRR T2 E LI 2R LET, ZORA vE—1F, ISAKMP SA
F7/21E IPsec SA DRI T=— 3 OF — X EHEZERIC, VR— STV E 7213 RFC2409 IZEFEK S 1

TWeWnWZ —T7b F &% E Lzt ST hEanEd,

(/35 A 52 DEK]

<group>
I —7 kA
PR — h ER TN L — TRk 1
3
EC2N[27155] 72 B9%% 7 v ——
4
EC2N[27185] 72 M B 7/ v —7
RIEAR 7 NV—T7 b+
1~5 LIS DA EDIE

KUTOIN—TFRRAIFIIR— P SN TWDOH N END 2 LiTdH Y FEA,

1

768 £ > h MODP 7 L—7
2

1024 ¥ k MODP 7 L—7
5

1536 £ k MODP 7 /L—7
14

2048 £ ~ MODP 7' /L—7

(A vtE—2)

‘isakmpi ignore the packet, received unexpecting payload type <group>

(F34A4YT+]

LOG_INFO

=0K]

LW RN e — RS TEZE LD, 2Oy FEWELIZZ AT LET, TOAYE—T
IZ. TSAKMP SA F721F TPsec SA DR AT — 3 T, ZELIE AT v MBI L TO2R0f B — R3E %

nTnWeE s ET,

(/35 A 2 DEK]

<group>
NAu—RNFZAT
0

none A @ — N

1t

AT LE T

T

W
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1

SANAm—RZAT
2

TuaR—PA_Xfa— ¥ AT
3

(A SN =R N =
4

AN A 1 — N Z AT
5

DA r—=REAT
6

FEREASNA o — N2 A
1

FEREFERNA v — & 147
8

Ny Yafua—RELT
9

BAHRA 0 —RIAT
10

Nonce XA @ — KX A
1

WA m—RKZ AT

12
HIBR_A m— K2 A 7
13

S VEAVEE B=El P

20 (FE =X 130)

NAT 7 4 A NY_RAfa— RN AT

21 (FE (X 131)

NAT AU PF T KL A, B— KA A
RiE72_XAfa— K& A7

U OREDOHE

[AvytE—)

‘isakmpi received invalid next payload type <receive_type>, expecting <expect_type>

(T4 )T «]
LOG_INFO

=]

HIFL WM e — R AT LT RB2 M v — BRI B— RZBEEENTWE=Z EanrLET, 20
A —1F, ISAKMP SA £7-1% IPsec SADFR TS o —3 5 0T, BENPZIT 537 v MR & 1T R DR D
Ny hEZELEEEXICHAIINET,

(/35 A 2 DEK]

<receive_type>
ZRLIERA v — K& AT
0
none XA @ — N
1
SANAr—RNEAT

T
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2
TaR—PLf o= RKE AT
3

NI UAT g —bfua—RKZ AT
4

PN 1 — N H AT

5

DA a—REAT

6

FEESNM - &1

7

REREFEE RN v — & 14
8

Ny Vaxfua—RZAT

9

BhLRAa— REAT

10

Nonce XA @ — KX A

1

WA m— RZ AT

12

HIfR_A m— R & A

13

RF DA a—R¥A4T
20 (FEF=1% 130)

NAT 7 4 ABNY XA a— RE AT
21 (F1=(% 131)

NAT AU OF AT R AL m— RE AT
RERNAm—RFZAT
FRLISA O R EDE
<expect_type>

WL e/ e — ¥ A4~
1

SAAfua—RKZAT

8

Ny Vafua— RIS

[Ay+E—2]

‘isakmpi HASH mismatched side=<side> exchange type=<type> status=<status>

(T4 )T «]
LOG_INFO

L)

ZAE LTy Vol e ZEG AT Y FOBER LAY V2l R LAV LR LET, 202 vE—Vi,
ISAKMP SA F7-1% IPsec SA DRI —L g FlZ, A = —FFHIF VARV AL > THHENET,
A== HFERTI VAR EDEZE LNy BT — X ORESRCK S AR BT Y IEER v b EH
WrcEiemolmZ LA/RLET, £7-. Aggressive A TIX, HEEN L A2VWEAEBHIESNET,
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(/X5 A 2 DEK]

<side>
Bl IR AE
0
A ==
1
VAR Al
<type>
TSARMP A2 #a DR
2
Tdentity Protection AZ#a
4
Aggressive AZHA
32
Quick 23
<status>
ISAKMP Z2# T iR
Identity Protection AZ#if = = —HX DL &
1
3rd A v—U(GHF
Identity Protection ZZHAL AR XD L X
5
3rd A vE—U%ER
Aggressive ZHif = T —H DL X
3
Ist A vb— U 56
Aggressive ZXHAL AR F D L &=
3
ond A vB—U%[EHE
Quick XA = =—H D L X
5
Ist A vbB—U%{EH
Quick ZHL AR XD & X
1
Ist A vbB—U%(E0
5
ond A vB—TU%ER

[Ayv+E—2]

‘ isakmp: psk mismatched.

(F54F)T 1]
LOG_INFO

=0K]

ISAKMP SA DR I m—3 g o CHAERN—FH L TWAWaiEERH D Z 2R LET, AE#EA KL TV
RO RS D EECLAR ALV ERET,

Tf

w1 vxFausER—-% 181



(A vtE—2)

‘protocoli weak key not usable for des—cbc encryption.

(F514 Y7 +]
LOG_INFO

=]

IPsec SA @ des—cbe F§5-8#|Z RFC2409 ¢ Appendix A IZFEIR EN TV 5 weak key ZRE L7 Z L 2R LE T,
des—cbc FF 58 RFC2409 @ Appendix A IZFRIR SN TWDEEMNERTE I, IPsec SA DIELE TR -T2 L &
ICHDEnET,

[Ay+E—]

‘protocoli weak key not usable for 3des—cbc encryption.

(T340 T 4]
LOG_INFO

=0K]

IPsec SA @ 3des—cbc K582 RFC2409 @ Appendix A I[ZFCi AV TUVV 5 weak key ZRRE L2 2R LFET,
3des—cbc W B-HER ERFICE B-48% 8 N4 N T2 D 3 DOEICHEI LIZBE, 3 DDHD EHc RFC2409
Appendix A IZFCR S TWAENFRIE ZH. IPsec SA DIERL AT o T- I ENFET,

(A vtE—2)

‘protocoli IPsec extension-range reached maximum.

(FS54A4YUT«]
LOG_INFO

2K]
B VPN F 7213 Radius TBANY D HE5E IPsec xPRFPAT B R RMEITE L7272, [Psec SA BERRTE 2o
T2l EERLET,
F 72, BIAY VPN F7213 Radius 0P L CEZRBMZEAT - 72 35A 10 E ML CHLIE TPsec IR EPHIFE M K
BIZELI2D, (ETE o/ 2R LET,
JEBE TPsec X REHERLE RBE LTI ZE W,

[Ay+E—2]

‘isakmpi give up <exchange_type> negotiation. <local>[<local_port>] —> <remote>[<{remote_port>]

(FTS54A4YUT«]
LOG_INFO

)

IKEv2 C. IPsec SA/ISAKMP SA DR T3 T—3 g v OFEERENK T LEZ L2 R LET, 20X v —I0%,
FEIRRER, HPEEOMBEICIV XTI vo—ra sy ERZETEP, xIvz—ra rBNRMLZE I
HASHET, Fid, REIACLYV I =2 a0y EBEFESN, rdvz—Ta UL E
Xl ESnET,

(/X5 A2 DEK]

<exchange_type>
BHA AT
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IKE_SA_INIT
IKE_SA_INIT %3#a
IKE_AUTH
IKE_AUTH A3 #t
CREATE_CHILD_SA
CREATE_CHILD_SA A3t
INFORMAT IONAL
INFORMATIONAL %z #
<local>
IPsec G/ NT y hatX a7 T H5EEL IP 7 L RAEIT B EEHRNIEH
<remote>
IPsec 553y b T X a7 {bT5HTHIP 7 R LR F 713 TEE RS
<local_port>
IPsec ®Z Ny Mt X o T T HEE LR — FEE
<remote_port>
IPsec XZ Xy a7 ot xaT7bT25H ThF— NES

(A vtE—2)

‘isakmpl EAP Authentication failure. [<remote_name>]

(T4 )T «]

LOG_INFO

(E0k]
TKEVZ 0 EAP FBGEMSAERI FBEIC, 1D R0/ 8 2 7 — ROR—E72 K ORI L Y FAP BAEICRII L7 2 L 2R L E
7.

(/35 A 2 DEK]

<remote_name>
WEXRy NT—T 4. B4

1.28.4 IKEt€vIaroEERH

(A vtE—2)

‘isakmpl DPD watching host is down. [<target>]

(F34A4)T+]
LOG_INFO

=]
DPD Tk % IKE & v v a v ORIMB TERN-72 2 &R LET,

(/35 A2 DEK]

<{target>
Fv MU= 4. R4 BERUCD R TRIE R E 0%
T v— N BERRSEER T (BERR ST T L — hq?éli; EDHE)
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1.28.5 BHIVPND A vtE—2

(A vtE—2)

‘isakmpi The IKE negotiation demand from <user_id> has not received.

(FS54A4YT«]
LOG_INFO
=)

user_id>" 6D IKE F T xo— g VERPZETE RS2 LA RLET,

(/35 A 2 DEK]

<user_id>
EHY VPN i AR & KGHE L7 — 3 1D

[Ay+E—2]

‘isakmpi duplicate route: <address>

(T34 T4]
LOG_INFO

)

B VPN B8 C IKE R T2 m—3 3 L &4T 9 72BN L7ofREE & 0 SRR MO H] CRREE A3 9 CLS R E &
NTWieZ LarLET,

(/35 A 2 DEK]

<address>
BN L 7= R

[Ay+E—2)

‘protocoli <user_id> was disconnected. [tmp<{template>.rmt<remote> (<reason>)]

(FTS34A4UT+]
LOG_INFO

=)
user_id>ZGIMT L7=Z E&2RLET,

(/X5 A2 DEK]

{user_id>

B VPN I AL A 7K L2 — % 1D
<template>

T L— NEREE T
<remote>

HFEEHRES
<reasony

T ER

idle timer expired

MRS BRI T2 & 2 Gk

T
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manuall
FEYEIWT

cannot add route (<route>)
FREEBIMNIIL GEINTC = 7o o 72 1R 1K)

[Ay+E—2)

‘isakmpi invalid psk was received. <user_id>

(F354FUT4]
LOG_INFO

EK]
RIEZR IKE XEFREZE LI 2R LET,
ZDA vE—Uk, BIEY VPN BERE CRIAG ST TKE SEARAAREE OV R — M2 B2 =8I S E
7,
(/35 A2 DELK]
<user_id>
By VPN fE A O = —¥ 1D

[Ay+E—2]

‘isakmpi psk was not received. <user_id>

(F34A4UT+]
LOG_INFO

Z0K)
IKE LA #E23 E Y VPN BERE CHOAT SN2V Z & &R LET,

(/35 A 52 DEK]

<user_id>
B VPN AL D = — 3 1D

[Ay+E—2]

‘protocoli remote <remote> ap <ap> is not attached: lack of configuration for DVPN.

(TS54F) T 4]
LOG_INFO

Z0K)
B VPN E I KB RBWMORENRIT TWALEDIZ, ZD ap EXPFATE RNV LA RLET,

(/X5 A2 DERK]

<remote>
HEEHRES

<ap>
Befoe o e

T
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(A vtE—2)

‘protocoli remote <{remote> ap <ap> is not attached: invalid DVPN client configuration.

[(F544Y74]
LOG_INFO

=]

BIEB VPN 7 T A4 7> MERICULERFREDRITTNATDIC, 20 ap EXEVFIATE RNV LA RLE
ER

(/35 A 2 DEK]

<remote>
HEPERES

<ap>
Bt e ERE 5

[Ay+E—2]

protocol: remote <{remote> ap <ap> is not attached: invalid DVPN client configuration
(address family of server address contradicts ua)

(FT34A4YT 4]
LOG_INFO

=0K]

BRI VPN 7 T A4 T 2 MEROENY VPN F— "L 7 T4 T FOT FLATZ7 7 I URFFELTNDH720HIT,
ZDap EXPFAHTE NI EERLET,

(/35 A 2 DEK]

<remote>
HFEERES
<ap>

P e e /&5

(A vytE—2)

protocol: remote <remote> ap <ap> is not attached: invalid DVPN client configuration
(address family of tunnel local contradicts global)

(F54F)T1]
LOG_INFO

(Enk)
ZWRICENHI VPN 7 T A 7 o MEHO VPN BE ORI/ 0 — L7 RLRA LB RRAL DT RL AT 7
SUBRFIELTNDDIZ, 20 ap EXEDFIHTERNVZ L EZRLET,

(/35 A 2 DERK]

<remote>
HFEEHRES

<ap>
3T sk ey




[ A

(7

=
=3

[/X

(A

(7

=z
=3

vt—]

protocol: remote <remote> ap <ap> is not attached: same DVPN session
configuration in remote <other_remote> ap <other_ap>.

A4 )T 4]
LOG_INFO

2K]

LTOELLNOHEBIZEY, 2O ap ERVFIATE RN LERLET,

FFNT RUARRZY O W CEIN VPN 7 7 A 7 > MEHae ST 2800, 8725 remote EFRD

ap EFRTT TIIREIN TN S,

remote [<number>] ap [<ap_number>] dvpn client
remote [<number>] ap [<ap_number>] tunnel local
11

remote 0 ap O dvpn client 0

remote 0 ap O tunnel local 192.168.1.1

remote 1 ap 0 dvpn client 0

remote 1 ap O tunnel local 192.168.2.1

X remote 1 AIEZ)

- BRI L2WAYVIN 7 T4 7 2 MERMPERRY | FU M7 FUZOERTRERS, 22D remote EFED

ap EFTT TITHEI N TN D,

remote [<number>] ap [<ap_number>] dvpn client
remote [<number>] ap [<ap_number>] tunnel local
i

remote 0 ap O dvpn client 0

remote 0 ap O tunnel local 192.168.1.1

remote 1 ap O dvpn client 1

remote 1 ap 0 tunnel local 192.168.1.1

3 remote 1 MYVIELH

I A2 DEK]

<remote>
HEEEES
<ap>
Pee e e R =
<other_remote>
HEEHRES
<other_ap>
Befoe o e e

vt—7]

‘protocoli template <template> is not available: lack or invalid DVPN client configuration

A4 )T 4]
LOG_INFO

=K1

SBRREEIVPN 7 54 7 v MEBROBREDKITTNWATD, ZOTF o FL—  NEEMFIATE WD L 2R LE

ﬁ—o




(NS AZ2DEIK]
<template>
Ty L— NERE S

[Ay+E—2]

protocol: template <template> is not available: lack or invalid DVPN client configuration
(address family of server address contradicts ua)

(F354FUT4]
LOG_INFO

)|

SR VPN 7 A4 72 MEROEHEI VPN J—NL 7 G4 T FOT FLATZ 7 I URFFELTNDTD, o
DT T — MNEEPFIATERNZ EEZRLET,

(/35 A 52 DEK]

<template>
TS L— NERES

[Ay+E—2]

protocol: template <template> is not available: lack or invalid DVPN client configuration
(address family of tunnel local contradicts global)

(FT34A4)T+]
LOG_INFO

=0K]

BIREF VPN 7 T A4 7> MERD VPN BEOKIE 7/ a0 — L7 RL AL BEM RRA L DT KL AT 7
UNRFIFELTWATED, ZOF L FL— NERPFATE NI L ERLET,

771

(/X5 A2 DEK]
<{template>

77— NERES

(A vtE—2)

‘protocoli address family is contradicts, ignore server <count> of template <template> dvpn client <number>

(FT34A4YT+]
LOG_INFO

=]

B VPN b — D7 RLZ 77 I URFIFELTNWADHD, <number> TTRENLFEHI VPN 7 54 7 > MERD
{count> THEINTWHLEE VPN b — REREWE L -2 2R LET,

(/35 A 2 DEK]

<count>

WY VPN S — NEHREF
<template>

77— NERE S

B1E v RFLnsER—E 188



<number>
BRIVPN 7 74 7 > MERE 5

(A vtE—2)

protocol: template <template> is not available: same DVPN session configuration in remote <other_remote> ap
{other_ap>.

(T340 T 4]
LOG_INFO

=0K]

UFOELLNOEBIZEY, 20Ty 7 L— FNERMHATE RNV EEZRLET,
FoXAT RUARERLRY | [FCEIRY VPN 7 4 7 2 MEHREZ ST 28GR, 222D remote EEFD
ap EFRTT TIIRESN TN S,
remote [<number>] ap [<ap_number>] dvpn client
remote [<number>] ap [<ap_number>] tunnel local
11
remote 0 ap O dvpn client 0
remote 0 ap O tunnel local 192.168.1.1
template 0 dvpn client 0
template 0 tunnel local 192.168.2.1
% template 0 2NEEZH

s ZRTHEPIVPN 7 T4 T MEBRBERZD , FL M RVT RUROERIEERD, 72D remote EFED
ap EFTT TITHEI N TN D,
remote [<number>] ap [<ap_number>] dvpn client
remote [<number>] ap [<ap_number>] tunnel local
151
remote 0 ap O dvpn client 0
remote 0 ap O tunnel local 192.168.1.1
template 0 dvpn client 1
template 0 tunnel local 192.168.1.1
X% template 0 2NHEZ)

(/35 A 2 DEK]

<template>

T v— MERE S
<other_remote>
HFEEEEK S
<other_ap>
Pefoe e E e

[Ay+E—2]

‘protocoli template <template> is not available: same DVPN session configuration in template <other_template>.

(TS54F) T 4]
LOG_INFO

)

UTFOEELMOBEICEY, ZOT 0 FL— FEBPFIHTERWI L AR LET,
RV T RUARERLRY B UE VPN 7 T4 72 MERESRT DT 7 L— MMERN, Bb 77
— FNEXRTTTITREIN TN D,




template [<number>] dvpn client
template [<number>] tunnel local
11
template O dvpn client 0
template O tunnel local 192.168.1.1
template 1 dvpn client 0
template 1 tunnel local 192.168.2.1
¥ template 1 23EZL)

© BT LEAIVPN 7 T4 T > MERP LY FC b fT RUVADT 7 L— MEEMN, B 5707
— FEETTTIKRESIN TN D,
template [<number>] dvpn client
template [<number>] tunnel local
i
template 0 dvpn client 0
template 0 tunnel local 192.168.1.1
template 1 dvpn client 1
template 1 tunnel local 192.168.1.1
% template 1 MR

(/N5 A2 DEK]
<{template>
T — NERE S
<other_template>
TS — NERES

1.28.6 NAT FSNN—HILEAELRT LAY

[Ay+E—2]

‘isakmpi Vendor ID for NAT traversal which is not supported was received.

(F54FUT 4]
LOG_INFO

=]

ZIELIZNAT I R_R—H LR Z ID TP R—FENTHWARNWZ EERLET,
DA vE—UF, ISAKP SADFR T T—3 9 T —FZERHT, BEBNAT b T X—P L&A LTV,
HEPOAENYR—FTBNT A= LHORU X IDE 1 OLZETE ot X ENET,

[Ay+E—]

‘isakmpi There is no vendor ID for NAT traversal.

(T340 T 4]
LOG_INFO

=0K]

NAT b T =PV DORZ ID NZETE R o2 R LET,
ZDOAvE—UF, ISAKMP SADFR T T—2 9 0T —XZERHT, BEDBNAT b7 =P L% LT,
FFENSNAT T A_R—PLHDORZ ID BZETE Mo EICHTENET,
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1.28.7 RSATUHIINEBRZEESRTLOY

(A vtE—2)

‘isakmpi certificate remote <cert_ident> is not exist. <{remote_name>

(544U T «]
LOG_INFO
EK]
IKE x 2> m—3 3 > C, IKE DMEHAT D PEEIFAEZENTE LZ2WEAICH SN ET,
(/35 A2 DEK]
<cert_ident>
M PEEIAERNES, 237V =27 ML
<remote_name>
WMFERy NU—2 4. SEeiks
EE]
cert_ident>DILFHAN 150 SLFELL EOEAIT. 150 LEFE TULMERIIVER A

(A vtE—2)

‘isakmpl certificate local <cert_number> is not exist. <{remote_name>

(544U T «]

LOG_INFO
=179

IKE Ry m—3 3 > C, IKE BMEHAT 2 BEEEHERFE L WG IcHhsnEz T,
(/35 A2 DEK]

<cert_number>
B 2 E R R
<remote_name>
MPERY NU—I 4. $Epiks

[Ay+E—2]

‘isakmpi certificate private <key_number> is not exist. <remote_name>

(FTS54A4YUT«]
LOG_INFO

Z0K)
IKE xR I m—3 3 T, IKE 2MEFAT 5 RSA BB HENTEIE LARAWEAIC T & E T,

(/N5 A2 DEK]
<key_number>
FIAPE G 7
<remote_name>
MFEFRy NU—T 4. #Ekik4

T
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(A vtE—2)

‘isakmpi certificate ca <cert_number> is not exist. <remote_name>

(544U T«]

LOG_INFO
EK]

IKE x Ty m—3 3 o C, IKE MEAT 2 BGERFEHENEE L WAl han g+,
(/35 A2 DEBK]

<cert_number>

FORE SRR R
<remote_name>

MPERY NU—I 4. B4

[Ay+E—2]

‘isakmpi certificate local <cert_number> expired. <remote_name>

(FS54A4UT«]
LOG_INFO

=)
IKE rFv=—3 3 C, IKE BMEHAT 5 BEEEEHZEOAEIM T L WA IS ET,
BRI T L7235A0E, AEEOEH (1) 217> T30,
remote ap ike certificate expired @~ R use(EHAT2)"DOFE. ZD syslog BHFTTEINTHAFHAESL
EH LT ET,

remote ap ike certificate expired =~ KN unuse (fEH L72VN) " DAL, SEAEIIEHA LW T IKE 2 2
vr—a UKL ET,

(/35 A 52 DEK]

<cert_number>

B 2 (8 G E
<remote_name>

MFERy NU—T 4. $Epis

(A y+E—]

‘isakmpi certificate remote <cert_ident> expired. <remote_name>

(F34F0T 4]
LOG_INFO

BK]
IKE R T m—3 g T, IKE BMEM T 2 FREIEAEO AR T L Th o hHaictihsnEd,
BRI T L72a 1, sERAEOEH (R1F) 21T T E &0,
remote ap ike certificate expired @~ KN use (T 5)"DFE. 2D syslog PHAEINTHFAES
ER LT £,

remote ap ike certificate expired =@~ KA unuse (fFEH L722VN) " DAL, GFAEIXEHA LW T IKE 2 o
V= a UKL ET,

T
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(/35 A2 DELK]
<cert_ident>
M TPEEEAERE S, 37 V=7 MUBELA
<remote_name>
MEXy MU =T %, BEREL
EE
{cert_ident> D ILFEAN 150 IUFLL EDOEEIEL, 150 XFETULMFRINERA,

[Ay+E—]

‘isakmpi certificate ca <cert_number> expired. <remote_name>

(T340 T 4]
LOG_INFO

=0K]

IKE x> x=— 3 o C, IKE 2MEAT H58GERREAEO AR T L W A5AIcH I E T,
AR T L7261, sEAEOTEH (R1F) 217> T E &0,

remote ap ike certificate expired =<2 KW use(fFEf92) DA, 2D syslog N ENTHEFHES
ER LT £,

remote ap ike certificate expired =<~ KA unuse (fFH L72WN)"OEE1%, GEAEIXFEH L2V T IKE % =
V=g UKL T,

(/X5 A2 DFERK]

<cert_number>

SRR RIE B R 5
<remote_name>

WERy MU= 4. Bkt

[Ay+E—2]

‘isakmpi signature mismatched. <name>

(F34A4YT1]
LOG_INFO

=0K]

ISAKMP SA D T — g T, M L TWDFREEHEDE D W r i H 2 2 L 2R LET,
AL TV OHFREIEENED RERH D L &I, VAR KRV anE T,

(/N5 A2 DEK]
<name>

MTERy NU—2 &, 8k 703, 77— M F703, B VPN R o= —5F 1D

(A vtE—2)

‘isakmpi certificate mismatched. <name>

[F514 Y7 4]
LOG_INFO

T
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(ErK]

ISAKMP SA O A m—3 3 YHIZEZAG LT FEEEEIE & . BEESER T 2 FREEAEEIE S 729,
FAvE—varEKT LEEICHhanET,

[N A2 DEK]
<name>

FHFERy N =74, ks £k, 707 b— M 7203, B8 VPN 88 o= — 3 1D

[Ay+E—2]

‘isakmpi ca mismatched. <name>

(T4 ) T 4]
LOG_INFO

(EK]

ISAKMP SA O A v x— 3 VHIZE(G LI-RRER O H & . BEENMEET 2GR OEHRMNE S o,
vr—lgrERTLEEEICHERE T,

(/N5 A2 DEK]
<name>

PRy NU—2 4. 8hidks 2, 7o L— MM 3 B VPN BT o= —3 1D
1.28.8 FODN ZHIBRDITS—HFvt—o

[Ay+E—2]

‘isakmpi Name conversion of fqdn=<fqdn> cannot be performed

(544U T4]

LOG_INFO
[EnK])

FEE L7- FQDN DL RIFRN TERpo7e 2 AR LET,
(/X5 A2 DEBK]

<fqdn>
F8E S 47= FQDN
FBE & 7= FQDN 2345 @ k220> 72354, “none” 1 L £,




'l
\’

1.29 FEBAEREMEED A v tE—
1.20.1 GIAEMERBRESETE

[Ay+E—2]

‘pkidi peer certificate <{cert_number> is invalid

(F34A4YT1]
LOG_INFO
=]
AlE B B E R UE SRR IS . RNIEZRMFAEEREA E P RE S TG a I s E+,

(/X5 A2 DEK]

<cert_number>
HH T2 1 R B

(A vtE—2)

‘pkidl my certificate <{cert_number> is invalid

(F34A4UT+]
LOG_INFO
=]
RIEPA 5 B I HUE FE SR IZ . N IEZ2 ASREREENBE STV G RIci S ET,

(/35 A 2 DEK]

<cert_number>
EE S Eat = VI

(A vtE—2)

‘pkidl ca certificate <cert_number> is invalid

TR
LOG_INFO

(=E0k]
FIE B B R R AE ORI, R IE ARG RRE B S E STV A I ShE T,

(/35 A 2 DEK]

<cert_number>
FORIE SR AR SERR B 5

[Ay+E—2]

‘pkidi private key <key_number> is invalid

(FS54F)T1]
LOG_INFO
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(ErK]

RIEPA R UE £ SIRF (. RNIE7R RSA MBS SR E SN TW e alci i s hE T,

(/X5 A2 DFEK]

<key_number>
FIAPE G 7

[Ay+E—2]

‘pkidi certificate request <req_number> is invalid.

(TS54F) T 4]
LOG_INFO

(EK]

RIE P BEE T R E IR I, RN IEZRFEIEZLR SR E STV e A I s E 4,

(/35 A2 DERK]

<req_number>
AR E BRI




1.30 EHEEY I aVEROAYE—D

(A vtE—2)

‘icmpwatchdl ap watching host is down. [{target>]

[T544Y54]
LOG_INFO
=)
Befeott v v a VEROBERAR A b E BRI ERRAE LI L ERLET,

(/35 A 2 DEK]

<target>
Ty NU—I 4. BEgtieh (BERE D PIEHREREDOLE)
TUTV— N BRI BEREST T L — MEHRBREDLE)

[Ay+E—2)

‘icmpwatchdl ap watching host is up. [<target>]

(544U T 4]
LOG_INFO
EK]
Bttt vy a VEEIROBERAR R b, ERI3EEEROBEENERLEZZ BRI LET,

(/35 A 2 DEK]

<target>
Iy NI —U 4. B BEREDHETPERREOSLS)
T T L— N BRI (BRI T T L — MEHEREDOLA)

T
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1.31 DHOP U SA4 7V bDAvE—D
1.31.1  IP7 FLREFHEYN

[Ayv+E—2]

‘dhcpcdl Client received DHCPACK [<IP address>] [lan<no>]

(544U T«]

LOG_INFO
=19

DHCP #—/ 378 DHCPACK #ZfE L. IEFIZIP 7 RLAZZITR->7-2 ¢ 2R LET,
[/X5 A5 DERK]

<IP address>

DHCP H— "M BE Y ¥ THNZ IPT FL R
<no>

Z{gE LAN EF%E 5

1.31.2 ) —REHEY

[Ay+E—2)

‘dhcpcdi DHCPACK contains different ’your’ IP address. reconfigure to new address

(F34A4YT+]
LOG_INFO

=0K]

U — ABH T DHCP H— 375 DHCPACK &% (5 L7273, BUEMEMA T O IP 7 KL R L RBig 57 RLARE D HTH
RIteh, LT B LRI L E T,

1.31.3  —REHKK T

(A vtE—2)

‘dhcpcdl Received DHCPNAK (RENEWING). lan<no> go to INIT state

(TS54F)F«)
LOG_INFO

=]

U — Z g (RENEWING R HE) 12 DHCP #-—/37> 5 DHCPNAK %3218 L7=7-% . INIT HREEICEBS LU LAN f % 7 = —
A &AL L E T,

(/35 A 2 DEK]

<no>
Z/3 LAN EHEE 5

1)




1.31.4  V—REHKEK2

(A vtE—2)

‘dhcpcdl Received DHCPNAK (REBINDING). lan<no> go to INIT state

[F514174]
LOG_INFO

=]

Y — 2 g (REBINDING REE) |2 DHCP H— /378 DHCPNAK 25215 L7=7-%, INIT IREEICER L IAN A v & 7 =
— A HAHE L E T,

(/35 A 2 DEK]

<no>
{2 LAN E#RE 5

1.31.5 U—REARET

(A vtE—2)

‘dhcpcdi The lease time expired. [lan<no>]

(FS54A4YT1]

LOG_INFO
=]

V—2HIMBm T Ll s xR LET,
(/35 A5 DEK]

<no>
Z{5 LAN EEH 5

It




1.32 IPV6 DHP  SA T bDA v —
1.32.1  IPv6 FL 7 1 v 5 REBER

[Ayv+E—2)

‘dhcp6cdi Received Reply [address <address>] [prefix <prefix>/<prefixlen>] <interface>

(F34A4UT 4]
LOG_INFO

EK]
IPv6 DHCP $—/ 3735 Reply #ZfE L. IEFICTIPv6 L7 4 w7 A&EZ M -7-Z L &R LET,

(/X5 A 2 DEK]
<address>
IPv6 DHCP Y— " E 0 BT HiLz IPve 7 K L&
<prefix>/<prefixlen>
IPv6 DHCP H— " BE D B THNIZ IPv6 LT 4 v I AL T LT 4 v AR
<interface>
A BT — R

1.32.2  )—REHEKI

(A vtE—)

‘dhcp(}cdi Renewing failure. <interface> go to REBIND state

(F34A4YT+]
LOG_INFO

=19
IPv6 DHCP H-— 37> 5545 U 72 5o U — 2 F387 (RENEW) (2 2B L 7= 72 %, REBIND JREEIZER L £,

(/35 A 2 DEK]

<interface>
A BT 2 — A

1.32.3 —RE#HKK?2

[Ay+E—2)

‘dhcp6cdi Rebinding failure. <interface> go to INIT state

(FT34A4YT1]
LOG_INFO

=179
IPv6 DHCP H— 32> B84 L 72D U — A BT (REBIND) (2R L7272, INIT RIBIZER LE T,
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(/35 A 2 DEK]

<interface>
A VBT — A

1.32.4 IPV6 TL T4 v REIYETOEERY

[Ay+E—2]

‘dhcpﬁcdi Configuration error for IPv6 prefix assignment. <interface>

(F544 )T «]

LOG_INFO
EK]

IPv6 7L 7 4 v 7 AZED Y TOEODOREICHROVBHDLZ 2R LET,
(/35 A2 DEBK]

<interface>

A BT 2 —AE

T
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1.33 ProxyDNSD A4 v t—

1.33.1

[Ay+E—2]

DNS oL DfEfLEahtE /N7y b

‘proxydnsi QNAME  [<type>:<gname>] from <ipaddr> to <remote>

(F34A4YT1]
LOG_INFO

=0K]

FEEM L 72 572 DNS ORIWE DRy hONEERLET,

(/X5 A2 DEK]

<type>
WA byx a7
{type> ES
<y

« \g”

“ CNAME”

“ SOA”

“« \B”

“ e

“ R

“ NULL”

“ WKS” 11
PTR” 12
“ HINFO” 13
MINFO” 14
“MX” 15
TXT” 16
“ AAAA” 28
SRV” 33
“ ANY” 255
Type[ &FH]”

<gname>
VAR SR N4
<ipaddr>

—
S © oo oo — 0

B!

host address
authoritative server
canonical name

start of authority zone
mailbox domain name
mail group member

mail rename name

null resource record
well known service
domain name pointer
host information
mailbox information
mail routing information
text strings

IP6 Address

Server Selection
wildcard match

BSERIDEYS

FAZTEARA D IP T FL R

<remote>

fnabEhxry hUV—24

1.33.2

(A vtE—2)

I5—RHICE B/ 7y MEE

‘proxydnsi ERROR: record type <type>, class <class>, from <address> QNAME [<name)>]

[(F5174Y74]
LOG_WARNING

=0K]

RIEEEbNSD type X class ZFFODNS EsRAFE L 7-Z ¢ 2R~ LET,

BIE VAT Lu T

HH—

=3
e
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(/35 A 2 DEK]

<type>

DNS R X4 b Type Off
{class>

DNS ZER X7 > oD Class DfE
<address>

DNS BERFEITILD IP 7 KR
<name>

DNS B3R 21T o 7o 44 il

T
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1.3 FAAVIVRAMDAYE—D
1.34.1  FASLDUROEG

[Ay+E—2)

‘(name>l domainlist is reflected

(F34A4YT+]
LOG_INFO

=]
RAL YA MBRAG SN2 L 2R LET,

(/35 A2 DEK]
<name>

cmdexec
oY — )L THERE L, getdomainlist 22~ NEEAT

telnetexec
telnet THiHE L. getdomainlist 22~ N3ET

sshexec
ssh THEgE L. getdomainlist ==~ NELT

scheduled
Ay a—)bavy RTHREINT-RAIZ getdomainlist =@~ RFELT

1.34.2  FAA YR FOIGFERK
[Avyt—)

‘(name>i reflection of domainlist is failed

(F34A4UT+]
LOG_INFO

=iK]
FAAS U A MORBNRIE LT Z L AR LET,

(/N5 A2 DEK]
<name>

cmdexec
o — )L TR L, getdomainlist =~ RSEAT
telnetexec
telnet THEHE L. getdomainlist @t~ NZELT
sshexec
ssh THEEHgE L. getdomainlist =~ NEST
scheduled
AT a—)ba~< s RTHRE INT-RAIZ getdomainlist =@~ > RFEAT

T
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1.35 SNPPDAYE—2
1.35.1  SNMP SBEFKBX

[Ay+E—2)

‘snmpdl authentication failed. from <address> [<name>]

(F34A4YT+]
LOG_INFO

EK]
HFADIRNSNP R A RS DT 7 AR -T2 L R LET,

(/X5 A2 DEBK]

<address>

SNMP BRAFLIMDJRIR & 7257 IP 7 KL A

<name>

SNMP FREFIZEH S47= =2 S = = ¢ 4 (SNMPv1/SNMPv2c IHf)
F 7213 — Y4 (SNMPv3 IH)




1.36 VRRPD Ay t—o
1.36.1 VRRP &' )L— TRtk

[Ay+E—2)

‘nsmi vrrp group is started. <interface> vrid<vrid> [<address>]

(F34A4YT+]
LOG_INFO

=19
{interface> &<vrid> 23779 VRRP Z /L — 7 WNEMEZ B LI Z & 2R LET,

(/X5 A2 DEBK]

<interface>

A BT 2— AL
vrid>

ARHEREIZERE S iz VRID
<address>

VRID DAR IP 7 KL &

1.36.2 RRBIL—B /NI ITTIN—F /4= )LPYEDHY

[AvtE—2)

‘nsmi vrrp state is changed into the <state> state. <{interface> vrid<vrid> [<address>]

(F34A4UT+]
LOG_INFO

=19
{interface> &<vrid> 737~7 VRRP {RHEED (state> TRENTRIEBICEE SNZZ LA R LET,

(/35 A 2 DEK]

{state>
B OWRNE
master
T AH)—H
backup
Ny I T TN—4
Initialize
A =%
<interface>
AR T 2—RE
vrid>
REEE IR E S iz VRID
<address>
VRID DRAE IP 7 R LA

Tf
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1.36.3 AVBITz—RTV T/ ZOUR)HARY bRE

(A vtE—2)

nsm: vrrp <state> trigger event occurred. <interface> vrid<vrid> [<address>] No.<trigger_no> interface
{target_if>

(F54F)T1]
LOG_INFO

=0K]

{interface>, <vrid> I L Utrigger_no> PRTEHFTCERINA LV F 7 =—A MU THRFAEL, IREHR
(state> IZlpo7mZ R/ LET,

(/35 A2 DEK]
<state>
ZE W% DIREE
up
MY FICEESNTA H T =2—ARNT v 7L, NI ITRAREHIZRY E LT,
down

FYFICREENTA T2 —ARF YL, MU EASE LK,
<interface>
A BT 2 — R
vrid>
AREERIZFRE S iz VRID
<address>
VRID ORAR IP 7 K L&
<trigger_no>
MY T ERES
<{target_if>
N TOMBLIRDA L H T 2— RS

1.36.4 JW—KrF7V T/ BV R)HARY FRE

[AytE—]

nsm: vrrp <state> trigger event occurred. <interface> vrid<vrid> [<address>] No.<trigger no> route
{target_route> <{target_if>

(54417 +]
LOG_INFO
(Ek)
{interface> &<vrid> &<trigger_no> MW/ RTHE S CEFRINT/N— b MU TBRAEL, IRENRstate> 1Z72-
T2 EtERLET,
(/N5 A2 DEK]
{state>
% DIRRE
up
MU FICERESNIRENER L, MY AABRARERICZRY F L,
down
FUFICRESNIREIEIL L, P IR#EHSE LR,
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<interface>

A BT 2— AL
vrid>

AREEITRRE S 7z VRID
<address>

VRID OAR IP 7 K L&
<trigger_no>

MU T ERES
<target_route>

INUNARPSE Ry 3
<{target_if>

NU HORE L 72 D RIED oy FEHA VB T = — R4

1.36.5 J/—KR79 T/ B0V M) HARY MRE

(A y+E—]

nsm: vrrp {state> trigger event occurred. <{interface> vrid<vrid> [<address>] No.<trigger no> node
{target_node> <{target_if>

(F34A4YT+]
LOG_INFO

EK]
{interface> &<vrid> &<trigger_no> MW/RTEHEF CTERINZ/ — MU IRREL, bU TOREN
{state> [T/~ T-Z L HRLET,
(/N5 A2 DEK]
{state>
% OIRRE
up
MY FICEREENTZ ) — K0T v 7L, MIABRARERIZZRY F L1,

MY FICHEREESNTZ ) —FBRX oL, MU EAINE L,
<interface>

A BT 2— A4
vrid>
ARHEEITRRE Shjz VRID
<address>

VRID DARAE TP 7 R LA
<trigger_no>
MY W ERE S
<target_node>
N T OXG LMD ) — RO IP T LA
<target_if>
b U HBIZERE S 47z ICMP ECHO /X7 » Rk A v % 7 = — A4,

1.36.6 <RAIL—ZAEHUEH

[Ay+E—2)

‘nsml vrrp master router down detection. <interface> vrid<vrid> [<address>] #<code>

T
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[(F514Y7+]

LOG_INFO
EK]
{nterface> &<vrid> MRTVRRP Z L —TF D RAZNL—F DX T 2B LT-Z ¢ &R LET,
(/35 A2 DEBK]
<interface>
AR T 2— R
vrid>
2y Ul AKX L—& D VRID
<address>
BEEBH L~ AZNL—FDFEIP T KL R
<code>
W U 7= B ofisE
01

~ A B — BRI

(SR 0 @ VRRP-AD 5%13)
02

VRRP-AD ZfE4# A4 L7 U |k

1.36.7 {2 VRRP-AD TTL £%

[Ay+—2]

‘nsmi vrrp packet include invalid TTL. from <interface> [<address>]

(7544 T 1]
LOG_INFO
=19
{interface> 2/RT A &% 7 = —AIZ TTL 73 255 T/RWVRRP A7y hEZELI-Z A2 R LET,

(/35 X 2 DEK]

<interface>
AR T 2—RE
<address>
ZAZ LI VRRP X7y FDFETL IP T RLR

1.36.8 524 VRRP-AD HopLimit £
[Avt—2)

‘nsmi vrrp packet include invalid HopLimit. from <{interface> [<address>]

(FT34A4YT+]
LOG_INFO
=]

{interface> 23/RJ A > ¥ 7 =—A|Z HopLimit A% 255 TZRWVRRP 7y a5 Lz LR LET,

H1E VAT s
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(/35 X 2 DEK]

<interface>
A VBT — A
<address>
ZAZ LI VRRP X7y FDFETL IPT RLR

1.36.9 {5 VRRP-AD BiI42 1 TEE

[AytE—]

‘nsmi vrrp packet authentication method mismatched. from <{interface> [<address>]

(F544 )T «]

LOG_INFO
(Enk)

{nterfaced DRTA v H 72— AT HEO—F LW VRRP 7y NESZEL-Z &R LET,
[/35 A2 DERK]

<interface>

A VBT — A
<address>

ZZ L7- VRRP 47w FOEETIP T KL
1.36.10 521§ VRRP-AD BB/ XX U — FEE

[Ay+—2)

‘nsmi vrrp packet authentication data check failed. from <{interface> [<address>]

(F54F )T 4]
LOG_INFO
EK]
{interface> DR A L X7 =2 — AN AT— FO—HLARWVRRP X7 v "EAZELI-Z & 2R LET,
(/35 A2 DEK]
<interface>
A VBT 2 — AL
<address>

ZAE LI VRRP N7y FOFEEILIP 7 KL A
1.36.11 VRRPIREEZEILICX T A7V L3 Ui AKK

[Ay+—2)

‘nsmi vrrp action <mode> failed. <{interface> vrid<vrid> [<address>] No.<action_no> <state> <action> : <msg>

(FT34A4YT+]
LOG_INFO

T
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[EnK])
{interface> &<vrid> &<action_no> P3/RT&H S CTERIILZ VRRPIRKEEEICHTET 7 v a oMk
WMLz tarLET,

77 v a VEARROMBBMNEROERE NG E LIZBE, ROICHEA L2 FETEROms 72N & E
T, DO EITRERENER OBAIXIETF Ohsg T2 0 FT2, ENHhDOFEITTEHRLTWET,

(/X5 A2 DEK]

<mode>

77 v a U/ FEE A

On

T va rEHAEEE R LET,
Off
7 va IEREAEMEE R LET,

<interface>

AV BT — A
vrid>

ARHEREIZERE S iz VRID
<address>

VRID OAR IP 7 KL A
<action_no>

T a v ERES
{state>

T va AT ok
<action>

WHITBT v a v
<msg>

action> 3 ICHL L 7= B




1.37 RH5Ta—ILOAvE—
1.37.1 EBEEHEESZEEFHNOEE
[Avyt—2)

scheduled: action: dial number convert [<diall>] to [<dial2>]
scheduled: [<no>] <config>: dial number [<dial3>] convert

(FS54A4UT«]
LOG_INFO

=]
Al Y a— VR K D BB S AE S EM S NI Z L 2R LET,

(/X5 A2 DFEK]

dial1>
b T A TR O TRTEEE
<dial2>
ey A B PR MOETE%E
<no>
SLEE @
<config>
RIG & T DHERE R MOA TR
<name>IMFR v NT—T 4, HERidks . MEBNL, IV —THE T2 —F 1D
<EFEFERLET GEIEE 2~ ROBBZSH),

remote. <name>. ap. <name>. dial. <n>. number

[EiaEs

=1}

remote. <name>. ap. <name>. called. number
aaa. <name>. user. <name>. called. number
dial3>

RS HEAER

1.37.2 BEESEEDLRHK
[Avyt—]

‘schcdulod! config size over, convert failed.

(F54F)T 4]
LOG_INFO
=0K]

R Y 2 — VEKREIC & D EEER A 2 Tl LAy, MRUE RSN A A2l A i, ARICKRLIZZ &%
%Ljﬁﬁ‘o

T

B1E AT L SER—E 212



1.38 F—ABEE 1—)LBELXBEDA Vvt —
1.38.1 T—4BEEC1—LEA

[Ayv+E—2)

N

v

‘protocoli [USB] modemmodule is inserted. <module_name>

(F34A4UT+]
LOG_INFO
(E]
T ABEEY 2 ANRAINIEZ L ERLET,

[/X5 A2 DERK]

<module_name>
TR BEEY 2 — VORI A — 1 —4 /B4 R

1.38.2 T—4BEEYVaI—-IEKE

[Ay+—2)

‘protocoli [USB] modemmodule is ejected.

(F54F)T1]
LOG_INFO

=]
T SBEEY 2 — A BRESNZ I EERLET,

1.38.3 T—4BEEV1I—ILER

[Ay+—2]

‘protocoli [USB] modemmodule is error.

(F34A4)T 4]
LOG_INFO

BER]
FAWEEY 2 VR ERIN LD L AR LET




1.39 F—ABEE 1 —I/LEEDA YE—
1.39.1 FT—ABEE 1—ILUHILEK

[Ay+E—2)

‘(component>l [USB] fail to initialize modemmodule. <module_name>

(F34A4UT+]
LOG_INFO

]
F—SWEEY 2 — VORISR LT 2 L R LET

(/X5 A2 DEK]
<component>
HharrR—xr b
+ cmodemct]
+ usbh_pcdcacm

<modul e_name>
TR BEEY 22— VOR A ——4 /B4R

1.39.2 T—4BEEV1I-ILEERH

[Ay+E—2)

‘cmodemctli [USB] fail to initialize modemmodule. <module_name> (hardware error)

(F34A4YT1]
LOG_INFO

=0K]

T HBEEY 2 MIRAOPORENREELTZ 2R LET,
DB, BN T 57 —HBEEY 22— L TIHBENTE RV 7,

(/X5 A2 DEBK]

<module_name>
TR BEEY 2 — VORI A — 1 —4 /B4 R

1.39.3 ERIKEESRERMIAL
[Avyt—]

‘protocoli [USB] wan <no> condition is initialized

(F54F )T 1]
LOG_NOTICE

K]
BRAREOBEMF RSP SN Z L 2R LET,




(/35 A2 DEK)
<no>

wan &R 5
1.39.4 FRIRREEEMRIC K Y WAN EEMNEHZARIIZEIL
(A y+E—2]

‘protocoli [USB] wan <no> changed not connectable.

(F54F)T1]
LOG_NOTICE
=0K]
EBRIEREALZ L0 WAN [ DS B R FTREZRIBIC BT W b o 7o Z L R L E T,

(/X5 A2 DERK]

<no>
wan EFRE 5

1.39.5 FERIKAEETMRIZ K Y WAN [mI#R AR AT BEICE 1L
[Avt—)

‘protocoli [USB] wan <no> changed connectable.

(F34A4UT+]
LOG_NOTICE
=0K]
FERCIRRBEE AL K0 | WAN [N Efse T RE AR IBIC B D b~ 72 2 L 2R L E T,
(/35 452 DEK]

<no>
wan EFRE 5

T
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1.40 pseudo—ether EC 12— JLEAED A vE—
1.40.1 pseudo-ether EL a2 —/)LiEA

[Ayv+E—2)

‘protocoli [USB] pseudo—ether is inserted. <module_name>

(F34A4YT+]
LOG_INFO

2K]
pseudo—ether TV 2 — /W RHA SN L ERLET,

[/85 A2 DERK]

<module_name>
pseudo—ether & ¥ = —/ L DRI A — T —4, /BIELZ EH

1.40.2 pseudo-ether €L 1 —)LikE

[Ay+—2)

‘protocoli [USB] pseudo—ether is ejected.

(F54F)T 1]
LOG_INFO

2IK]
pseudo—ether YV 2 — /R KEINTZZ 2R LET,

1.40.3 pseudo-ether EL 1 —IILERE

[Ay+E—2]

‘protocoli [USB] pseudo—ether module is locked.

(F34A4UT+]
LOG_INFO

=19
pseudo—ether T = — VO BFE ZH LEAARFLREIC Lz Z L 2R LET,

1.40.4 pseudo-ether €L 1 — )L BEIEIR

(A vtE—2)

‘protocoli pseudo—ether <number> is resetting, because no response from pseudo—ether.

(T4 F«])
LOG_INFO

[(Enk)
pseudo—ether &Y 2 — /LN EIEEKIZ/2 ), EVa2a— Aty MCELDBEIEREZETLIZZ E2RLET,




(/X5 A 2 DERK]

<number>
pseudo—ether EFHE =

[Ayv+—2]

‘protocoli pseudo—ether <number> is resetting, because error response from pseudo—ether.

(F34A4YT+]
LOG_INFO

=0K]

pseudo—ether EY 22— NN H T —8E42ZEL. BV a— LUy MCX2BHEEIREZFEIT LI L 2R LE
‘@—0

(/X5 A2 DEK]

<number>
pseudo—ether EFHE &

1.40.5 pseudo-ether 1 27z —RXDY o7y

[AytE—]

‘protocoli pseudo—ether <number> is link up.

(F54F)T 4]
LOG_INFO
(E]

pseudo—ether £ V' Z 7 =2—ANV I T v 7 L= LB RLET,

(/35 A 2 DEK]

<number>
pseudo—ether EFHE =

1.40.6 pseudo-ether 1 27z —XDY O 5D

[Ay+E—]

‘protocoli pseudo—ether <number> is link down.

(7547 T 4]

LOG_INFO
BK]

pseudo—ether f ¥ Z 7 = —ANY L 7 X LI-Z &R LET,
(/35 A2 DEK]

<number>
pseudo—ether EFHE =

Tf
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1.40.7 BAERE~DBAT

(A vtE—2)

‘protocoli pseudo—ether <number> is force down.

(F34A4UT+]
LOG_INFO

BEK]
ARV =S HRICE > T, EREICBIT LI Z LR LET,

(/35 A 2 DEK]

<number >
pseudo—ether EHE &

T
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1.41 EhE VPN DIRERRILY S 47 2 FEED A v E&—

1.41.1 a2—4 1D &8k

[Ayv+E—2)

‘infoexcdi {user_id> registered to <server>

(F54H4 )T 1]

LOG_INFO
[(Enk)

B VPN S — N —F D BB TE 2R LET,
(/N5 A2 DEK]

<user_id>

Bk L7z —HY 1D

<{server>

45 LT VPN — 7 KL &
1.41.2 31—+ 1D #Ip&

[Ay+E—2)

‘infoexcdi {user_id> deleted from <server>

(544 )T 4]

LOG_INFO
2K)

Y VPN Y — " b2 — 1D IR L= Z & 2R LE T,
(/X5 A 2 DEK]

{user_id>
BBk L7z —3 1D
<server>
BIRE L 7= B VPN H— 7 R L&

1.41.3 1F#Hxfrty > 3 VI

[Ay+E—2)

‘infoexcdi The session of <{from> to <to> was established

(F34A4YT+]
LOG_INFO

=]
Wit v v a v aRL L2 E 2R LET,




(/35 A 2 DEK]

<from>
THHRASH DR = — 5 1D
<to>

T HRAZ WD E ] — 4 1D

1.41.4  [EHRXBtEy P a3 U
[Avyt—]

‘infooxcd! The session of <from> to <to> was disconnected

(F54F)T1]
LOG_INFO
=0K]
sty a 20l LI L 2R LET,
(/335 X 2 DEK]

<from>
AL D R = — 5 1D
<to>

T HRAZHL D E M — 4 1D

1.41.5 FHXIXMBtEy L 3 U DOHEILIXK

[Ay+—2)

‘infoexcdi The session from <{from> to <{to> failed : <reason>

(F54F)T1]
LOG_INFO

=]
WAt v v a VORICRIRLI- 2 L 2R LET,

(/35 A 2 DEK]

<from>
TH WA B DI = — 1D
<to>
WA DM = —H 1D
<reasony
timeout
A LT T B
session overflow
v va b —nRTo—
busy
Ry a BN TIHFEET D
version
THWRHNN— g U ARA—3
REFROT o a— RE A TR—FH L TWERFA,




temporary
— IR 7R R BY

1.41.6 [HFHRIXPEYI a2 OEHFELK
[Avt—2)

‘infoexcdi Refreshing the session from <{from> to <to> failed

(544U T«]

LOG_INFO
[Enk])

IEHA v v a VOERICKRRLIZZ L 2R LET,
(/N5 A2 DEK]

<from>

B WA B DFEM = — 1D
<to>

T WA D M = —H 1D

1.41.7 BHRX|ERBMEERE
[Avt—2)

‘infoexcdi The response of the failure to <method> was received from <from> : <response_code>

(FT34A4YT+]
LOG_INFO

(=0k]
Ay 7 =2 Mo L CRIEE 2518 LIe 2 L &R LET,

(/35 A2 DEK]
<method>
SRR U 7 R FE
REGISTER
Z— 4 1D BER R
INVITE
fFcHt v 3 U HESLER
CANGEL
HWARH Y v v g UL IEER
BYE
THHsHit v o a YRrEsR
<from>
KBUSEDOR(ETL—Y ID, F7IZBE VPN — D IP 7 KL
<response_code>
KEH 2R TIGEa— N A v =Y
400 Bad Request
AREZRY 7 A b
404 Not Found
2—FID BEIE L g WA &
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408 Request Timeout
VA NBREA~=T U ML
422 Session Interval Too Small
Ty a VRIRS AR E S
480 Temporarily Unavailable
FM 2 — ID BB SN TRV R E
481 Call/Transaction Does Not Exist
Bt v g VISEIE LR
486 Busy Here
BT v v g VA= R DIERZ B v v a VT T SN TW AR E
487 Request Terminated
WY v g oML E R IE LT
500 Server Internal Error
Mt v > a VA — A" E O — NN T —
503 Service Unavailable
9 VPN H— SBF T A
603 Decline
template HE THHT D mt £ VX 7 2 —ADZEEXNRWNERR Y

1.41.8 (EHRXFtEy o a B AvE—CDRIEREK

(A vtE—2)

‘ infoexcd: The Authentication of INVITE message from <{from> to <{to> failed on <server>.

(F34A4YT+]
LOG_INFO

=]
B VPN Y — S THEBAHE v & a VB A v b — VORISR LI S L AR LET

(/35 A2 DEK]
<from>
T RAZHDFE M . — 4 1D
<{to>
T AR DA = — 1D
<server>
FRREIC AL L 72 B VPN - — 7 R LA

1.41.9  EHRXBI—H D FHA v E— P DEEEK

[Ay+E—2)

‘infoexcdl The Authentication of REGISTER message for <user_id> failed on <server>.

(F354F)T 1]
LOG_INFO

ZK)
Y VPN P — S CIERARH L — W ID BiEA v B —VORRGEIC R L= L 2R LET,
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(/35 X 2 DEK]

user_id>

BERER L= —% 1D
{server>

FRREIZ SRR L 728 VPN H— 7 R L2

1.41.10 FB VPN S —/\7 FL A DR KEK
[Avyt—]

‘infooxcd! Resolving of <fqdn> failed.

(F544 )T «]
LOG_INFO
(Enk)
) VPN — DR R ARSI L7 Z 2R LET,

(/85 A 2 DEK]

<fqdn>
) VPN — DR A b4

1.41.11 Bl a OB AYE—CF) 540 LT
[Ay+E—]

‘infoexcdi The INVITE message from <from> to <to> was redirected to <uri>.

(F54F)T1]
LOG_INFO

K]
WA v > a v OBAA vy E—V &) F ALY FLEZ L E2RLET,

(/35 X 2 DEK]

<from>

TEHRASHL DR = — 5 1D
<to>

T HRAZH D B [ —H 1D
uri>

VXA L7 R URL

1.41.12 BHXBty > a v ORKREFRLT

[Ay+E—2]

‘infoexcdi The INVITE message from <from> to <{to> was declined: <reason>

(F34A4YT 4]
LOG_INFO
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(=nk]
AU TR v s COBIGEFRR L2 2R LET,

(/35 A2 DEK]
<from>
T ML DI = —H 1D
<{to>
TH AL M —H 1D
<reason>
THRAH S — 3 VA5
version

RIHEROT  a— RE A TR—FH LT EHA,




1.42 VPN H—/\BEHED A vt —2
1.42.1  21—4 1D D&

[Ayv+E—2]

‘dvpnsdi {user_id> was registered by <client>.

(544U T«]

LOG_INFO
G

=Y IDERE LI EERLET,
[/85 A2 DERK]

{user_id>
Bk Lz —3 1D
<client>
TR FA T bDIPT L

1.42.2 a2—% 1D OHIk

[Ayv+—2)

‘dvpnsdl {user_id> was deleted by <client>.

(544 T 4]

LOG_INFO
2iK)

a—HID ZHIBRLIZZ L ERLET,
(/X5 A 2 DEK]

{user_id>
BBk L7z —3 1D
<client>
TSR SA T hDIPT L

1.42.3 1Bty 3 DML

[Ay+E—2)

‘dvpnsdl The session from <{from> to <to> was established

(F34A4YT1]
LOG_INFO

=]
WAt v v a VL L2 2 2R LET,




(/35 X 2 DEK]

<from>
THHRASH DR = — 5 1D
<to>

T HRAZ WD E ] — 4 1D

1.42.4  EHXFBtEy T a3 >0
[Ay+E—]

‘dvpnsdl The session from <from> to <to> was disconnected

(F54F)T 1]

LOG_INFO
(EK]

et vy v a ndilfrsh/zZ & 2R LET,
[NZ A5 DEK]

<from>
TEHRASHD R = — 5 1D
<to>

T HRAZHL D E M — 4 1D

1.42.5 HHRXBEY a3V OFBT

[Ay+—2)

‘dvpnsdi The session from <from> to <to> expired

(F54F)T1]

LOG_INFO
=]

fHwsct v > a Y OABHIRSH T L Z L 2R LET,
(/35 X 2 DEK]

<from>

TH WAL DI = — 1D
<{to>

T WA D M = —H 1D

1.42.6 BRIty a B A v E—CDRILK

[Ay+E—2]

‘dvpnsdi The Authentication of INVITE message from <from> to <{to> by <client> failed.

(FT34A4YT+]
LOG_INFO

226



(=nk]
WA T4 T v b o O BA Y v > 3 VBT A v £ — VORIECRM L2 2 L &R LET,

(/X5 A2 DFEK]

<from>
T AR D FEA = — 1D
<to>
1AL D M= —H 1D
<client>
WS FA T PO IPT RLA

1.42.7 ERIBPA—F ID BEFA Vv E—DDFRERK
[Avyt—]

‘dvpnsdi The Authentication of REGISTER message for <user_id> by <client> failed.

(F54F)T1]
LOG_INFO

(=0k]
WA T4 T 2 M D OFERA M —F ID B A v & — VORFKIL LI Z L 2R LET,

(/35 A 2 DEK]

<user_id>
BkERENe—H 1D
<client>
TEWSH s FA T FOIPT RLA




1.43 AAA/RADIUS D A v t—2
1.43.1 RADIUS 7h Vo T 1 v T EEORTR

[Ayv+E—2]

aaa_radiusd: <id> (Ksession_id>) received service for <{session_time> seconds, received <input_packets>
packets (<input_bytes> bytes), sent <output_packets> packets({out_bytes> bytes).

(FTS34A4UT«]
LOG_INFO

E0K)
RADIUS 7 H T v T 4 » T AR LET,

(/35 4 52 DEK]
<id>

User_Name

T 7 A—PE

<session_id>

Acct-Session—Id

F—tva &Ry —RBo#RT

<session_time>

Acct-Session-Time

v a VG BT £ TOREH]

<input_packets>

Acct—Input—-Packets

RADIUS 77 Z A 7> NIST 77 B Aa—H B35 Lic /37 v Mk
<input_bytes>

Acct—Input-Octets

RADIUS 7 A4 T v "IRT 7 B A2—Y bR E LT —4 &
<output_packets>

Acct—Output—-Packets

RADIUS 77 A 7> b BT 7 ¥ Aa—PIxh LTEE Lie 7 v bk
<output_bytes>

Acct—Output-Octets

RADIUS 77 A 7 ¥ BT 7B Aa—HITx LTHEE LeT — 4 &

1.43.2  RADIUS FEREH —/\RIGE

[Ay+E—2)

‘aaa_radiusdi authentication request failed for <id> on aaa <{group_id>: no response received

(FS34A4YT1]
LOG_INFO

=19
RADIUS 7 Z A 7 > b OFBREERITKE LT, RADIUS B — "0 HEBRERE R @I SN o7 2 2R LET,

T

F1E VAT LR —E
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(/35 A2 DEK)
<id>
TR AL—Y4,
<group_id>
AAA 7 )V—7 1D

1.43.3 RADIUS 7HHO T4 VY —N\REE(TFTHO2T 12T FIRE)
[Avyt—2]

‘aaa,radiusdi accounting start request failed for <id> on aaa {group_id>: no response received

(F54F)T1]
LOG_INFO

(Ek]

RADIUS 7 T AT > hDT BT T 4 ZERIZH LT, RADIUS T Y T 4 TP —="InDT AT 4T
PlAG OIS SN2 ol Z L 2R LET,

[/35 A2 DERK]
<id>
T A—Y4
<group_id>

AAA 7 )V—7 1D
1.43.4 RADIUS 7 Hhoo T4 T H—N\KRIEE(THhOUT14VT8THE)

[Ay+E—2)

‘aaa,radiusdi accounting stop request failed for <id> on aaa <group_id>: no response received

(F54F)T1]
LOG_INFO

=0K]

RADIUS 7 F AT > bDT AT T 4 TERICH LT, RADIUS T AV T 4 U T Y —="InDT AT T 47
KT OBMMNSNARPoTZ e &R LET,

(/35 A2 DEK]
<id>
77 A a—H4
<group_id>

AAA 7' v—7 1D
1.43.5 RADIUS EREERIBFERE A —/N

[Ay+E—2)

‘aaa,radiusdi authentication request failed for <id> on aaa <{group_id>: request too much

(F34A4YT1]
LOG_INFO

T
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[EnK])
RADIUS 7 T A 7 > h DFRFFERITH LT, RIFFERE)S RADIUS 7' v b 2 /L TR 2 5 IR A2 72720, Bk
R LR RSB s L AR LE T,
(/X5 A2 DEBK]
<id>
T U A2 —Y4

<group_id>
AMA ' v—T7 1D

1.43.6 RADIUS 7 hooT 4 VU RBERBA—/N(THD T4 > FRE)
[Avyt—)

‘aaafradiusdi accounting start request failed for <id> on aaa <{group_id>: request too much

(FTS54A4UT«]
LOG_INFO

[Ek]
RADIUS 7 FA T > bDT H T T 4 ¥ T ERIZH LT, [RRFZEREAH RADIUS 7' b 2L Tz 5 EREZ#E X
72728, TERZAFE L RADIUS —RNICEE Lol 2L ET,
(/X5 A2 DEK]
<id>
T U A a—H 4

<group_id>
AAA 70— 1D

1.43.7 RADIUS 7Hh oo T4 VIV RIBEERBA—/IN(THhOooT4 T8 TH)
[Avyt—)

‘aaafradiusdi accounting stop request failed for <id> on aaa <group_id>: request too much

(T4 T4]
LOG_INFO

[EnK])
RADIUS 7 Z AT > vDT H T T 4 ¥ T ERIZH LT, [RRFEREAH RADIUS 7' k2L T x5 EREZ#E £
72728, BERZARFE L RADIUS —NITEE Lo loZ LR LET,
(/X5 A2 DEK]
<id>
T U A a—W 4

<group_id>
AAA 7 )V—7 1D




1.43.8 RADIUS FRELIERLEEEM

(A vtE—2)

‘aaa_radiusdi authentication request failed for <id> on aaa <{group_id>: invalid configuration.

(544U T «]
LOG_INFO

EK]
RADIUS 7 7 A 7 > b OFBREERITKE LT, RADIUS ORERRER DR 1Z o 7720, BREZEE LEEZ RS &
e ERLET,

(/N5 A2 DEK]
<id>
77 Za—H4
<group_id>
AAA 7 —7 1D

1.43.9 RADIUS THO VT4 VU BREREN (T HO T4 2 THIRR)

(A vt—2)

‘aaa_radiusdl accounting start request failed for <id> on aaa <group_id>: invalid configuration

(T4 F«])
LOG_INFO

EK]
RADIUS 7 T AT > hDT AT 4 v TEERIZH LT, RADIUS OAERLEZNERN T 127280, ERAEWIEL
RADIUS Y— NZEE Lol 2 L 2R L E T,
(/35 A2 DEK]
<id>
T 7R —W4
<group_id>
AA 27 —7 1D

1.43.10 RADIUS 7HO VT4 VT BREREN (THO VT4 0 THETEH)

(A vtE—2)

‘aaairadiusdl accounting stop request failed for <id> on aaa <{group_id>: invalid configuration

(F54F)T 1]
LOG_INFO

=]

RADIUS 7 AT > DT 7T 4 2 FERITH LT, RADIUS DR ERNIEN TS o 7-72, BRAMIEL
RADIUS Y— NZEE Lol 2 L 2R L E T,

Tf
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(/35 A2 DEK)
<id>
TR AL—Y4,
<group_id>
AAA 7 )V—7 1D

1.43.11 RADIUS FBFE A E ) /5

[AytE—]

‘aaa,radiusdi authentication request failed for <id> on aaa <{group_id>: memory allocation failed.

(F54F)T1]
LOG_INFO

EK]
RADIUS 27 F A 7 o M OFBFEERICKI LT, AT Y BMEB L7272, EREWEIELFEEZ RS H/-Z 2R LE
j—o
[/35 A2 DERK]
<id>
T A—Y4
<group_id>
AAA 7' V—7 1D

1.43.12 RADIUS 7 H Do T4 VT AR IVB(THho2T 4 2T RKE

[Ayv+—2)

‘aaa,radiusdi accounting start request failed for <id> on aaa <{group_id>: memory allocation failed

(F54F)T1]
LOG_INFO

=0K]

RADIUS 7 G A 7> hDT AT T 4 v ZERICKH LT, AF VB8 Lo/, ERZHEEE L RADIUS H— 312
BAE L7enoto o b AR LET,

(/35 A2 DER)
<id>
77 A a—H4
<group_id>

AAA 7' )V—7 1D
1.43.13 RADIUS Z7HO VT A VT AFRINRB(THOUT 4 THETH

[Ay+E—2)

‘aaa,radiusdi accounting stop request failed for <id> on aaa <group_id>: memory allocation failed

(F34A4YT+]
LOG_INFO
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=]

RADIUS 7 I AT > bDTH T T 4V TERIZH LT, AEY BB LTS, FREZMIE L RADIUS Y—3C
EELEP-2T-Z2 2R LET,

(/N5 A2 DEK]
<id>
T U A2 —HL
<group_id>

AMA ' L—T7 1D
1.43.14 RADIUS SBEEHBERAF—

(A y+E—2]

‘aaafradiusdi authentication request failed for <id> on aaa <{group_id>: bad authentication secret.

(FTS54A4UT«]
LOG_INFO

)|

RADIUS 7 T A 7 > h DFRAFERITH LT, RADIUS H— "\ S IEE 2 Z T E o720 O OIFEN —F L2720,
ISR L2t B R LET,

(/N5 A2 DEK]
<id>
77 Aa—Y4
<group_id>

AAA 7 )V—T7 1D

1.43.15 RADIUS 7 ho T4 VI REBERLT—H(THO VT4 27 FIRE)
[Avyt—]

‘aaafradiusdi accounting start request failed for <id> on aaa <{group_id>: bad accounting secret.

(T4 T«]
LOG_INFO

L)

RADIUS 7 A 7 bDT I T 4 > 7 ERIZR LT, RADIUS =" BIEEZZ TR -T2 b O OFHEN—
BLARWED, IGEEWEL-ZZE2TRLET,

(/N5 A2 DEK]
<id>
T Aa—Y4
<group_id>

AAA 7 L—7 1D

T
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1.43.16 RADIS 7HO U T 4 VT HERF—B(THO VT4 0 THETEH)

(A vtE—2)

‘aaa_radiusdi accounting stop request failed for <id> on aaa <group_id>: bad accounting secret.

(F34A4UT+]
LOG_INFO

EK]
RADIUS 7 AT > bDT H T T 4 ¥ T ERIZH LT, RADIUS — "I DIEE 2 T - 726 O O H N —
BLARWED, IWEEREL-ZE 2R LET,
(/35 A2 DEK]
<id>
T U Ra—W4
<group_id>
AMA 7 L—TF 1D

1.43.17 O—ALRBEDBFTHho T4 VT ERODEKT

(A vtE—2)

aaad: <id>() received service for <session_time> seconds, received <input_packets> packets (<input_bytes>
bytes), sent <output_packets> packets(<out_bytes> bytes).

(F54F )T 1]
LOG_INFO

[(Enk)
O—HNVEIFDB DT 7T 4 T ERE R LET,

(NS AR DEK]
<id>
7 U A— WL
<session_time>
Ty va VAL GHET E TORERH
<input_packets>
T EAZ—FRZE LIy MK
<input_bytes>
T RAZ—YRZE LT — 4 &
<output_packets>
T AZ—YNEE LIy MK
<output_bytes>
T RAZ—YNREF LT — 4 &

1.43.18 Access-Chal lenge M={E

[Ay+E—2]

‘aaairadiusdi Access—Challenge not support (<id>)

T
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(FTS34A4YT«]
LOG_INFO

=]

RADIUS 77 T A 7 ¥ M HBALEE TRV AR — D Access—Challenge #ZE LT-720. 77 B A2 —PFOFRIFIT KK
L2 & pRLET,

[/85 A2 DEK]
<id>
T A—Y 4
1.43.19 Message—Authenticator A& 4
[Avt—)

‘aaa_radiusdi received Message—Authenticator have unmatched value (<id>)
(FS544)T4]
LOG_INFO

=0K]

{2 L7~ RADIUS /X4 v | ® Message-Authenticator W—E LR o 7272, ZE Ay FRKSALIN TS
HLOELT, MELIZZEEZ2EWLET,

(/5 A2 DEBK]
<id>
77 A a—H4

1.43.20 7+ Ea1—MEBREKBRGEENY I74A—170—)
[AvtE—2)

‘aaa_radiusdi attribute <attr_type> create failed. send buffer overflow for aaa group <group_id> user id <id>
(FS547)T4]
LOG_INFO

(E]

RADIUS H— 57 FGA4 T v MIFET BTV B Aa—HFOa—PFHBEEBKRXBE L0, BE v N a2
L7-Z & & EWLUE T, RADIUS H— 3T 4096 /XA FUAEDFRIFERE 7 T4 72 Ma@mTEinid, 77
T A=V O2—FIEFRICE B OREIERE ER L2 HE R I, EFREHICKLVERE Ay "OREINRD Z
ERHY FET,

(/85 A2 DERK]
<attr_type>

F—=n_T7u—177 hY Ea— FORMEHE

VSA: CHRAE DIED & ZIFA_VFAEAET N Ea— FCA—N"T7a— L7zl ¢ EERLET,
<group_id>

AAA 7 L—T7 1D
<id>
T U A2 —HPL
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1.43.21 RADIUS EEFEER Y E L

(A vtE—2)

‘aaa_radiusdi authentication request failed for <id> on aaa <{group_id>: authentication canceled.

[F544UF 1]
LOG_INFO
EK]
RADIUS 7 T A 7 > b OFRGEERICH LT, FRGEKIEITT N BGEER AWMV E L Z & &R LET,

(/N5 A2 DEK]
<id>
77 A a—H4
<group_id>
AAA 7 —7 1D

1.43.22 RADIUS ZBEEH—/ 50>

[Avt—2)

‘aaa_radiusdl radius authentication server <number> on aaa <group_id> dead

(54T 4]
LOG_INFO

EK]
RADIUS FBEEH— A3 alive IRAE/N D dead IRREIZ /R o722 L AR L E T,

(/35 A 2 DEK]

<number >
RRE — NERE T
<group_id>

AAA 7 )L—7" 1D

1.43.23 RADIUS FEEEH—/\1EIH

(A vytE—2)

‘aaairadiusdl radius authentication server <number> on aaa <group_id> alive.

(F354F)T«]
LOG_INFO

EK]
RADIUS FBAEY— 323 dead JREENN D alive JREEIC /o= Z L 2R LE T,

(/35 A 52 DEK]

<number>
FRREY— NERE S
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<group_id>
AAA 7' v—7 1D

1.43.24 RIS 7Ho T4 T —nR"Eoy

[Ay+E—2)

‘aaa,radiusdi radius accounting server <number> on aaa <{group_id> dead

(F34A4YT 4]
LOG_INFO
=]

RADIUS 7 H 7 > T 4 2 7% — 3% alive IREED S dead JRFEIZ /e o2 Z L R LE T,

(/X5 A2 DEBK]

<number>
TADT 4TI —RERES
<group_id>

AAA 7 V—7" 1D

1.43.25 RADIUS 7 ho T4 2 JH—/\EIR

[Ayv+E—2)

‘aaa,radiusdi radius accounting server <number> on aaa <{group_id> alive

(544U T «]
LOG_INFO
=19
RADIUS 7 H 7 > T 4 ¥ 7V — 308 dead IRRED D alive IRFEIZ Ao 72 Z & R LE T,
(/X5 A2 DEBK]

<number>

TAT T 4 T —RERES
<group_id>

AAA 7' V—7" 1D

1.43.26 FEREALIELER (A £ 4418)

[Ay+E—2)

‘aaadl cannot process due to no resource [mac=<mac_addr>]

(FT34A4YT+]
LOG_INFO

=]
AEYRREOED, BAERPIRS N 2R LET,

T
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(/35 X 2 DEK]

<mac_addr>
FRREEE SR BN S 72K O MAC 7 R LA

1.43.27 EKRYKR—FEAPA T 3 UF2E
[Avyt—)

‘aaadi received option is not supported [option=<code>]

(544 T+]

LOG_INFO
[(Enk)

ZIELI-EAP ICRY R—hOF 7> a R EEN T2 2R LET,
(/85 A 2 DEK]

<code>
KYR—bOF T ara—F

1.43.28 RYKR— DNy F24E
[Avt—)

‘aaadi received unrecognized code packet [<code>]

(544U T4]

LOG_INFO
[EnK]

RYR—F Xy ha—FRDEAP X7y haZELEZ L aRLET,
(/35 A2 DEBK]

<code>
RYR—bDONRry ba—FK

1.43.29 Ny bo—H ORI T—HH
[Avyt—)

‘aaadi unexpectable message received [type=<type>, host=<mac_addr>]

(FT34A4UT+]

LOG_INFO
(EK]

Ny b= AR AR LI 2R LET,
(/35 A2 DEK]

<{type>
Ry NEAT
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<mac_addr>
U (Supplicant) ® MAC 7 R L %

1.43.30 A EVUHEBICK HFRALKK

[Ay+E—2)

‘aaadi cannot allocate memory to indicate about authentication result

CEREDESD
LOG_INFO

2K)
)(:E)*E{EJ uuuﬁkﬁﬁ)%aﬁbf;_&%rbiﬁq

1.43.31 FEE7 LT XLF—

(A vtE—2)

‘aaadl desired algorithm by supplicant is not supported [desired type=<algorithm>]

(FS54A4YT1]
LOG_INFO

EK]

VAR (Supplicant) 2 D AIEE N AR — F L TWRWEREET LT ) AL ZERINZ7-DIC, REENRKL=Z &
ZRLET,

(/35 A2 DEK]

<algorithm>
UK (Supplicant) N ER L7270 T Xbha— R

1.43.32 H—/\5) VRN

[Ay+E—2)

‘aaadl radius authentication server dead for <id> on aaa <group_id>: authentication request succeeded

(F34A4YT+]
LOG_INFO

K]
RADIUS 4 —/374% dead JREET, 77 ¥ ABFFAI S Z L& RLET,

(/X5 A2 DERK]
<id>
77 A a—H4
<group_id>
AAA 7' v—7 1D
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1.4 STPOAvE—2
1.44.1 E&EBPDU 7L —LZE

[Ayv+E—2)

‘mstpdi Invalid BPDU received on ether <{group> <port>

(FS54A4 )T 4]

LOG_INFO
EK]

T L — AR R — MEHA O BPDU N—T a v D7 L— L ZE L TREL-Z L 2R LET,
[/X5 A2 DERK]

<group>

ether 7 V—7%& "=
<port>

ether "— F &=

1.44.2 ZEERRBREECPHEE—F)

[Ayv+E—2]

‘mstpdi Cannot disable spanning—tree for bridge

[(F5441UTF 4]
LOG_INFO
=179
STP B/EE— N (STP MEZhIRF) D EFRKMN T L e o7 Z L 2R LET,

[Ay+E—2]

‘mstpdi Cannot enable spanning—tree for bridge

(FT34A4UT+]
LOG_INFO

[Ek]
STP BfEE— R (STP A 2hRf) DE KM N Lo/ Z L 2R LET,

1.44.3 ANEBEEVTY LEE
[Avyt—]

‘mstpdi Error opening socket (<err>)

(F54F)T1]
LOG_INFO

[(Enk)
STP CEEFHT 2 V7 v NMERNEREIZ/R-TmZ R LET,

B1E 27 susER—E 240



(/35 X 2 DEK]

<err>
7 —%F

1.44.4 HBRETEERESR
[Avyt—]

‘mstpdi Error mstpd configuration

(F54F)T1]
LOG_INFO

(Enk]
B O R E RPN REC R o7 D L B LET

1.44.5 STP AABIFHRBEHESESR

[Ay+E—2)

‘mstpdl Could not allocate memory for <resource>

(F54F)T1]
LOG_INFO
=]
STP NESE @ TR 2 BIROEE SR L o7 Z L 2R LET,

(/35 A 2 DEK]

<resource>
WETE 2o o B IRIEH

1.44.6 fRADF O OBRH
[AytE—]

‘mstpdi Topology Change detected

(F54F )T 1]
LOG_INFO

(Znk]
PREVOEERRINS NI Z L AR LET

1.447 L—FrTYwo

[Ay+E—2]

‘mstpdi Bridge became new Root Bridge

(754415 1]
LOG_INFO




EIK]
HEENNL— T vl R LET,
1.44.8 cROSF oo AR— MER
[Ay+E—]

all-ports:ether <group> <port_list>)

mstpd: Topology Change ports information(<{instance_type> last-port:ether <{group> <port>

(FS54A4YT1]
LOG_INFO
=)
FARBE COEERBH S NIZAR— MERERLET,
(/35 A5 DEK]

<instance_type>
rRue KR EIToTA VAR AT AT

<group>
bR B R RO R IIRRBZE T L 72 ether 71— 7%
<port>
bR B ORI R IOIRIBZE T L7z ether R — M5
<group>
A MRv UBHRHIOREZEE 2 L7230 D ether 7V —7 &5
<port_list>
AR IR UHHRFIOIREZEE 2 L7210 O ether R — FEEF U X b

1t
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145 S yF U THEEREEDA v tE—D
1.45.1 J—RrUHEEFE

[Ay+E—2)

trackd: node <node_count> is not attached: node <node_count> has same destination address as node
<other_node_count>

(FS34A4YUT«]
LOG_INFO

=]

<node_count> & <other_node_count> ® /— R F U HERDOEMGRIP 7 RLAREBE LD, /— KNI
T2 EEN S THDHZ 2R LET,

(/X5 A2 DERK]

<node_count>

J— NN HEHEES
<other_node_count>
J— RN HERES

1.45.2  J—RbEYHARY FRE

[Ay+E—2]

‘trackdi node is <state>. node—trigger. <node_count>

(FTS34A4UT+]
LOG_INFO

K]
J— RORENEBL, /—FRYTRREELLZ 2R LET,

(/35 A2 DEK]

<{state>
BB OKIE
+ down
J—RKET
- up
S—=RKT7T >
<node_count>
J— R MY HERES

1.45.3 b+ vFUUMEEIC K HEST
[Avt—)

‘trackdi ”{command>” executed.

(F34A4UT+]
LOG_INFO

T

w-m 243

H1E VAT s



(Ek]
FT XU ZHBIICRY 3~y RREITSNZ S L 2R LET,

(/X5 A2 DERK]

<command>
Eirshiza~<2 K

1.45.4  +SoFXUUHRBEOITY FETEF YR

[Ay+E—2)

‘trackdi command canceled.

(F354F)T1]
LOG_INFO

[Enk])
FT7oX U THREODa~ REMTRF YL ENEZ L 2R LET,




1.46 USB AEVBEDA v E—T
1.46.1 USB X E ! DIEA

[Ay+E—2)

‘mountdi USB memory is inserted.

(F34A4UT 4]
LOG_INFO

=19
USB AU NFHEASINZZ EE2RLET,

1.46.2 USB A E ) DIk

(A vtE—2)

‘mountdl USB memory is ejected.

[(F544 U7 4]
LOG_INFO

=179
USB AE Y NHEINTZZ 2R LET,

1.46.3 USB 7/\1 R¥Efw

[Ay+E—2)

‘musbdi [USB] USB Device Detected.

(F54F)T 1]
LOG_INFO

[ERK]
USB F /34 ZDRIKCEIN L. FAL A LIEZ L 2R/ LET,

1.46.4 USB 7/\1 X LBk

[Ay+E—2]

‘musbdi [USB] USB Device Disconnect Completed.

(TS54F) T 4]
LOG_INFO

(ErK]
USB 7 /31 Al &N 7= 2 & 2R LT
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1.46.5 USB VBUS BERFL

(A vtE—2)

‘musbdl [USB] USB VBUS Over Current Occurred.

(FT34A4UT+]
LOG_INFO

K]
USB . VBUS BB AFAE LI L 2R LET,
1.46.6 T7AILYRTLOFRE
(A vt—2]

‘mountdi file system on USB memory is broken. need format.

(F34A4UT+]
LOG_INFO

Z0K)
USBAEVZALEN T 7 ANV AT ARRETHY, 74—~y "B ERZLEZRLET,

1.46.7 1/0x5—

[Ay+E—2]

mountd: I/0 error on USB memory.
cmdexec: 1/0 error on USB memory.

(FT34A4YT+]
LOG_INFO

=0K]

USBAEYDT Z7EHAHFITI/0T—NREL-ZEERLET,
1.46.8 T77AINIATLODARES
(A vtE—2)

‘mountdi file system on USB memory is broken.

(F54F)T 1]
LOG_INFO

=]

USBAEYVDT VEARIZT 7 AN AT LAOREELRB LI 2R LET,
1.46.9 USB T/5A RERH/1Emk
[AvE—2)

‘musbdi [USB] USB Device Enumeration Failed.

F1E VAT LR —E

T
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(FTS34A4YT«]
LOG_INFO

BEK]
USB 7734 A DR/ BRI L 1= 2 L 2R LE T,

T
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1.47 UBYRR FL—CHIEHBEED A vE2—2
1.47.1  USBRRR bL—T9 5 R T/ AOBHH

[Ayv+E—2)

‘usbhfstoragel [USB] Mass storage device initializing complete

(F34A4YT+]
LOG_INFO

=0K]

USBAEY (W AR RL—U 7 F AT NAL R)OF ARG, HASNTZT NS AZIEEFRRIAA N —V 7 TR
TN, AL LI 2R LET,

1.47.2 USBTRR ML—U0 5 RTINA RADBHKEK

(A vtE—2)

‘usbh_storagei [USB] Mass storage device initializing failed

[(F514Y74]
LOG_INFO

=0K]

USB AEY (Y AR RNL—U7 T AT NA R) DA, ASNEZT NS AZEFRRTAARNL—V T TR
FNRA R LB CER ST L ERLET,

1.47.3 USB 7/34 RikEFFHINEE

[Ay+E—2]

‘usbhfstorage: [USB] Waiting for unplugging the USB device

(54T 4]
LOG_INFO

[ErK])
USBAEV (FARRNL—UF7 TRATNARA)DORFE 2 EEBRHE L, USB AT Y ORE[FHIREICA-T-Z L 2R
LET,

1.47.4 USB 7/\4 AL S5 —%4%

[Ay+E—2]

‘usbhfstoragei [USB] Error occurred. : <error> at <{state>
(TFZ514A4)T4]

LOG_INFO
[E0K)

USBAEV (FARARNL—V 7 TATNA RA)OREEBRHE L2 EE2RLET,




(/35 A 2 DEK]

<error>

N

{state>

T T =3R4 LT T O NERIREE

1.47.5 O USB 7/A4 ADEHF T
[Avyt—]

‘usbhfstoragcl [USB] Two or more USB devices are not supported

(F544 )T «]
LOG_INFO

=19
USBAEY (FAARL—T 7 F AT A 2) OF AR, T TIZREIR L7 USB A Y BFELTND Z L 2R
LET,

BE D USB AE Y ZRIFFESRT D LI TEERA,
1.47.6 USB 7/814 R 5 RE|F KK

[Ay+E—2)

‘musbdl [USB] Storage Device detection failed. : The interface should be storage class and bulk only type.

(FS34A4YT1]
LOG_INFO

=19
ARL—=U T TR NVTF Y —FATYUNDUSBT A AR L2 2R LET,

T
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1.48 SNEBATATRE—FERED A v tE—2
1.48.1  SMERAT 4 7 R A — MEREDBIED LA

[Ay+E—2]

‘mountdi start configuration by external storage device

(F34A4UT+]
LOG_INFO

K]
WEAT 47 A5 — MEREICE D o~ > REFRBIAS N Z L a7 LET,

1.48.2 HEAT 4T ARR— MEREDENMERIIRRED O J7 A4 ILT 5 —

(A vtE—)

‘mountdl cannot open log file in configuration by external storage device

(F34A4UT+]
LOG_INFO

=]
SR A T 4 T AL — MEREOBIEBIIARHC, 177 7 A L ORI £ 0 BERIr S 2 L 2R LET,

1.48.3 HMBAT 4 TARE— FMEREDEERIGRD/NR T — RERIET 5 —

[Ay+E—2]

‘mountdi authentication error in configuration by external storage device

(F354F)T 1]
LOG_INFO

(=E0k]
WA T 4 7 A4 — MERROBEBIIARIC, /N2 T — FRGET 7 —IC KV BIETI SNz 2 2R LET,

1.48.4 HEAT 4 7RI — FEBEDENMERIBIFED AT R 77 A IILERRT 5 —
[Avyt—)

‘mountdi script error in configuration by external storage device

(TS54F) T 4]
LOG_INFO

(Erk]

SBAT 4 7 AL — MERROEWEBMAIFIZ, 774V FD A<y K7 7 A MMERKBIZ KV @B fEPlrs -2 &
ZRLET,




1.48.5 HSMBAT 4 TRE— FMEREDEMERIBERD AT Y K I 7 4 ILFRAAAH T

(A vtE—2)

5—

‘mountdl cannot open script file in configuration by external storage device

(TS54F)F«)
LOG_INFO

€3

GNEBAT 4 7 AL — MERROEMERIARIZ, 2~ R7 7 A VOA =7V RBIC LV BEF#SN=Z L 2" L

=7,

1.48.6 HSMBAT A4 T7RE— FMEREDBERBRORED 7/ ILODT S5 —

[Ay+E—2]

‘mountdi invalid status file in configuration by external storage device

(FT34A4UT+]
LOG_INFO

(ErK]

SBAT 4 7 A2 — MERROEMERIARFIC, RIEET 7 A VDT T —IZ X VEETlrahzZ L 2R LET,

1.48.7 SMERAT 47 REZ— MEBEDBMERIRRDORZIST 5 —

[Ay+E—2]

‘mountdi cannot get time in configuration by external storage device

(TS54F) T 4]
LOG_INFO

(EK]

SR AT 4 7 A2 — MEREOBIERAAIFIC, FZIBRG= 7 —IC K D EIfEPIr S iz 2 L 2R LET,

1.48.8 HNEAT AT RARA— MEBEDEMEDTET
[Avyt—)

‘mountdl complete configuration by external storage device

(F54F)T 1]
LOG_INFO

(Znk]
WA T 4 7 A2 — MERIC kD a~ Y FEIFBERRZ T L2 2R LET,

1.48.9 HSNEBATATRE— FMEREDEMED T S —H#T

[Ay+—2)

‘mountdi error configuration by external storage device in line <line>
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(FTS34A4YT«]
LOG_INFO

=]

AT 4 T AZ— MERBICE D a3~y FETR T IRV sn/zZ L 2R LET,

(/35 A 2 DEK]

<line>
=T —{TDITE S




1.49 a4 FSATILBRED A vE—
1.49.1 a2 I744 FS547ILEEEDBEDRILE

[Ay+E—2]

‘conftrydi start trying configuration

(FS54A4YT1]
LOG_INFO

=19
IR MBFICREBIEESND Z LT, a7 4 7 NI A4 TIOVIBREOBEMERBlItE SN2 L 2R LET,

1.49.2 aA2I745 b SAT7ILESREIZEBUYERE LEIMEDEST

(A vtE—2)

‘conftrydi restore previous configuration before trying

(F34A4YT+]
LOG_INFO

K]
AV T 47 R TA TR KV RER S ER IS EICR SN L ERLET

1.49.3 aAVT7A4 T bSATIIHEEIZEIZUYRLEEDIS—KT

[Ay+E—2)

‘conftrydl cannot restore previous configuration before trying

(F354FUT4]
LOG_INFO

(EK]

AT 4T P TAT BB L VRUERZ TR T 9 L LI, 27 =R TOLEORERPp-T- 2L 2R L E

T,
1.49.4 a2 T74 5 bFSATIVHEEDEEDT YL
[AvE—2)

‘conftrydi cancel trying configuration

(TS54F) T 4]
LOG_INFO

(=nk]
DY T4 T NTATIEREOBERF ¥ oL SR LR LET,
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1.50 A€ PREREEREEDA v E—D
1.50.1 A EYUFREGMES T HERE

[Ayv+E—2)

‘sysmemwatchdi MPB[<no>] is more than <rate>% :<watch_blk>=<max_blk>

(F34A4YT+]
LOG_INFO

(E%]

AEY TIREFHMEECT AT UMEREBLE W L2 2R LET,
ARAvE—0F, <max blON L EVMEDO-2%IZE L EXICHDENET,

(/X5 A2 DEBK]

<no>
AEYEHT—TNEE
<rate>
ERxg AT Y 7 r vy 7 O HAEE %)
<watch_blk>
HARXRAET) 7oy 4
MAX block
used mem
<max_blk>
AEURBREB LB Lz EDffHFP AT TRy 7 2=y M




1.51 Z0D*Ayt&—o
1.51.1 T—2BEES1—LERORSEROI YT

[Ayv+E—2)

‘<name>l modemmodule account cleared.

(F544UT 4]
LOG_INFO
K]
7= SR Y 2 — VERRORANTW B, Sy MR D) R VT LI L ERLET,

(/X5 A2 DEBK]

<name>

elEWmE 7 V7T Lic v s 7 A
scheduled

AT a—/ERRIZED 7 U T
telexec
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