IEMNBEIEDLR%E U & B Tl
B+ LIy o

E9 S

High-Speed Forensic Technology for Promptly Analyzing Damage
after Targeted Attacks
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Abstract

The number of targeted attacks aiming to steal information from government and
municipal offices, specific enterprises, and individuals is growing year by year, and the
attack methods are becoming more and more clever. In a targeted attack, the attacker
stubbornly attacks the target after thoroughly investigating it beforehand. The risk of
malware (malicious and illegal code) infecting an internal network is thus increasing.
Therefore, there is a pressing need for countermeasures against malware infection
that detect attack activity as soon as possible and respond effectively to prevent or
minimize damage before the attack proceeds further. We have developed high-speed
forensic technology that promptly analyzes the situation after an attack has been
detected. Previously, such analysis took a long time. Application of this high-speed
forensic technology enables inclusive countermeasures to be promptly implemented
before the damage expands.
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