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Cyber Attack Countermeasure Technology Using Analysis of
Communication and Log in the Intranet
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Abstract

The threat of cyber attacks is continuously on the increase and causing major
social issues. In particular, cyber attacks intended for information theft by targeting
specific corporations and individuals, which are called targeted attacks, are becoming
increasingly clever and persistent. With conventional entrance and end point
measures such as firewalls and antivirus software, it is not possible to completely
prevent malware from intruding into organizations. This paper presents internal
countermeasure technology that detects any targeted attack in an organization and
identifies the extent of impact of the attack. This technology is composed of high-speed
capture technology for efficiently analyzing a large number of packets that flow in
the intranet, attack detection technology based on analysis of the context of malware
communications that intruded into the intranet and technology for verifying the impact
of the attack by analyzing malware detection information and peripheral device log
information. An advanced countermeasure solution against targeted attacks can be
realized by combining these technologies.
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