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All kinds of things are becoming digitalized, and the world of Digital Co-creation that combines
these things to create new businesses is expanding. For companies to survive and grow their
business in this world, they must create value by presenting their strengths to other compa-
nies in the form of application programming interfaces (APIs) and at the same time make use
of other companies’ strengths by way of APIs. This requires engineering technology for quick
and reliable system development/operation centered on APIs. Fujitsu Laboratories calls the
technical field in which this is achieved API-Publish & Compose. The Laboratories engages
in research and development of system analysis technology for the purpose of making APIs
of a company's particular strengths extracted from existing complex systems. We are also
working on development and operation technology for quick and safe systematization of busi-
nesses using APIs offered by other companies. This paper describes the activities of Fujitsu
Laboratories with regard to technologies required by both API providers and API users, and ap-

plication examples.

1. Introduction

A new world where everything such as things and
software are connected to the Internet is beginning.
In this world, everything including work that used to
be done manually until now will be digitalized, and
connected and controlled by software. Therefore, the
importance of application programming interfaces
(APIs) as a common language is rapidly increasing.

According to a survey, the average annual do-
mestic growth rate of the APl management products
market, which is @ measure of APl usage by compa-
nies, is predicted to be 41.1% in the period from 2015
to 2020." Another survey found that approximately
one-third of responding companies generate revenue
through the release of APIs, and that time to mar-
ket is becoming shorter. Further, 83% of companies
conducting advanced APl management think that
management of APIs is effective for achieving differen-
tiation from competitors.? In fact, not only advanced
companies in the United States but also in Japan and
elsewhere are leveraging APIs for business growth.
In Japan, for example, a warehouse operator makes
and releases APIs for personal storage services, and

collaborates with third parties for the provision of new
services through the use of these APIs.?)

Fujitsu Laboratories aims to realize Digital Co-
creation that utilizes people, things, and ICT in a par-
allel, autonomous, and interactive manner to create
services tailored to people. Through this, we support
end users in all kinds of situations in social, economic,
and everyday life activities, maximizing value and con-
venience for the benefit of end users.”

For companies to survive and expand businesses
in this world of Digital Co-creation, quick and high-
quality system development and operation centered
on APIs are required. However, to realize this, new
engineering techniques and methods different from
the traditional business system development that
Fujitsu is good at are necessary. Consequently, Fujitsu
Laboratories has named the technological area for real-
izing such development API-Publish & Compose, and
conducts research and development in this area.

This paper describes the system engineering
technologies required by both providers and users of
APIs, including analysis technology for the provision of
APIs from existing systems, as well as development and
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operation technology for quick and safe systematiza-
tion of businesses using APIs.

2. Two technological areas for Digital

Co-creation

This section describes two strategies for business
development in the Digital Co-creation world.

The first strategy is to create an ecosystem by
opening up a company’s strengths to the outside. The
example of a US company converting its maintenance
know-how for industrial machinery into a platform,”
and the aforementioned Japanese warehouse operator,
correspond to this. This strategy requires, in addition
to reform of the company’s business model for external
disclosure, reform of the company’s existing systems.

For example, consider a case where a company
allows other companies to order via the Internet in a
purchasing system where until now orders were input
only from within the company. In this case, it is nec-
essary to change the existing system so that other
companies can access the order taking function from
the Internet. Fujitsu Laboratories is engaged in R&D
on technology called API-Publish to migrate existing

systems so that they can be utilized in the world of Digital
Co-creation. This includes converting functions into APIs
in order to minimize the cost of system changes.

The second strategy is to incorporate the strengths
of other companies for the creation of new value. For
example, in the financial industry, the fintech market,
in which venture companies provide services such as
asset management and investment support that use
the finance APIs of major financial institutions, is al-
ready up and running. In Japan, the revised Banking
Act mandates efforts to introduce open APIs, and busi-
ness creation through the use of APIs is bound to gain
momentum.

However, when a company constructs a system
using APIs provided by others, new problems arise. The
achievement of stable system operation requires that
the company manage the quality of the APIs provided
by other companies, which cannot be controlled, and
adapt its system according to specification changes of
these APIs. Fujitsu Laboratories is engaged in research
and development of technology called API-Compose
that allows quick and safe construction of systems by
combining APIs.“’ Figure 1 shows the overall image of

API provider
Opens up own company's strengths
to the outside to form an ecosystem

API user
Creates new value by leveraging
the strengths of other companies
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API-Publish & Compose.
The following sections describe API-Publish and
API-Compose in detail.

3. System development technology
providing APIs: API-Publish

To digitalize work that is a company's strength,
it is necessary to convert business tasks such as order
taking and placing into APIs so that they can be con-
trolled by software. To achieve this, calling functions
of the existing business system via APIs must be made
possible. However, in the case of a new businesses
that is started through the provision of APIs and the
like, advance estimation of loads tends to be difficult.
Therefore, an initial launch that minimizes risk and
does not affect the existing established business, with
gradual improvements to be made along the way ac-
cording to changing needs, is desirable.

On the other hand, existing systems tend to
become complicated as the result of maintenance ac-
tions over the years, and system changes are difficult
to implement and often require many person-hours. To
overcome this, a method to make partial or stepwise
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changes in a way that does not affect the entire exist-
ing system is needed.

API-Publish proposes migrating existing systems
to a new system structure capable of easily accom-
modating changes through the following three steps,
shown in Figure 2.

3.1 Step 1: Current state analysis

First, it is necessary to grasp the current state
of the existing system and to estimate the required
number of person-hours and the risks according to the
purpose—for example APl implementation or improve-
ment of maintainability.? However, existing systems
that have been in maintenance for a long time tend
to have more complicated functions than when they
were originally designed. As the influence of changes
is often far-ranging, it can be difficult to estimate the
scale of changes.

To deal with such situation, Fujitsu provides an
asset analysis service that analyzes the source code
of existing systems and evaluates their current state.”
This service evaluates quality based on the scale of each
system and program, the call structure, and various

Step 2: Function partitioning and API creation

| Scope of se_"rvic(e
to be created

Step 3: Migrating to a structure
that copes well with change

Perform a comprehensive survey
and quality assessment by
software mapping and
devise a migration plan

Partition the whole by loose
coupling analysis to make it easier
to implement changes by function

Implement as a service while
confirming the current

specifications with business logic
extraction technology

Figure 2
Steps of API-Publish.
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measured metrics. It can also identify programs that
are no longer used by dependency analysis that tracks
call relationships.

Further, it provides also analysis and evaluation
by software map technology®® that visualizes the
software structure of the system in the form of a map.
With this map, one can grasp the relationships among
the functions in the system and any complexities, and
estimate the scope of influence of any changes by ex-
amining the functions to be converted to APIs and the
relations between the parts to be changed and the
other parts.

3.2 Step 2: Function partitioning & API
creation

Based on the results of the present situation
analysis, what is needed in the next step is to make
changes to the existing system according to the pur-
pose, such as improving maintainability and adding
APIs. However, inside the existing system, various
functions and data directly refer to one another, and
making changes somewhere will often affect the
whole. For this reason, even in the case of small-scale
changes, many person-hours are required for the analy-
sis of the scope of influence and testing for operation
verification, and it takes a long time until release.

Fujitsu Laboratories has developed loosely cou-
pled analysis technology as a technique to make it easy
to make changes inside such existing system.'? This
technology analyzes the relationship between programs
and data, clusters programs and data that have strong
relationships, and finds the boundaries where depen-
dencies such as program calling and reading/writing of
data across clusters are least prominent.

Based on the results of this analysis, APIs are
created by taking into account business needs and re-
arranging dependency relationships among functions.
APIs can thus reduce the impact of changes on other
functions and provide functions for outside users.

3.3 Step 3: Migrating to a structure well
adapted to change
Offering the functions of an existing system as
APIs to outside users may expose the existing sys-
tem to effects such as increased load. In that case,
implementing functions to be provided externally as
services separately from the existing system allows AP
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implementation without actually having to change the
existing system. Further, since one can substitute only
services without affecting the existing system, quick
response is possible even when APl changes become
necessary.

This approach requires the implementation of
functions equivalent to the specification of the existing
system as services, and operating them in parallel with
the existing system. For this reason, Fujitsu Laboratories
has developed business logic extraction technology
that extracts for reuse the business logic implemented
in programs in a form that human beings can easily
understand.?12)

This innovation makes it easy to design services
that have the same functions as existing systems by
determining the range including the functions of inter-
est from the results of the current state analysis and
function partitioning, and extracting and reusing the
business logic implemented within that range. Also,
by analyzing similarities and differences between the
specifications extracted in this way and the specifica-
tions of available external software as a service (SaaS)
and in-house common services, it is easy to replace
existing services.

Further, by migrating the functions of the exist-
ing system stepwise to a new system or SaaS by this
approach, it is possible to finally migrate the entire
system to a native cloud form.

3.4 Application examples

An example of partitioning the structure of a
purchasing operations system by using loosely coupled
analysis is shown in Figure 3. In the naming conven-
tions of the original design, the system, which was
composed of 2,151 programs, was partitioned into 71
areas. As the result of analysis with this technology,
the system was partitioned into 199 areas, thereby
achieving a finer arrangement with greater granular-
ity. Despite the larger number of divisions, the total
number of dependency relationships between the
areas decreased to 84.4% of the number at the time
of the original design, and since the data in the areas
are not written from the outside, it is easy to sort the
dependency relationships.

By deciding the scope of service creation in ac-
cordance with the areas obtained with this technology,
independence from the outside is enhanced and the
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Figure 3
Example of loosely coupled analysis.

burden of creating the required APIs can be reduced.

4. System development technology
using APIs: API-Compose

When constructing one’s own system using APIs
provided by other companies, the fact that APIs keep
on changing in specifications even after system con-
struction raises new issues. Figure 4 shows the life
cycle of the system and the new issues that exist at
each step. For example, in the requirements defini-
tion & design process, issues related to the search for
suitable APIs, such as “Are there APIs that meet the
requirements?” and “Is this business partner reliable?”
present themselves.

At Fujitsu Laboratories, among the issues shown
in Figure 4, we research system development and op-
eration technologies for examining APIs, connecting
APIs, and modifying the system. Through these tech-
nologies, it is possible to realize system construction
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that combines APIs of other companies faster and with
greater reliability. These three technologies are de-
scribed below.

4.1 API quality evaluation “examining APIs"

When utilizing APIs provided by other companies,
it is difficult to judge to what extent the quality of the
APIs is reliable. Unless one knows the quality of APIs, it
is not only necessary for users to be aware of functional
and non-functional requirements that need to be taken
into consideration, but it is also difficult to design the
development and operation work itself. This includes
for example estimating the length of time required for
APl learning, and estimating person-hours required for
handling changes in API specifications.

In this regard, Fujitsu Laboratories is aiming for
the evaluation of API quality by developing metrics that
quantitatively evaluate APl learning ease and specifica-
tions stability, in addition to existing evaluation metrics
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Evaluating the APIs

« Did API use have any
beneficial effects?

[Modifying the SYStem] Operation

* What influence have
third-party API
specification changes?

Monitoring the APIs
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Testing the APIs

* How should the APIs be tested?

Figure &4

APl assembly type
development
and operation

Implementation
and tests

Searching for APIs

* Are there APIs that meet
the requirements?
* Is this business partner reliable?

Examining the APIs

* How is the quality
of the APIs?

Trying the APIs

* What is the
concrete behavior
of the APIs

Connecting the APIs

* How to connect APIs
to ensure quality?

* What is the authentication
method?

Requirements
definition & design

System life cycle and issues in APl assembly type development and operation.

such as response time, availability, average recovery
time, and number of users.

First, we devised sample coverage values as
metrics for API learning ease. This is because it was
thought that it was important that use samples be
comprehensively provided to aid understanding of AP
specifications.

A sample coverage value is a numerical represen-
tation of the degree of correspondence between the
specifications of API request and response parameters
described in APl documents and the samples (such
as “Kyoto" for the “City" parameter). This value is the
harmonic mean of the following two coverage rates. If
there are few samples to aid understanding of specifi-
cations, this value is lower, and based on that, it can be
estimated that time to mastery will be long.

1) Sample coverage ratio

The rate at which samples exist for the APIs whose
specifications are described and their parameters.
2)  Specification coverage ratio

The rate at which specification descriptions exist
for the APIs in the samples and their parameters.

We also devised a compatibility maintenance
value as a metric for the stability of specifications. The
compatibility maintenance value is a numerical value
that indicates whether the specifications maintain
backward compatibility every time the AP is upgraded.
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This value is obtained by comparing the APl documents
of the two versions of each API, calculating the percent-
age of APIs that maintain backward compatibility, and
obtaining the mean value by weighting this percent-
age for each generation. If this value is low, itis highly
likely that measures to deal with API changes will be
required.

In API quality evaluation, the quality of each API
is visualized by presenting the above two metrics de-
veloped originally, and four existing metrics as a radar
chart on the API portal. When using APIs, this allows
developers to design APIs while taking into consider-
ation the aspect of quality.

4.2 APl assembly type development
environment “connecting APIs"

In Digital Co-creation, to quickly change a busi-
ness according to needs, a development environment
that allows quick systemization of business flows and
business rules is required.

For this purpose, many flow-based development
environments have been proposed. By describing func-
tions in flow form and combining APIs, it is possible to
easily assemble the business flows of the company.
However, to achieve stable system operation, it is nec-
essary to build in other elements besides business flows
and rules, such as the implementation of exception
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APl assembly type application development environment.

handling. It is also necessary to implement functions
necessary forimproving reliability such as retry process-
ing, timeout, and circuit breaker functions. However,
implementing these functions by flow description is
complicated and involves many person-hours.

To solve this problem, Fujitsu Laboratories trans-
lated these reliability enhancement functions into
patterns, and developed a technology to automatically
supplement the business flows described by developers.

Specifically, as a flow editor, we use Node-RED,
which is a development environment provided as open
source software (0SS). By converting the representa-
tion of the Node-RED flow in JSON format according to
the rules for each function to be supplemented, a par-
tial flow realizing the reliability improvement functions
is embedded in the original flow. This allows develop-
ers to develop systems by concentrating on creating
business flows and business rules. An example of
supplementing the retry process is shown in Figure 5.
After the developer describes the flow including in-
vocations of web APIs, our technology automatically
complements the flow to incorporate the retry process
into the flow.

4.3 API change detection “modifying the
system”
The specifications of APIs may change at a timing
not expected by the user. When the specifications of
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open APIs such as Twitter APIs are changed, there are
cases where applications that were able to use them
until now become inoperable. However, when doing
business with Digital Co-creation, it is desirable to
formulate rules concerning APl changes in advance be-
tween the API provider and user.

Therefore, Fujitsu Laboratories proposes to release
changed API specifications in the OpenAPI Specification
format™ before upgrading APIs. This allows the user
to automatically detect changes in APIs and take suit-
able action in advance. Creating API specifications in
the OpenAPI Specification format on the API provider
side also has merits in terms of development efficiency,
such as automatic source code generation therefrom.

In addition, Fujitsu Laboratories has developed a
technology to judge whether it is necessary to change
the applications on the user side due to changes in
the published APIs. Specifically, by comparing the API
specifications of two different versions described in the
OpenAPI Specification format, and by analyzing the
corresponding end points, parameters, presence or
absence of response, and so on, it is possible to deter-
mine whether backward compatibility is maintained.
Notifying the developer utilizing APIs from other com-
panies of the judgment result allows the developer to
respond smoothly to changes in these APIs.
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4.4 Application examples

To verify the effectiveness of the above-described
development technologies, three technologies were
incorporated into API gateways and API portals, and sys-
temized as one platform. Currently, Fujitsu Laboratories
is testing that system in house. Further, using APIs
developed in house at Fujitsu Laboratories, we are eval-
uating API learning ease, specification stability metrics,
and the effectiveness of change detection technology.

5. Realization of end user computing

As Digital Co-creation evolves further and every-
thing in the world can be controlled by APIs, business
and software will become even more integrated. That
is, it will be assumed that business departments and
executives themselves develop software using APIs.

The API assembly type development environment
described in this paper is an initiative contributing to
such world, butitis just a beginning. Such development
environment must make it easy to develop software
even if one is lacking in ICT skills, and it must have a
mechanism to ensure stable operation of the whole sys-
tem even in the event of problems.

Under the concept of API-Publish & Compose,
Fujitsu Laboratories is working to realize new end-
user computing that ensures the reliability of entire
enterprise systems while making possible software
development by end users of business systems such as
business departments and executives.

6. Conclusion

This paper described the concept and research and
development technology of API-Publish & Compose,
which are API-based system development and opera-
tion technology necessary for growing businesses with
Digital Co-creation.

This technology for connecting existing systems
to Digital Co-creation is unique to Fujitsu, which has
been working on business system development for
many years, and it is a powerful weapon for providing
our strengths in the form of APIs. Further, this technol-
ogy is also expected to allow the realization of systems
that utilize APIs easily and with the high reliability
characteristic of Fujitsu.

Going forward, to meet this expectation, we will
further mature API-Publish & Compose technology
and conduct further R&D as we aim for a world where
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everyone can develop software safely using APIs.
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