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The development of loT has been progressing rapidly, resulting in an expanding cyberspace.
However, there is a risk of an increasing number of sophisticated cyber attacks. Major inter-
national events often act as the driving force for a host country’s dignity, and are exposed to
large-scale attacks from all over the world. Japan is faced with the major challenge of estab-
lishing an ecosystem that enhances its cybersecurity capabilities. Fujitsu has proposed that
the Japanese government improve the self-sufficiency of cybersecurity technology to build this
ecosystem. Fuijitsu itself has been focusing on developing technology domestically and training
security engineers to counter the prospective shortage of talent. Through these efforts, we will
contribute to the creation of an ecosystem to support society beyond 2020 as a social legacy. This
paper describes the important perspectives of cybersecurity that will support society in 2020 and
beyond. It also presents Fujitsu’s initiatives in technology and personnel development.

1. Introduction

A series of major international sporting events
scheduled around 2020 is expected to provide the basis
for a “data-driven society” in which data gives birth to
value through advanced technologies such as loT and
Al. This assumption makes cybersecurity a necessity.
In Japan, we can expect a restructuring of the social
infrastructure through sporting events to serve as the
foundation for cybersecurity in 2020 and beyond.

Today, damage caused by cyber attacks extends
beyond information leaks to critical social infra-
structures such as power utilities and transportation
systems. Recent years have seen a dramatic increase
in ransomware, such as WannaCry that targets an in-
definite number of computers, and distributed denial
of service (DDoS) attacks that use the Mirai botnet to
exploit vulnerabilities of loT devices. The holding of
major international events, therefore, raises the possi-
bility of large-scale cyber attacks from anywhere in the
world and an increase in cyber attacks targeting the
host countries. Looking forward to 2020, cyberspace
is expected to increase dramatically as the number
of loT devices reaches about 30 billion, so a further
increase in highly sophisticated cyber attacks must be
expected.”

Under these conditions, preventing all attacks is
difficult. In fact, major events for which an increase in
cyber attacks can be expected must be dealt with by
treating attacks or security accidents as a precondition.
With this in mind, there will be a need going forward
for “detection, response, and recovery,” “information
sharing among related organizations,” and “personnel
development to support the above activities.” Building
an ecosystem to link all of the above is therefore a chal-
lenge to be addressed. Fujitsu is putting technology
development and personnel development into practice
to support the above areas (Figure 1). Furthermore, to
facilitate the creation and development of a cybersecu-
rity infrastructure for 2020 and beyond in Japan, Fujitsu
proposes that the Japanese government takes steps to
improve self-sufficiency in cybersecurity technologies.

From the viewpoint of building a cybersecurity
ecosystem, this paper describes the domestic develop-
ment of technologies for reducing operating costs and
shortening recovery times, coordinating threat informa-
tion effectively, performing packet capturing that can
accommodate the disruptive expansion of cyberspace,
and discovering new occurrences of unauthorized
communications. Italso describes the personnel devel-
opment for putting the development and operation of
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these technologies into practice.

2. Ecosystem via major international
sporting events

Today, in an era in which attackers use cyberspace
freely to meet their objectives, it is important to im-
prove the technical competence of individual users and
reinforce the connections between them. Moreover, to
promote digital innovation that uses cyberspace to the
maximum, an ecosystem must be built in which many
individuals can cooperate with each other in making
cyberspace safe. Fujitsu seeks to contribute to the fur-
ther evolution of domestically developed technology, to
personnel development, and to the creation of a safe
and secure society for 2020 and beyond through the
formation of social rules.

To build such an ecosystem, we need to have an
accurate understanding of the objectives of cyber at-
tacks mounted against major international sporting
events. In this regard, an event held as a matter of
national prestige requires that countermeasures be for-
mulated at the national level to prevent any attempt at
obstructing the event. In addition, the objectives of at-
tacks mounted by criminal organizations or politically/
ideologically motivated attackers may extend beyond
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financial gain or harassment to terrorist activities,

blackmail, etc.

With this in mind, we consider that DDoS attacks
will become the most common type of attack for ob-
structing events. The successful mounting of such an
attack generally requires repetitive espionage activities
conducted through various types of advanced per-
sistent threat (APT) attacks mounted against related
institutions or enterprises. Such activities will likely be
repeated until a sufficient number of computers and loT
devices have been hijacked to participate in the DDoS
attack.

To counter such an attack, devices converted to
bots by such activities must be removed and an ecosys-
tem that contributes to Internet safety must be built.
This requires that the following three requirements be
satisfied and coordinated.

1) Mechanism for becoming aware of attacks and
responding quickly based on new technological
approaches

2)  Mechanism for quickly sharing information on
threats made against society

3) Training of advanced security engineers having
high moral standards in step with the formation
of an appropriate community
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3. Fujitsu initiatives in domestic
technology development
The following describes technology development
initiatives at Fujitsu to satisfy the three requirements
described above.

3.1 Strategic Innovation Promotion

Program (SIP)

With a view to 2020, the "Cybersecurity for Critical
Infrastructure” program under the management of the
New Energy and Industrial Technology Development
Organization (NEDO) was added to the Cross-ministerial
Strategic Innovation Promotion Program (SIP) led by
the Cabinet Office, Government of Japan. Coordinated
among government, industry, and academic entities,
SIP features an all-encompassing approach from re-
search to social implementation.?

In this program, Fujitsu is conducting research
and development with a focus on the information-
communications infrastructure as head of “soundness
determination technology through traffic analysis of
information/control network devices.” Given the recent
manifestation of diverse cyber attacks on critical infra-
structures, the aim of this R&D is to detect active threats
within organizations and to recommend countermea-
sures against intrusions that cannot be completely
prevented. In this regard, an information-communi-
cations platform serving as a critical infrastructure has
traditionally been made up of all types of old and new
devices.

Today, however, such infrastructures are rap-
idly being converted to virtual systems and networks
through the adoption of widely used technologies.
With this being the case, Fujitsu aims to adopt a tech-
nique for monitoring and analyzing communication
packets that can be easily introduced by adding only
a minimal amount of equipment and that can operate
without interfering with devices in operation.

To this end, Fujitsu is researching and developing
the following three topics:

1) Visualization of virtual space through the high-per-
formance packet collection technology supporting

a virtualized system and network
2)  Low-cost and high-scalability systems through the

high-speed packet storage and retrieval technol-

ogy that uses general-purpose servers in parallel
3)  Extraction of a small number of devices
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performing suspicious communications from a

massive volume of communication data through

the collective-behavior analysis technology focus-
ing on reqularity and relation in communications.

Furthermore, believing that stability and continu-
ity of critical infrastructures and services are of prime
importance on implementing security measures,
Fujitsu is also working to support such measures and
escalation processes based on technology for rec-
ommending countermeasures commensurate with
urgency and business importance. Among the levels
shown in Figure 2, levels 2 and 3, which correspond
to the activities of a security operations center (SOC)
operator and responders of a computer security in-
cident response team (CSIRT), are considered to be
especially important. These operators and responders
suffer from staffing shortages and task overload, so the
plan is to provide support by presenting recommended
countermeasures.

As part of this R&D, Fujitsu has developed key
technologies.  First, as a high-performance packet
collection technology, we have developed a lossless
packet capture technology operating at a rate of 10
Gbps, approximately seven times faster than that of
any existing technology, which is a world first. Next, as
a high-speed packet storage and retrieval technology,
we have developed a technology for storing collected
communication data in real time at a rate of 100 Gbps
by sorting the data among different storage destina-
tions in accordance with data type.®) From here on,
Fujitsu aims to promote the real-world implementa-
tion of these technologies together with infrastructure
operators and contribute to the stable operation of
information-communications infrastructures during
event periods.

3.2 High-speed forensic technology

At present, the most common approach to dealing
with a cyber attack after detecting an intrusion is man-
ual malware analysis. Such analysis requires advanced
knowledge, but there has been a constant shortage of
personnel with such skills. Even at a general level, this
deficiency in information-security personnel is becom-
ing quite serious. A study conducted by the Ministry of
Economy, Trade and Industry has found that this short-
fall in human resources will increase to about 190,000
people by 2020.%
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Figure 2
Threat detection level and countermeasure escalation.

In response to this problem, Fujitsu developed
"high-speed forensic technology” that even general-
level information-security personnel can use to deal
with a sophisticated attack after intrusion.>® It is
known that malware that has infiltrated an organi-
zation through a cyber attack can repeatedly log in
illicitly and spread viruses using the Windows remote-
operation command. This technology can reconfigure
a remote-operation command in real time from ac-
tual communications and can record it together with
information on the user performing that operation.
Consequently, if a sensor equipped with this technology
were to be installed within an organization to monitor
internal communications, it would be possible to com-
prehend in detail the progress status of an attack that
has infiltrated the organization. Additionally, this data
could be used to present an overall picture of the at-
tack's range of impact (Figure 3).

In short, using Fujitsu's high-speed forensic
technology in this way makes it possible to visualize
the state of progress and range of impact of an attack
that has infiltrated an organization. This enables even
general-level information-security personnel to initiate
advanced countermeasures, which helps in resolving
the shortage of qualified personnel while greatly short-
ening the time required to restore the soundness of the
network.”
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NOC: Network operations center
SOC: Security operations center
(&C: Command and control

3.3 Utilization of cyber threat intelligence:

S-TIP

One of the keys to building an ecosystem to make
cyberspace safer is cyber threat intelligence (CTl), which
essentially describes the who, when, why, where, what,
and how (5WTH) of a cyber attack. That is, it would
describe who was behind the attack, its timeframe
(when), why and where it was mounted, what were
the attack indicators, and how it was carried out. The
use of (Tl enables proactive responses such as deploy-
ing defensive resources effectively on the basis of the
inferred attacker intentions and trend analysis of cyber
attacks.

(Tl can be broadly divided into human (Tl and
system CTl. Human CTI consists of knowledge related
to cyber attacks that is consumed by people through
security-dedicated social media, e-mail and other
media. System (Tl, on the other hand, consists of at-
tack-related knowledge that is consumed by systems in
a format that can be understood by computers, namely,
Structured Threat Information eXpression (STIX).819
Human (Tl contains much contextual information
that can be effective in obtaining an overall picture of
a cyber attack. System (Tl, meanwhile, being knowl-
edge exchanged between computers, can be shared at
extremely high speeds. System (Tl is also amenable
to automation. For example, malicious IP addresses
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Figure 3
Visualization of a targeted attack’s progress.

contained in system (Tl can be automatically set in secu-
rity equipment such as proxy servers.

The sharing and use of both human (Tl and sys-
tem CTl is important, but the fact that these two types
of (Tl are essentially decoupled presents a problem.
For example, human (Tl stored in security-dedicated
social media needs to be converted to the STIX format
before it can be used by systems, which requires labor
and time. System CTl, meanwhile, being knowledge
unseen by humans, does not lead to human actions
nor get evaluated by people.

As the next stage in CTI utilization, Fujitsu has
developed the Seamless Threat Intelligence Platform
(S-TIP) that enables the seamless sharing and use of
human (Tl and system CTI. With S-TIP, people can ex-
change (Tl via security-dedicated social media or e-mail
as usual, which will then be automatically converted to
the STIX format for sharing and use as system CTl. In
addition, system CTl will be mixed in with human (Tl
on the security-dedicated social media timeline and
displayed in an easy-to-understand format. Therefore,
people reviewing the security-dedicated social media
can share, use, and evaluate system (Tl too. In this
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way, S-TIP seamlessly incorporates not just people but
also systems like computers and security equipment
into an ecosystem using CTl thereby achieving a new
dimension in responding to cyber attacks.

3.4 New technology for detecting targeted
cyber attacks: Malicious Intrusion
Process Scan
Existing technology for detecting targeted cyber

attacks primarily focuses on the malware used in such

attacks. This technology detects malware by comparing
the unique values, or “signatures,” of suspected mal-
ware against a database of known signatures, checking
the operation of that malware in a virtual environment,
etc. Regardless of the method used, the idea here is to
discover a targeted cyber attack by detecting malware.

With these methods, however, there are cases in which

detection fails due to malware evolving faster than sig-

nature updates and cases in which the malware itself
detects a virtual environment and halts operation en-
abling it to go undetected.

Furthermore, in addition to signature and virtual
environment, there are detection methods that collect
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logs for various types of devices installed in the network
and apply correlation analysis rules to those log data.
This type of operation, though, requires advanced
knowledge and technologies such as the setting of
criteria for judging danger with respect to alerts issued
by network devices, but personnel who are capable of
such tasks are in short supply.

In light of the above, Fujitsu developed Malicious
Intrusion Process Scan, a new technology for detecting
targeted cyber attacks. This technology can detect a
threat in real time by performing correlation analysis
of attacker behavior on the network without observing
malware."12 Two key features of this technology are:
1) Detection technology “discovering unseen attacks”

This detection technology makes use of an “at-
tacker behavior-transition model” as a new approach.
The model describes the transitions made in the
behavior of malware launched by an attacker, which
makes it possible to discover attack activities by apply-
ing actual network communications (Figure &). As a
result, this technology enables real-time detection of
targeted cyber attacks that can slip by conventional
security measures, which helps to reduce the risk of
information leaks.

2)  Sophisticated automation feature to visualize at-
tack process after discovery

This sophisticated feature makes it easy to visual-
ize an attack process by automating the tasks required
for prioritizing countermeasures to an attack after its
discovery, conducting surveys such as collecting and

analyzing logs, etc. In this way, information needed to
deal with the attack can be accurately grasped and SOC
operations can be made significantly more efficient.

4. Security personnel development at

Fujitsu

This section introduces the meaning of and
approach to personnel development from a Fujitsu
perspective and the ecocycle of an existing “connected
secure society” that Fujitsu wishes to achieve through
personnel development.

Encouraged by the incessant need for personnel
development in the security field, Fujitsu has been
active in personnel development since 2014 with the
launch of its Security Meister Certification System.
Originally designed with a target of 700 trainees, this
system has trained more than 2,700 persons as secu-
rity meisters as of December 2017, three and a half
years after its launch.

On the other hand, it is sometimes said that at-
tention is focused only on training while neglecting the
use and employment of trained personnel and ongo-
ing skill improvement and support. What then does
“personnel development” really mean? After three and
a half years of putting security training into practice,
Fujitsu's answer to this question is “connecting people.”
With this type of personnel development, people can
talk about security using a common language and can
form a network having a common awareness of prob-
lems and an overall image of security.
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Figure &
Attacker behavior-transition model.
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If people are connected, the organization is con-
nected. In general, an organization that tends to be
vertically divided by mission will circulate information
through connections between people. The circula-
tion of information, meanwhile, gives birth to mutual
understanding. |If sites that use digital data have an
understanding of security and if the security depart-
ment has an understanding of how digital data is used,
security takes on added value making the organization
all the more competitive.

Taking such a “connection” into consideration,
Fujitsu developed CYBERIUM as a domestically pro-
duced “cyber range” (virtual practice field) that takes
personnel development beyond Fujitsu to include cus-
tomers, regions, and young people such as students.
This is a forum where participants can learn about se-
curity, experience it, and think about it while sharing
the failures and successes of their predecessors. It is
also a place where participants can communicate with
new colleagues and improve their skills together with
trained security meisters (Figure 5).

Looking to the future, trained security meisters
will continue to put the safe and secure use of data
into practice. They will aim to create a society in which
people can lead secure lives with 2020 as one step to

T. Ohta et al.: Cybersecurity Solutions for Major International Events

this end.

5. Conclusion

From the viewpoint of dealing with rising op-
eration costs and a lack of qualified security personnel,
this paper described Fujitsu's points of focus, the de-
velopment of supporting technologies, and personnel
development. Going forward, the holding of major
events will require a transition to a society with en-
hanced cybersecurity measures and resilience (ability
to recover).

The solutions described in this paper are already
in a state capable of social implementation. In addition
to introducing them into organizations and facilities
directly targeted by attackers at the time of a major
event, we can also expect them to be proactively intro-
duced into many enterprises, groups, and organizations
that use cyberspace. Furthermore, as a cross-sectional
theme in the promotion of digital innovation (Society
5.0), we expect cybersecurity to be synchronized with
the building of an ecosystem for 2020 and beyond and
to be implemented rapidly in society by industry, gov-
ernment, and academia.

Part of the research described in this paper was
supported by the Council for Science, Technology and
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Innovation (CSTI), Cross-ministerial Strategic Innovation
Promotion Program (SIP), and “Cyber-Security for
Critical Infrastructure” (funding agency: NEDO).
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