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Legal Requirements on IT Systems FUJITSU

Legal Systems

L
v Privacy Protection Laws
L
.
+ Unfair Competition Laws
:
. SOX Act ... etc.
IT Requirements IT Governance
Information Leakage
countermeasures IT Management
_ Development/Maintenance
Unauthorized Access Preventing of Blocking of
Unauthorized Unauthorized Release Management
countermeasures Reporting Connections
: System Operation
Operation ; ;
. Contingency Planning
ggﬁ?rtglcsmzecj AR Enhanced ID Restricted File .
Authentication Operation Outsourcing Management
Vulnerability Management
ile/Di ' Securit
Anti_virus Measures FIIe/DISk encryptlon
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Requirements on System Operations FUjiTSU

System Development/Change/Maintenance

Fully approved and tested
- Procurement of new systems and software products
- Changes to systems and software products

System Operation/Management

Proper and appropriate system operations management:
- Data backup

- Monitoring of system status and performance

- Failure recovery

Ensured System Security

Protect systems from:
- Unauthorized use
- System tampering
- System destruction
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Requirements Functions
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System Change Mgmt E R Tad i
System Maintenance E
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History of
Operational
Processes

S 0O : Performance
ystem Operation Monitoring —
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: [ Access Control ]
SE{V[Te SyStem Management Console

Security Il

History of
Access by Server
Administrator
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Challenges of Performance Monitoring FUjiTSU

~
1) Difficult to detect predictive performance problems because:
® Requires know-how and skills to edit collected performance data
m Difficult to analyze correlation of multiple servers and IT resources
N J
/2) Takes time to isolate and investigate problems because: \
® Know-how is required to select which performance information should be
collected

m Difficult to have real-time detection of performance problems

® |n the event of a problem, immediate investigation cannot be conducted as
\ there is no data available to investigate /

€ N

) Difficult to enhance and invest in IT resources to meet future
business demands because:

m  Know-how is required to select information required for capacity planning.
® Complicated analysis (correlation/prediction of future system performance
\_ etc.) )
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. [o®)
Main Features FUJITSU

B Automatically collects performance data

B Visualizes/reports on current status of IT resources

B Predicts and prevents system problems

B Quickly aids troubleshooting by drill-down operation

B Optimizes IT resource allocation by performance data analysis
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Automatically collects performance data FUjiTSU

B Automatically selects and collects information required for
troubleshooting

B Automatically collects performance data at multiple intervals
(daily/hourly/10 minutes/1 minute) for BOTH short and long term (one
year) analysis

B Minimizes impact on business by lowering system load for performance
data collection

B Minimizes performance data maintenance by automatically deleting

unnecessary data Data collection and accumulation

at a certain interval

End User Web Server AP Server DB Server vV V.V Vv Vv V.V

ivi
_ m Performance
- Information DB

Service Quality Coordinator Agent - e

Service Quality Coordinator
Manager
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Visualizes/reports on current status of Fuftrsu
IT resources :

Visualizes/reports business services quality trends, such as system
availability and response times
B Easily generates daily/monthly performance reports with over 1,200 report types as standard

M Supports stable system operations by visualizing performance deterioration trends, providing:
« Comparison between current and past IT resource status

e Monthly performance reports

Report Examples

Process Status Report
(CPU usage/Memory usage)

UL 104 BOE RO I DA IS

rrrrrrrrr mnm
L Rl e
"

CPU Status Monthly Report

VD ERT &

CPU Performance Report

Shows CPUs are heavily Easy to compare with

Shows which process
loaded previous reports.

use CPU resources most
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Predicts and prevents system problems FUjiTSU

Visualizes collected performance information by report & compares, analyzes
and detects information which may predict problems

End-user Response Status
Resource Usage Status

|
G

Performance Visualize "__ "" fp— RS

Service Quality Coordinator

Manager
Unified management of the Trend analysis based on seamless
performance information comparison and analysis of past data

u—:‘-...-_. o |

puns et et

Service Qualty Coonator — acminsraor 0 | = ]
Agent o A B L EERELEIC
. - =¥ Comparison reports

Predictive detection of problems = Improved system availability
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Quickly aids troubleshooting by drill-down
operation

On detection of a service level breach, auto-alarm notification occurs. Drill-down
operation simplifies problem root-cause location and enables the most appropriate
recovery method

[o®)
FUJITSU

® Notification M Recovery
Threshold monitoring of IT resources in Necessary troubleshooting information for
real-time previous week is stored
. a
[ Threshold violation occurs. ] Examination can start immediately
7 4
. — 2) Analyze and filter reports for problem cause J
[1) Notify threshold violation occurrence L
X7
P
: 3) Identify cause by drill down to sites with
2) Examine | corresponding problems

Administrator [ Quickrecovery ]

3) Identify

erformance
~Information DB

e

Threshold
Violation

1) Notify
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Optimizes IT resource allocation by performance FUﬁTSU

data analysis

IT resource allocation can be optimized by analyzing the correlation between
guality of service and resources, and simulating future operational status

Correlation Analysis

CPU Usage Simulation O
TR -~ - X ...-4-—""""“
Performance > — = - ,, e o v e
Informatlon DB l:_‘:\:;_:'j'lﬂ':g;nl_“‘_ T8 Tomg - a) o wpmonnt /gt (B D) R )
)f"_i:n cmmes 0w @ % me
R = 9 | .
s ew| O =
> D | .
D . O ‘
D_ JIMIIS  SIMAE SN ) T
(O e Throughput

Time

Trend Comparison .
p Simulate future IT
resource usage

/ Evaluate ROl comparing

IT resource usage

Comparison
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Ill. System configuration
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Installation Components FUjiTSU

Installation type Function
Centrally manages the Managers located in each section. It can manage large-
Enterprise Manager scale systems by constructing Managers in two tiers and performing load
distribution.

Manages the information collected by Agents and Proxy Managers. Manager can
Manager also act as servers to receive information collected by Browser Agents and to
monitor the operational status of services (HTTP/S, DNS, SMTP, or any port).

Provides relay functions between Managers and Agents. Proxy Managers also
substitute the role of managers that receive information collected by Browser
Agents and monitor the operational status of services (HTTP/S, DNS, SMTP, or
any port).

Proxy Manager

Connects to a Manager or Enterprise Manager to provide console functions for
management and control. As well as providing operations from a machine where
an operation management client is installed, operation management can also
occur via a Web browser connected to an operation management client from
another machine.

Operation
Management Client

Agent for Server Manages resource information within servers.

Manages resources for the following business systems, in addition to the Agent
for Server functions:

Agent for Business - Web servers

- Application servers

- Database servers

Collects information about end users accessing Web servers to measure actual

Browser Agent
response to each end user.
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System Configuration
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Trademarks FUJITSU

Systemwalker and Interstage are registered trademarks of FUJITSU LIMITED.
Windows and Windows NT are registered trademarks of Microsoft Corporation
in the United States and other countries.

Sun, Sun Microsystems, the Sun logo, Solaris and all Solaris based marks and
logos are trademarks or registered trademarks of Sun Microsystems, Inc. in
the United States and other countries.

UNIX is a registered trademark of The Open Group in the United States and
other countries.

Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Sun Microsystems, Inc. in the United States or other countries.
ORACLE is a registered trademark of Oracle Corporation.

IBM is a registered trademark of International Business Machines Corporation.
Other company names and product names are trademarks or registered
trademarks of their respective owners.

All other system names, product names mentioned may not be noted with the
trademark symbols (TM, ®).
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