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Preface

ETERNUS VASA Provider is software that provides API to manage the ETERNUS AF series and the
ETERNUS DX series (hereinafter referred to as "ETERNUS AF/DX"). 
This manual describes how to use ETERNUS VASA Provider that provides ETERNUS AF/DX man-
agement information in response to requests from VMware® vCenter™ Server.

This manual is intended for system administrators who use an ETERNUS AF/DX to operate
VMware® vCenter™ Server.

Fourth Edition
December 2022

Microsoft, Windows, and Windows Server are either registered trademarks or trademarks of Mic-
rosoft Corporation in the U.S. and/or other countries
VMware, VMware logos, Virtual SMP, and VMotion are either registered trademarks or trade-
marks of VMware, Inc. in the U.S. and/or other countries.
The company names, product names and service names mentioned in this document are regis-
tered trademarks or trademarks of their respective companies.

Microsoft product screen shot(s) reprinted with permission from Microsoft Corporation.



About This Manual

Organization

This manual is composed of the following three chapters and four appendices.

●Chapter 1   Overview

This chapter provides an overview of ETERNUS VASA Provider.

●Chapter 2   Setup

This chapter explains how to set up and uninstall ETERNUS VASA Provider.

●Chapter 3   Maintenance/Operation

This chapter explains how to configure and maintain ETERNUS VASA Provider.

● Appendix A  Messages

This appendix describes the messages output by ETERNUS VASA Provider commands.

● Appendix B  Event Logs

This appendix describes event logs output by the ETERNUS Information Provider service.

● Appendix C  Notification Information to vCenter Server

This appendix describes the information sent from the ETERNUS Information Provider service
to VMware® vCenter™ Server.

● Appendix D  Troubleshooting for When the VVOL Function Is Used

This appendix describes the troubleshooting methods for when the VVOL function is used.

Related Manuals

Refer to the following related manuals for more information:

• ETERNUS AF/DX manuals
• FUJITSU Storage ETERNUS SF Express/ETERNUS SF Storage Cruiser/ETERNUS SF Advanced-

Copy Manager Installation Guide
• FUJITSU Storage ETERNUS SF Express/ETERNUS SF Storage Cruiser/ETERNUS SF Advanced-

Copy Manager Web Console Guide
• FUJITSU Storage ETERNUS SF Storage Cruiser Operation Guide
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About This Manual
Naming Conventions

■ Product names

• Microsoft® Windows Server® products are described as below.

• Trademark symbols such as ™ and ® are omitted in this manual.

■ Abbreviations used in this manual

• "ETERNUS AF/DX" refers to the storage systems that are supported by ETERNUS VASA Pro-
vider.

• "Storage Cruiser" refers to FUJITSU Storage ETERNUS SF Storage Cruiser.
• "vCenter Server" or "vCenter" refers to VMware® vCenter™ Server and vSphere® vCenter™ 

Server.
• "ESXi Server" refers to VMware® ESXi™ Server and vSphere® ESXi™ Server.
• "ETERNUS SF Installation Guide" refers to FUJITSU Storage ETERNUS SF Express/ETERNUS SF 

Storage Cruiser/ETERNUS SF AdvancedCopy Manager Installation Guide.
• "ETERNUS SF Web Console Guide" refers to FUJITSU Storage ETERNUS SF Express/ETERNUS 

SF Storage Cruiser/ETERNUS SF AdvancedCopy Manager Web Console Guide.
• "ETERNUS SF Storage Cruiser Operation Guide" refers to FUJITSU Storage ETERNUS SF Stor-

age Cruiser Operation Guide.
• Italics are used to show variables such as values and characters that appear in command 

parameters and output examples.

Product names Abbreviation

Microsoft® Windows Server® 2008 Standard

Windows Server 2008Microsoft® Windows Server® 2008 Enterprise

Microsoft® Windows Server® 2008 Datacenter

Microsoft® Windows Server® 2008 R2 Standard

Windows Server 2008 R2Microsoft® Windows Server® 2008 R2 Enterprise

Microsoft® Windows Server® 2008 R2 Datacenter

Microsoft® Windows Server® 2012 Foundation Edition

Windows Server 2012
Microsoft® Windows Server® 2012 Essentials Edition

Microsoft® Windows Server® 2012 Standard Edition

Microsoft® Windows Server® 2012 Datacenter Edition

Microsoft® Windows Server® 2012 R2 Essentials Edition

Windows Server 2012 R2Microsoft® Windows Server® 2012 R2 Standard Edition

Microsoft® Windows Server® 2012 R2 Datacenter Edition

Microsoft® Windows Server® 2016 Standard Edition
Windows Server 2016

Microsoft® Windows Server® 2016 Datacenter Edition

Microsoft® Windows Server® 2019 Standard Edition
Windows Server 2019

Microsoft® Windows Server® 2019 Datacenter Edition

Microsoft® Windows Server® 2022 Standard Edition
Windows Server 2022

Microsoft® Windows Server® 2022 Datacenter Edition
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About This Manual
Export Control Regulations

Fujitsu documentation might include particular technologies designated by the foreign exchange
and foreign trade control laws. When exporting (or supplying to a non-resident) documentation
that includes any such technology, permission must be obtained under the relevant laws.

High Safety Use

The Customer acknowledges and agrees that the Product is designed, developed and manufac-
tured for general use, including, but not limited to, general office use, personal use, household
use, and ordinary industrial use. The Product is not designed, developed and manufactured for
use in situations that could lead to death, personal injury, severe physical damage or other loss
(hereinafter called "High Safety Required Use"). Such usage includes, but is not limited to, nuclear
reaction control in nuclear facilities, aircraft flight control, air traffic control, mass transport con-
trol, medical life support systems, or missile launch control in weapon systems.
The Customer shall not use the Product without taking the necessary safety precautions required
for High Safety Required Use. In addition, Fujitsu (and its affiliates) shall not be held liable for any
claims or damages arising in connection with the High Safety Required Use of the Product.
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Release Information

ETERNUS VASA Provider Incompatibility Information

The following table shows the incompatibility information of ETERNUS VASA Provider.

Version Incompatibility information

1.0.0 No

1.1.0 No

1.2.0 No

2.0.0 No

2.1.0 No

2.1.1 No

2.1.2 No

2.1.3 No

2.1.4 No

3.0.0 No

3.0.1 No

3.0.2 No

3.0.3 No

3.0.4 No

3.0.5 No

3.0.6 Modified the following Alarm ID and Event ID.
• [Alarm] swsag4822  StorageStatus

• [Event] swsag4800  UnitStatus

3.0.7 No

3.0.8 No

3.0.9 No

3.0.10 No
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Release Information
ETERNUS VASA Provider Updates

The following table shows the modifications for each ETERNUS VASA Provider version:

Version Modifications

1.0.0
(November 2011)

First edition

1.1.0
(June 2013)

• Support is added for display of user-defined Capability information.

• ETERNUS DX8000 S2 series support is added.

1.2.0
(December 2013)

ETERNUS DX100 S3/DX200 S3, ETERNUS DX500 S3/DX600 S3 support 
is added.

2.0.0
(March 2015)

Support is added for Virtual Volumes (VVOLs) in VMware vSphere (*1).

2.1.0
(July 2015)

ETERNUS DX8700 S3/DX8900 S3 support is added.

2.1.1
(October 2015)

• ETERNUS SF Storage Cruiser 16.3 is addressed.

• Support is added for FC-AL connections.

• Support is added for FCoE connections.

2.1.2
(January 2016)

• The problem with the substantially increasing size of the log file is 
resolved.

• The problem where the communication port number cannot be 
changed is resolved.

2.1.3
(March 2016)

The problem where ETERNUS VASA Provider cannot be registered 
with the vSphere Web Client is resolved.

2.1.4
(November 2016)

• VMware vSphere 6.5 is addressed (only for VASA 2.0 [VVOL 1.0]).

• ETERNUS AF250/AF650 support is added.

3.0.0
(January 2017)

• Version dedicated for VMware vSphere 6.5 (VASA 3.0 [VVOL 2.0] 
support is added. [*2])

• Multi vCenter Server support is added.

3.0.1
(May 2017)

• The performance is improved.

• The problem where ETERNUS VASA Provider cannot be registered 
in vCenter Server is resolved.

3.0.2
(October 2017)

• The performance is improved.

• The problem where the virtual machine backup results in an error is 
resolved.

3.0.3
(May 2018)

• VMware vSphere 6.7 support is added.

• The operation for setting the storage policy of the Clone function is 
modified.

• The problem where Protocol Endpoint may disappear when the 
ETERNUS VASA Provider service starts is resolved.

• The problem where "esfip00001" may continue to be output to the 
Windows event log is resolved.

• The performance is improved.

3.0.4
(July 2018)

The problem where the clone backup results in an error in VMware 
vSphere 6.7 and VMware vSphere 6.5 Update 2 is resolved.
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Release Information
*1: Storage management for each Virtual Machine (VM) is available.
- Operational problems that occurred during backup and restore with the previous storage 

management (for each data store) has been improved.
- Each VM's performance is guaranteed (conflicting performance excluded).

*2: The VVOL Replication function is not supported.

3.0.5
(November 2018)

The problem where an error occurs during a virtual machine operation 
when the VVOL capacity is changed is resolved.

3.0.6
(November 2019)

ETERNUS SF Storage Cruiser 16.8 support is added.

3.0.7
(February 2020)

The problem where an error occurs during a virtual machine operation 
when the VVOL capacity is changed is resolved.

3.0.8
(September 2020)

The included open source software is updated.

3.0.9
(August 2021)

• ETERNUS SF Storage Cruiser 16.9 support is added.
• The increasing log file issue is fixed.
• A memory size setting command is provided.
• The included open source software is updated.
• The problem where the refresh operation of the storage provider 

certificate results in an error is resolved.

3.0.10
(December 2022)

• The problem where a clone backup fails in specific conditions is 
resolved.

• An option for the "vpsnap" command is added.
• The included open source software is updated.

Version Modifications
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Chapter 1 
Overview
This chapter provides an overview of ETERNUS VASA Provider.

1.1 Overview of ETERNUS VASA Provider

The ETERNUS VASA Provider software supports the vCenter Server storage management inter-
face called vStorage API for Storage Awareness (VASA) and provides ETERNUS AF/DX manage-
ment information as requested by vCenter Server.

When ETERNUS VASA Provider is installed, ETERNUS AF/DX information such as disk details can
be viewed from the vSphere Client.
With VVOL, associations with the storage management of each virtual machine is possible and
storage management functions such as "snapshot" and "clone" can be used.

For details on VASA Provider, refer to vSphere documents provided by VMware.
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Chapter 1  Overview
  1.2  System Configuration
1.2 System Configuration

ETERNUS VASA Provider obtains and monitors ETERNUS AF/DX information by using the func-
tions provided by Storage Cruiser (sold separately).
The following figure shows an example system configuration in which ETERNUS VASA Provider is
used to manage the ETERNUS AF/DX from vCenter Server.

Figure 1.1   Example system configuration that uses ETERNUS VASA Provider

ETERNUS AF/DX
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Chapter 1  Overview
  1.3  System Requirements
1.3 System Requirements

This section describes the system requirements for using ETERNUS VASA Provider.

1.3.1 Hardware Requirements

To use ETERNUS VASA Provider, the hardware must meet the following requirements.

Table 1.1    Hardware requirements

1.3.2 Software Requirements

To use ETERNUS VASA Provider, the software must meet the following requirements.

Table 1.2    Software requirements

Hardware Requirement

Operation management server 1GB RAM or more

Storage system (except for SAS 
models)

ETERNUS AF/DX

Type of connection between an 
ETERNUS AF/DX and ESXi Server

When the VVOL function is used, FC, FCoE, and iSCSI are sup-
ported for connections between an ETERNUS AF/DX and ESXi 
Server.

Software Requirement Notes

OS One of the following operating sys-
tems must be used.

• Windows Server 2008 (x64)
• Windows Server 2008 R2
• Windows Server 2012
• Windows Server 2012 R2
• Windows Server 2016
• Windows Server 2019
• Windows Server 2022

-

Storage Cruiser Version 16.4 or later (*1) • Install Storage Cruiser on the opera-
tion management server (*2) where 
ETERNUS VASA Provider is to be 
installed.

• The latest patches must be applied 
to Storage Cruiser.

vCenter Server 7.0 or later vCenter Server cannot coexist on an 
operation management server where 
ETERNUS VASA Provider is to be 
installed. vCenter Server must be 
installed on a server other than opera-
tion management servers.
ETERNUS VASA Provider 3.0 User’s Guide
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Chapter 1  Overview
  1.3  System Requirements
*1: Use ETERNUS VASA Provider 1.1 when either version 14.2, 14.2A, or 15.x of Storage Cruiser is used.
Use ETERNUS VASA Provider 1.2 when either version 16.0 or 16.1 of Storage Cruiser is used.
Use ETERNUS VASA Provider 2.x when either version 16.2 or 16.3 of Storage Cruiser is used.

*2: The operation management server can be installed on a physical Windows server or on a Windows OS vir-
tual machine.

1.3.3 Required Drive Space

To use ETERNUS VASA Provider, the following drive spaces are required for installation.

Table 1.3    Drive space required for installation folder

*1: The default installation folder is "<installation_folder_of_ETERNUS_SF_Manager>\ETERNUS_VSP".

• The exclusive software that applies to Storage Cruiser also applies to ETERNUS VASA Pro-
vider.
For details on the exclusive software for the Storage Cruiser version, refer to "ETERNUS SF 
Installation Guide".

• For the latest operating conditions of hardware and software, refer to the download site 
below.

https://www.fujitsu.com/global/support/products/computing/storage/download/vasa-provider.html

Contents Purpose Required Drive 
Space

Folder

For installation Storing the pro-
grams

225MB Installation folder (*1)

For operation Trace logs 435MB
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Chapter 1  Overview
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1.4 Notes

1.4.1 Concerning Connections Between an ETERNUS AF/DX and ESXi 
Server

When the VVOL function is used, FC, FCoE, and iSCSI are supported for connections between an
ETERNUS AF/DX and ESXi Server.

1.4.2 Concerning the vSphere Client Events

When the VVOL function is used, messages such as the one shown below may be displayed in
the vSphere Client Event Console.

The character string described in urn (%3A00ETERNUSDXLS3ET103B%23%23%23%23%23%23IB
4521115106%23%23) conforms to RFC3151, and is not garbled characters.

1.4.3 Concerning the Hostname of the Operation Management Server

Note the following points concerning the hostname of the operation management server.

• Complete the DNS server setting and hosts file setting in advance to resolve the name of the 
operation management server.

• Do not include underscores "_" in the hostname of the operation management server. If an 
FQDN hostname includes underscores, ESXi Server cannot communicate properly with ETER-
NUS VASA Provider.

• If the first character in the hostname of the operation management server is a number, instal-
lation of ETERNUS VASA Provider will fail. Change the first character to a non-numeric char-
acter. 

urn:com.fujitsu.storagesoft.esfip%3A00ETERNUSDXLS3ET103B%23%23%23%23%23%23IB
4521115106%23%23
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Chapter 2 
Setup
This chapter explains how to set up and uninstall ETERNUS VASA Provider.

An upgrade installation from ETERNUS VASA Provider version 1.2 or earlier cannot be performed.
For ETERNUS VASA Provider version 1.2 or earlier, first uninstall ETERNUS VASA Provider, and
then install the new version of ETERNUS VASA Provider.

2.1 Preparation

Perform the following procedures prior to an installation.

• Install the software shown in "1.3.2 Software Requirements" (page 16).
• Make sure that no exclusive software is installed.

2.2 Installation

The following procedure shows how to install ETERNUS VASA Provider (ETERNUS VMware Sup-
port Package) on the operation management server.

1 Execute the installer of ETERNUS VMware Support Package.

(1) Download the installer (setup.exe) from the Fujitsu website below.
https://www.fujitsu.com/global/support/products/computing/storage/download/vasa-
provider.html

(2) Execute the downloaded installer (setup.exe).
The [Welcome to the InstallShield Wizard for ETERNUS VMware Support Package]
screen appears.
ETERNUS VASA Provider 3.0 User’s Guide
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Chapter 2  Setup
  2.2  Installation
2 In the [Welcome to the InstallShield Wizard for ETERNUS VMware Support Pack-
age] screen, click the [Next] button.

3 In the [Setup Type] screen, select a setup type and click the [Next] button.

The following setup methods are available for installation.
• Complete

Performs an installation with the default values, without changing the installation folder
and communication port numbers.

• Custom
The installation folder and communication port numbers can be changed.
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Chapter 2  Setup
  2.2  Installation
4 In the [License Agreement] screen, accept the terms of the license agreement. 
Read the license agreement carefully, and click the [Yes] button if you agree the 
terms shown.

The screen varies according to the setup type selected in the [Setup Type] screen.
If you have selected [Complete] for the setup type, proceed to Step 8.

5 In the [Choose Destination Location] screen, select an installation folder and click 
the [Next] button.
This screen appears only when [Custom] is selected in the [Setup Type] screen.
To change [Destination Folder], click the [Browse] button.
ETERNUS VASA Provider 3.0 User’s Guide
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Chapter 2  Setup
  2.2  Installation
6 In the [Configure the Destination Location] screen, select a program directory, 
an environment directory, and a work directory. Click the [Next] button.
This screen appears only when [Custom] is selected in the [Setup Type] screen.
To change these directories, click the [Browse] button.

7 In the [Registration of port number] screen, enter port numbers used for each 
type of communication, and click the [Next] button.
This screen appears only when [Custom] is selected in the [Setup Type] screen.
If port numbers are used for other purposes, specify port numbers that are not used.

Enter the parameters as shown below.
• vasaprvd

Port number used for communication between ETERNUS VASA Provider and vCenter
Server.

• esfipcon
Port number used for internal communication by ETERNUS VASA Provider.
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Chapter 2  Setup
  2.2  Installation
8 In the [Create ETERNUS VASA Provider Account] screen, enter "Provider User 
name", "Provider Password" and "Provider Confirm Password", and then click the 
[Next] button.

Enter the parameters as shown below.
• Provider User name

Enter the administrator account user name of ETERNUS VASA Provider.
• Provider Password

Enter the password for the user name that was entered above.
• Provider Confirm Password

Re-enter the password entered above.

9 Check the displayed message and click the [OK] button if there are no problems.

Enter the same account for ETERNUS VASA Provider as the one used to register ETERNUS 
VASA Provider for vCenter Server. For details, refer to "2.4.2 vCenter Server Settings" (page 
29).
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Chapter 2  Setup
  2.2  Installation
10 In the [Setup Server Certificate] screen, enter the key information to create the
server certificate, and click the [Next] button.

Enter the parameters as shown below.
• Common Name

Enter an FQDN (hostname and domain name). This parameter must be set.
For the hostname, refer to "1.4.3 Concerning the Hostname of the Operation
Management Server" (page 18).

• Organization Unit
Enter an ID name such as a department or unit name.

• Organization Name
Enter an organization name.

• Locality Name
Enter the location information of the organization (city, town, or village).

• State Name
Enter the location information of the organization (state name).

• Country Code
Enter a two-letter ISO country code.
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Chapter 2  Setup
  2.2  Installation
11 In the [Start Copying Files] screen, review the settings. When no changes are 
needed, click the [Install] button. To change any setting, click the [Back] button 
and change the settings.

12 When the installation finishes, the [InstallShield Wizard Complete] screen 
appears.
Click the [Finish] button to complete the installation.
Perform "2.4 Initial Configuration" (page 28) after the installation is completed.
ETERNUS VASA Provider 3.0 User’s Guide

Copyright 2022 Fujitsu Limited P2X0-1341-04ENZ0

25



Chapter 2  Setup
  2.3  Installing Upgrades
2.3 Installing Upgrades

The following procedure shows how to install the upgrades for ETERNUS VASA Provider (ETER-
NUS VMware Support Package).

1 Execute the installer of ETERNUS VMware Support Package.

1-1 Download the installer (setup.exe) from the Fujitsu website below.

https://www.fujitsu.com/global/support/products/computing/storage/download/vasa-
provider.html

1-2 Execute the downloaded installer (setup.exe).
The upgrade installation screen appears.

2 In the upgrade installation screen, click the [Yes] button.

If ETERNUS VASA Provider is already registered in vCenter Server, unregister ETERNUS VASA 
Provider before the upgrade installation.
After the upgrade installation, re-register ETERNUS VASA Provider in vCenter Server.
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Chapter 2  Setup
  2.3  Installing Upgrades
3 In the [Confirm upgrade information] screen, click the [Next] button.

4 In the [Upgrade Complete] screen, click the [Finish] button.
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2.4 Initial Configuration

After the ETERNUS VMware Support Package is installed on the operation management server,
perform the initial configuration of ETERNUS VASA Provider.

2.4.1 Storage Cruiser Settings

• Before starting the ETERNUS VASA Provider service, register the ETERNUS AF/DX, ESXi 
Server, and vCenter Server that will be managed on Storage Cruiser.
If FC is used for the connection between the ETERNUS AF/DX and ESXi Server, register all the 
relevant FC switches.

• When ETERNUS VASA Provider is installed, Storage Cruiser contains the VASA properties file 
for device event files. In the following Web Console screen, apply the settings to Storage 
Cruiser and enable association with device event information.

1 Open the ETERNUS SF Web Console screen of Storage Cruiser.

2 In the [System] tab, select [System Settings] - [Refresh Config File] and click the 
[Refresh] button.

For details on how to register and set up ETERNUS AF/DX storage systems, ESXi Server, and 
vCenter Server on Storage Cruiser, refer to "ETERNUS SF Web Console Guide" and "ETER-
NUS SF Storage Cruiser Operation Guide".
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2.4.2 vCenter Server Settings

ETERNUS VASA Provider must be registered on vCenter Server to use.
Register ETERNUS VASA Provider with vCenter Server.

The parameter values specified in the [Add Vendor Provider] dialog are as follows:

Table 2.1    Settings in the dialog

*1: If the port number for vasaprvd was changed with the installer, replace "31443" with the new number.

Setting item Value

Name Name that represents ETERNUS VASA Provider (Example: ETERNUS)

URL https://<ETERNUS_VASA_Provider_FQDN>:31443/vasa/version.xml (*1)

User name User name specified in the installer

Password Password specified in the installer

Use storage provider cer-
tificate

Configuration is unnecessary.
Do not select the check box.

For details on how to register ETERNUS VASA Provider, refer to vSphere documents provided 
by VMware.
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2.4.3 Settings When Using the VVOL Function

Perform the following operations when using the VVOL function.

(1) Create a VVOL datastore
Create a VVOL datastore with ETERNUS SF Web Console of Storage Cruiser.

(2) Set a VVOL access path
Set a VVOL access path with ETERNUS SF Web Console of Storage Cruiser.

(3) Register a VVOL datastore
Register the VVOL datastore with the vSphere Client.

2.4.4 Security Settings

ETERNUS VASA Provider receives requests from vCenter Server at the TCP port number speci-
fied in the installer.
Configure firewall settings of the operation management server so that network communica-
tions with vCenter Server are possible.
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2.5 Uninstallation

The following procedure shows how to uninstall ETERNUS VASA Provider (ETERNUS VMware
Support Package) from the operation management server when no longer needed.

1 From the Control Panel, open the [Programs and Features] screen, select "ETER-
NUS VMware Support Package", and click the [Uninstall] button.

2 In the [Confirm Uninstall] screen, click the [OK] button.

If ETERNUS VASA Provider is already registered in vCenter Server, unregister ETERNUS VASA 
Provider before the uninstallation.
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3 In the [InstallShield Wizard Complete] screen, click the [Finish] button to com-
plete the uninstallation.
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Chapter 3 
Maintenance/Operation
This chapter explains how to configure and maintain ETERNUS VASA Provider.

3.1 Changing the Configuration

3.1.1 Registering the Provider Account

This section explains how to register the ETERNUS VASA Provider account information.

1 Stop the ETERNUS Information Provider service.

2 Start the command prompt, and navigate to the following folder.

3 Execute the "defuinfo" command to register the new information of the ETER-
NUS VASA Provider account.
Specify "VasaProviderCred" for the parameter.

Example: Account (Provider user name: eternus, Provider password: vasa123)

4 Start the ETERNUS Information Provider service.

<installation_folder>\bin

defuinfo -a VasaProviderCred eternus vasa123

For details on the "defuinfo" command, refer to "3.3.1 User Information Setup Command 
(defuinfo)" (page 41).
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3.1.2 Changing the Provider Account

This section explains how to change the ETERNUS VASA Provider account information.

1 Stop the ETERNUS Information Provider service.

2 Start the command prompt and navigate to the following folder.

3 Execute the "defuinfo" command to delete the current information of the ETER-
NUS VASA Provider account.
Specify "VasaProviderCred" for the parameter.

4 Execute the "defuinfo" command to register the new information of the ETER-
NUS VASA Provider account.
Specify "VasaProviderCred" for the parameter.

Example: Account (Provider user name: eternus, Provider password: vasa123)

5 Start the ETERNUS Information Provider service.

<installation_folder>\bin

defuinfo -d VasaProviderCred

defuinfo -a VasaProviderCred eternus vasa123

For details on the "defuinfo" command, refer to "3.3.1 User Information Setup Command 
(defuinfo)" (page 41).
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3.1.3 Changing the Port Numbers

This section explains how to change the port numbers specified in the installer.

1 Stop the ETERNUS Information Provider service.

2 Change the XML file content.
• XML file

• Changes

3 Start the ETERNUS Information Provider service.

3.1.4 Recreating the Server Certificate

This section explains how to recreate the server certificate.

1 Remove ETERNUS VASA Provider that was registered with vCenter Server.

2 Stop the ETERNUS Information Provider service.

3 Start the command prompt on the server where ETERNUS SF Manager was 
installed and navigate to the following folder.

<installation_folder>\tomcat\conf\server.xml

Tag name Property name Value to be specified

Connector port Port number that receives requests from vCenter 
Server

Server port Port number used for internal operation by the ETER-
NUS VMware Support Package

For details on how to remove ETERNUS VASA Provider, refer to vSphere documents pro-
vided by VMware.

<installation_folder>\Common\jre\bin
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4 Execute the "keytool" command to delete the current server certificate.
Specify the parameters as shown below.

• delete
• alias
• keystore
• storepass

Example:
Alias name: vasa2
Location of the keystore: C:\ETERNUS_SF\ETERNUS_VSP\tomcat\conf\keystore
Password: changeit

5 Execute the "keytool" command to register the new server certificate.
Specify the parameters as shown below.

• genkeypair
• keyalg
• keystore
• storepass
• alias
• keypass
• dname
• ext

Example:
Location of the keystore: C:\ETERNUS_SF\ETERNUS_VSP\tomcat\conf\keystore
Alias name: vasa2
Password 1 (*1): changeit
Password 2 (*2): changeit
Common name (FQDN): aaa.bbb.fujitsu.co.jp
Organization name: Jyoho System
Organization unit: fujitsu
Locality name: Kawasaki
State name: Kanagawa
Country code: JP

1*: Password that is used to protect the private key
2*: Password that is used to protect the consistency of keystore

6 Start the ETERNUS Information Provider service.

keytool -delete -alias vasa2 -keystore C:\ETERNUS_SF\ETERNUS_VSP\
tomcat\conf\keystore -storepass changeit

keytool -genkeypair -keyalg RSA -keystore C:\ETERNUS_SF\ETERNUS_VSP\tomcat\conf\keystore
 -alias vasa2 -storepass changeit -keypass changeit
 -dname CN="aaa.bbb.fujitsu.co.jp, OU=Jyoho System, O=fujitsu, L=Kawasaki, ST=Kanagawa,
C=JP" -ext san=DNS:aaa.bbb.fujitsu.co.jp
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7 Perform a configuration for ETERNUS VASA Provider with vCenter Server.

The value of each parameter specified are as follows.

Table 3.1    Settings in the dialog

*1: For <ETERNUS_VASA_Provider_FQDN> in the URL, put the "Common name (FQDN)" that was
registered in Step 5.
Example: https://aaa.bbb.fujitsu.co.jp:31443/vasa/version.xml

In addition, if the port number for vasaprvd was changed with the installer, replace "31443" with
the new number.

Setting item Value

Name Name that represents ETERNUS VASA Provider (Example: ETERNUS)

URL https://<ETERNUS_VASA_Provider_FQDN>:31443/vasa/version.xml 
(*1)

User name User name specified in the installer

Password Password specified in the installer

Use storage provider 
certificate

Configuration is unnecessary.
Do not select the check box.

For details on how to register ETERNUS VASA Provider, refer to vSphere documents pro-
vided by VMware.
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3.1.5 Enabling Multi-vCenter Server

The following procedure shows how to enable multi-vCenter Server.

1 If an ETERNUS VASA Provider is registered with vCenter Server, remove it.

2 Stop the ETERNUS Information Provider service.

3 Open the following file with an editor.

4 Add the following definition and save the file without modifying the other set-
tings.

 allowSignedCertificate=1

5 If ETERNUS VASA Provider was registered with vCenter Server before this proce-
dure is performed, recreate the server certificate.
For the procedure, refer to "3.1.4 Recreating the Server Certificate" (page 35).

6 Start the ETERNUS Information Provider service.

7 Perform a configuration for ETERNUS VASA Provider with vCenter Server.
This step is the same as Step 7 in "3.1.4 Recreating the Server Certificate" (page 35).

3.1.6 Changing FQDNs

If the FQDN of the operation management server is changed, the server certificate must be rec-
reated. For the procedure, refer to "3.1.4 Recreating the Server Certificate" (page 35).

For details on how to remove ETERNUS VASA Provider, refer to vSphere documents pro-
vided by VMware.

<installation_folder>\etc\conf2\InformationProvider.conf

To change from the certificate that is used for the ETERNUS VASA Provider settings to 
the custom root certificate, refer to the vSphere security documents provided by VMware 
before setting ETERNUS VASA Provider.
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3.1.7 Setting the Memory Size

This section describes how to set the memory size used by ETERNUS VASA Provider.
For large-scale configuration environments (large number of VVOLs and ESXi Servers), the mem-
ory used by ETERNUS VASA Provider may be insufficient. In this type of environment, change the
memory size setting using the following procedure. Note that because the ETERNUS Information
Provider service automatically restarts during setup, perform this after taking the impact to busi-
ness into consideration.

1 Start the command prompt and navigate to the following folder.

2 Set the memory size by executing the "jvmMemoryModify.bat" command. Enter 
the initial value and the maximum value by following the message.
Example: 

If the command is completed successfully, the set contents are reflected.

<installation_folder>\bin

> jvmMemoryModify.bat
-------------------jvmMemoryModify.bat start-------------------
The current JVM initial memory size is 256MB, and the current JVM maximum memory size is 1024MB.
The half value of physical memory is 8191MB, you can not specify memory over it.
ETERNUS Information Provider service is stopped.

Please input the number of JVM initial memory in megabyte that you need[256MB]: 512
The JvmMs value has been changed to 512MB.

Please input the number of JVM maximum memory in megabyte that you need[1024MB]: 2048
The JvmMx value has been changed to 2048MB.

ETERNUS Information Provider service is started.

Script execute successfully.
-------------------jvmMemoryModify.bat end-------------------

• The default values of the memory size are as follows.
Initial value: 256MB
Maximum value: 1,024MB
Cannot be changed to a value smaller than the default value.

• For the maximum value, specify a value less than or equal to half the physical memory recog-
nized by the OS of the operation management server.
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3.2 Obtaining Maintenance Information

When troubleshooting and asking for help, provide the following information and data to a
Fujitsu field engineer (FE).

• Symptom
• Time of occurrence
• Reproducibility
• Maintenance information of ETERNUS VMware Support Package
• Maintenance information of Storage Cruiser

■ Maintenance information of ETERNUS VMware Support Package

Perform the following procedure to obtain troubleshooting information of ETERNUS VMware
Support Package.

1 Start the command prompt, and navigate to the following folder.

2 Execute the "vpsnap" command.

• The -all option can be omitted. If this option is specified, all the maintenance 
information including the database is collected. Because the ETERNUS Information Pro-
vider service is temporarily stopped, perform this after taking the impact to business 
into consideration.

• Entering the folder name to save troubleshooting information can be omitted. If the 
folder name is omitted, troubleshooting information will be saved to the work folder.

Example:

<installation_folder>\bin

vpsnap [-all] [<folder_name_to_save_troubleshooting_information>]

c:\ETERNUS_SF\ETERNUS_VSP\bin>vpsnap -all
Are you sure you want to stop ETERNUS Information Provider service to collect 
DB data.(yes/no):yes
ETERNUS Information Provider service stopped.
ETERNUS Information Provider service started.
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■ Maintenance information of Storage Cruiser

Obtain troubleshooting information of the operation management server (Windows).

3.3 Command Reference

3.3.1 User Information Setup Command (defuinfo)

This command sets up the account information in ETERNUS VASA Provider.

■ Command syntax

defuinfo -a VasaProviderCred Provider_user_name Provider_password
defuinfo -l
defuinfo -d VasaProviderCred

■ Options

For details on troubleshooting information of the operation management server (Windows), 
refer to "Appendix B Troubleshooting" in "ETERNUS SF Storage Cruiser Operation Guide".

• Execute the "defuinfo" command with the administrative privilege.
• The account information specified with the "defuinfo" command is used only for operation of 

ETERNUS VASA Provider and is not related to startup users of the ETERNUS Information Pro-
vider service or login users of the operation management server.

Options Description

-a Adds an ETERNUS VASA Provider account.
Specify "VasaProviderCred", an ETERNUS VASA Provider user name, and the password. 
Specify the user name and the password within 255 bytes.
Only one account can be registered.

-l Displays the ETERNUS VASA Provider account.

-d Deletes the ETERNUS VASA Provider account.
Specify "VasaProviderCred".
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■ Example

• -a option (adding an ETERNUS VASA Provider account)

• -l option

• -d option (deleting the ETERNUS VASA Provider account)

<installation_folder>\bin>defuinfo -a VasaProviderCred vproot vppwd

<installation_folder>\bin>

<installation_folder>\bin>defuinfo -l
VasaProviderCred: vproot
<installation_folder>\bin>

<installation_folder>\bin>defuinfo -d VasaProviderCred

<installation_folder>\bin>
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Messages
This appendix describes messages displayed on the command prompt screen when a command
is executed.

A.1 User Information Setup Command (defuinfo)

This section describes messages displayed on the command prompt screen when the "defuinfo"
command is executed.

■ uinfo1001

• Output

• Meaning of the message
The user does not have the privilege to execute the command.

• Type
Error

• Action
Execute the command again with the administrative privilege.

■ uinfo1002

• Output

• Meaning of the message
The number of added information entries (the user name and password of ETERNUS VASA
Provider) has reached the upper limit.

• Type
Error

• Action
Delete any unnecessary definitions, and execute the command again.

user authority error

information registration is failed
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■ uinfo1003

• Output

• Meaning of the message
The specified key does not exist.

• Type
Error

• Action
Execute the command again by specifying a valid key.

■ uinfo1004

• Output

• Meaning of the message
The specified parameter contains one or more errors.

• Type
Error

• Action
Execute the command again by specifying the parameter correctly.

■ uinfo1005

• Output

• Meaning of the message
The command cannot be executed because the "defuinfo" command is processing another
operation.

• Type
Error

• Action
Wait for a while, and execute the command again.

specified key is not found

parameter error

process is busy now
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■ uinfo1006

• Output

• Meaning of the message
A file input/output error occurred (f1: Name of the file at which the error occurred).

• Type
Error

• Action
Make sure that the file indicated by f1 can be viewed correctly, and execute the command
again.
If this message is output repeatedly, obtain the troubleshooting information and contact a
Fujitsu field engineer (FE).

■ uinfo1007

• Output

• Meaning of the message
An error occurred while the command was being processed (s1: details about the error that
occurred).

• Type
Error

• Action
Make sure that ETERNUS VASA Provider is installed properly, and execute the command
again.
If this message is output repeatedly, obtain the troubleshooting information and contact a
Fujitsu field engineer (FE).

■ uinfo1008

• Output

• Meaning of the message
The specified key has already been registered.

• Type
Error

• Action
Execute the command again by specifying a valid key.

I/O error (f1)

command execution is failed (s1)

specified key already exists
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This appendix describes event logs output by the ETERNUS Information Provider service.
The event log type and source are "Application" and "fjsvesfip", respectively.

■ esfip10001

• Output

• Meaning of the message
The ETERNUS Information Provider service started.

• Type
Information

• System operation
None

• System administrator action
No action is required.

■ esfip11001

• Output

• Meaning of the message
The ETERNUS Information Provider service failed to start.

• Type
Error

• System operation
The operation is aborted.

• System administrator action
Obtain the troubleshooting information and contact a Fujitsu field engineer (FE).

■ esfip20001

• Output

• Meaning of the message
The ETERNUS Information Provider service stopped.

Provider is started.

Provider is not started. (Service initialization failed.)

Provider is normally stopped.
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• Type
Information

• System operation
None

• System administrator action
No action is required.

■ esfip00001

• Output

• Meaning of the message
Obtaining storage information failed.

• Meaning of the parameters
%s1: Message indicating why obtaining storage information failed.

• Type
Error

• System operation
None

• System administrator action
Refer to the details of the parameter messages shown below.

Table B.1   Detailed messages

Failed to get storage information. (%s1).

For details on the message, refer to "Table B.1  Detailed messages" (page 47).

Detailed messages Description of detailed messages and system administrator action

vCenterServerInfo has no 
value.

No value is specified to the vCenterServerInfo setting in the configu-
ration file.

Specify a value to the vCenterServerInfo setting in the configuration 
file, and restart the ETERNUS Information Provider service.

vCenterServerInfo contains 
invalid value.

An invalid value is specified to the vCenterServerInfo setting in the 
configuration file.

Specify a valid value to the vCenterServerInfo setting in the configu-
ration file, and restart the ETERNUS Information Provider service.

vCenterServerInfo contains 
value duplication.

A duplicate value is specified to the vCenterServerInfo setting in the 
configuration file.

Specify an appropriate value to the vCenterServerInfo setting in the 
configuration file, and restart the ETERNUS Information Provider ser-
vice.
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Specified vCenterServerInfo 
key was not found in 
encrypted information. (key)

<Key> specified to the vCenterServerInfo setting in the configuration 
file is not found.

Use the user information setup command to check if the Key infor-
mation is set correctly. If not, configure the information appropri-
ately, and restart the ETERNUS Information Provider service.

Failed to decrypt user infor-
mation.

An internal processing error occurred.

If this message is displayed repeatedly, obtain the troubleshooting 
information and contact a Fujitsu field engineer (FE).

Connection to vCenter 
Server time out. (key)

Connection to vCenter Server failed.

Check whether there are any problems in the network environment 
between vCenter Server and VASA Provider. Also, configure the cor-
rect access information of vCenter Server (IP address and port num-
ber) that was set with the user information setup command, and 
restart the ETERNUS Information Provider service.

Failed to login to vCenter 
Server. (key)

Login to vCenter Server failed.

Configure the correct account information of vCenter Server (user 
name and password) that was set with the user information setup 
command, and restart the ETERNUS Information Provider service.

Unsupported vCenter Server 
version. (key)

The vCenter Server version is not supported.

Check the access information of vCenter Server that was set with the 
user information setup command. Specify vCenter Server that sup-
ports VASA, and restart the ETERNUS Information Provider service.

Command not found. Either Storage Cruiser is not installed or its version is not supported.

Install Storage Cruiser if it is not installed yet. If Storage Cruiser is 
installed, make sure that its version is supported.

Command abnormally 
ended.

Collecting information from the storage system has failed.

Check the following information that is managed by Storage Cruiser.
• Login to the storage system by other users

• The storage system is supported by ETERNUS VASA Provider

• The storage system state and network connectivity error
If these do not apply, the specified storage system might be locked 
by another operation.
Exit ETERNUS Web GUI if it is running.
If a storage system setting is being modified with Storage Cruiser (for 
example, when the access path is being set or inherited or when the 
storage system is being configured in StorageVolumeConfiguration), 
wait until the operation finishes, and restart the ETERNUS Informa-
tion Provider service.
If this message is displayed repeatedly even after the system admin-
istrator action is performed, obtain the troubleshooting information 
and contact a Fujitsu field engineer (FE).

Unable to connect to the 
manager.

Storage Cruiser is not operating.

Start Storage Cruiser.

Internal error. An internal error has occurred.

If this message is displayed repeatedly, obtain the troubleshooting 
information and contact a Fujitsu field engineer (FE).

Detailed messages Description of detailed messages and system administrator action
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■ esfip00002

• Output

• Meaning of the message
Obtaining VASA Provider account information has failed.

• Type
Error

• System operation
None

• System administrator action
Use the user information setup command to set the ETERNUS VASA Provider account
information, and restart the ETERNUS Information Provider service.

■ esfip00003

• Output

• Meaning of the message
The Capability information definition file contains the wrong definition.

• Meaning of the parameters

EffectiveFunction has invalid 
value.

An invalid value is specified to the EffectiveFunction setting in the 
configuration file.

Specify an appropriate value to the EffectiveFunction setting in the 
configuration file, and restart the ETERNUS Information Provider ser-
vice.

EffectiveCapability has 
invalid value.

An invalid value is specified to the EffectiveCapability setting in the 
configuration file.

Specify an appropriate value to the EffectiveCapability setting in the 
configuration file, and restart the ETERNUS Information Provider ser-
vice.

Detailed messages Description of detailed messages and system administrator action

Failed to get Information Provider account information.

The definition error of Capability information. Line:%line% 
Cause:%cause%[%detail%]

Parameter Description

%line% Line number containing the wrong definition
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• Type
Error

• System operation
If one or more definition errors exist, this error message is output and the system continues to
operate with these definition errors disabled.
If no valid definition exists, the system continues to operate with the default values.

• System administrator action
Configure the Capability information definition file correctly, and restart the ETERNUS
Information Provider service.

%cause% Cause of the error
• 0x01

Invalid number of items
• 0x02

The Capability name is not unique across the whole definitions.
• 0x03

Invalid item definition

%detail% Item number
• Indicates the item number that contains an invalid item definition (if 

any).
• If more than one error exists, the item numbers are separated by a 

comma (,).

Parameter Description
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This appendix describes the information sent from the ETERNUS Information Provider service to
vCenter Server.

C.1 Alarm

ETERNUS VASA Provider provides Alarm information.

The available Alarm information is shown below.

■ StorageStatus

• Output

• Meaning of the message
The change of storage system status is detected.

• Meaning of the parameters

• System action
None

• System administrator action
If the status indicates Error or Warning, check the system status by using storage system
management software or other means.

If a timeout message appears, check the following points.

- Make sure that there is no abnormality of networking between the operation management 
server and the storage system. The same result also occurs when the network load is high.

For details on how to display Alarm information, refer to vSphere documents provided by 
VMware.

%EventMessage% in %SysName%(%productID%[%IPAddress%])

Parameter Description

%EventMessage% Trap message information from the storage system

%SysName% Storage system name

%productID% Model ID of the storage system

%IPAddress% IP address of the storage system
ETERNUS VASA Provider 3.0 User’s Guide

Copyright 2022 Fujitsu Limited P2X0-1341-04ENZ0

51



Appendix C  Notification Information to vCenter Server
  C.1  Alarm
- Make sure that the communication mode settings in the networking environment are 
correct. If the communication mode at one side is set to "Auto Negotiation" and the mode 
at the other side is fixed to "Full Duplex (FULL)", a connection cannot be established or the 
communication speed becomes slow. Configure the communication mode appropriately.

If a timeout message does not appear repeatedly or if the storage system has no abnormality,
no action is required because the problem seems to be temporary.
If a timeout message is displayed repeatedly, obtain the troubleshooting information and
contact a Fujitsu field engineer (SE).

■ esfip31002

• Output

• Meaning of the message
Obtaining storage system information failed.

• Meaning of the parameters

• System action
None

• System administrator action
If a Busy error is followed by an esfip31003 alarm output, the message can be ignored. If
anything other than an esfip31003 alarm is output, perform the actions for the messages
shown in event logs of the operation management server.

■ esfip31003

• Output

• Meaning of the message
The status of the ETERNUS AF/DX returned to its previous state.

• Meaning of the parameters

Failed to obtaining information of %SysName%(%productID%[%IPAddress%]).(%caus%)

Parameter Description

%SysName% Storage system name

%productID% Model ID of the storage system

%IPAddress% IP address of the storage system

%caus% Set to "Internal error" or "Busy error"

Succeeded in obtaining information of %SysName%(%productID%[%IPAddress%])

Parameter Description

%SysName% Storage system name

%productID% Model ID of the storage system

%IPAddress% IP address of the storage system
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  C.2  Event
• System action
None

• System administrator action
None

C.2 Event

ETERNUS VASA Provider provides Event information.

The available Event information is shown below.

■ UnitStatus

• Output

• Meaning of the message
The change of storage system status is detected.

• Meaning of the parameters

• System action
None

• System administrator action
If the status indicates an abnormality (such as Error and Fatal), contact your Fujitsu field
engineer (FE).

For details on how to display Event information, refer to vSphere documents provided by 
VMware.

Unit status changed(%status%) in %SysName%(%productID%[%IPAddress%])

Parameter Description

%status% Status

%SysName% Storage system name, CM number, port name, or LUN ID

%productID% Model ID of the storage system

%IPAddress% IP address of the storage system
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Appendix D 
Troubleshooting for When the VVOL 
Function Is Used
This appendix describes the troubleshooting methods for when the VVOL function is used.

Event Cause Recovery method Notes

1 The virtual machine 
cannot be started.

ETERNUS VASA Pro-
vider may have 
stopped.

Start the ETERNUS 
Information Provider 
service.

(*1)

2 The virtual machine 
cannot be created.

ETERNUS VASA Pro-
vider may have 
stopped.

Start the ETERNUS 
Information Provider 
service.

(*1)

3 The VVOL datastore is 
inaccessible.

ETERNUS VASA Pro-
vider may have 
stopped.

Start the ETERNUS 
Information Provider 
service.

(*1)

4 The virtual machine is 
inaccessible.

ETERNUS VASA Pro-
vider may have 
stopped.

Start the ETERNUS 
Information Provider 
service.

(*1)

5 Operations from vCen-
ter are not possible.

ETERNUS VASA Pro-
vider may have 
stopped.

Start the ETERNUS 
Information Provider 
service.

(*1)

6 ETERNUS VASA Pro-
vider is displayed as 
offline.

ETERNUS VASA Pro-
vider may have 
stopped.

Start the ETERNUS 
Information Provider 
service.

(*1)

7 Access to a VM is 
impossible.

The ETERNUS AF/DX 
may have been pow-
ered off.

Power on the ETERNUS 
AF/DX.

(*1)

8 The VVOL datastore 
that was set with Stor-
age Cruiser is not rec-
ognized with storage 
registration in the 
vSphere Client.

A datastore relation-
ship may not have 
been established.

The VVOL datastore 
that was set with Stor-
age Cruiser will be rec-
ognized when a new 
datastore is created 
after the datastores 
that are currently rec-
ognized in the vSphere 
Client are deleted.

(*1)

9 The datastore was dis-
abled from vSphere 
after a datastore was 
added from Storage 
Cruiser.

The datastore may 
not be recognized.

Have the datastore be 
recognized by re-regis-
tering ETERNUS VASA 
Provider with the 
vSphere Client.

(*1)

10 The VASA server status 
from vCenter is rescan 
error.

Clear the rescan 
error.

Re-register ETERNUS 
VASA Provider with the 
vSphere Client to allow 
recovery from the res-
can error state.

(*1)
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*1: If a recovery is not possible, please contact a Fujitsu field engineer (FE).

11 The insufficient free 
space alarm for the 
pool is not notified to 
the vSphere Client.

According to the 
specifications, the 
alarm is not notified 
when FTV and VVOL 
is partitioning.

ETERNUS VASA Pro-
vider does not notify an 
alarm for Flexible Tier 
Pools used in VVOLs.
ETERNUS VASA Pro-
vider notifies an alarm 
for LUNs (volumes) in 
Thin Provisioning Pools.

(*1)

12 Registration of the 
vSphere Client data-
store fails when SEDs 
are used. 

The VVOL datastore 
in ESXi Server may 
not be operating nor-
mally.

Register the datastore 
after restarting ESXi 
Server.

(*1)

13 Clones cannot be cre-
ated from the vSphere 
Client.

The VVOL datastore 
may have been 
deleted from Stor-
age Cruiser Man-
ager’s control and the 
capacity of datastore 
may be 0 byte.

Set the datastore 
capacity and re-create 
the clones.

(*1)

14 VM cloning and snap-
shots cannot be started 
after vCenter Server is 
rebooted.

The information that 
is required for operat-
ing the VVOL func-
tion may not be 
synchronized.

After rebooting ESXi 
Server and the server 
for both Storage 
Cruiser and 
ETERNUS VASA Pro-
vider, re-register ETER-
NUS VASA Provider.

(*1)

15 When VMs are created 
from vSphere, the maxi-
mum size is guarded at 
62TB.

The maximum size is 
62TB in the current 
specifications of the 
ETERNUS AF/DX.

— —

Event Cause Recovery method Notes
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