Network Security Solutions

Comprehensive services to protect your business

s the costs of fraud and information security
breaches have grown dramatically, regulatory bodies
have responded with a host of new requirements to
protect customer, personal and financial information.
Responding to these threats and requirements, how-
ever, can be particularly challenging for retailers.

Let Fujitsu help you meet this challenge with our
Network Security Solutions, designed to support
all facets of retail network security. Our security
specialists work with you to define comprehensive
security policies and guidelines that focus on both
business risk and compliance requirements. These
services help you implement the right “portfolio”

of security solutions to meet your business needs.
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Security Consulting and Compliance Services
Fujitsu’s experienced security consultants help you assess
your information security risk and implement smart, cost-
effective security programs and solutions. We partner with
other industry-leading solution providers to offer a wide
range of options to meet your security needs, from planning
through design, implementation, and ongoing monitoring

and management.

Network Security Risk Assessment. Each Fujitsu
security project begins with a thorough assessment of your
network’s vulnerabilities, both internal and external. We
determine the ability of your existing environment to lock
out threats, and recommend and implement changes that
may help remediate identified vulnerabilities and ensure
compliancy. This allows us to address the areas of greatest
risk to your organization and customers, while meeting

applicable regulations and audit requirements.

Policies, Guidelines and Implementation. Security
regulations and mandates such as PCI, HIPAA and
Sarbanes Oxley emphasize the development of information
security processes and controls. Fujitsu security specialists
work with you to define comprehensive security policies
and guidelines based on vulnerability assessment and busi-
ness impact analysis. In addition, our specialists create a
training profile to ensure proper ongoing maintenance of

solutions and processes.

Security Infrastructure Solutions. Fujitsu works closely
with you to implement high-impact, cost effective security

solutions, including:

* Secure telephony and connectivity solutions. As a certified
business Internet Service Provider (ISP) we can offer a wide
range of solutions such as broadband-based VPN, leased

lines, MPLS and Frame relay solutions.

Secure wireless Local Area Networks. Fujitsu is a certified
SonicWALL, Check Point and Cisco Systems reseller, experi-
enced in installing the best-selling wireless LAN solutions
used around the world in retailers, hotels, universities,

schools, airports and other venues.

Firewalls. Fujitsu partners with the world’s leading firewall
and VPN vendors, such as SonicWALL, Check Point and
Nokia. We configure and test the right solution in our system
staging center before shipping to ensure a straightforward,

successful installation.

Network Security Monitoring and Support.

Fujitsu offers fully managed and interactive network security
services to monitor customer networks 24x365. We track,
catalog and inform you of any unauthorized access attempts.
Specific services include:

e Real-time intrusion detection and prevention
¢ Ongoing vulnerability management

e Activity logging and reporting

e Virus alert and cleaning

¢ Web, email and file content filtering

Scheduled security scans of firewalls, routers,

servers and workstations

e Network and system uptime status monitoring

The Fujitsu Network Operations Center (NOC) and Internet
Data Center (IDC) facilities can offer firewall protection to
enterprises, with certified engineers available 24x365 to provide

support online, over the phone or on-site.

Why use Fujitsu Network Security Solutions?
Experience and expertise. Fujitsu has been securing net-
works since 1995 and has partnered with retailers to deliver

security solutions since 1999.

Cost-effective security options. Fujitsu can help you
implement and finance industry-leading security solutions,
partner with you to provide security monitoring and support,
and even provide fully secure system and network infrastructure

management and data center hosting solutions.

Industry-leading partners. Fujitsu’s network security
assessment combines leading audit tools with our consulting
experience to offer comprehensive, accurate audits at extremely
competitive prices. Fujitsu offers leading firewall, VPN and net-
work connectivity solutions and other leading security products

to provide you with the best solution for your business.

For more information on Fujitsu’s Network Security Solutions,

contact us today.

800-340-4425 * 858-457-9900 - us.fujitsu.com/retailing
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