Windows Security Patch Information for PRIMERGY TX200FT S2

Updated: Nov. 11, 2009

’\gleccrllj)rsi{t);t K”g";idge Seve.rity Title Installation to Preinstalled Date Description
Bulletin | Article Rating CoServer | Virtual Server (mm/ddryyyy)
MS09-066 973037 Important |Security Update for Windows Server 2003 OK NO Nov/11/2009 \ulnerability in Active Directory Could Allow Denial of Service
973039 Important |Security Update for Windows Server 2003 OK NO Nov/11/2009
MS09-065 | 969947 | Critical |Security Update for Windows Server 2003 oK oK NO  |Now11/2009 \E’;‘E'ZE;?::I”““ in Windows Kernel-Mode Drivers Could Allow Remote Code
- 976749 - Update for Internet Explorer for Windows Server 2003 OK OK NO Nov/11/2009
- 890830 - Windows Malicious Software Removal Tool - Nov 2009 OK OK NO Nov/11/2009
MS09-062 | 958869 Critical |Security Update for Windows Server 2003 OK OK NO Oct/14/2009 [Vulnerabilities in GDI+ Could Allow Remote Code Execution
.NET Framework 1.1 Service Pack 1 CLR Security Update
MS06.061 953298 Important I;)Zr Xngendows 2003 Server x86 and Windows 2003 Server OK OK NO Oct/14/2009 \Vulnerabilities in thevMicrosoﬂ 'NET Common Language Runtime Could Allow
.NET Framework 2.0 Service Pack 2 CLR Security Update Remote Code Execution
974417 Important for Windows 2000, Windows Server 2003, and Windows OK OK NO Oct/14/2009
MS09-059 | 975467 | Important |Security Update for Windows Server 2003 oK oK NO Oct/14/2009 ;’f”ézli’/?g”‘y in Local Security Authority Subsystem Service Could Allow Denial
MS09-058 | 971486 Important |Security Update for Windows Server 2003 OK OK NO Oct/14/2009 [Vulnerabilities in Windows Kernel Could Allow Elevation of Privilege
MS09-057 | 969059 Important |Security Update for Windows Server 2003 OK OK NO Oct/14/2009 [Vulnerability in Indexing Service Could Allow Remote Code Execution
MS09-056 | 974571 Important |Security Update for Windows Server 2003 OK OK NO Oct/14/2009 [Vulnerabilities in Windows CryptoAPI Could Allow Spoofing
MS09-055 | 973525 | Moderate gecurity Update for ActiveX Killbits for Windows Server oK oK NO Oct/14/2009 |Cumulative Security Update of ActiveX Kill Bits
MS09-054 | 974455 Critical \(;\;Jinmdﬂj\}sivssers\:?;?é:pdme for Internet Explorer for OK OK NO Oct/14/2009 |Cumulative Security Update for Internet Explorer
970483 Important |Security Update for Windows Server 2003 OK NO Oct/14/2009 o . X X
MS09-053 [ 942830 | Important |Security Update for Windows Server 2003 oK NO Oct/14/2009 \é:::;{:%gg:sg:egr:osnerwce for Internet Information Services Could Allow
942831 Important |Security Update for Windows Server 2003 OK NO Oct/14/2009
MS09-052 | 974112 Critical |Security Update for Windows Server 2003 OK OK NO Oct/14/2009 [Vulnerability in Windows Media Player Could Allow Remote Code Execution
MS09-051 954155 Critieal fgfuligdg‘?vdsa;ffserfvzvég?ws el FomeLRuntme 82 oK oK no Octi14/2009 IVulr in Windows Media Runtime Could Allow Remote Code Execution
975025 Critical |Security Update for Windows Server 2003 OK OK NO Oct/14/2009
- 890830 - Windows Malicious Software Removal Tool - Oct 2009 OK OK NO Oct/14/2009
MS09-048 | 967723 Important |Security Update for Windows Server 2003 OK OK NO Sep/09/2009 |Vulnerabilities in Windows TCP/IP Could Allow Remote Code Execution.
MS09-047 | 968816 Critical |Security Update for Windows Media Format OK OK NO Sep/09/2009 |Vulnerabilities in Windows Media Format Could Allow Remote Code Execution.
MS09-046 | 956844 | Moderate [Security Update for Windows Server 2003 oK oK NO Sep/09/2009 \F:;‘r'n”;":bc”o"d); 'EXZ?UT"'\:”L Editing Component ActiveX Control Could Allow
MS09-045 | 971961 Critical |Security Update for JScript Scripting Engine OK OK NO Sep/09/2009 |Vulnerability in JScript Scripting Engine Could Allow Remote Code Execution
R 970653 ~ Update for Windows Server 2003 oK oK NO Sepl09/2009 SA;;?:mstSZOOS cumulative time zone update for Microsoft Windows operating
- 890830 - \Windows Malicious Software Removal Tool - Sep 2009 OK OK NO Sep/09/2009
MS09-044 | 956744 Critical |Security Update for Windows Server 2003 OK OK NO Aug/12/2009 |Vulnerabilities in Remote Desktop Connection
MS09-042 | 960859 Critical |Security Update for Windows Server 2003 OK OK NO Aug/12/2009 |Vulnerability in Telnet
MS09-041 | 971657 Important |Security Update for Windows Server 2003 OK OK NO Aug/12/2009 |Vulnerability in Workstation Service
MS09-040 | 971032 Critical |Security Update for Windows Server 2003 OK OK NO Aug/12/2009 |Vulnerability in Message Queuing
MS09-039 | 969883 Critical |Security Update for Windows Server 2003 OK OK NO Aug/12/2009 |Vulnerabilities in WINS
MS09-038 | 971557 Critical |Security Update for Windows Server 2003 OK OK NO Aug/12/2009 |Vulnerability in Windows Media file processing
973815 Critical |Security Update for Windows Server 2003 OK OK NO Aug/12/2009
973354 Critical |Security Update for Windows Server 2003 OK OK NO Aug/12/2009
MS09-037 | 973869 Critical |Security Update for Windows Server 2003 OK OK NO Aug/12/2009 |Vulnerabilities in Microsoft Active Template Library (ATL)
973540 Critical |Security Update for Windows Server 2003 OK OK NO Aug/12/2009
973507 Critical |Security Update for Windows Server 2003 OK OK NO Aug/12/2009
- 973811 - Security Update for Windows Server 2003 OK OK NO Aug/12/2009
MS09-029 | 961371 Critical |Security Update for Windows Server 2003 OK OK NO Aug/12/2009
- 890830 - Windows Malicious Software Removal Tool - Aug 2009 OK OK NO Aug/12/2009
MS09-035 | 973923 | Nioderate [ IR 0T EOSOR Visual C 2005 Senvoe oK oK No | Augi2r2009
MS09-034 | 972260 Critical |Cumulative Security Update for Internet Explorer OK OK NO Aug/12/2009
- 973825 - Security Update for Windows Server 2003 OK OK NO Aug/12/2009
MS09-035 973923 Moderate izitri“é:dpig?:iebLU‘;[:\S;[;CSE;;QHSual C++ 2005 Service oK oK NO Jul/29/2009 \c/glljr;e!r;fsilmiesr:.n Visual Studio Active Template Library Could Allow Remote
MS09-034 | 972260 Critical |Cumulative Security Update for Internet Explorer OK OK NO Jul/29/2009
- 973825 - Update for Windows Server 2003 OK OK NO Jul/29/2009
MS09-032 | 973346 Moderate |Cumulative Security Update of ActiveX Kill Bits OK OK NO Jul/15/2009 |Cumulative Security Update of ActiveX Kill Bits.
MS09-029 | 961371 | Critical |Security Update for Windows Server 2003 oK oK NO JUl/15/2009 \C’gl'jrfg‘xz‘lﬁfjr:" the Embedded OpenType Font Engine Could Allow Remote
MS09-028 | 971633 Critical |Security Update for Windows Server 2003 OK OK NO Jul/15/2009 |Vulnerabilities in Microsoft DirectShow Could Allow Remote Code Execution.
- 890830 - Windows Malicious Software Removal Tool - July 2009 OK OK NO Jul/15/2009
MS09-026 | 970238 Important |Security Update for Windows Server 2003 OK OK NO Jun/10/2009 |Vulnerability in RPC Could Allow Elevation of Privilege.
MS09-025 | 968537 Important |Security Update for Windows Server 2003 OK OK NO Jun/10/2009 |Vulnerabilities in Windows Kernel Could Allow Elevation of Privilege.
MS09-022 | 961501 Moderate |Security Update for Windows Server 2003 OK OK NO Jun/10/2009 |Vulnerabilities in Windows Print Spooler Could Allow Remote Code Execution
MS09-020 | 970483 | Important [Security Update for Windows Server 2003 . oK NO JUN10/2009 ;’:"/ri'fe’;:i”“es in Internet Information Services (lIS) Could Allow Elevation of
MS09-019 | 969897 Moderate |Cumulative Security Update for Internet Explorer OK OK NO Jun/10/2009 |Cumulative Security Update for Internet Explorer.
969805 Important |Security Update for Windows Server 2003 - OK NO Jun/10/2009 o . . R
MS09-018 Julr in Active Directory Could Allow Remote Code Execution.
970437 Important |Security Update for Windows Server 2003 - OK NO Jun/10/2009
- 969898 - Update Rollup for ActiveX Kill Bits OK OK NO Jun/10/2009 [Update Rollup for ActiveX Kill Bits.
- 890830 - \Windows Malicious Software Removal Tool - Jun 2009 OK OK NO Jun/10/2009
- - - 'Windows Internet Explorer 8 for Windows Server 2003 OK OK NO May/13/2009
- 890830 - \Windows Malicious Software Removal Tool - May 2009 OK OK NO May/13/2009
MS09-015 | 959426 Security Update for Windows Server 2003 OK OK NO Apr/15/2009 [Blended Threat VVulnerability in SearchPath Could Allow Elevation of Privilege.
MS09-014 | 963027 Critical |Cumulative Security Update for Internet Explorer OK OK NO Apr/15/2009 [Cumulative Security Update for Internet Explorer.
MS09-013 | 960803 Critical |Security Update for Windows Server 2003 OK OK NO Apr/15/2009 [Vulnerabilities in Windows HTTP Services Could Allow Remote Code Execution.
952004 Important |Security Update for Windows Server 2003 OK OK NO Apr/15/2009 o R o
MS09-012 Julr in Windows Could Allow Elevation of Privilege.
956572 Important |Security Update for Windows Server 2003 OK OK NO Apr/15/2009
MS09-011 | 961373 Critical |Security Update for Windows Server 2003 OK OK NO Apr/15/2009 [Vulnerability in Microsoft DirectShow Could Allow Remote Code Execution.
MS09-010 | 923561 | Important |Security Update for Windows Server 2003 oK oK NO Apr/15/2009 | YuInerabilities in WordPad and Office Text Converters Could Allow Remote

Code Execution.




Microsoft

Knowledge

Installation to

Security Base S;‘;:i:;y Title - Preinstalled (mmll:l’i?it/ilyyy) Description
Bulletin Article CoServer | Virtual Server
- 890830 - \Windows Malicious Software Removal Tool - Apr 2009 OK OK NO Apr/15/2009
MS09-008 | 961063 Important |Security Update for Windows Server 2003 - OK NO Mar/11/2009 |Vulnerabilities in DNS and WINS Server Could Allow Spoofing.
MS09-007 | 960225 Important |Security Update for Windows Server 2003 OK OK NO Mar/11/2009 |Vulnerability in SChannel Could Allow Spoofing.
MS09-006 | 958690 Critical |Security Update for Windows Server 2003 OK OK NO Mar/11/2009 |Vulnerabilities in Windows Kernel Could Allow Remote Code Execution.
- 967715 - Update for Windows Server 2003 OK OK NO Mar/11/2009
- 890830 - Windows Malicious Software Removal Tool - Mar 2009 OK OK NO Mar/11/2009
MS09-002 | 961260 Cumulative Security Update for Internet Explorer OK OK NO Feb/12/2009
- 960715 - Update Rollup for ActiveX Kill Bits OK OK NO Feb/12/2009
- 890830 - Windows Malicious Software Removal Tool - Feb 2009 OK OK NO Feb/12/2009
MS09-001 | 958687 Critical |Security Update for Windows Server 2003 OK OK NO Jan/14/2009 [Vulnerabilities in SMB Could Allow Remote Code Execution.
- 890830 - Windows Malicious Software Removal Tool - Jan 2009 OK OK NO Jan/14/2009
MS08-078 | 960714 Critical |Security Update for Internet Explorer OK OK NO Dec/18/2008 [Security Update for Internet Explorer.
- 890830 - Windows Malicious Software Removal Tool - Dec 2008 OK OK NO Dec/18/2008
MS08-076 954600 Important |Security Update for Windows Server 2003 OK OK NO Dec/10/2008 Vulnergbilities in Windows Media Components Could Allow Remote Code
952069 | Important |Security Update for Windows Server 2003 OK OK NO Dec/10/2008 |Execution.
MS08-073 | 958215 Critical |Cumulative Security Update for Internet Explorer OK OK NO Dec/10/2008 [Cumulative Security Update for Internet Explorer.
MS08-071 | 956802 Critical |Security Update for Windows Server 2003 OK OK NO Dec/10/2008 [Vulnerabilities in GDI Could Allow Remote Code Execution.
- 955839 - Update for Windows Server 2003 OK OK NO Dec/10/2008 |Cumulative time zone update.
955069 Critical |Security Update for Windows Server 2003 OK OK NO Nov/12/2008 \E/:EIZE;?::I”“SS in Microsoft XML Core Services Could Allow Remote Code
MS08-069 054430 Low 2zsirg;yplé;c)sgte for Microsoft XML Core Services 4.0 oK oK NO Nov/12/2008 \E/:EIZE;?:rillities in Microsoft XML Core Services Could Allow Remote Code
954450 Low 2zsir;;yplé;c)sgte for Microsoft XML Core Services 6.0 oK oK NO Nov/12/2008 \E/:EIZE;?:rlllmes in Microsoft XML Core Services Could Allow Remote Code
MS08-068 | 957097 Important |Security Update for Windows Server 2003 OK OK NO Nov/12/2008 [Vulnerability in SMB Could Allow Remote Code Execution.
- 890830 - Windows Malicious Software Removal Tool - Oct 2008 OK OK NO Nov/12/2008
MS08-067 | 958644 Critical |Security Update for Windows Server 2003 OK OK NO Oct/24/2008 [Vulnerability in Server service could allow remote code execution.
MS08-066 | 956803 | Important |Security Update for Windows Server 2003 oK oK NO Oct/15/2008 ;’f”g,r;?;ﬁz‘g";y in the Microsoft Ancillary Function Driver Could Allow Elevation
MS08-064 | 956841 | Important [Security Update for Windows Server 2003 oK oK NO Oct/15/2008 ;’f”g,r;?;ﬁz‘g";y in Virtual Address Descriptor Manipulation Could Allow Elevation
MS08-063 | 957095 Important |Security Update for Windows Server 2003 OK OK NO Oct/15/2008 [Vulnerability in SMB Could Allow Remote Code Execution.
MS08-061 | 954211 Important |Security Update for Windows Server 2003 OK OK NO Oct/15/2008 [Vulnerabilities in Windows Kernel Could Allow Elevation of Privilege.
MS08-058 | 956390 Critical |Cumulative Security Update for Internet Explorer OK OK NO Oct/15/2008 [Cumulative Security Update for Internet Explorer.
- 956391 - Cumulative Security Update of ActiveX Kill Bits OK OK NO Oct/15/2008 [Cumulative Security Update of ActiveX Kill Bits
- 890830 - Windows Malicious Software Removal Tool - Oct 2008 OK OK NO Oct/15/2008
MS08-052 | 938464 Critical |Security Update for Windows Server 2003 OK OK NO Sep/10/2008 [Vulnerabilities in GDI + Could Allow Remote Code Execution.
- 890830 - 'Windows Malicious Software Removal Tool - Sep 2008 OK OK NO Sep/10/2008
MS08-049 | 950974 Important |Security Update for Windows Server 2003 OK OK NO Aug/13/2008 [Vulnerabilities in Event System
MS08-048 | 951066 Important |Security Update for Outlook Express and Windows Mail OK OK NO Aug/13/2008
MS08-046 | 952954 Critical |Security Update for Windows Server 2003 OK OK NO Aug/13/2008 [Vulnerability in Microsoft Windows Image Color Management
MS08-045 | 953838 Critical |Cumulative Security Update for Internet Explorer OK OK NO Aug/13/2008
- 890830 - 'Windows Malicious Software Removal Tool - Aug 2008 OK OK NO Aug/13/2008
- 953839 - Cumulative Security Update for ActiveX Killbits OK OK NO Aug/13/2008
MS08-040 | 948110 Important |Security Update for SQL Server 2000 Service Pack 4 OK OK NO Jul/09/2008 |Vulnerabilities in Microsoft SQL Server Could Allow Elevation of Privilege
MS08-037 951748 Important |Security Update for Windows Server 2003 OK OK NO Jul/09/2008 |Vulnerabilities in DNS Could Allow Spoofing. (for DNS Client)
951746 Important |Security Update for Windows Server 2003 - OK NO Jul/09/2008 |Vulnerabilities in DNS Could Allow Spoofing. (for DNS Server)
- 890830 - 'Windows Malicious Software Removal Tool - July 2008 OK OK NO Jul/09/2008
MS08-036 [ 950762 | Important |Security Update for Windows Server 2003 OK OK NO Jun/11/2008 |Vulnerabilities in Pragmatic General Multicast (PGM) Could Allow Denial of
MS08-035 | 949014 Important |Security Update for Windows Server 2003 - OK NO Jun/11/2008 |Vulnerability in Active Directory Could Allow Denial of Service
MS08-034 | 948745 Important |Security Update for Windows Server 2003 - OK NO Jun/11/2008 |Vulnerability in WINS Could Allow Elevation of Privilege
MS08-033 | 951698 Critical |Security Update for Windows Server 2003 OK OK NO Jun/11/2008 |Vulnerabilities in DirectX Could Allow Remote Code Execution
MS08-032 | 950760 Moderate |Cumulative Security Update of ActiveX Kill Bits OK OK NO Jun/11/2008 |Cumulative Security Update of ActiveX Kill Bits
MS08-031 | 950759 Critical |Cumulative Security Update for Internet Explorer OK OK NO Jun/11/2008 |Cumulative Security Update for Internet Explorer
- 890830 - Windows Malicious Software Removal Tool - June 2008 OK OK NO Jun/11/2008
MS08-028 [ 950749 | Important |Security Update for Windows Server 2003 OK OK NO May/13/2008 |Vulnerability in Microsoft Jet Database Engine Could Allow Remote Code
- 890830 - 'Windows Malicious Software Removal Tool - May 2008 OK OK NO May/13/2008
MS08-025 | 941693 Important |Security Update for Windows Server 2003 OK OK NO Apr/09/2008 [Vulnerability in Windows Kernel Could Allow Elevation of Privilege.
MS08-024 | 947864 Critical |Cumulative Security Update for Internet Explorer OK OK NO Apr/09/2008 [Cumulative Security Update for Internet Explorer.
MS08-023 | 948881 Moderate |Security Update of ActiveX Kill Bits OK OK NO Apr/09/2008 [Security Update of ActiveX Kill Bits.
MS08-022 | 944338 | Critical |Security Update for Windows Server 2003 oK oK NO Apr/09/2008 gg;ztﬂgﬁ;‘lvmmm and JScript Scripting Engines Could Allow Remote
MS08-021 | 948590 Critical |Security Update for Windows Server 2003 OK OK NO Apr/09/2008 [Vulnerabilities in GDI Could Allow Remote Code Execution.
MS08-020 | 945553 Critical |Security Update for Windows Server 2003 OK OK NO Apr/09/2008 [Vulnerability in DNS Client Could Allow Spoofing.
R 043729 R a;i?wﬂz;glslz)rlvzezfgrg;ce Client Side Extensions for oK oK NO Apr/09/2008
- 890830 - 'Windows Malicious Software Removal Tool - Apr 2008 OK OK NO Apr/09/2008
- 948496 - Update for Windows 2003 OK OK NO Mar/12/2008
- 890830 - Windows Malicious Software Removal Tool - Mar 2008 OK OK NO Mar/12/2008
- - - 'Windows Internet Explorer 7 for Windows Server 2003 OK OK NO Feb/13/2008
MS08-010 | 944533 Critical |Cumulative Security Update for Internet Explorer OK OK NO Feb/13/2008 |Cumulative Security Update for Internet Explorer.
MS08-008 | 943055 Critical |Security Update for Windows Server 2003 OK OK NO Feb/13/2008 |Vulnerability in OLE Automation Could Allow Remote Code Execution.
MS08-007 | 946026 Critical |Security Update for Windows Server 2003 OK OK NO Feb/13/2008 |Vulnerability in WebDAV Mini-Redirector Could Allow Remote Code Execution
MS08-006 [ 942830 | Important |Security Update for Windows Server 2003 - OK NO Feb/13/2008 |Vulnerabilityin Internet Information Services Could Allow Remote Code
MS08-005 | 942831 Important |Security Update for Windows Server 2003 - OK NO Feb/13/2008 |Vulnerability in Internet Information Services Could Allow Elevation of Privilege
MS08-003 | 943484 Important |Security Update for Windows Server 2003 - OK NO Feb/13/2008 |Vulnerability in Active Directory Could Allow Denial of Service.
- 890830 - Windows Malicious Software Removal Tool - Feb 2008 OK OK NO Feb/13/2008
MS08-002 | 943485 Important |Security Update for Windows Server 2003 OK OK NO Jan/09/2008 [Vulnerability in LSASS
MS08-001 | 941644 Critical |Security Update for Windows Server 2003 OK OK NO Jan/09/2008 |Vulnerabilities in Windows TCP/IP
- 890830 - Windows Malicious Software Removal Tool - Jan 2008 OK OK NO Jan/09/2008
MS07-069 | 942615 Critical |Cumulative Security Update for Internet Explorer OK OK NO Dec/12/2007 [Cumulative Security Update for Internet Explorer.
MS07-068 | 941569 Critical  |Security Update for Windows Server 2003 OK OK NO Dec/12/2007 |Vulnerability in Windows Media File Format Could Allow Remote Code
MS07-067 | 944653 Important |Security Update for Windows Server 2003 OK OK NO Dec/12/2007 [Vulnerability in Macrovision Driver Could Allow Local Elevation of Privilege.
- 941568 - Security Update for Windows Server 2003 OK OK NO Dec/12/2007




Microsoft

Knowledge

Installation to

Security Base S;‘;:i:;y Title - Preinstalled (mmll:l’i?it/ilyyy) Description
Bulletin Article CoServer | Virtual Server
- 942840 | Update for Windows 2003 OK OK NO | Dec/12/2007
- 942763 - Update for Windows 2003 OK OK NO Dec/12/2007
- 890830 - Windows Malicious Software Removal Tool - Dec 2007 OK OK NO Dec/12/2007
MS07-062 941672 Important |Security Update for Windows Server 2003 - OK NO Nov/14/2007 [Vulnerability in DNS Could Allow Spoofing.
MS07-061 943460 Critical |Security Update for Windows Server 2003 OK OK NO Nov/14/2007 [Vulnerability in Windows URI Handling Could Allow Remote Code Execution.
- 890830 - Windows Malicious Software Removal Tool - Nov 2007 OK OK NO Nov/14/2007
MS07-058 | 933729 Important |Security Update for Windows Server 2003 OK OK NO 0Oct/10/2007 [Vulnerability in RPC Could Allow Denial of Service.
MS07-057 | 939653 Critical |Security Update for Outlook Express and Windows Mail OK OK NO Oct/10/2007 [Security Update for Outlook Express and Windows Mail.
MS07-056 | 941202 Critical |Cumulative Security Update for Internet Explorer OK OK NO Oct/10/2007 [Cumulative Security Update for Internet Explorer.
- 890830 - Windows Malicious Software Removal Tool - Oct 2007 OK OK NO Oct/10/2007
MS07-053 | 939778 Security Update for Windows Server 2003 OK OK NO Sep/12/2007 [Vulnerability in Windows Services for UNIX Could Allow Elevation of Privilege.
- 890830 - 'Windows Malicious Software Removal Tool - Sep 2007 OK OK NO Sep/12/2007
R 933360 R Update for Windows 2003 oK oK NO Sep/12/2007 SA;;lg:mstSZOW cumulative time zone update for Microsoft Windows operating
MS07-050 | 938127 Critical |Cumulative Security Update for Internet Explorer OK OK NO Aug/15/2007 [Vulnerability in Vector Markup Language Could Allow Remote Code Execution
MS07-047 | 936782 Important |Security Update for Windows Server 2003 OK OK NO Aug/15/2007 [Vulnerability in Windows Media Player Could Allow Remote Code Execution
MS07-046 | 938829 Critical |Security Update for Windows Server 2003 OK OK NO Aug/15/2007 [Vulnerability in GDI Could Allow Remote Code Execution
MS07-045 | 937143 Critical |Cumulative Security Update for Internet Explorer OK OK NO Aug/15/2007 [Cumulative Security Update for Internet Explorer
MS07-043 | 921503 Critical |Security Update for Windows Server 2003 OK OK NO Aug/15/2007 [Vulnerability in OLE Automation Could Allow Remote Code Execution
MIS07-042 936227 Critical  |Security Update for Windows Server 2003 OK OK NO Aug/15/2007 |Vulnerability in Microsoft XML Core Services Could Allow Remote Code
936021 - Security Update for Windows Server 2003 OK OK NO Aug/15/2007
- 890830 - Windows Malicious Software Removal Tool - Aug 2007 OK OK NO Aug/15/2007
928365 | Critical [Security Update for Microsoft NET Framework, Version oK oK NO Jul/11/2007 |Vulnerabilities in.NET Framework Could Allow Remote Code Execution
MS07-040 933854 Important féfézgigfg:\‘cekf;r Microsoft NET Framework, Version OK OK NO Jul/11/2007 |Vulnerabilities in .NET Framework Could Allow Remote Code Execution
MS07-039 | 931212 Critical |Security Update for Windows Server 2003 OK OK NO Jul/11/2007 |Vulnerability in Windows Active Directory Could Allow Remote Code Execution
- 936357 - Security Update for Windows Server 2003 OK OK NO Jul/11/2007
- 890830 - \Windows Malicious Software Removal Tool - Jun 2007 OK OK NO Jul/11/2007
MS07-035 | 935839 Critical |Security Update for Windows Server 2003 OK OK NO Jun/13/2007 |Vulnerability in Win32 API Could Allow Remote Code Execution.
MS07-034 | 929123 Critical \(;\;Ji;n;:)l\?\ltsiv’\s/l:ﬁ.curity Update for Outlook Express and OK OK NO Jun/13/2007 |Cumulative Security Update for Outlook Express and Windows Mail.
MS07-033 | 933566 Critical |Cumulative Security Update for Internet Explorer OK OK NO Jun/13/2007 |Cumulative Security Update for Internet Explorer.
MS07-031 | 935840 | Critical |Security Update for Windows Server 2003 oK oK NO JUN13/2007 gg;ﬁi?l%;nnme Windows Schannel Security Package Could Allow Remote
- 890830 - \Windows Malicious Software Removal Tool - Jun 2007 OK OK NO Jun/13/2007
- 927891 - Update for Windows Installer. OK OK NO Jun/13/2007 [Microsoft Security Advisory.
MS07-029 | 935966 Critical  |Security Update for Windows Server 2003 - OK NO May/09/2007 |Vulnerability in Windows DNS RPC Interface Could Allow Remote Code
MS07-027 | 930178 Critical |Cumulative Security Update for Internet Explorer OK OK NO May/09/2007 [Cumulative Security Update for Internet Explorer.
- 890830 - \Windows Malicious Software Removal Tool - May 2007 OK OK NO May/09/2007
It is necessary to upgrade to Windows Server 2003 Service Pack1 before installing
this Windows Security Patch.
MS07-022 | 931784 | Important NO Apr/11/2007 |If KB931784 is installed on the PRIMERGY FTmodel running W2K3 SPO, the
virtual servers fail synch.
* Don't install Windows Server 2003 Service Pack2 on PRIMERGY FTmodel.
MS07-021 | 930178 Critical |Security Update for Windows Server 2003 OK OK NO Apr/11/2007 |Vulnerabilities in CSRSS Could Allow Remote Code Execution
MS07-020 | 932168 Critical |Security Update for Windows Server 2003 OK OK NO Apr/11/2007 |Vulnerability in Microsoft Agent Could Allow Remote Code Execution
- - - :;ZL;ENrE‘working -Intel® PRO/1000 MT Dual Port Server NG NG NO Apr/11/2007 |Don't install a driver by Windows Update.
= = = Windows Server 2003 Service Pack 2 NG NG NO Apr/04/2007 [Don't install Windows Server 2003 Service Pack2 on PRIMERGY FTmodel.
MS07-017 | 925902 Critical |Security Update for Windows Server 2003 OK OK NO Apr/04/2007 [Vulnerabilities in GDI Could Allow Remote Code Execution.
- 890830 - Windows Malicious Software Removal Tool - March 2007 OK OK NO Mar/14/2007
MS07-016 | 928090 Critical |Cumulative Security Update for Internet Explorer. OK OK NO Feb/14/2007 |Cumulative Security Update for Internet Explorer
MS07-013 | 918118 Important |Security Update for Windows Server 2003 OK OK NO Feb/14/2007 |Vulnerability in Microsoft RichEdit Could Allow Remote Code Execution
MS07-012 | 924667 Important |Security Update for Windows Server 2003 OK OK NO Feb/14/2007 |Vulnerability in Microsoft MFC Could Allow Remote Code Execution
MS07-011 | 926436 Important |Security Update for Windows Server 2003 OK OK NO Feb/14/2007 |Vulnerability in Microsoft OLE Dialog Could Allow Remote Code Execution
MS07-008 | 927779 | Critical [Security Update for Windows Server 2003 oK oK NO Feb/14/2007 \E’:e";z;f‘:r'l"‘y in Microsoft Data Access Components Could Allow Remote Code
MS07-008 | 928843 Critical  |Security Update for Windows Server 2003 OK OK NO Feb/14/2007 |Vulnerability in HTML Help ActiveX Control Could Allow Remote Code
MS07-006 | 928255 Important |Security Update for Windows Server 2003 OK OK NO Feb/14/2007 |Vulnerability in Windows Shell Could Allow Elevation of Privilege
- 931836 - Update for Windows Server 2003 OK OK NO Feb/14/2007
- 890830 - Windows Malicious Software Removal Tool - February OK OK NO Feb/14/2007
- 890830 - Windows Malicious Software Removal Tool - January OK OK NO Jan/10/2007
MS07-004 | 929969 Critical |Security Update for Windows Server 2003 OK OK NO Jan/10/2007 [Vulnerability in Vector Markup Language Could Allow Remote Code Execution
MS06-078 923689 Critical |Security Update for Windows Server 2003 OK OK NO Dec/13/2006 |Vulnerability in Windows Media Format Could Allow Remote Code Execution.
925398 - Update for Windows Media Player 6.4 OK OK NO Dec/13/2006
MS06-076 | 923694 Important |Cumulative Security Update for Outlook Express OK OK NO Dec/13/2006 [Cumulative Security Update for Outlook Express.
MS06-075 | 926255 Important |Security Update for Windows Server 2003 OK OK NO Dec/13/2006 |Vulnerability in Windows Could Allow Elevation of Privilege.
MS06-074 | 926247 Important |Security Update for Windows Server 2003 OK OK NO Dec/13/2006 |Vulnerability in SNMP Could Allow Remote Code Execution.
MS06-072 | 925454 Critical |Cumulative Security Update for Internet Explorer. OK OK NO Dec/13/2006 [Cumulative Security Update for Internet Explorer.
- 911897 - Update for Windows Server 2003 OK OK NO Dec/13/2006
- 928388 - Update for Windows Server 2003 OK OK NO Dec/13/2006
- 929120 - Update for Windows Server 2003 OK OK NO Dec/13/2006
- 917275 - \Windows Rights Management Service Client Service Pack 2 OK OK NO Dec/13/2006
R 890830 R \zl\(l)iggows Malicious Software Removal Tool - December oK oK NO Dec/13/2006
MS06-068 | 920213 Critical |Security Update for Windows Server 2003 OK OK NO Nov/15/2006 [Vulnerability in Microsoft Agent Could Allow Remote Code Execution.
MS06-067 | 922760 Critical |Cumulative Security Update for Internet Explorer. OK OK NO Nov/15/2006 [Cumulative Security Update for Internet Explorer.
MS06-066 [ 923980 | Important |Security Update for Windows Server 2003 OK OK NO Nov/15/2006 |Vulnerabilities in Client Service for NetWare Could Allow Remote Code
R 890830 ~ \zl\(l)lggows Malicious Software Removal Tool - November oK oK NO NoV/15/2006
MS06-065 | 924496 Security Update for Windows Server 2003 OK OK NO Oct/11/2006 [Vulnerability In Windows Object Packager Could Allow Remote Code Execution
MS06-064 | 922819 Low  |Security Update for Windows Server 2003 OK OK NO Oct/11/2006 [Vulnerabilities in TCP/IP Could Allow Denial of Service.
MS06-063 | 923414 Important |Security Update for Windows Server 2003 OK OK NO Oct/11/2006 [Vulnerability in Server Service Could Allow Denial of Service.
MS06-061 | 924191 | Critical [Security Update for Windows Server 2003 oK oK NO Oc/11/2006 \E’:E'ZE;?::I”“ES in Microsoft XML Core Services Could Allow Remote Code




Microsoft
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Security Base Seve.rity Title Preinstalled Date Description
Bulletin | Article Rating CoServer | Virtual Server (mm/ddryyyy)

WDS—OS? 923191 Critical |Security Update for Windows Server 2003 OK OK NO Oct/11/2006 [Vulnerability in Windows Shell Could Allow Remote Code Execution.

MS06-056 [ 922770 | Moderate |Security Update for Microsoft .NET Framework, Version OK OK NO Oct/11/2006 |Vulnerability in ASP.NET Could Allow Information Disclosure.
- 890830 - 'Windows Malicious Software Removal Tool - Octorber OK OK NO Oct/11/2006

MS06-055 | 925486 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in Vector Markup Language Could Allow Remote Code Execution
MS06-053 | 920685 Moderate |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in Indexing Service Could Allow Cross-Site Scripting.
MS06-051 | 917422 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in Windows Kernel Could Result in Remote Code Execution.
MS06-050 | 920670 | Important [Security Update for Windows Server 2003 oK oK NO 0ct/02/2006 X:::;{:"c'g‘d':?x"em"f;":"“ Windows Hyperlink Object Library Could Allow
MS06-046 | 922616 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 |Vulnerability in HTML Help Could Allow Remote Code Execution.
MS06-045 | 921398 Important |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 |Vulnerability in Windows Explorer Could Allow Remote Code Execution.
MS06-043 | 920214 | critical ggfg"y Update for Outlook Express for Windows Server oK oK NO 0ct/02/2006 [Vulnerability in Microsoft Windows Could Allow Remote Code Execution
Ms06-042 | 918899 | Critical \i;‘mmdﬂj‘v‘si";rsje“:';%gpda‘e for Internet Explorer for oK oK NO 0ct/02/2006
MS06-041 | 920683 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerabilities in DNS Resolution Could Allow Remote Code Execution.
MS06-040 | 921883 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in Server Service Could Allow Remote Code Execution.
MS06-036 | 914388 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in DHCP Client Service Could Allow Remote Code Execution.
MS06-035 | 917159 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in Server Service Could Allow Remote Code Execution.
MS06-033 [ 917283 | Important |Security Update for Microsoft .NET Framework, Version OK OK NO Oct/02/2006 |Vulnerability in ASP.NET Could Allow Information Disclosure.
MS06-032 | 917953 Important |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in TCP/IP Could Allow Remote Code Execution.
MS06-030 | 914389 Important |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in Server Message Block Could Allow Elevation of Privilege.
MS06-025 [ 911280 Critical  |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 | Vulnerability in Routing and Remote Access Could Allow Remote Code
MS06-022 | 918439 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 |Vulnerability in ART Image Rendering Could Allow Remote Code Execution
MS06-023 | 917344 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in Microsoft JScript Could Allow Remote Code Execution.
MS06-024 | 917734 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in Windows Media Player Could Allow Remote Code Execution.
MS06-018 | 913580 | Moderate [Security Update for Windows Server 2003 oK oK NO 0Oct/02/2006 g‘e‘li:':{ Z'?ig?r'vii”cg_’"m’s"“ Distributed Transaction Coordinator Could Allow
MS06-016 | 911567 | Important \i;‘mmdﬂj‘v‘si";rsje“:';%gpda‘e for Outlook Express for oK oK NO 0ct/02/2006
MS06-015 | 908531 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in Windows Explorer Could Allow Remote Code Execution.
MS06-014 | 911562 | Critical |Security Update for Windows Server 2003 oK oK NO 0ct/02/2006 Xlul:)r:c?/ré'z)ildietytzi:e‘ch;i'\ég_cr%o“ Data Access Components (MDAC) Function Could
MS06-013 | 912812 Critical |Cumulative Security Update for Internet Explorer OK OK YES Oct/02/2006
MS06-011 | 914798 Important |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Permissive Windows Services DACLs Could Allow Elevation of Privilege.
MS06-008 | 911927 Important |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in Web Client Service Could Allow Remote Code Execution.
MS06-006 | 911564 | Important |Security Update for Windows Media Player Plug-in oK oK NO 0ct/02/2006 \é:‘l)';'ves’:g 'C"g'u'dex:r:fvvsemzfe'e‘c?geyeél“ﬂl'Onn""”h Non-Microsoft Internet
MS06-002 | 908519 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in Embedded Web Fonts Could Allow Remote Code Execution.
MS06-001 | 912919 Critical ~ |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 | Vulnerability in Graphics Rendering Engine Could Allow Remote Code
MS05-053 | 896424 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerabilities in Graphics Rendering Engine Could Allow Code Execution.
MS05-051 | 902400 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerabilities in MSDTC and COM+ Could Allow Remote Code Execution.
MS05-050 | 904706 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in DirectShow Could Allow Remote Code Execution.
MS05-049 | 900725 Important |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerabilities in Windows Shell Could Allow Remote Code Execution.
MS05-048 | 901017 | Important [Security Update for Windows Server 2003 oK oK NO 0ct/02/2006 gg;zeéﬂlﬁi’lé”n‘he Microsoft Collaboration Data Objects Could Allow Remote
MS05-046 | 899589 | Important |Security Update for Windows Server 2003 oK oK NO 0ct/02/2006 \E’:e'zzzf‘:r'l"‘y in the Client Service for NetWare Could Allow Remote Code
MS05-045 | 905414 Moderate |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 |Vulnerability in Network Connection Manager Could Allow Denial of Service.
MS05-044 | 905495 | Moderate |Security Update for Windows Server 2003 oK oK NOo | octio2r2008 \T’a”r'n":;‘l':l'g'“y in the Windows FTP Client Could Allow File Transfer Location
MS05-043 | 896423 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in Print Spooler Service Could Allow Remote Code Execution.
MS05-042 | 899587 | Moderate [Security Update for Windows Server 2003 oK oK NO 0ct/02/2006 g:‘;;i’::r';":nsd'gpfzrf'l’zg’s Could Allow Denial of Service, Information
MS05-041 | 899591 Moderate |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 |Vulnerability in Remote Desktop Protocol Could Allow Denial of Service.
MS05-040 | 893756 Important |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in Telephony Service Could Allow Remote Code Execution.
MS05-039 | 899588 | Critical |Security Update for Windows Server 2003 oK oK NO 0Oct/02/2006 \E/Iue '\;‘;’IZ'?I' ';‘fyp'r”“';::g:"d Play Could Allow Remote Code Execution and
MS05-036 | 901214 | Critical |Security Update for Windows Server 2003 oK oK NO 0Oct/02/2006 \E’:e'zzzf‘:r'l"‘y in Microsoft Color Management Module Could Allow Remote Code
MS05-033 | 896428 Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in Telnet Client Could Allow Information Disclosure.
MS05-032 | 890046 Security Update for Windows Server 2003 OK OK NO Oct/02/2006 |Vulnerability in Microsoft Agent Could Allow Spoofing.
MS05-026 | 896358 Critical |Security Update for Windows Server 2003 OK OK YES Oct/02/2006 |Vulnerability in HTML Help Could Allow Remote Code Execution.
MS05-018 | 890859 | Important |Security Update for Windows Server 2003 oK oK NO 0ct/02/2006 ;’f”égi’/?g”““ in Windows Kernel Could Allow Elevation of Privilege and Denial
MS05-013 | 891781 | Critical |Security Update for Windows Server 2003 oK oK NO 0ct/02/2006 \F:;‘r'n”;":bc”o"d); igx‘zsu?i’;;m Editing Component ActiveX Control Could Allow
MS05-010 | 885834 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in the License Logging Service Could Allow Code Execution.
MS05-002 | 891711 | Critical |Security Update for Windows Server 2003 oK oK NO 0ct/02/2006 \E’:e'zzzf‘:r'l"‘y in Cursor and Icon Format Handling Could Allow Remote Code
MS04-044 [ 885835 | Important |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 |Vulnerabilities in Windows Kernel and LSASS Could Allow Elevation of
MS04-041 | 885836 Important |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 |Vulnerability in WordPad Could Allow Code Execution.
MS04-037 | 841356 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 |Vulnerability in Windows Shell Could Allow Remote Code Execution.
MS04-034 | 873376 Critical  |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 | Vulnerability in Compressed (zipped) Folders Could Allow Remote Code
MS04-032 | 840987 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Security Update for Microsoft Windows.
MS04-031 | 841533 Important |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in NetDDE Could Allow Remote Code Execution.
MS04-028 | 833987 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 (Buffer Overrun in JPEG Processing (GDI+) Could Allow Code Execution.
MS04-024 | 839645 Important |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 |Vulnerability in Windows Shell Could Allow Remote Code Execution.
MS04-016 | 839643 Moderate |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in DirectPlay Could Allow Denial of Service.
MS04-015 | 840374 Important |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in Help and Support Center Could Allow Remote Code Execution.
MS04-014 | 837001 Important |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in the Microsoft Jet Database Engine Could Allow Code Execution.
MS04-011 | 835732 Critical |Security Update for Windows Server 2003 OK OK NO Oct/02/2006 [Security Update for Microsoft Windows.
MS04-004 | 832894 Critical |Cumulative Security Update for Internet Explorer OK OK YES Oct/02/2006
MS03-030 | 819696 Critical |Security Update for Windows Server 2003 OK OK YES Oct/02/2006 |Unchecked Buffer in DirectX Could Enable System Compromise.
MS03-043 | 828035 Critical [Security Update for Microsoft Windows Server 2003 OK OK NO Oct/02/2006 (Buffer Overrun in Messenger Service Could Allow Code Execution.
MS03-041 | 823182 Critical [Security Update for Microsoft Windows Server 2003 OK OK NO Oct/02/2006 [Vulnerability in Authenticode Verification Could Allow Remote Code Execution
MS03-039 | 824146 Critical |Security Update for Windows Server 2003 OK OK YES Oct/02/2006 |Buffer Overrun In RPCSS Service Could Allow Code Execution.
MS03-034 | 824105 Low |Security Update for Microsoft Windows Server 2003 OK OK NO Oct/02/2006 [Flaw in NetBIOS Could Lead to Information Disclosure.
MS03-023 | 823559 Critical [Security Update for Microsoft Windows Server 2003 OK OK NO Oct/02/2006 [Buffer Overrun In HTML Converter Could Allow Code Execution.
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- 828026 - Critical Update for Windows Media Player Script OK OK NO 0Oct/02/2006
R R Update for Background Intelligent Transfer Service (BITS)
842773 2.0 and WinHTTP 5.1 OK OK NO Oct/02/2006
- 904942 - Update for Windows Server 2003 OK OK NO Oct/02/2006
R 890830 R \zl\(l)lggows Malicious Software Removal Tool - September oK oK NO Oct/02/2006
- 910437 - Update for Windows Server 2003 OK OK NO Oct/02/2006
- 922582 - Update for Windows Server 2003 OK OK NO Oct/02/2006
R 909520 R Mlcroso.f( Base Smart Card Cryptographic Service Provider oK oK NO 0ct/02/2006
Package: x86
- - - Windows Server 2003 Service Pack 1 OK OK NO Oct/02/2006
- - - Microsoft Windows Installer 3.1 OK OK NO Oct/02/2006
- DirectX 9.0c End-User Runtime OK OK NO Oct/02/2006
- - - Intel(R) PRO/1000 MT Desktop Adapter - released in April, NG NG NO Oct/02/2006 |Don't install a driver by Windows Update.
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