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The number of violent crimes against children has increased in recent years. Various 
measures have been taken by schools and communities, for example, the deployment 
of security sensors, surveillance cameras, guards, and local residents’ patrols; how­
ever, these measures have not been very effective. The key to protecting children is 
being able to quickly locate them. School administrators at least need to know the 
arrival and departure times of their students. In addition, rapid transmission of infor­
mation about local areas, for example, the sighting of suspicious persons, and other 
messages from schools has become more important for ensuring a safe social 
environment. The demand for IT-based support for safety and security in society will 
continue to grow. This paper outlines the Students’ Arrival/Departure Notification 
Service, which is based on radio frequency identification (RFID) tags, and the School 
Communication Network Service, which is based on E-mail. It also describes how 
these services, which are currently available only in Japan, have been developed. 

1.	 Introduction 
According to a report by the National Police 

Agency in Japan, the number of crimes that 
occurred at schools increased from 41797 in 2001 
to 46723 in 2003, indicating a growth rate as high 
as 12%. This increase is expected to continue.1) 

Particularly, several violent crimes against 
children, including fatal attacks have increased 
the demands for safety and security measures both 
inside and outside schools. 

Many kinds of measures have been taken, 
for example, guards posted on school grounds, 
monitoring of unauthorized entry by infrared 
sensors, and surveillance cameras. 

Accurate knowledge of the arrival and 
departure times of students and emergency 
communications with parents are crucial to 
preventing and responding to incidents.  Currently, 
school staff meet these requirements through 
visual checks and telephone communication. 

However, the Act on the Protection of 

Personal Information went into effect in April 
2005, and as a result, parents’ telephone numbers 
and E-mail addresses are now regarded as 
personal information under the law and it 
has become difficult to implement traditional 
telephone-contact networks. 

Therefore, to ensure efficient school opera­
tions and safety and security for parents,2) we have 
developed two types of services, and these servic­
es are already in operation. The services are the 
Students’ Arrival/Departure Notification Service,3) 

which uses active radio frequency identification 
(RFID) tags, and the School Communication 
Network Service,4) which sends E-mail notifica­
tions to parents. 

This paper describes how these services were 
developed and gives an overview of them. 

2.	 How the services were 
developed 
With the recent increase of fatal attacks 
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inside and outside of schools, it has become a big 
challenge to protect children commuting to and 
from school. One of the most important opera­
tions for school administrators is the monitoring 
of their students’ arrivals and departures. 

A sign that parents are more anxious about 
their children’s secure arrival and departure is 
the greater number of inquiries they make to 
schools. These days, school staff have to spend a 
lot of time answering phone calls from worried 
parents. 

Since the enactment of the Act on the 
Protection of Personal Information, some parents 
have refused to make their phone numbers known 
to school staff. This causes various problems, for 
example, it takes a long time for schools to send 
information to every parent and information 
becomes inaccurate as it is passed between 
parents who cannot be directly contacted. 

It also takes a long time for the boards of 
education of local governments to distribute 
information to schools and parents under their 
jurisdiction because of their hierarchical structures. 

Against this background, the demand for 
rapid and accurate information distribution has 
increased. 

We interviewed parents and school staff on 
many occasions and found they have three main 
requests: 
1) Teachers want to reduce administrative work 

and concentrate on children’s education as 
much as possible. 

2) Administrators want to monitor students’ 
arrival and departure times at the school 
gate. They also want to be able to send 
messages to parents and confirm they have 
received the messages. 

3) Parents want to know their children’s arriv­
al and departure times in real-time. 
Usually, school staff members are busy and 

do not have much time to spend on system 
administration work. Installing a new system 
places a heavy workload on school staff. Also, it 
is necessary to provide installation spaces for 

equipment and train system operators, so there 
is a delay between installation and operation. 

3.	 Features of services 
The Students’ Arrival/Departure Notification 

Service and the School Communication Network 
Service have the following features. 

3.1 Students’ Arrival/Departure 
Notification Service 

1) In this service, active RFID tags are attached 
to students’ bags or other personal items. The 
students can then be detected by the RFID 
reader just by walking past it without 
making physical contact. 

2) The RFID reader can detect multiple 
students with tags simultaneously. 

3) School staff can easily rewrite the ID infor­
mation in cases of lost RFID tags and student 
transfers. 

4) The tags use a readily available battery that 
has a 12-month life and can easily be replaced 
at home. 

5) The RFID tags contain no information about 
the students. Therefore, lost or stolen tags 
do not represent a security threat. 

6) Parents can check their children’s arrival and 
departure times using a Website and E-mail. 

3.2 School Communication Network 
Service 

1)	 School staff can distribute information simul­
taneously to every parent. 

2)	 Information distribution via E-mail speeds 
up communication. 

3)	 Because message reception can be confirmed 
with reply E-mails, school staff can determine 
which parents have not received or read a 
message. 

4)	 Information distribution via E-mail enables 
communications to be handled by all mobile 
carriers. 

5)	 Messages can be sent from not only an 
administrator’s PC but also a mobile phone. 
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Both services can be provided via an appli­
cation service provider (ASP), which allows users 
to reduce their system administration load. 

4.	 Students’ Arrival/Departure 
Notification Service 
In the Students’ Arrival/Departure Notifica­

tion Service, students carry active RFID tags to 
record the exact time when they enter and exit 
the school gate and a camera takes video images 
of them. Parents can receive the arrival and 
departure information for their children via 
E-mail (Figure 1). 
The service is outlined below. 
1) RFID tag selection 

RFID is the generic name for wireless data 
identification technology.  It can identify informa­
tion about a person or object without the need for 
physical contact. Systems that use RFID tags 
consist of a tag that can store electronic informa­

tion and a reader that can read and write 
information from and to the tags. Each RFID tag 
has a memory chip and a small built-in antenna 
for exchanging information with the reader. 

The communication range of an RFID tag 
system depends on the type of system and the 
operating frequency (Table 1). 

There are two types of RFID tags: passive 
and active. 

Passive RFID tags obtain their electrical 
power from the radio waves transmitted from the 
reader. 

Active RFID tags obtain their electrical 
power from a built-in battery.  Passive RFID tags 
have a short communication range and therefore 
need to be held close to the reader to be scanned. 
Active RFID tags, on the other hand, have a 
communication range of up to 10m (Figure 2). 

We selected active RFID tags because 1) we 
considered that if students had to bring their tags 

[Supported carriers] 
• DoCoMo 
• au 
• SoftBank 
• Tu-Ka 
• WILLCOM 

Elementary and junior high schools 

School staff 
Arrival/departure information 

Arrival/departure information 

Tag reader 

Tag 

Tag 

Security camera 

Security camera sees at a 
glance who has arrived or 
left or when a specific 
student arrived or left. 

Detects students who 
enter or leave school gate 

Confirms arrival 
or departure of 
their children 

Records 
students who 
enter or exit 
school gate 

Arrival/departure 
data 

E-mail 

E-mail 

Outside home 

Web 

Home 

Parent 

xxxxx 
xxxxx 
xxxxx 

Incoming mail 
2004/04/09 
From ○○ Elementary 
School 
Notification of 
school departure 
time 
--------------------------
Toru Fuji left school 
at 15:28:03. 

Grade 6, Class 3 
No.  Name Arrival  Departure 
040128 Toru Fuji  07:34:15 15:28:03 

Web 

Figure 1 
Overview of Students’ Arrival/Departure Notification Service. 

Fujitsu System Center 
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Table 1

RFID tag features.


Frequency band 135 kHz or lower 13.56 MHz 300/400 MHz 800/900 MHz 2.45 GHz 

Communication 
type Electromagnetic induction Radio wave 

Communication 
range 

Several cm 70 cm 15 m 8 m 2 m 

Characteristics 
No battery required
but shorter 
communication 
range 

No battery required
but shorter 
communication 
range 

400 MHz system 
operates in ham 
radio band 

3 m or less 
according to 
restriction to be 
established 

Interferes with 
wireless LANs 

Remarks 
Shorter communication range but 
transmission pattern is omnidirectional. 
Great flexibility in tag shape. 

Longer communication range 

Band adopted 

RFID tag communication method 

Passive tag Active tag 

Radio wave 

Reader/writerTag Reader/writerTag 

Generation of electrGener icityation of electricity

Wireless wave (information) 

Uses radio wave from reader/writer as energy source 
instead of built-in battery and returns tag information to 
reader/writer. 

Emits radio wave using built-in battery and returns tag 
information to reader/writer. 

Communication range 

Battery or charge 

Downsizing 

Read performance 

Price 

Example 

Short to medium (up to 60 cm) 

No 

Enabled 

One data item at a time 

Low to medium 

Edy card 

Communication range 

Battery or charge 

Downsizing 

Read performance 

Price 

Example 

Long (up to 10 m) 

Yes 

Limited due to built-in battery 

More than one data item at a time 

High 

Car keyless entry system 

Built-in cell 

Radio wave (information) 

Figure 2 
Passive and active tags. 
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close to the reader, they would regard it as an 
imposition, which would be detrimental to their 
education, and 2) it is necessary to be able to 
simultaneously scan multiple students with 
unpredictable movements. 
2) Radio communication method 

Before implementing active RFID tags, we 
examined which was the most appropriate radio 
communication method for detecting the arrivals 
and departures of multiple students passing 
through a school gate. Active RFID tags use one 
of two modulation methods: frequency shift key­
ing (FSK) or amplitude shift keying (ASK). While 
the FSK method has the advantages of good noise 
immunity, stable operation, and a predictable bat­
tery life, it has the disadvantage of high power 
consumption. The ASK method has a long 
battery life but poor noise immunity and an 
unpredictable battery life because its radio 
output power gradually decreases. 

The tag batteries must provide stable opera­
tion for more than a year because most schools 
have yearly entrance and graduation ceremonies 
and class recompositions. Therefore, the ASK 
method was selected. This method is more suit­
able for capturing students’ movements because 
it performs communications between the reader 
and tags more frequently.  However, this shorter 
interval reduces the battery life and also places a 
heavier ID recognition load on the system. On 
the other hand, if the communication interval is 
too long, the system might not be able to capture 
the students’ movements, especially if they are 
running.  Consequently, we chose an optimum 
communication interval based on the results of 
demonstration experiments. 
3) Antenna installation 

The weak radio signals from the students’ 
tags are directional due to the students’ bodies. 
In addition, because 20 to 30 students might 
consecutively or concurrently pass through the 
school gate, the reader’s antennas must be able 
to receive radio waves from all directions. The 
frames of school gates were investigated, and 

experiments were conducted to determine the 
optimum locations for antennas. Preliminary 
surveys are needed before installing the anten­
nas because the installation conditions differ from 
school to school. 

The system is designed so it can detect 
50 tags per second. We chose this level of perfor­
mance after carefully considering the antennas, 
readers, and mode of use based on several in-depth 
preliminary surveys. 
4) Notification to parents 

When students carrying RFID tags pass 
through a school gate with a reader, the informa­
tion is reported to parents using E-mail. This 
information can be confirmed on a Website. 
Parents can access the Website with an ID and 
password to confirm the arrival and departure 
times of their children. 

Parents can specify up to three E-mail 
addresses to which information is sent and change 
them as required on the Website. This arrange­
ment reduces the burden on school staff because 
it would be difficult for them to quickly update 
the address database if parents often change their 
E-mail addresses (e.g., to avoid spam).  However, 
because the staff do not manage parents’ E-mail 
addresses, the parents must check for undelivered 
messages based on the send logs on the Website 
and then correct their E-mail addresses if they 
are incorrect. 
5) Operation management at schools 

School staff can check the arrivals and 
departures of students on the Website.  School 
staff can manually input the arrival times of 
students who have left their tags at home and send 
the information to parents using E-mail. 

Images taken by security cameras installed 
at the school gate are accumulated, and the 
images of several seconds or minutes before the 
students’ arrivals and departures can be displayed 
for confirmation. 
6) Information security 

The RFID tags carry no information except 
a tag ID code, and the codes are matched to 
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students within the database. The database 
servers include a mail server and a Web server to 
assure high security. 

Each tag is given a unique ID when it is 
manufactured, and if students report they have 
lost their tags, the school staff delete the tags’ IDs 
and give the students new tags. 

5. 	 School Communication 
Network Service 
The School Communication Network Service 

enables E-mail communication between a board 
of education and a school and between a school 
and parents as an alternative to telephone com­
munication. This service provides interactive 
information exchange to confirm the reception of 
transmitted messages (Figure 3). 
1) Setting user authorities 

There are various levels of user authority, for 
example, operations manager authority and 

parent authority.  Operations managers manage 
all the information in the database, but parents 
can only view their own information. 

User authorities can be grouped according 
to the organization structures of schools and 
boards of education. For example, a school 
district, school, grade, class, or club can be select­
ed depending on the information to be distributed. 
2) Send operation 

Information can be sent using the PC or 
mobile phone Website (Figure 4). 

Users can set information using the same 
procedure as for entering E-mail messages. To 
avoid misunderstanding about E-mail messages, 
answer-selection type reply requests can be 
created. 
3) Receipt confirmation with reply E-mail 

To confirm message reception, the receivers 
send a reply E-mail and the administrators man­
age the reply logs. 

Fujitsu System Center 

××School 

Outside school 

School staff 

■ Outgoing mail 
■ 05/10/10 15:23 
■ To ●● School 
■ Confirmation of 
attendance of parent 
meeting 
-------------------------
Please reply to this 
message to confirm your 
attendance of parent 
meeting on October 25 
(Tue.) 

■ Incoming mail 
■ 05/10/20 12:23 
■ From ●● School 
■ Notification of 
school closing 
------------------------
Typhoon is coming. 
Afternoon classes 
will be cancelled. 
Students will 
concurrently go 
home. 

●Notification of school events
    • PTA meeting, classroom visits,

 athletic meet, etc. 
●Confirmation of attendance via E-mail 
●Emergency contact

 • Contact at disaster
    • Confirmation of safety
    • Providing information about 

suspicious persons, etc. 

Interactive 

Interactive 

E-mail 

Parent 

Home 

Outside home 

[Supported carriers] 
• DoCoMo 
• au 
• SoftBank 
• Tu-Ka 
• WILLCOM 

School 
staff 

Figure 3

Overview of School Communication Network Service.
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Example of sending E-mail from PC Website Example of sending E-mail from mobile phone 

■Send mail 
■04/12/8 10:30 
■ 
■Title:anpi/A 
----------------------
Communication network 
This is an urgent message. 
Please send a reply if 

qDestination address 

everything is OK.  Send a 
message if any. 

○○School, Grade△, tSender
Class× 
- end -

wSpecified command 

eTitle 

rMessage text 

Entering above items sends the same 
school communication network mails 
as those on PC Website. 

Can be sent 
from outside 

qSelect with or without 
answer request. 

eCreate answer 
selection-type mail

 (optionally).
   • UP to five items can

 be set. 

wSelect fixed phrase. 

rSelect destination
 group. 

yPress confirm button. 
tSet send count. 

Figure 4

E-mail sending screen of School Communication Network Service.


Because of the possibility of weak signals, 
non-functioning mobile phones, and changed 
E-mail addresses, the send logs alone cannot be 
used to confirm whether a message has been 
correctly sent and received. Therefore, the users 
can send a reply E-mail to confirm they have 
received an E-mail and also answer any questions 
the administrators may have asked in it. 

For example, when a sender distributes a 
message asking for attendance to a meeting, a 
receiver can enter text indicting, for example, that 
the receiver will attend but will be slightly late. 
This makes it easier for the sender to manage 
attendance. 

Message reception can be confirmed with 
reply mails on the PC or mobile phone Website 
(Figure 5). 

The PC Website displays a color-coded chart 
that indicates which receivers will attend and also 
displays the receivers’ reply E-mails, which en­
ables rapid confirmation of the communication 
status. It also provides the aggregate results for 
answer-selection type E-mails, which reduces the 
aggregation load. 

6.	 Provision as ASP services and 
implementation effects 
The systems for the Students’ Arrival/ 

Departure Notification Service and School 
Communication Network Service are hosted in the 
Fujitsu System Centers and are provided as ASP 
services. 

The need to protect personal and adminis­
trative information puts a great burden on school 
operations. Therefore, to ease this burden, the 
Fujitsu System Centers provide high-security 
services for managing this information. 

In one school, the Students’ Arrival/ 
Departure Notification Service has reduced 
administrative work by about 40 hours a month, 
and the staff greatly appreciate this improvement 
in efficiency.  Many parents also appreciate the 
service because it allows them to confirm the 
arrival and departure times of their children in 
real time.5) 

The School Communication Network Service 
is increasingly being used for regular communi­
cation as well as in emergency situations. This 
service has been effectively used as an applica-
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After communication E-mail is sent, the following screen appears. 

Beginning at the top 
■New reply E-mail received 
■Receipt confirmed 
■Entered by proxy 
■No reply E-mail 

Entry of 
confirmation of 
receipt with other 
than reply E-mail 

Confirmation of 
overall reply 
message 

Automatic 
reflection of 
reply information 

Free edit and 
aggregation 
enabled 

Proxy entry Reply message confirmation Status confirmation result 

CSV 
output 

Receipt result confirmation screen on PC Website 
Send of search E-mail 

Information search
 result screen 

■Send E-mail 
■04/01/22 20:30 
■ 
■Title:  anpi/S 
--------------------
○○School, 
Grade△, 
Class× 
20040101 
（blank） 

■Receipt E-mail 
■04/01/22 20:30 
■ 
■Title:  Search result 
----------------------
Class: ○○School, 
Grade△, Class× 
Starting date: 
20040101 
End date:
 Receipt status (2/3) 
---------------
○Taro Fujitsu 
○Saburo Fujitsu 
×Jiro Fujitsu 

Reply 
information 
result 

（○: With reply of receipt, 
　×: Without reply of receipt） 

Sending search 
E-mail confirms 
reply information. 

Figure 5

Screen of confirmation by reply E-mail for School Communication Network Service.


tion service for broader purposes. 

7. Conclusion 
This paper outlined the Students’ Arrival/ 

Departure Notification Service for increasing 
children’s safety when they are commuting to and 
from school and the School Communication 
Network Service for supporting smooth 
communication. 

In the future, it will be essential to provide 
these services in conformity with the individual 
school environments and operation needs and also 
carefully consider safety and security. 

Above all, the key concept of “IT-based 
support for safety and security” will be further 
emphasized. 

Fujitsu supports various safety solutions 
other than the services described in this paper. 
We have provided many of them to clients from 

different industries and have had many excellent 
results. Fujitsu will continue to develop its 
safety and security solutions business as a solu­
tion vendor that supports the social infrastructure. 
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