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ERS
BBENX—X A—H—%#KRERIT S LDAP IVFTFR b~ BREIFRDERTT
CN=Users, DC=cpoc, DC=local
JI—TEH JI—Th 60— \DIY v EY T ZEGRT 51— —DTIL—TEHEDU X K,

JIb—hsO—Ib | O=J)VIC—ETD21—HF—DI I —TBEIC—TDERRF/I\I—DU X
DIvEVY
NV RT7ADV LDAP —/\—[CH T DRI T » I )IL—TDEHEENTORRICIE. FTHIDE

a1—H—1ID BO1—H—7hHYY NRARETY,
KAV RPZAYY RIS | LDAP H—I\—IT5 3 BRZRBEP Y I — T DEHEN TDRRD S DHEHIDE
AT—R B7HYY MMIEERIFSNIE/SRT— R,
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$£28 RBACBKUT LI KUP—ER
2.3 LDAP A—Y—=BKUIIN—T7HIY DY vEVT

26 E@FF4 LT NIY—N—ty b7y T 45— RZRU. 2.7 & [Role Mappingl ¥ 7%
LTWET, CDFTTIRH. T« LI MIY—ERY—N—TERINcI—Y—-&TI—TIC. 7

LAICHT D7 I EAERNEIDITENET,

33 ==
pa =]

B (C & SANtricity System Manager DA ZU—22 3w MHRENTLIE I DL SANtricity Unified
Manager FEUCtEY 7 v IO 4 —RZEF 4 LI MUY —/\—[CEARLEXT,

2.6 SANtricity System Manager 5« L' bU S —/\—18RERE

Server Settings Role Mapping

Group attribute(s
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$£28 RBACBKUT LI KUP—ER
2.3 LDAP A—Y—=BKUIIN—T7HIY DY vEVT

B42.7 SANtricity System Manager 7« Lo hU Y —)\—DO—)LY v EV ITRE

Directory Server Settings b3

Server Seltings Role Mapping

mapping direclony sefvice poups o the storage amay roles?

Mappings

m Cancel

T4 NI -HOJT1VLELDETDE I—Y—ID EDI—Y—DIEE Ll RXA UHHEER
SHZRETDEEICEDXT,
1—Y5—ID OFERIE. RDODVTFNHICKEDTT,

o IZEX—)L7 RURINY—2/ : user@domainname
o RXA B \usere CCT. RXA 3l LDAP #BREAD R XA 2 ICEERIF B NIERBITI .
* |ocal

CDT#—< v ME FEDI—Y—ZREE T BeHICEDI—Y— - X—RZ{EAT DN 7ZAMEIC
WAl U, SREIERZEX T DICDICED RAA VEFERT DD ERET DIcHICHETT, T4LD
MUY —I—RICTIV—TZER L. ZEZICA—Y—RBZEANDIUEDHDFT,

=

T4 LI FURDI—Y—ZOBEIRFKRE Y IR— FENTHLEE A,

local EVWVS RXAV&FE. O—HIA—HF =T HOY hTF—IR—AZBRI BcHICTFHEINTN
F9, T4 LT MNIB—ERADRESNTLEWNES., 1—5—ID FO—AHILI—T—-FAHDU b
TF—HIR—=RAEREBENF T, T4 LT NUT—EZADEREINDE. user@local EWLWSFERDI—
H—IDICKDT. O—AIWA—F—=7HOY rTF—IR—R T DRIEDBIREINF T,

2019 ££ 8 A (2020 £ 3 A# ). Microsoft [FtzF21UF 177 R/ HU (ADV190023) ZRF L.
A—Y—DLDAP F v RIVINA VT« 2T & LDAP BERZBMICTED K SICLF Uc.Microsoft 1.
LDAP F v+ RIJVINA T « 2~ J & LDAP BRDITED T T # )L hERTED' Active Directory KX
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$£28 RBACBKUT LI KUP—ER
2.3 LDAP A—Y—=BKUIIN—T7HIY DY vEVT

FO—SLICEET DT EZRDTVE T LDAP FvRIVINA VT 4T & LDAP ER%ZH(ET DT
&1 < Active Directory RXA> Y hO—5 & LDAP IS4 7> bEDBIEDHEEICEODTVET,
x =
SANtricity OS [& LDAP F+ R)LINA T « > J & LDAP BRZD@EHSZYIR— kUL TWLELeH. S

#MDUY—XT SANtricity 0S H' LDAP D 2 DD#REZ Y IR— hF $F Tld. LDAP DD DI
LDAP over SSL/TLS (LDAPS) %253 U C LDAP IRIE=58{L T 5 C L Z@< BBHLEXT,

Microsoft (£ 2020 3 B 10 HD7 v 75— KT, RD 2 DOEEZMA T UTc,
« FE 1.
Microsoft Tl&. LDAP B&T)IL—TRY Y —ZFE T [Require Signing] [CEREL. T« LT MY

Y—EZADA XY hOJTLDAPERDKRWZERT D EZEHELTVE T LDAPERRKY ¥V —
RELVIZAMIBREDOEDY Y EVTIIRDESDTT,

- IRYU 2—E%7E : "Domain controller: LDAP server signing requirements"
- UIYRA KNUERRE : LDAPServerintegrity

- F—%%: DWORD
- UIRABRUIKR:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Parameters
II—TRUY—DREHEL VIR RUER

Off 0
None (TT#ILE)
Require Signing 2

P =1

EL@TIE. 1—Y—N' LDAPS RICEENTULELRD., S#%ODUYU—XT LDAP BR%ZY
R—hTBET. COLIRARUEEZ [0] (Off) F1zlE 1] (None) DVLWFNHITERET DT
EEBRELTVET,

o X ).
Microsoft (EFFTULWWRXA > dY bO—5ZEIMUZFE UTeo LDAP H—/\—F v RIVIN\A 2V R k=2
VEHITI—TRUY—, HIR—rENTWBTI/INA XA LT LDAP F v RIVINA VT 4« VT =ER
ULET, LDAP FvRILINA VT4 VI RUIY—BEEVI A NIFREDOERDY Y EYTXRDE
HBDOTI,

- IRY —3%7E : "Domain controller: LDAP server channel binding token requirements"
- LY X MUERRE : LdapEnforceChannelBinding

- T—%%: DWORD
- VIZAKRUNR
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Parameters
IIL—TRUY—DREHL LIYRKUER
Never 0
When Supported (T7#ILEK)
Always 2

18 SANtricity BEtF+a1UF 1



$£28 RBACBKUT LI KUP—ER
2.3 LDAP A—Y—=BKUIIN—T7HIY DY vEVT

A=
SEEDYUYU—XTLDAP FvRIVINA VT« VIDHYIR—bENDFET. COVIANUERERE
0] (Never) &fzl& 1] (When Supported) DWFNHICERET D EZHELX T,
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E3IF
=3 3277 SMdli

tF 217 SMdi ZERATDE. SMcli 9547 MEtEF 278 HTTPS FyRIVENULTA RL—Y
TUAEPORMDTEXT, /KD SMcli 3CEEIVY REY YT 4 R ZERL. EEETORT
IWCTRAMV—IVRFTLEHBERATED HTIPS V0547 MRt LE T,

I547 7 MOENICHUTEBXEROY Yy JZRH#H LIV RZERITI R0 DIC, £+ 27 SMdi
(FOVY FUEBEOXREDDITONDA NU—IT7 LA R DBRES v\ —ZRELX T,

System Manager ZTLCEF 27 SMcli \v & —I&FDYO—RTEXT . AFERE 3.1 TR
g &I, Settings > System > Add-ons £ 3D FICHDET,

3.1 System Manager 55 SMcli 245 > 0— K9 215

Add-ons

Enable Premium Feature
Enable a premium feature by obtaining a key file using the Feature Enable Identifier listed below.
Feature Enable |dentifier: 3330333733393330333734395A500BEB

Change Feature Pack
Change the feature pack that is currently installed by obtaining a feature pack file using the Feature Enable Identifier listed below

Feature Enable |dentifier: 3330333733393330333734395A500BEB

Command Line Interface [
Download and install the SANtricity Command Line Interface.
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F£38 tFa7 SMdi
3.1 &Fa7 SMdi @7 —F7IF v

3.1 tFa27 SMdi w7 —+F7IF v

tF+a17 SMdi BRV—IVRTLEEEPODERDIREG. 7UA - AV5—T 1 —ADFREIC
U T, RERD SYMbol 45— T —RXfclF HTTPS 7O IV ZERAUVTCA RU—IVRT L&
BECTEXT, [&. SANtricity System Manager H"&# 9 % ETERNUS AB/HB series 7 LA~
@ SMcli TR R b S DFRIEE R ZRLTVE T,

32 RABU—=I7UAICHUTEMET D+ 27 SMcli DTV IR—RY b

CLIRR
ﬁgﬂﬁsﬁéc i | ARL=IF LA
LFneD | e et e — =
54T | ! SMcli | i
4 TEE i = | |
i /,f! SYMbol CLI l _H'I:TIF_’S —v DX FH—)—A —o ASUTPITY |
/ [ - o == ) = ' ] ' ]
| s/ wRTW | | |
F, / . N '
: / FmaAd / \ EEAH l HTTPS & DIJU—/{—B v AZUTIVIY |
; / / b | | I
| L ' . | : !
- ORVEIAY RIUT N e e o =
l g[;f{ Sl #h7AL \
i | BB
. | '
X
I | LDAPH—/(—
i S VS 5 N . D N J
AR

TI#IVERTlE. ARV—=IVRFTLDUAY—SYMbol 4 V5 —T T —RHEHH ST I5T «
TIIEOTVWEY, 7 ZEFaUT 4 —RESNcA V5 —T 1 —RAICEETBICIE. EEE
CAL— hEEBAE. HFREEIAE. BRUBRMNMEY—/IN\—EAEZEADRA NL—I7 LAV b
O—3[CAVAM—ILTDRENSHDET, Ffc. SANtricity System Manager GUI ZfER LT,
VUAEBA VYT 1 —RZTEF+17 - E—RICEET2HEDSHDET. 3.3 BKIUK 3.4
[CTRT & 3IC. GUI TI& Settings > System > Additional Settings DIEICEZI L. Change
Management Interface ZZERLE T
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$£3E tFa77 SMdi

3.1

TFa27 SMdi FRE7—FFTIF v

33 BEBAYVIY-—TJI-ROEF1UTAE—REEEITDIHDFTET—T 3

Settings — SystemDIBISERL TFICRZO-)LLET,

E.STO_ANI_Flash_Array

3.4 SANtricity System Manager GUI ZfER UcBE4( V5 —T1—X - E—FOEE

[Change Management Interface] %R

Additional Settings

Changs Cache Sattngs
Cafne the cache bock 28 87 cache fush selngs 1o vilues te foF youf S10rE08 BTy
ErstisDastie & tomats Losd Baisncrg
Sae the BTt e Darancng Feature 10 Biow
Your sutomste ioad basncng & curmently

ng taffic from the hosts £ be dynamically managed and balanced acmus both conirolens
Crange Defst Rost Operstrg System J

Crange the defaut nest soerat Lo when you e Frat sorvwectng hasts ts the Siorage By Of wher you S Sonnectng addtonsl hosts
Change Managemen ineTice

Crange 1™ maregemeT rmersce to erforce corficeTtaTy Deteesr ' SIOFBGE BBy BNd M MINSQETET CHE OF 15 BCORSS EXIETIN 100
The wgecy merugeTent miefacr 3 currently off

5 ==
/E =2

LFa1UT A —RESNCBEZBNCTDEHDT7 VA EEAS V5 —T T —ADBEHFFEIC DL

Tl&. [ 5 EFEAEDER] (P.28) ZBIRULTLIEEL,
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F£3E tFa77 SMdi
3.2 BFa27 SMdi ARV RDOT#—< v

3.2

TF+a217 SMcli Y RDT74—< v b

tF+a17 SMdi BHEZRILT DcHIC. I—H—(F. FEDITY REFFtEYyYavyDdTY RS
AV TA—Y—RZENRT— ROBAZFOHLEF T, fc&EXF, BF 27 SMcdi ZERULTA U—
IT7 VA DRHFEZEETDICIE. PUAEBER—NCIP PO EBATEDEERAT—YayHh65IvY
R-JOVIRZEREFT, tFa27 SMdi 1. —AFEF@EADIY ~O—>0 SMci ¥ RX
FHITERESNIERA MRERIEIP 7 RURICEDWVWT, Ay MO—35 AFkIEdY rO—5 BAOD
BEN\AZFERALFET,

xEE
SMcli Z2UHY— - E—REElEEF27 - E—FTEAT SICE. BIERXT— 3 V(T SANtricity

System Manager 11.60 LAz 41 2 X b—IL I D2HENGHO XTI, Windows DIHE. 1 VA b—
V- T4 LT MUIREE. C\Program Files\SystemManager\client T9

SMcli.exe 7 71 ILZZE Windows T« LI RUDKRTRENES, EFaUT« TRESNEOYY
RERELEF2IYUT A THRESNTULEWIVYY REEITUCA MU=V TP VA ZEEECEET,

C:\Program Files\SystemManager\client>SMcli <Array management IP> -u <root admin or
storage admin username> -p <password> -c "set storageArray userLabel=\"EF570 All -
Flash Array\""; Performing syntax check...

Syntax check complete.

Executing script...

Script execution complete. SMcli completed successfully.

C:\Program Files\SystemManager\client>

A E
Windows SMcli Tl&. FiLWLWZ LA RDFHZIC/IN\wIRAS vy aZFERULET. Linux X"—AD3
Y RSAVEGFERTDESF. RSV YadnEBESDFEA.

SMcli Y RXFFICEIF S -u <username> DEAIE. EF a1 U T 1 TRESINEGTHEHDIEE
FIZSIC HTTPS ZEARTAHZEZRULET, TFaU T« CHRESNERENMERATERLRVLES.
SMcli [& SYMbol Z XD D [CERLFET. 71 DERBA V5 —T T —Ah secure [CERESNTLD
B8, PUAEENEI—F—RENNRAT—RZZE SMcli IY Y ROFHZZ(FANFT T, F3.1 1.
TEIFET LA - BETILBELUEF2UT 1 - E—REDIVY RSAVDPOERDZERLTVE
ER
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F£3E tFa77 SMdi
3.2 BFa27 SMdi ARV RDOT#—< v

% 3.1 SMdi O¥ > RT -u <username> Z{ERA LI5S DEFGEI(E

XY REX ETERNUS AB2100/AB5100/ ETERNUS AB2100/AB5100/
AB6100 $&KU ETERNUS AB6100 & KU ETERNUS
HB1000/HB2000/HB5000; HB1000/HB2000/HB5000;
Legacy SYMbol- On HTTPS - On

...> SMcli <IP Address> -u SMdi &, Y RAFALICHULTLA | SMdi [&. YRFLANDEF27

<username> -p <Password> - ¥ — SYMbol #EfZERALE T, | & HTTPS EfiZFEALE T,
<"command=\"argument\">";

..> SMcli <IP Address> -p SMcli [&. YAFALIRKMULTUA | ARV RBKKL. Ry KD—2
<Password> -c 32— SYMbol EEAFRLUE T, IS—hEHENE Lz,

<"command=\"argument\">";

p|-PINSA—5EBATDE, REBATEET.,

* -p "password"
* -P <file-name> | -

-p ERXEERAT 2HBE. NAT—REIU7 - THFATCOYY RSAVICEBIEELF T, N
BEOSEE—MUET, -P<file-name> XX TlE. IN\AT—REZET 7 A )LD SHEHFWNDENTE
*x9, -PEIBETDE, EEANDS/INAT— REFHFNDENTEET,

J—HY—R(F -u <user-name> TEELE T, I—H—RlE. ROVWTFNHDHEX TIRETEET,

* user-name@domain-name
@ ESDERDI—Y—DERIBRZFERT DICHICERT D RXA VRZEHEELE T,

+ domain-name\user-name
\ DHIIC RXA VZZEELF T TNIE Microsoft Active Directory 2% JLDIBERIIR LT
TY,

* user-name
A—Y—ZRFEBETEEF T, I—F—ZHO—AILT7HTY FROVTFNHE—ET DEE
(&, ZNHMERASINE T, ZTNLUANDEHEEIF. TIFI DT« LI MUS—ERXRXA V2%
FERLTOJA UHEFOSNETT, @ANKKIDE, OT1 VIFKREULET,

ARV—=IVRAFLICHULTEF27 SMdi VY R ZRITT Db DRIESRMAGE LT, HTTPS ©O
TAVITDUEDSDET . I—Y—(FFWEESN. RELDFFRIEO—NILT7 BT MERITET «
Lo MUY —I—DBSEEENE T, E55055H. OJ4/LTVWS1—Y—(ClF—&DO—/L
h&HbET,

IATO SMcli I¥ Y RICIE. INSOIVY RORTZEHT SND—EDO—-ILHHDET, 7L
A [CHTDRIE SMci BKICKD. IVY FOFTRICO—-ILF Ty IDRITEINE T, 1—H—IC
OV Y RERITITBDEODTRET JAFAHNFVESE. TS—HMREN, IV RORITHHE
TUEXT. SMdi B5O-INDY v EVIRFEBESNTED. I—TF—RBEETET A,

REIC. (A BRFREZT7 L AICA VA=V BRICEF 27 SMdi IV RZERITT 2B5(F.
IRV RXFSND IP 7 RURDREIC -k 7TV aVEEELE T TNUCTKD. SMdi & HTTPS #it
Dy N7y ITDO—8MWEUVLTHHAEZF T v I UBWVKSICEDFRT, TNIE. HTTPS ZERALTT
SOYICERL. ERPEF1UT A TRESNTLIEVEVLS EF 1V T A BEEZRITAND GG
EEUERHTT,

INE. 37 hO—-35IC (A BRIARETERE<LBCEBRIFAEL X O>TVBDIBEETI,
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grn 11

11} ;

0o

SANtricity OS [Cl&. BEAHOIZBELCI—Y— - PIT 4 EFT « —ZIEUT DHBEND DX T,
LFIUT ARV MRETDEF 21U T « TRESN 7 JBRITEOVWFNHEFERALTI—
YP—DREXcEOVYY RERIKT D&, TV MUDOTICEREINE T, OJ 1V, i KU
RV ITAETA—ZERXHFDI-Y—B. BFa2UT 41— ARV PEBRLET,
EEOJOHHEIE. I—Y—DH7 I EATEDIRCDEF 1T HET I ERA V5T —T 1 —X(System
Manager GUI. €F 27 SMdli. ¥ z)bA V5 —T 2 —ZADYR— . Web Services API) [CHEaEREN
FIH. SYMbol APl ZERULTTP 9T« ET«DOJZERT DT ERBHDF R, ARLV—I TR
FTLTT 4 LI MUY —ERRIADRESNTCVDEGIE. CDAVF—T1—RAZENLII—Y—
VOB REEICTEE T,

K41 IE SEXEFLET7 I ERARICOEREEOIDAI—TZRLTVE T,

X411 BHEOJDHH

BIEVIER - AV5—T1—R EEOJ DA
OJ4>&EO0970 b By aVOBIERT. BUHEINET D

System Manager GUI VaVEER BLUOENZENDH/RZZSLIRNCOI—Y— 77
FTAET 41—,
OJ42&0970 b ByY 3 VOBIIERET. BUHENEER

tF 2 77SMcli EIVRRAY B SMdi IRV R, OV R - OVFFEA M BKU

FNZNORRESDINTOI—F— - PIF1EF 1,
OJ4VEOY7Y N By Y avORIELT. BOHESNTF Y
Web Services AP VaVEER, BIUENZNORBESTVINCOI—Y— - 72
TA4ET14—s

SSH £ vy a3 VDRIIERT. 1—F—DOJ(4>EO5 7S hDT
S ~ . I54ET 4,

YINAYTIIADTRTR | o s b2 bR TR, 1—F— DB L7 &Y 3 VT KD
Y147, BRUOZNZNOBRIGESENEE Ao

a7 A MU—IYRF LAORERMEEEFICRESN. @ADIY MO-5SHhS57IERTE
F9, BFaVUT A BEERZRDI—Y—F. FREO7IERAFEZERALCOIZRTBKIUN
BLlD. SV I7AIERICTIRAIR—BUIEDTEXT,
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FLE

EBuO0Y

4.1 (. SANtricity System Manager @ Settings > Access Management > Audit Log D FICH D
BEEO0JZRULTVET,

41 EEOI=ZERRI DD SANtricity System Manager X—

#
Z = ACCESS MANAGEMENT x
&
& = adit Log
e
©
[owe.
MY D Esp

T7AILDII AR— MEIETIE. System Manager GUI. EF+ 277 SMcli. el API 77 ER75K
KD 1 LRV TEREKIIFL I— R ID EEERZFEALEEOJ LU I—ROIIAR— bk
PYIR—hENET, R42(1C, TIRAR—BT—TIIAT7OIRY I RXERLET,

4.2 EEOI7%ZI D AR— 3B SANtricity System Manager ¥4 707Ky I X

Export Table b4

will be exporied

EBEOJF. CORBZYINR—bITB7LADSA TV TR UT. 1—Y—DIRIEZHERIC
SIMIHILEZENELTVET, UIchoT. OF - T7A)b - YA XDFEDEEIGELEE
DOHEA7 O aVICEULT, I70I - YA XFXfelEOT - T MJU— - LO—ROHICESNVT, &
YIEIL—IL - By MEERT DHUEDSH DT,
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Eans

4.3 1% BEEOJRENERINAIN—IZRLTVET,

43 EBEOJREZET S D SANtricity System Manager X—J

Audit Log Settings X

What types of events are recorded in the audit log?

Overwrite policy

Select how events are handled when the maximum capacity is reached

Allow the oldest events in the audit log to be overwritten when the audit log is full
* Require audit log events to be manually deleted

Send me an alert when

- | 80 % 4 of maximum capacity has been reached

If the log reac hes the maximum number of evenls, system access will be prevented
and can only be accessed by users with Secunty admin privileges

Level of actions to be logged

Select what type of events are recorded in the audit log
® Record modification events only

Record all modification and read-only events

Save Cancel
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E£58

SEEAE DEIE

ES AT, SERARERS (CA) TV FIVEIBAEZRITI DI YT 4T 4TI T IFILAAER.

Ak

BEDZAIEY TI T MTK o TRHEBOMAEZIIFALEFE T, TOREEE. RE SN GESR
[CH RS DMBRICOVWTIERSNIEBREXRIE 7P U—YaVIKET DT EEAMDAICEFTULE
9, CAlE. SIBAEDAEECAIAEZEEITDAIOEAD SEFEIND. ESEINEE=FEULTHE
BELE T, CNHSDEEAEZEDHEK(E. International Telecommunications Union's Standardization
(ITU-T) X.509 EFRZEIC K > THBESINTLE T,

SRELRBD—HZHVEERTTEE. World Wide Web DZ£ETS5 DX - 70O KJLTHS HTTPS THEA
ESNBIAREICERITSHTLETT, UTFOT—oT70—-ICDVTIE. TOEIY 3 VO%FETHAL

ES

« WSP APl T2 KR+~ MeER U e WSP sEAE
« SANtricity Unified Manager Z{£F Ufc WSP SEFAE

SANTtricity System Manager [CI&.

AIEAEEEMEDEATNSD.

« ANV—=YYRF LADEIY bO—5TO CAZAZEDYIR— b
* LDAPS FfclFZ DD Y —/\—FIBRE =S I D
s HHPAHREERY —/\—FIAZZYR—FID

SANtricity WSP (FEEBAEZEEEZ Y R— kU, Web Services Proxy Y7 b 1 7ZR(TI Y —/\&
TJOF VKO TEEBLUEREINDYIR— MIRODRA M-IV AT LEDBEDREIFBIEZR

HUET,

RDZEDTRETT

EDQA V=T 1 —RZFERTADE. BFa1UT 1 OREMERFEDKEZERT 2HEMEICKD
TREDET, R5.1IC. ZOREICKIIDOEERIRZRLET,

F£5.1 TEIFLEEISA 7Y MNTHR—FENTVIEEKEE

BEISATUN | SS—UVIHEE SMcli ROUTRIF« | BBIVRTLDS
% (Script Editor) | DT LAND
BEDA VR— b~

SANtricity Web =S5-UVI. PR—hENTL | Yik—banTL | HEORE (7
Services Proxy & | ETERNUSAB/HB | FHA FEA S—h. ASUP. R
KU Unified series VAT LT NU— IR E)
Manager DHYHR— b EERAT BHLL)
YAF LDEA%E
B b9 DFTHRE
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$£55 FIASOEE

5.1

5.1

Web Services Proxy DFIBAEEE

Web Services Proxy OFIFAEEIE

E158 Web b —EX[&. JRD 3 DDBEFTERASTNTNE T, Web Services Proxy [&. SANtricity v/
TRDIT7HA VA R=ILENTVND Y —/—[CHEEELE T . Web Services Proxy & UE—HFZ5—
UV IBRZEBRRICT DcHIC. BUY—/VETRITENTULS SANtricity System Manager Dd»hi
RE7 LA EBIETDIHICERT DHRMAGETOF T,

Web Services Proxy [CIIZAT. A&~ R7OVOE158E SANtricity WSP Z Windows F7zl& Linux
HB—INICA VA B=I)VTEXT ., ZOTOFIE. ETERNUS AB/HB series DY R 7 LW7Z1ER,. B,
BRUERT D7cH®D Web Services APl ZRHUE T, TOFVIE. AMU—I VAT LAICERS
NIEY—EBERICTIERATBEHIC, RESTRIAINWNDAVEF—T1—ADIAVI Y 3 INDT IR
PRHELE T, B 5.1 9547V - I, U—=)\—TRITENTLS Web Services Proxy.
H KU ETERNUS AB/HB series ¥ A5 LBDBIED/\A UNIVIEBEZRLTVET,

51 BEISAT7U hEY—INICA VR b=)LENTz Web Services Proxy BDi&EE

BEISATU/ - BsEY—/)(— ARL=I7LA
]

v

rl P, A B,
Qﬁ F.\\: REST /J.. S —
Y :
K_Json_ i - :
o =

ABS100 HB2000

3BEED Web Y—ERREF. 7L~ -3 bO—5(CHMHATNTLID SANtricity System Manager
Web Service T9 o BIRIC. T34 7 NMIRERE HTTPS X HZXL%ZNT LT Web —ERITT
JEALET. Web U—ERDR MU—I VY RF LNDTF—FNEXCIFBHEEERDREITICK D
CTOSAT7 Y RNERZE/BTE Web b—ER - EVa2—)UEFRA MU—I VR T LIC SYMbol K 7%Z
FITULEXT,
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5.1.1  SANtricity Unified Manager ZZf&£f Uz WSP EEEAE DEE

SANtricity WSP [Z(&. SANtricity Unified Manager & &N TWVE T #HIHAFHEERED 1 DIC. Unified
Manager GUI b5 WSP T+ a1 U T « SIBAEZEIE T DHEENSH D X T, ROFIEE. WSP SEAED
BEICMELT—770—ZRULTCVET, RIDFIEE. WSP —I\—DYRFLDSDBEEIS
A7 hEROFBELCERT % (A )L— NEERE EFRIFEAZEZ WSP [CA VIR— b9 3T ETT,

FIE » »»

1 WSPA YR =LY« Y— R 5ZFTzl& https://<WSP Server FQDN>:<Secure Port
#>/um ([C#E LT, SANtricity Unified Manager ZREE 9

Install Complete

Metapp SANtricity Web Services Proxy has been successfully
installed o

C\Program Files\NetApp\SANIricity Web Sernvices Proxy

SANTricity Unified Manager can be accessed anytime at
hitps IMIN-VBGNRUQOBE4 ict englab netapp.com:B8444/um

4 Dpen SANitricity Unified Manager in browsei

Web Services Proxy Documentation Index can be found at
hitps IVIN-VBGNRUGQOS864 ict englab netapp.com: 8444

[[] Open Web Senices Proxy Documentation index
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2 user=admin. password=admin &£LTOJA Y LET,

A=
TI7#)UbD admin 7AHDY bDINRD— REEBUBER. ZOFHLLIRT—RTO
T4V ULET,

I P —— | xl €

SANtricity® Unified Manager

Usemame

Password

First time logging in?

Log In

BEESNEY AT LG BT VA EDBERT—FREZBS VT 4 VT - R—IJICRRENK
ER

Manage ~

MANAGE - All

All

7]

Operations

Certificate Managament Import Settings Manage Groups ~
atus Mod

Access Managemant

Stoaage Array St | Name IP Address
Svppod E&TO0EF280-1 Uintnusted Certificate  Unknown
NetApp EF570_All Flash_Armay Unirusted Certificate  Unknown

M9

BIEAT—F X
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3 Certificate Management ¥ FICBEIL. Import ZEIRLE T,

CERTIFICATE MANAGEMENT

Trusted Management

sat
e
(7}
Ar:ess Management
- [ R
Issuied Shant I t

Expiration Dote

4 C(ertificates U« H— ROTOV T "ORTRENES. (AJL— REBBET 71L&
HREEIAE D 7 A ILESBU. 41 VR— 92771 ILEBIRULET,
Ctrl F—ZFERULTERD T 71 IV ERLEX T,

Import Trusted Certificates b 4

Select the trusted cerificates from your computer

Select trusted centificates m

Filename Size
NetApp CA_ Root cer <001 MiB x
NetApp_lntermediate cer <0.01 MiB x

-

UL A Vik— bENTEIAZED. Certificate Management XA 2V [CRRENEX T,

Manage
CERTIFICATE MANAGEMENT

w
Al i
Trusted Management

Operations
Show certificates that are
Cartificate Managamant usor installed
Access Managament 0
Suppon
lssued To Status Issued By Expiraiion Datwe
MNetApp Corp lssuing CA 1 & Trusted NetApp Corp Foot CA Oct 16, 2030 105734 AM  ses
MetApp Corp Roct CA @ Trusted NetApp Corp Root CA Oct 16, 2040 104631 AM e
Saected rows 0 of 2 ()

INICKD., (ARIREDA VA h=ILENTVD Y AT LATOIIRREDBEDFERENEK T,
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Warage

MANAGE - All
o
SO 3% Managerman
Stowage Aoy Shatus M, | Masr P Addrwns
Ageans Marogemont
Suppost Netipp EFETD All Flash Array (& Cptimal _
: m o

#7 L LY SANtricity WSP Web & —/X—ZEBAZE (WSP [CEHRT 2T 54 7~ MC WSP HiERS %
Y—)GIAE ) ZERUTA VA M=ILT BIC(E. (SR ZERMU. ZD (SR 771 )L% CA #ES
[SRETDHNENSDDFT FTULGIAZEZZITW - 25, BFIOFIEEBIRDAETA Vik— b
LET,

5 T[Certificate Management] ¥ JFIC+E4*— kL. [Management] 2 Uv o LT
[Reset] ZX1TU. Web U—/\— L THULWBHCERIAZEBERLE T,
TSUYDEHREINDE. TSUYDRETA MADT7IER%ZTOvI L. YA O HTTP
Strict Transport Security Z{ERA LTV I EZRET DIBENHDET. CORERK. BSE
REAAEICYIDBRCEEICRELVITIBANDF I ERZTOYI LTV REZIUF7T

BICE. TSOYDSBRT—5ZIUTITDUEDHDEXT,
MANAGEMENT
©

Access Management

Support
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6 Complete (SR ¥ THEBERL. U4 H— RICHEDOT(SRERTLET.

Complete & Download a Certificate Signing Request X

This information will be saved to a CSR file. After you obtasn the approprate certific ates, you can import them by gong to Settings:
Centificate Management and selecting Import in the Monagement tab Because a CSR s associated with a partic ular management
server certificate. do not create another CSR before you impont the cemificate or that cerificate will not be valid

Organzation 0

NetApp ESG

Organzational unit (optional) &

TME
City Lo ality

Wichita

State/Region (optional) @

Kansas

“ountry ISO code D

ug|

oo

Common name

N-VBGNRUC0B864

Alermata IP addressas (ophianal) 0

Server P Address

Altemate DNS names (optional) 0

AR EEOAAMTREEDEE A

‘Back Cancel
] FinishzZoUwo UL, (SRT7AIEYDYO—RULT. (SR 7741 )L7% (A#ERS

[CEEL. #HULUL Web B—/\—SIBHE ( TNIZES. L— NIBE LS hRIRESE
BOMPEF T —VICHDET ) BERLET,
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8 Import U4 P— REFALT. HULWVGIEEZE A ViK—LET,

g
CERTIFICATE MANAGEMENT
Trustod Maragement
Cirwiratines 0
Camic ate Maragseent
L
Azcpss Management
" tstus lssuwd By
o S Vabad Eef Sigred TG P -
d 2
WIN VEOWAQOBGA 3 =

9 AUiRk—hTB)— FEIBBEEPRISIERE. BKUEFLL Web U —/\—SIFAE %R
RUET,

Import CA Certificates X

Seleci the management certificates from your computer

ﬂoulnlplmedinln CA Certificates \
Select rootintermediate CA cenificates

Filename Size
NetApp_CA_Intermediate cer <001 MiB x
NetApp CA_Root cer <001 MiB x

\ /
ﬂanngemmt Server Certificate \

Select server centificate  Browse
Filename Size
WSP_WebServer_Cer cer <001 MiB x

Qﬂt!: After the import is complete, your browser will refresh /
™ .
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10 Web H—N\ZEA Vik— U, BEETDE. TSIV ROUNUEY ke
n. 759ty av@dtEFaUs A THRESINET. HLLWISDOYEY I3
VEBIBULET,

CERTIFICATE MANAGEMENT

4 <4 <
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5.1.2  Web Services RESTAPI ND77 oA

TOF DA VA R=ILENTVSDIRA T Web TS5 IYZERUTRESTAPHCTZ 2R T BICIE.
MUFICEHE T,

https://localhost/devmgr/docs/#/

RESTAPI [CHIHTTF IR T DHGEIF. YA TDT ST ICRDBERDRRENK T,

* Chrome [C [COEHRTIFTSANY—DRESNTBA] ERRENFT T, [FHlERE] 22
Uy LT Web YA MTEHET,

* Internet Explorer . [Z®D Web Y« bDOtF21UF «SIAZICIEMENSHDFT | ERREN
9. [COYA hOBEBEZRITI D HEREINFEA)] 29Uy I LT, Web Yo MMIEHSF
ER

* Firefox T [REFEHRHNTEXTBATUN] ERRESNE T, [l Ry ZIUvI U, &
BAZ DFINZEML T Web 1 MMIEHE T,

5.2 Web Services Proxy D+ 21U T «sBHEHMHER T, EHRdbiEF 17 THEN

Administration > Co—
Configuration >

Copy-Services >

Counters >

Diagnostics >

Drive-Firmware >

File-Management >

Firmware >

Flash-Cache >

Ll monlle s e e

YIR—bhENTWVWBTSOY%ZERULT https://<Web_Proxy_host_server FQDN_or_IP>:<secure
port ID>/devmgr/docs/#/ IC7 A L. UE—tH'5S Web Services Proxy €7 IR THIEHT
*FXI,

xEE
T4 RDEFT - iR— bE 8443 TIH. SANtricity WSP hiA VX h—=)bENTWLD T —

N—=[CKoTlF. TOFY—HFIDR—hESICYIDBDRBEDHDET. TOBR. D7
U —23VDR— MRIRICK D TELEDIZEDHDET,
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5.1.3 EE&EELTO Web Services Proxy ~oOT 1~

tFaUTF A EEBO-IVICEAEMIISN7 IR EZZD. ¥y—5'y ~Web b—/\—(cOT1~
TEBHLZMER T BICIE. ROFIEICHWVNE T,

g »»»

1 ROvIFIYIUXZa—h5 [Utils] #BIRULT. [Utilities] XR—IICT7 AL
9,

a1z l6 T
[ Web Serviens - A Do L]
Qi bt Toenhen . tr i
Web Services - APl Documentation Ll 3
SV V2
Administration > e

Configuration >
Copy-Services >
Counters
Diagnostics >
Drive-Firmware >
File-Management >
Firmware >

Flash-Cache >

Ll monlls g s e

2 login O¥ Y RZERRIL. Get:/login O¥ Y REBIRLE T,

sll=IBl = J
T Wi Services - 89T Do 3¢ W)
“— O A e ecalhastide hassSper= - o Mel ek &z
Web Services - APl Documentation "
About >
Buildinfo >
Login v
o
Perform a manual login o ©heck login stile
Roles Allowed: ALL_ACCESS, NO_XSRF_PROTECTION
Farameters ‘I'n.'-"'.ou‘r |
Narivee Dwscriwtion
nd
g
ey
et Fassword
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3 TryltOutZ#oUws L, 21— —ID &/CRT— K% user=admin/
password=admin [CiREEL T, Execute 20U v I LET,

= =1
Responses EZ ¥ 3 V(C(EF. OVY Ry MHRREN. EETHBEHROREZZLIVY

ROREHTRENT T, ZOFITIE. admin I—F—I[CEIDZTESNcO—/LH—ERRSE
nx¥y,

L ROYVIFIIIAZI—DS V2 EZBIRULT V2 R—IICRED, (AZREZERD
KUOA VA R—ILT BFIEEETLET,

About > s

BuildInfo >

Login >

4 <44«
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5.1.4  WSP 7Z{&EH LTz Web Services Proxy 421U 7 « FIBHED
AVA =

LT DOFIEIE. Web Services Proxy TERARELF T RRA 2 hOBFIICEINTVET,

FIE »»»
1 TAdministration] TZERU. /certificates T Rik/ > hETAX&O—-LULZE

ER
EEEs

/) Web Services - API Docu X W4

-4

& e F

€ C | A bwrt/localhost/devmgr/docs/T#/Administratian
Web Services - APl Documentation
Administration v

GET Icertificates
GET the SSL Configuration on the system

ceuneaes
Set the SSL Configuration on the system. This will cause a regeneration of the SSL Centificate

Icertificates/export

Retneves an x500 certificale signing request

Icertificates/reload

Asynchronously reloads the SSL configuration

GET Icertificates/remote-server
Retneves information aboul the remole server certificates

Icertificatesiremaote-server

Uploads a certficate for a remote server
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2 POST:/certificates ZZRL. Try ltOut #Z U w I LET,

==

COFIBICELD. Web U—/\—[FECERZFREZHER L. LW<DHDT 1 —)b RICIER
ZANILT. (SR DEMICERT @R, Bl EfE. KB ID. BLUZOMmODER
EERCEET,

=

=@ 22
% Web Services - APl Do »

€ C A )/ localhost -- t g - |

- POST icertificates

Set the SSL Configuration on the system. This will cause a regeneration of the SSL Ceriificate

Roles Allowed: root admin, SECumty admm

Parameters

MName Description

body

n": “string”,

“attributes™: |
L
“name"; "siring™,
“valee"; “stnng™
)

]

]

*subjectAlernaleNames™: |
I
“sanlype”: “§"
“sanviue" "i'll'lnﬂ
}
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3 Example DIEDRA Y THEFERZEML T, BIE (ASPBASEER L. IY
Y REFRTULEY,
xR
B27E DN B#ZR DI B(CIF. https://www.ietf.org/rfc/rfc2253.txt ZERUTLEE L,
ZCDFIF. KEZHRETDIBEHRENRELTVET,

{
"dn": "CN=Enter server FQDN,O=Company Name,OU=Organization Unit,L=Loca-
tion, ST=State,C=US", "rdns": [
{
"attributes": [
{
"name": "CN",
"value": "Enter server FQDN"
by
{
"name": "O",
"value": "Enter Company Name"
}I
{
"name": "OU",
"value": "Enter Origanization Unit"
}I
{
"name": "L",
"value": "Enter Location"
by
{
"name": "ST",
"value": "Enter State"
}I
{
"name": "C",
"value": "US"
}
]
}
}I
"subjectAlternateNames": [
{
"sanType": "dns",
"sanValue": "Enter server FQDN"
}I
{
"sanType": "ip",
"sanValue": "Enter server IP"
}
]
}

42 SANtricity BEtF+a1UF 1



E£5F GAZEOEIE
5.1 Web Services Proxy DFEREEIE

Pl =
POST:/certificates & fcl& POST:/certificates/reset ZBEFUHTIEVWTLEEW, FUHU
TULEDE. SRZBEM T DUENDDF T, POST:/certificates 7zl POST:/
certificates/reset ZIFUHT & FHTULWMERZRDHULBCERZAELNER NE T,
H—\— L OMERNREICY Yy FENDFICEMEINE (SR ZXFETDE. FiLLE
FaUTASBAZEEFEAEELFE BA. FILL R ZER L. FLL CASIBAZEEEKRT DUED
HbFEY,

4 GET:/certificates/server T Rik4A > REETUT. IREDIAZ R F—4 AHY,
POST:/certificates IV RO SEINENEHRZRF DOBCERIAETH D &%

=2 g—
(=Y lJ i o
[allaj=] 2
M Web Services - APl Doc. X =
| « C | A bwE/flocathost/devmgr/docs/19/4 : t ServerCertficate o i
Icertificates/server
Retrieves nformation about the server certificates
Roles Allowed: root admin, secunity admin
Parameters Cance
No parameters
|
Responses Response content type I application/json v I
curl -X GET “hitps:itocalbos tidewmgriv 2 iceriificalesiserver” -H "accept: applcationfson®
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[l Web Services - AFIDoc. X

| € = & [& puE/Nocamosyoema S TPdrintrat . P

Response body

L
{
“alas": "jetty”,
“shafingerprint™: “1ed17bsace7daz9215b09005e97 Tedloz N 30813°,
“sha256Fingerprint”: “Oacaa 50932221126 2220e9654b85856ch1 2bIS 3 1aee 1 TTH7 5500820 360020,
“subieciDN™: "CN=WICCO1P03-00080°,
“subjectRdnE": |
i

“attributes™: |
{
“name™: “CN~,
“value™: “WICCO1P03-000807
)
l
]

“issuerDN™: "CN=WICC)1P03-00080",
“issueritdns™: |

{
“altributes™: |
{
“name”: "CN",
“yalue™: “WIC.CO1P03-D0080™

]
“slart™: “2018-07-23718:36:39.000+0000",
“expire”: “2021-04-17T10:36:39.000 +0000~,
“slatus™: “rusied™,

“trusistore": false,

“isUserinstalled™: lrue,

“isKeyEntry™: true,

“type": "selfSigned”

}
{

- — -

=
=R

Y—I\—EEBAE (72 jetty TREND ) . CORKRTHEASBRZRINTVET,

POST:/certificates/export T Rik4 > hZ2EBEL. Try It Out 22U v o L. (SR
T7A4IWDT7AIR%ZAILT. Execute 27U v I LET,

alloim
[ Web Serviees -APIDoe. x W 8
« @ | A 5% localhost/devn Py e BB e e &
| POST Icertificates/export
Retrieves an x509 certificate signing request
This will réturn the ID for the x509 cerfificale signing reques! file (for use wilth other endpaintsiand a URL which can be used fo direclly access the file
Roles Allowed: root admin, secunty admm

| Paramaters Cancel |

Name Description
filenamea The name for the x509 certificate file
str ng

x50%srceq

Responses Response contant typs [ application/jsan v ]
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6 774D URLEIE—LTHULWISHTFSY TICAEDMIF. (SR T7AILES D
yD_ I\“bafg_o

3] P=4 ol 5
[ Web Services - APl Decu X
« C | A b/ flocalhost . 1 L tif t o
Responses Reapanas content by pe I application/json v

Curl

curl X POST "hitps:ilocalhostidevimprv Dcertificatesexport *lename =z 503csresr” H "aceepl: applcalionfson”™

Request URL

hitpsziocaihostide vmgr v icerthcate siexport Thie name- xS08csr.osr

Server response

Code Details

[
Tk Sire”; “1084°

" 'ﬂl?ll.‘eglf-ﬂ'!lf‘ -ATd1 -aBed-chiZe 1amI",
“filel RL": “hitps Jbocalhos Uidevmgriv 2 files privale/icd Faee 8T 0571 4011 aled c58.0e 71 aMad”
)

] CSREBHE (A ISGEEL. HUL Web U—N\—FIAEF 1 —VEERULET,

8 (APFHULLVEIFAEF 1 —ERTIDEEE. MHEIR—Iv—Y—ILEFEARL
T, Jb—b. @, BKXU Web b—/\—GIBAEZHEILE T,

9 B4DIBEET 7+ UHERTREICIE > 25, Web Services Proxy B—/\—IC1
/-ﬁ_ I\ bafg_o

9-1 POST:/sslconfig/server endpoint ZEBIL. Try It Out 22U v I LE T,
9-2 RI&T«—)URIC CAIL— MIREDOZFIZANILETD,

9-3 replaceMainServerCertificate 7« —JU R T false ZZBIRLE T,

9-4 FHUWLCAIL—NEIBAEZSIBUGERLE D,
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9-5

Execute 22 Uw o ULET,

[ Web Services - APl Doe X

&« C | A owrE//localhost/devmgr/docs/ 7#/ Administranian/upload_ServerCertificate

POST Icertificates/server
Uples

a certificate for this server

Roles Allowed: root admin, secunty admin

My CAmct

&0 & meant 10
I5Ing this opfior

replaceMainServerCertificalein
boclean an

file The

Choose File digice

SEAED Y v JO— RO LIc =R ULE T,
(_. (e A;/ Nocalhioitidevmar/doce/ M/ Administrationfupload ServeCertificats

Curl

Request URL

Server response

Code Detads

Response headers

slricl-lranspor-securily: max-age=11536000; include SubDomains
x-contentfype-options: nosnm

date: Wed, 12 Sep 2040 14:07:29 GMT

x-frame optiona: SAMEORIGIN

access-control-allow methods: GCT, POST, DELETE

p3p: CP-"No policy.”

sccess-control-aliow origin: hitps:foc alhost
cache controb no-cache, no-siore, musisevaldale
access conirol aliow credentials: true

sccess-conirol-alow hraders:
x-x3s-protection: 1; mode-block

Responses

Code Description

46

Parameters

Name Description

alias The alias o a alias already e
string averwritien It e assigned T
fquery)

e will be
i the

INE Main SETVEr Cermcate. Make sure 1o upload all root

curl X POST “NIps:flocainosUoevmgr v/ cermcaie siserver 70 las=mMyC Arcol&replaceMain ServerCerimcale=faise™ H "sccept: apphcationfson” H “Content Type:
muliipartiorm -daia” -F “file=@digiceriC A.cri;iype=applicationx x509 ca cert”
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9-7 C(ATREEIRRZICDWVT. (ASIBED7 v 7O— RFIEZEDRLE T,

E=Era]

,/:] Web Services - APl Dec x\\\__\.‘
£ C | A beE flocathost/devmgr fdocs/ 78/ Adminitration/upload_ServerCertificate | 3

lcertificates/server

Uploads a certificate for this server

Roles Allowed: root admin, security. admin

| e

Name Description
alias The alias to associate with this certificate file. If the alias already exists on the system, the existing cerlificate will be
string overwritten |1 no akas is provided a random one will be assigned. This parameter s mutually exclusive with the

o replaceiMainServerCerificate parameter

My CAntenmadiate

replaceMainServerCertificaleindicates if the ceriificaie being uploaded Is meant to replace the main server certificate. Make sure {0 upload all root
and intermediale cerificates before wsing this option

boalean

(query) talse =
file The cerlincate file 10 upload

fike

{formiara) Choose File | digpcenCA ent

9-8 HLWLWeb B—/\DEF1UT(FBET7ILICHUT, FEABDY v JO— RFIE%E
#®DRULE T, replaceMainServerCertificate FOY FF D XZa1—H'5 True ZFERL
F9

= =l e
/D) Web servies - A Do X Vo ) R,
Dk senviens =
&« O | A bart/ lecalhost/devmar/docs/ 78/ Admmistration/upload_ServerCertificate w| 3

a

(certcateaserver

Uploads. a certificate for this server

Reoles Allowed: root admin, secunity admin
e

Name Daxeription

alias The alias 10 associale with this certificate file If the alias already #xists on the system, the existing certific ate will ba
ovenwrittan It no alias is provided a random ane will be assigned Tnis parameter is mutually exclusive with the

sty
e replaceiainSenverCerlificale parameter
(query)
MyWetServerCentificate
roplacoMainSaervorCartificatoindic ates If the cerfificate being uploaded is maant to replace the main sarver certificate. Make sure to upload all rost
biocleea and intermeciate cenmcates before using tis option
fpemery) | true -
file The centficatz fie 1o upload
e
Serverc
formoat) Choose File |NetApp_ P Servercsr
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9-9 WebH—/\DtFa1UFASIAENEECA VR— SN EEERLET,

[} Web Services - AM Doc X

<« C | A bt //localhost/dey #/ Aclr t i - frcate o

Curl

curl -X POST “hitps MocalhosUdewmgr v iceriificale s/servor Palias=MyWebServerCertificaledreplaceMain ServerC ertificate~false”™ H “accept: applicationjson™ -H
“Content-Type: mullipariTorm-dats” -F “fle-@NetApp_ Proxy_Web _Servercr;ty pe—applications x509 ca-cerr

Regquest URL

hitpes -iloc ahostidevmgriv 2 icerificalesiserver Paias =My Web ServerCerlifica leAreplaceMan ServerC erfificale=faise

Server response

Code Datails

204
Responss hoaders

strici-ransport-security: max-age=31536000; include SubDomains
x-conten-type-options: nosnill

dale: Wed, 17 Sep 2018 14:18:28 GMT

xframe oplions: SAMEDRIGIN

access-control-alliow-methods: GET, POST, DELETE

pipe CP="No palicy.”

access control allow-origin: hitps:Mocalhost
cache.conlrol: no-cache, no-store, musl-revalidale
sccess-conirol-sliow-credentials: true
access-controk-allow-he aders:

zxss-prolection: 1; mode=block

Responses

9-10 HLWIL— b, B, BEKU Web —/\—SIRENF— NP7 CERTIREICKE Tl &%
R9BICIE. GET:/certificates/server Z={TUE T,

10 POST:/certificates/reload T R+ > hERIRUTERL. Try ltOut 2oV w o
LET, @ADIY bO—SZHEMT DN EDIHEHERT 2 X v E—IDHRRE
NnreH. False ZEBERULE T, (True (& Ta7IL7 432 hO—SDHEICDH

BAENE T, )[Execute] 20Uy I ULET,

[Allal@E] &

™ Web Services - AP Doc. X

(— ¥ | A e/ Nocalhost/devrr = t elead 3

Icertificates/reload

Asynchronously reloads the SSL configuration

Roles Allowed: rootadmin. securiy admim

Parameters | cancer |
——

Hame Description

reloadBolh This parameler is only applicable for embedded environments. True if wanting to restart the eriificate configuration on both

boclean controllers

taise v |

_

Responses Response content fype | application/json ¥ |

Code Description
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5.1 Web Services Proxy DiEFAEEIE

=}
BwE. /certificates/reload T RRA  MME. mZh U7 http 202 In&EZRULE T, el
Web —/\—D bSRA PR K7 EF—X NP DFIFEZYO—RIHE. API TOERE
Web U—/\—DFIAZE Y O— FTOLADAEICEREIRENFEELEX T, FNIC. Web U—
IN—DFIAEDOYUO— RHAPI DIEZ FESZEDHDERT . TDIFE. UO—RIES

T ULEICHEIDDE T, REUEKSICRRAET, CDHEIE. ROFIRICSEHE T,
UO— RORRICKEUEIBE. ROFIEFHILEE A

11 Web Services Proxy N\DIRED TS DY - vy a &AL, HTLLWISOH -
w2 avEBEE. Web Services Proxy NDF LW EF 1 75T 5OV ERZ L
TEBDLZHERLE T

x =

BRI TSANR-—NITSOIVIEY Y3V FERTDIE. UAIDTSDIVIEY
YIAVTREFESN T —HZERAEFIC. b—I\—DEHRZER ZEDTEX T,

Isettings/sessions

Retneve session settings

[settings/sessions

Update sesson settings

55K \'..nf.._;

4 <44«
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5.2 SANtricity System Manager J~ bO—3S DEHEER

5.2

SANTtricity System Manager 1~ bO—S5 DEAEEIE

EIEE D SANtricity System Manager ZER UL TP LA [CHIS CEAIRAZ ZRET dima. I hO—
S ED Web U—/I\—3@HEEEHT T 1)L FOBCERIRBZR DD, T T2V FDRAT—F AL
HEZEBEULLEVWTEICEDET,

SANtricity System Manager hEEMICT7 I AT HRENSHDHD(E. 2 DOIY hO—->D35D
1 DIEIFIEDT., Settings > Certificates [CHIHTRE T DL, DIV FO-SDECERHASZ
RIFANDDESIHZERDIIAT7OIRY I ADEEXT,
==
OpenSSL I EDHERY — L7 ER U T Certificate Signing Request ((SR) ZEMTED K S ICIED
Fllc, e, BRBEHIAZLEDICWERT 7AMILEA VR— NTD2REDSHDFXT,

5.3 [F HTTPS #EHRDRETHEWVNT T 4L hDIY hO—35 Web U—/\—FIHER T —H R %ZTR UL
TWEY,

5.3 GIBRAE=ZEE T D7D SANtricity System Manager DF ES' —2 3~

CERTIFICATES (SEBHE®) &=3%iR

5.4 &, KRBV FO—SOECERIAAEZRITAND KD (CROSNDTA7OTKY I X%
mUTWET,

54 I1—Y-HBECEBRIAASEZEZITIANDIENTEDTFI77OTRYIR

Cannot Access Other Controller X

Accopt Sell- Sgned Certiic ate

Close
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KBV FO—-SOECSBRIAEZZIIANT, IV NO—SIAHAEEERBULE T, JREEZS
AN E. B5.5ICRTKSIC [Certificates] D« ~ RUDKRRENK T,

5.5 RKEBIY FO-SOECSEBLZEHAHEEDRIIANSNEDT 7 4L bOIY FO—SFE

ATFT—52R
A
= . ¢ A x
&
g Se Array Management
R s =

ARSI feest]
i . ins . y ¢ . Valid |

LUTDOFIETIZE. SANtricity System Manager GUI O~ bO—35® (SR JOERICDOVWTEHBALE T,

g »»»

1 Certificates R4 T Reset ¥V REEIFTLT., IV hO—SOBECEBLIRAEE
ey hBXUBEMULET,
COOVVRE. PLA1DA VA =L, 7O EIU—VIKIREETEHEEIUE T,

x =

ISOYDEHEINDE. TSOYDREET A MADT7IERZTOVI L. YA R HTTP
Strict Transport Security ZERALTVWA I EZHRET 2HZENHD T T, CORREFESE
BEAEICR U EECRELE T, BRNDTP I ERAZTOvI LTV DREZIUT T

BICE. TSOVDFvvyaTF—9%2TSUTNSIUTITIUNENSDET,

2 FLADEERY NJ—IRDOY—/\OIY YR - FOV T M5 nslookup I¥
Y RZEFERITULTC, 37 bO—30 FQDN ZEELE T,

C:\Users\admin>nslookup 192.13.85.213
Server: DNSl.location.group.company.com
Address: 192.11.102.130

Name : ICTM0904Cl-A.group.company.com
Address: 192.13.85.213

C:\Users\admin>nslookup 192.13.85.214
Server: DNSl.location.group.company.com
Address: 192.11.102.130

Name : ICTM0904Cl-B.group.company.com
Address: 192.13.85.214
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5 ==
pa =

DNS B —/\—ZERA L TLWEWEEIE. nslookup DFIEZ&EETEEX T, AHDIC. SR
T #—LOHBEZE U CEBRESNTSATUIY bO—-3D IP 7 RURZERL. K
BIP7 RUREVLTCAUBEERESNCIP 7 RURZERALFE T, JVIYRYb—E%ZER
UTHREIP7 RURZEINTEX TN, (ABRIAAEZ A VIK— U TERICEMESEDIC
(&, RAIDORE IP 7 RUADEER IP E—BUL TV DRENGDET,

3 EAOIY O-SO#HULLEREEREZER T BICE. [Complete (SRl ¥ 7%

BEIRULE T,
3-1 HERBIOMEHZERRT DEREASLET .

Complete & Download a Certificate Signing Request

ng to Settings * Cenificates and selecting Impart in the Array L)
ITay Managemen! serder certific ate, do not create anoths SR I

Note: It

52
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3-2 OV RO-SADEREZEEZIGEANTRICIE. I O—5AD FQDN #EHRALE
EP

=
DNS ZER ULEWES(E. BHRESNCHBRPREIP 7 FRUAZEEULEWNWTLE

W AVRRYDO-EICRE IP 7 RURAZENTEX TN, H£8ER IP EEFIORE
IP7 RURSTEZIC—HT DHEBEDGHD X,

Complete & Download a Certificate Signing Request X

ontioller A common name (G

| 4C1-A group company.com

« Back Skip this slep Cancel m
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5.2 SANtricity System Manager J~ bO—35 DFIEAEEE

3-3 OV rO—SBOEREEEZXIGANTBICIE. O ~O—> B D FQDN ZFEALE

ED

Complete & Download a Certificate Signing Request

ontroller B common name (Y

JrOUp COmpany cor

crrolier B aterrate 1P aodressas (optional 9

Controlier B attermate DINS names (optonal 0

D504C1-B group company cor

x

3-4 Finishz®2VUvyo LT, OV RO—SARBEIVNO-SBAD2DD SR 7741 IL%

ERLET,

ﬂ Semings

s

k Support o
e | cmonecse |
Centificate Type trol Issuved To
Server »
Server ¢ »

CSRZ7AILDFo0O—-FENd

A

NetApp EFSTOM Flcw =~

Netdpp EFSTO_M Flcsr

54
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L (SRT77AI% CAITREL. 1 DUEDHULWVWEBLZEHEF1UTFT (FIBE (12
&EAIE. Verisign ¥ DigiCert) ZZ2:KU. PEM FERDEBERBEHIPHEZEKRLE T

Sem a==
TR

 ETERNUS AB/HB series ¥ X7 L\ Tld. ERFHEFAEIC PEM F23L (Base 64 ASCII T
=5 427J ) BRETT, PEMERICIE. ROT7AILF AT pem. .ct. .cer. BX
U key hEENZET,

* SR T 74)V% (A [SEEULTIE. BID (SR 77 A ZBERULEVTLIEEL, (SR
ZBEMT DU, WERENERONTHMERENET T, RNFHREE (SR D—ETIH.
WBERIIY AT LADF—X MNP ICRFEINFT T, BRNTARAEZZITWO TI VR—b
I5E. VAT LRWERE LNEROEADITONRF THDEZERLE T, F—DH—
BULBWES. BREINCASZEHELZEVED. (A ISHUTHUWVEIREZERT D
WEDSHDET,

5 (AnSiEAET 71 ILERZ(FEoTz5. SANtricity System Manager Import
Certificates U« U'— RZERALTA Vik— T DHREHGHD XTI, INSDT7A
JVICIE. JU— BEEERE. 1 DLLEDHREIRRE. BLUY—/\—GRENZTENK
ER

x B

o SERAEDMER|ICIRH S NEWSES ()U— NEEAE. PREIAE. KU+ U T <587
£ ). Windows SIFAEN R— I vV —ILZERALTCF I —VZREIT DHENSH DX T,
SRR T 1 —VZNEIT BIHEIF. #F base-64 T I—F 1 VIZERALTLEE L,

s (ADFI—MESNIEIAET 7 AU (FcEXIEL a.p7bh T7 1)) ZRE ULIZSIE.
Fr—MbENET7AIVE@ERIDT 7 1)L, DEDIL— MERAE. 1 DL EOHAREEEA
g, BRIV bO-SZ#AIT I —/I\—EAEICT VY I T DUHEDHDFT,
Windows D certmgr 1—F 4 UF 4 —ZEALT. T7AMI=ZET7 I\ ITEXT (A
U w2 UTAll Tasks > Export ZFIRULEX T ). Base-64 T I—T 1 VIZHEDLE
o, TOAR—MDTETITDE, FI—VRDIARAET 7ML EIC (ER 77 A ILDRT
TNFET,
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Import CA Cerlificates X

Select the array management cerificates from your computer

Roaot/Intermediate CA Certificates

Salect reotfintermediate CA cerificates Browse

Filename Size
netapp-root.cer <0 01 M8 X
netappHntermediate. cer <0.01 MB x

Controller A Management Server Cerfificales
Select Controller A certificate

Filename Size

controllar-A-signed. cer <0.01 M8 x

Select private key file (Optional) o m

Controller B Management Server Conificates
Select Controller B cerificate

Filename Size

controller-B-signed.cer Q.01 MB x

Select private key file [Optional) @

Mote: After the impori 1s complate, your browser will rafrash

£

6 Settings > Certificates ZEIRULE T,

7 [Array Management] # JT. [Import] Z&RUF T, HREET 71 ILEA ViK—
R BleHDITA 7O Ry I ADREFRT,

8 [Browse] R¥>&EIUY I LT, RIMICI—rBKUHTRIEIBAE T 7 1 )L ERIR
L. RICOY bO—5OFY—/\—FRAEZEIRLE T,
W—hRI7A0IVERBE T 7A)VIE @AOIY bO—5TRAUTY . U—/\—5IAEEIFHED
Y hO—3T—RTY. AEY—=ILH'5 (SR Z&ER UIcBEIE. (SR EEBITERRESNICME
BI71ILBA VIR— T DRENSHDFT,

9 JrAILRRIATOIRY IRICKRRESNET . [Import] EH/U v I LET,
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10 271)LB 7y 7O—RaN, BEEENF T, CAJL— MEERZE S hRIEIRAEG TR
TDOAVI—TI1—ATALTHD., AV NO—SDELRKEH 1Y T « SI87
EXRITT BHICT v TO— RTBHREHGDET,
tyyaVREBNICKTUET. SIREEEEMICTZICIE. BEOYA VT RHRENGDE
¥, BEOJAVTBE. FLL (ABLIHREH Y V3 VICERASNET, 1 Vik— NMLUE
HETITRE. TSP EYYaVETHRTBLHDA v E—INTSIHCRREINET.

Import CA Certificates

erponed cenificateis). your Drowser mus! refret

11 7595ty 3% U TH LL) SANtricity System Manager v ¥ 3 > %54
I5E. CFaUT A CTHRESNETSOTERCH DI EDNREINE T,

™ Index of \wicengvfir. [ Dell Open

Q Your storage array is optimal

& h >
3

Y TS S SV S mmmn

44 <
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5.3 LDAPS Y—/\—DiIREEE

5.3

LDAPS U —/\—DsiIFHEEIE

FIFIWRTE. 9547V hES—N=T7TUT—2 3 VEO LDAP BERBESEENFEA. D
FO. RYNI—IERTINAZAFRBY I NI TP EFERALUT, IDAP ISA TPV RET LI R
Y—)\(EOBEZRTRCEE T, CORRIF. ERER (11— —RE/RD—-K ) HilESkEns
Ry RD—U LTEENSTc. LDAP B/ \1 > RHMERASINDGSICRICEEICEDFT. In
(3T LICEBBERDEBZEIC DN DOIEEMN DD FT,
LDAP over Secure Sockets Layer (SSL) &&U Transport Layer Security (TLS). 54 LDAPS Z&3f(C
IBREBHIROESDTT,
o —88D Windows 77 U & —2 a (&, B#l/\1 > RICK > T Active Directory RXA 28 —EXR
(AD DS) TEREELF T, 8/ Y RTF1—F—DERBERDFX TRHAEINDIH.
Kerberos ZfEAT A EZHEMD LE T, B\ 2 RHBMRELIHE. SSUTLS ZfER U TER:
Ly YavEBSET I LEBHELIXT,
« LDAP LTOTOF VN1 ROERE(G/ VR T— RZE (LDAPS HE ) .

* LDAP B —/\—&EHREETNTVD—EBD 7 TU s —2 3 (Active Directory &K U Active
Directory RXA> Y bO—515E ) Tl BSIELSNIOEEDHETT . Windows =Y b~
T —2 T LDAP BEZRES1L T HICIE. LDAP over SSL/TLS (LDAP) ZB#MICLE T,

LDAPS B iR— h&ENTHED. B 5.7 [STRI K SI(C. SANtricity System Manager GUI ZZfER U TH
BCEXT, ELE. T4LIMIY—/\—BED 1 Y— R Tl&. LDAPS U—/\{—D (A ERFEELE
BAEC—8T D (AJL— MIBFEEHBEEIREZ7 LA FSA A RPIC7 vy TO—-RTEX T, N
(& £F277 SMdi ZFERULTITSCEBTEXT,
=~

FEAEDIZG. JL— NIRAEDHZT A FSA KA MPICF7 v 70— RTD2HENGH DX IHL

LDAPS & —/\—®D)L— HEIAE LHEEIAEDOE S Z7 L1 bS5 A MR KNP ICEK AEN S DIHE

BHHET,
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5.4 fHIHAHNERREIED —/\—DIIHEEIE

56 LDAP U—/\D CAJL— REIAZZ 7 LA RS A KA NP L7y TO—RI24 T3y
Directory Server Sellings x

Server Settings Role Mapping

5.4 fHPAINEPHEEIEY —/\—DIIEHEETE

Gemalto SafeNet KeySecure Enterprise Encryption Key Management ‘FEDHRPEETS v b
T#—LZFERAUVTDE tFa VT «F—ZBETE. JILT 1 AUBESL (FDE) #EELRIEENT
WET., DTS5y hT7—LAlF Key Management Interface Protocol (KMIP) #RABICHERLL TLI/E
9o ZODHEREIF. SANtricity 0S 11.60 LIFZERITIDINCDRA MV —I Y RF LTERTEXT,

S ERREIRKAEZBRICT 2 TOERT, BEERF7 VA IC—EDIHPEZA VR b—ILT D2HEH
HOHET, INSOIREIR. A U—IVYRT LEREBY—/\—BOREFE R EREIDOWS 7=
MY T DTeHICERETNE T, SANtricity System Manager &, BE&ED A V5 —T 1 —AZERL
T ANV—YYZFLAIY FO—SICHT BAABELER ((SR) BERL. ARU—IVZFL
DB EGNMETSA4 72 MEIAE L EKMS 5 —I/\0D SSL EIFAEDE G Z A VA h—IL T 5 TO R =R
HUET, COWERF. SMcli ZERLTHRITI DI EHTEXT,

)= =1
HTFDRT v Jl&. Gemalto Key Management Server [CEULTWE T, ftdD Key Management
Server ®@m(C(&. DY —T VADBREFIZENHD T,

59 SANtricity BEtF+a1UF 1



$£55 FIASOEE
5.4 #HHFAHNEREEREY —/\—DIAEEE

541 NEPREEZBMICIT HFIRE

HNEBREIEY —/\ (EKMS) BATRITI DUEDSH DFREFIEDVK DONH D E T, TDHA RTIE.
INSOFIRICDOVTEFULHATDDTIEE L. EKMS B SEUG UTeBERMICDOVWTEHRALE T,

g »»»

1

EKMS —I\—Dtwy cPvTRIC, 95472 NERICERI DDA T=
BIRCEXT, xbtFa17185 14 FEULTSSL session and username Z&ERT
DT EEBEMHULET,

COBHATYITIR. 9547 NDFIRAZEDED T 4 — )V REA—H—R[EULTERTDH
FEIRTEER T CNICKD, BRI ZEIREITDEDICTISA 7V MIBBEIC AT —RZEEIT
EDTEZXT,

SANtricity System Manager Z{ER LT, #HLWL (SRZERLE T, (SREKSY 1
7OJT. ATy T 1 TEELEDERIL 74 =L RICA—Y—RZEELFT,
[E5.8 EIAZEELEKRSI 477051 (P.61) #8RRULTLIEELY,

(SR 1% EKMS Y —/\—[CXE L. EAAZERTO LR ZRITLE T,
FUWISA7Y MEAEZER L. O—NILY AT ALY I O—-RIT2UEDHDET,

SANtricity System Manager Z{ER U T. EKMS Y —/\—~DEHRZEHELE T,
ZODFIETIE. EKMS —/XD IP 77 RURAZFEFIRA b - 7 RURER—MESZEIEEL. X
CU—IFUADO5AT7 Y NIAEZA YIR— T DRENSDEIT,. ARL—IT7LAH
EKMS B —/\Z{EETED K ST EKMS U —/ GIAE B 1 ViK— b T 2UEDH D X T, EKMS
H—)\OHRBEERE X fcF)V— MEBZEH A VIR— hCTEX T, [K 5.9 REEY—/\—~D
il (P.62) #BRULTLIEELY,

ROFIETIE, 7T72aVTN\yI7 v TF—ZREL. ERFEZERTULET,
[Create backup key] FT v IRy IR ZATICTDE Ny IT7 v TF—REForO—REN
FB Ao

[Finish] R¥>%&2Uw S LT, (reate External Security Key 9—2 7 0—%5% T
LET,

4 <44«

5.7 [&. SEREEY —/(—FIAENEE NS SANtricity System Manager D74 —7 VEIAEZE Y
AIERLTVET,
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5.4 HINAHFNBEREREY —/—DIIAZSERE

5.7 SANtricity System Manager T (SR%Z5E T U. A RLV—IVRFTLDBRMGETSAT Y
NEERRE S KU EKMS U —/\—D SSL EAEZ A VIR— b I 2TcbDA TV 3>

- VT ore
g Staige CERTIFICATES x
[ e

& Setngs Arry Maragemant Trusted | Kay Managemant

A Sugyen

B, ASHEEREHYCFE>TVET.

5.8 SIRREEBREXSrr0O7
Complete & Download Client Certificate Signing Request XX

Complete and downlnad a client certific ate signing request (CSR) to obtain proper clent
authentication to access the key management server.

Comman name @)

ICTM1511508C1

Organization ﬁ

Organizatonal unit (optional) e

City/L ocality

Stara/Regon (optional) o

Country ISO code @)
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HE5E FAEOERE
5.4 HINAHFNBEREREY —/—DIIAZSERE

5.9 REEY—/\— DR

Create External Security Key x

1 Connect to Koy Server

Connect to the following key management server

What do | nead to know before cresting a security key?
Key management server address 0

kmip eng datacenter org

Key management port number @

5696
Select clhent centificate  Browse
Filename Siize
netapp-controller.signed cer <0.01 MiB x

Select key server certificale (server, intermediate CA or root CA)  Browse

Filename Siize

netapp-intermediate. cer <0.01 MiB x

. -

510 A7 3>vmI\w o7 v TH—DIERL

Create External Security Key X

1 Connect to Key Server 2 Create/Backup Key

Create a security key and a backup key (aptional)
[ Create a backup key

Impartant: When you create a secunty key, a copy of the key will be saved to your local host. For security purposes a
pass phrase must be provided to encrypt the backup key

Define a pass phrase @)

Re-anter the pass phrase

< Back Cancel Finish
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SAML 2.0 8K U MFA
(SANtricity 0S Di5FH )

6.1

Security Assertion Markup Language (SAML) [&. 8D Y X7 LB TRE(CRAEKREI—Y— -
T—YERET DICHDERFETT, COFETE. ZLD7TUT—23arh 1 DOY—ER%Z
1%% LJ-C\ 3”“(@1—'& nlL.\nIEtt b/ J 3 /ﬁi@%ﬁiitz\:??o

S TR (MFA) Tl SREECHWT BeIc. 1—HF—hAATHBT EDIHE LT 2 DELED
EEERHT INENGDET, BICHELIEE CHENEHORESE ( /\RT— REE1—F—
PEELTVDH0 ). FidY (I— RETET BRMEEI—F—DHFHELTVZH0 ). F3E
ADED (IS EDERRIEFECHETB1I—F—CEEDEHD ) DD, DL &6 BIET
¥ BBHICTYADEHMESY A TE. IV RI—Y—@@OEF1UT « F—LDBELET,

SAML 72 ETERN US AB/HB SerIeS ;ﬁkﬂﬂlh% hl:lg—%)t *E%ﬂa)ﬂ/_ta)wmuﬁtl -U- &D’h\ﬂl—tb DlL.\uIEa)
RRINE feld R B7%E SANtricity System Manager 7 7U S —2 3 VICRETEDARBY AT LEBIET
TEXT, ABVRT LI, B—EFHTEL. 2 BFRFNGL. FFZERDAZEAIT DL IICHEBRTE

T ABUVAT AR D7 TV =232 EDI VI - YA U F UiEEZE Y IR— 9 DHEE
RELET,

MFA 7 —FFT I F + OHE

SAML I&. ETERNUS AB/HB series HRICIZED/I\—I 3> 2.0 ZERALTHRESNTS D, ELE
(&. Shibboleth & Microsoft ADFS Z7 A4 5> 5 1«57« 70)\4 % (IdP) £EUTARRICHR—KLT
WET, B 6.1 IF. SAML fiGZXEIRT DIcHICERTNDZITXTODIVIR—RY bD/I\A LRIV
BEZRULTCWVET, RIAT—NEDBEEFEFI—T—D Web TS5 UHZEBEL TITDOND .
SANtricity System Manager 77U —Y 3 VHhEEERI D EEFHDEFE A SAML [CTKD.
SANtricity System Managerld1—Y—0DWeb IS O Y ZERUTHITPUS A LI 3 V% ER L.
BERBRET AT VT 4T« TONAFICETTENTEXT, INTCOBERIE. 71T VT14T«
JONAIHEM T ZEIASEZFER U CERBLUBESIEENE I, INITKD. ETERNUS AB/HB
series ®@CIE. Shibboleth ¥ Microsoft ADFS EEDY — RI\—F + & |dP TS Nfc 11— —
(Ld:éf"‘ﬁb‘ﬁjﬁu CIEDF T, SANtricity System Manager Z#8 Y 9 &, BYEO— )L CHEERZTT
\. |dP ZEA UL CREIENc I — Y —[CEB D#AIRF(F ID ZBhEMIF D I ENTEXT,
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6.1 MFA7—FF0F v DS

6.1  SAML @ ETERNUS AB/HB series R@~\DfE &

DSATFYRYATL

Fauy

SAMLP A 72/ = ==
TATA a— HTTPS £ SAM UL
JOINAS <

aAkO—327—L9I7
BIUAT I

SAML 5 ETERNUS AB/HB series ¥ A5 LTS Nfc#. SANtricity System Manager ~DOS A
VIE. BEENZ IdP ' SDHAETRECT . 21— —hi SANtricity System Manager [C7 ALK D
EIBE. TT AU BD SANtricity System Manager O A2 - XR—ITIFEL, |dP oOT 1 -
NR—Y[CEREENF T, BEERZEANT DL I—F—RBFREA SN Y ¥ 3V EEBIT SANricity
System Manager [CEDIREN, 1—Y—(CEhEMIF SNIEBHEICE DWW TEREEENE T, EN
ETERNUS AB/HB series Y RTF LADEFXEFXEIAVIR—RY bTOOTA VERDHNZERLTVE
9, U—EX - 70O/\A F& ETERNUS AB/HB series #mZXRULE T, I—Y—IT—I TV MF. 1—
Y—D Web TSI ZERLE T PATUVT 4T« TONAF(d, SBAZEET DY — K - )\—F «
DY —EX (Microsoft ADFS % Shibboleth 7&& ) Z&RUF . A—H'— - T—HX—XI& LDAP 5 &
ON\YIIVR - A——BE7TUT—2r3 VT,
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F6 SAML 2.0 KU MFA (SANtricity 0S DIEE )

6.1

MFA

T—FTIF v OHE

6.2 SAMLZERLEOT A VEROBE

o =

1 MIHER

z IdP & .

i

3 |dPICEER

- -

Y

4 ETEIESR

Y

.......................

6B ARVA

R S ———

7888V L—

8 O—ILDRE

-

9 Eya /I

| )
J—H— e i - -
[roms) |

PATIT 4T« TONAF I, B Nfe I —[CRERIF SN IRNTOEY Y 3 YV ZEET
BlcH. A—Y—ZI AT LDSOT7D hTHEREHETIDHBEDHDET, IdP & 6.3 TR
FTKIIC, YR—bITBDIIRTO7 TUT—r3VICHULTE—DOT 7Y NERERITT DI EIC
&D2T. TDFRIZFR{TLE T, SANtricity System Manager 77U —Y 3 VIFTDERZRIE
L. OJ79 hNEKRICEET D IRTOEY Y a VEEMCLET,

. . .

- ==

6.3 SAMLZfERUT IdPEEDI 7D hOBE

|b‘—lfzj‘|:|n4§‘l| ‘b‘—t’zjﬂ:uwéﬂ’zl | TAT AT AT '

: 1097% hBR X
]
2MNLEEE : :
T > ]
: 30979 hER .
- 4O570 FEEE ‘ I
I T
' sOI7YRIL— ,
]
60975 RURKYA '
[ i
| 70579 kU L— '
]
]
' 8097 RUARYA II
i < -t
9OIFY RUL— ; ,
]
I

|ﬂ—|:’27l:|}\“4§l ' ‘ﬂ—zzmm#z I | TATT AT l

65 SANricity BB tFa1UF 1



E68 SAML2.0 B&U MFA (SANtricity 0S DISE )
6.2 SAML DR

6.2

SAML D5/,

Y—R - N=FAD7ATVT 4T« TOI\NA T EEHET DK ST SANtricity System Manager &
A% BI(CIE. SANtricity System Manager & IdP B —/{\—D@AT. LW DL DFIEZRITT 2E
hHbFET, [CRIKSIC SAML & TJ1& SANtricity System Manager @ Settings > Access
Management ¥ 1 JLICHDE T, CDFTTIE. |dP DERETI—Y —ZRIALTEX T, SAML 1B
DT UTHREEEND & BHMCTEXT . SAML HMERATIREICIE D TLDIHE. SAML [&. SANtricity
System Manager [C7 R T 21— —DFAICERASTNDIE—DITECTT . OFADEEL.
AL CEFVEDICHEBELIELKIED X Ulco INICTIX. SANtricity. SMcli 9547 b, VI b
THHEFY RISAT UM UM ZER U I\ RETE, HTTP B4R Z M Uz REST APl &
SATV M BRUBREOTA VI BiRA Y MeERURZ RESTAPI 9547 RHEENE T,

xEE
HERKE. SAML ZB(CT DHEIIC. BEDTDICTRA MENTVD I L&+ (CHERT DUED
HOFET, N\N—FROI7ICYEBNICT I EAUVEVWEEHICTETXEA. SAML Z{ERARTIICT D

CIEe ARV=IVRFLEDOY O-SDOIVUTI) - V)b - POCADBBETHD. FlE
[CDOVWTTIZAI - UiR—b - TVIZTLERT DUEDHD T T,

6.4 BEDEFEULEWVSED SANtricity System Manager @ [SAML] %7

ACCESS MANAGEMENT *

e b o>

tory Services SAML

>

SANtricity System Manager &, X557 —% - TJ7 AV ERRI D EICEKDT. PATITA4T«

TONA T EDEFREREEIILE T . BBEIE. PATUVT4 T4 T7ONATDXYT—5 - T7
A )72 TO XR— kU, Access Management @ [SAML] % J(C8% [mport Identity Provider filel

U2 2% &R LT SANtricity System Manager [Cf iR— b 2RENG DX T COTOERTIF.
IdP 7 SANtricity System Manager [CE#]RUT. 7 7UT—2 3 Q11— —ZFRERIGXET 915
P CEDLDICLET,

RIC. Access Management @ [SAML] #71(C3% [Export Service Provider Files] U2 7%{ER
LT RAU—IVRF LDIRTOIY bO—SH'S SANtricity System Manager X557 —% -7 7
AIWZELIIRAIR— T DREDNGHDET. INSDT 7 A)UIF IdP ISEFEN. IdP ' SDEREEZER
92U —EXTO/\4A 5 EULTETERNUS AB/HB series Y AT L7ZBHFRULE T

SANtricity System Managerh’' 1—H—([CE XX BEO—ILZ@YCFFRAI CED LIS T7AIT VT«
T4 TONA T FEEZRMET DHEDNGHDE T, Microsoft ADFS Tl. LDAP Eit%zZ, FREIERT
BT CENTEDEKRIL-IICRYEYT TR EICELDT, INZERELTULET, Shibboleth T
(&, SFIFLEER XML 77 MV EFERALT. E7AT YT 4T« TOINAFCHT BREKREE

66 SANtricity BBt 1 UF «



E68 SAML2.0 B&U MFA (SANtricity 0S DISE )
6.2 SAML DR

BIORENDBIMZEY vy EV T ULF T, FBELHIC SANtricity System Manager [CREN D@D Y
b7 v ITHFECDONTEE. INSOREORAERZSRUTLLIEEL,. |dP TERHEZBR LIE.
Access Management @ [SAML] #J1Cd% [Map System Manager Roles] Y J%ZERLT. <
NSOEM%Z SANtricity System Manager DS XS X EO—ILICEIDHTE T,

6.5 [CRI K ST, I—H—IC SANtricity System Manager ND7 I A %Z5FAI 9 Bfcéb. ZDHHE
HFEDBIC—HESBEVLO-ILDI—TF—BEHEBEEZATILET . ZNUTK D SANLricity System
Managerld. I —'—hIdPZ N U TR NRIC,. ZO1——(CO—)LZELKR v T TEXT,

6.5 SANtricity System Manager CO—)L7ZEM I 2 —MRIVIETTE

Role Mapping X

Mappings

+ Add another mapping

IdP (&, I—Y—BEICINAT. SVFLICERSN ID ZERBFICI—Y—Z2—RICHERIT D
$IC. SANtricity System Manager DE#7% NamelD ZX DRI HEDHD T, TNIFHETIED
bFBAD. BEEOJZFERLCA—Y -7 IT 1 ET 4 ZXDBYIICEHRETEF T, Shibboleth &
Microsoft ADFS &, SEIFLEHEHA T 3 E£EDBIC NamelD 2RI EZYR—BULTVET,
SANtricity System Manager [CXfEEN 2 NamelD ZHEH T B(C(E. IdP DERZSIR UL T IEE L,

ZDBFRT. SANtricity System Manager (& BRUBEHDT7 ATV T« T« TJONAFZERLTO
TJA0ETARTEBDREICEODTVERT . TNUE. Access Management @D [SAMLI #T®d [SSO

67 SANtricity BEtF+a1UF 1



E68 SAML2.0 B&U MFA (SANtricity 0S DISE )
6.2 SAML DR

Login Testl YV I ZERALTITVE T, COFAKTIE. I—Y—7% |dP OOJAINR—J(CUF

AT LT, BESNTVDINTOREZEALCA—Y—DEULLREABIUEREEINTND
CEZEHERULET . CORBRFBVK OO DEHTEANT D EHHDITH, RH—MRNERREL. 53
SN —Y—DO—ILHBELLY Y TENTLEWNZ ETT,
O—-)LOYvEYIHETHOITA VTR I\&IE”.%"(C%T'G*\’HL\LE-ﬁl& x6.1 #22RUT. IdP
B CTHRET DAREMDH D ZDMMOBEZHESE L TLES

x6.1 —AREVSAERDRERE

B O] SRR
ZANV—IVRFLDOIOVIETATY | SAML [F. HVWF—yEERT IHRER<T=HIC. HIFRTIN
T4T470)\(FDIOvINELT | 0y LRIV TIEFERLET, ANU—IVZAFLAIOYY

WX EA E1dP o0y I D/EH 5 H%E#BZ D&, SANricity System
Manager @ SAML SREED AL E T o
HARREIN D |dP SEERE |dP SEBAZE DHEARRDEIN TS &, SANtricity System Manager

DT RTOD SAML FREENKBULFE T . TDIFE. BRREE
18 DF AP R— IV I Z TP DXIEZEZF T SAML
ZEMCL. ARV—IVRAFTALICTVUTIERLT, X%
T IBDAFTNIcEMIE x 509 FIBAEZHD IdP X 55—
5 - T7A)EBA VIR— I DREDSHDET,
O—-)LZER v I TEFEA SSO0OFA~ - TANF. BYREO—IVZEY Y TTELEH oI
EVDIS—CTHEIMICKBLE T, Nk, BitZz0—)bIC
NvTTBDRICTATIT 4T« TONA I K&
SANTricity System Manager HIIEU <R ENTLIELeHIC

RELET. oo TAMZRISESCEEF2UT +EE
BEAMV—VEBEREOO—IVHUETHDHICHET DT
EHHDOET, FBELPIC SANtricity System Manager [CREN

DEEDOEY 7Y THZEICDVLTIE. INSOEBORRE

BESRULTIEE,
I—Y—%d. BFEXZORVEHIRD | PATUT 1T« TOIA FITHEREHD NamelD hEL e
AEELUR ELTHSEND . SVYLICEBSNIZ ID ZHD1—Y—h SANtricity

System Manager T#BIENE s SANtricity System
Manager [SEEE NS NamelD Z#EH T 2(CIE. IdP DERIZ
BIRUTLIEEL,

TARDERICTET LS. [Enable SAMLI UV O ZERTEE T, SAML HMEATIREICIE DT,

SAML [&. SANTtricity System Manager "ND7 I EADTeHIC1—Y—Z5RE T DIcHICERAETND

ME—DFETY . MOEXDEIRIR, FREE CELEVDITHERE LIF<TED F LT, TNUTIE, SANtricity.

Unified Manager. SMci 547> b, VI NI I 7HEREEFY bIS47V b UTM ZERLT

4JAJFAE HTTP EAEREIZER L RESTAPI 95472 b, BRUEFEEOT A VIV RiRA
> hEERU RESTAPI 9547 RHZENE T,

68 SANtricity BBt 1 UF «



£T18
FED

ELBEE. AMV—IEEBDEF1UT A ERFEINTVST—YDEF1 VT ZEERLTCVE
T, BAKITIDIBEDDH DA VYA F—EHCKDBRICKNT B, RBAC. T LI KUY—
EZADOYR—k. £F27 SMcli. SIBEEE,. BEEDOJ. SAML 2.0 ZEH U IdP DR ESRERE
15 EDFHEREZ SANtricity 0S 11.60 LIFICRFE U X Ufco TNSDREBEILRIE. BEERDT —FZR
EITDDICERIIBET . BHDAVI—TI1—R - ATV 3vEttFaUT 4 BROBIREICKD. &
Btf+aUFsDIEDITRTOFULLWARNV—I VAT LADEELEHRELO>TVWDIVY—TS
A4 ARIEICHBWLT. ETERNUS AB/HB series DY AT LAZBZICEATEE T,

69 SANtricity BBt 1 UF



8 A

KL HDEM

A.1

ZDfHERTIE. SANtricity Management ¥ 21U 7 « #8ED)L—)L L HEEICEI T 2 —AzRU/EERI(C [T
BELET,

LDAP. RBAC. SKXUGIERHE

COHEITIE. LDAP. RBAC. BKUGIRAEICET DK< HDERICOVNTEHALE T,

SYMbol APl BMERHICTE D> TWVWC, A—H—H LDP JI\RD—R (FclE7 o &R ) =
KOBHIFEDIEDFIFITH,

[EIE-%

dA—Y—F. O—AI7HIY hEERUTAMNUV—I VAT AICOTAVTEDD. U7 -
WICPZOEAULT. SYMbol 7O A ZFENTEHEBMICUED. LDAP SREIZEMICLIED TEFT,.
JUPI - V)V EERTAIHNENSDBEEIF. ELEYR— MIBRVLWEDhELEEL.

AEAE DRI ZRE LT IEE LY,

O% :
PEM (Base-64 T>O— R ) EXTHIEINEZEDFE A,

SANTtricity System Manager [C5 1 JUDIELDIXIEETIH

O :
A IO EFEELUEVGESEE. ——0DREDOO—-)VTIE 7 I EATEIEWVRESTAPI T Rik1> b+
[CEHERITONET,

SANtricity System Manager 2 T—8DATI. REY V. BRUZDMOERDE
BAARTIICIE>TVDDIFEETI H.

B

BRUATI IO bFEFFEDIVTFRARNCH TV a VY R— bENTLRWES. ERAT
TRVEE, FBBEMTEVEER. BERZEWICTEXT, &5IC. - —DREDOO—ILT
F7 O ERATERFEWVNTA7OT1RY I AP RESTAPI T R4~ MMIEEERMIF SN TV D ERITEMN
[CTBHIENTEFXT,

70 SANtricity BEtF+a1UF 1



A K<H2EM

Al

LDAP. RBAC. HXUEIAZE

B —EDRAU—I VAT LPZS—T)L—TH [Create Mirror Group] BKT

[Create Mirrored Pair] ¥4 7707 1Kw J A ICRRENEVDIFIEETI D,

O :

UE—FRAMV—=IIVRTLDYRABNE. ANV—=IIVRTLADPREDA NU—I VAT LETHEME
DH B A= —U VIFXRBREAPE=ZIS—U Y IDEBESTHINMCEIVWT I ILFU Y TEN
9. SYMbol ZHECTEDKLIICIEDF LTeH. SANtricity System Manager T Create Mirror
Group 9—2 70—¢& (reate Mirrored Pair 9—2 70—28MICT BICIE. WADA M-I TR
7 \T SYMbol ZBEICT DHENSH DX T, [Create Mirror Group] ¥4 707Ky I X & [(reate
Mirrored Pair] #4707 Ry JZXADUE— A RV—I IV RATLD—E. BKU [Create Mirrored
Pair] #4700 Ry IAD=ZS—I)I—TF. ZDUE—LZAMLU—I T XF LT SYMbol B ERIC
BFoTWLBDDESHICEDVWT I ILIEINET,

B3E LDAP 1—5—R &)X T — RHEREIS NIEVDIEIEETI DY,

O% .

LDAP #BRHIE UL BRI SN TULVEWVEIREMD S D E T, AU EEBERS L. REDEFRUIL
VESIE. IS—XwvtE—IH Web H—/I\—DF/\wvFOFJCERBINTLHELHDESHEERLE
95

Ffcld. TSDUYT <array_ip>/devmgr/v2/storage-systems/1/Idap/test ZR{T L. ZDiEIHAHY
AT LTHEEREINTWVD RXLVICRET HEEZHAILE T,

SANtricity System Manager ZX{TU TV SHMAHF Y AT LICERENTULS
O—AILA—Y—=FhHOY MMIATTh,

[BZ :

admin@local. storage@local. monitor@local. support@local. security@local T3

T 74 )L b® admin J/NADT— RIEZEAITIH,

EIP=3

T 274U D admin JNXAT—Rl&, BICAMU—IF7ULAINAT—RTT,

OJ A VB 403 IREDIRENDDE>EETIH,

EIP=3

BEBEOJNVSIFVDBE. BITEHNSTEDH. #ERNFRTA LD, OJ4rHOvI7 I b

EINET. BEOOT A VREODBEF 10 25O EF1UT «BEEERTOI 0 LTEED
JHEELET,

71 SANtricity BB tFa1UF ¢



A K<H2EM

Al

LDAP. RBAC. HXUEIAZE

B O0JA4VUADEKICKHUT 403 REDRENDDEFEETI D,

O :
IS NEA—Y—DZOERICHT DB I EAEZF > TLIELD, XSRF b= U HEMT
Hdh. BEEOTHVSIEVWTTZ IEADFIRENTWLETD,

SANtricity System Manager 27 25 « JICERLCLWeEEICOT 7D b ULTED
(FIEETIH.

B

AMOI—Y—DtF+a1UT BEEOERZEB LD, tDIRXTOI—T—HOT7 T hENFK
LTz,

LDAP RXA £ & UT local ZIEETELFRLVIDIFIFETI HY

O -

Rest API I& "local" #3¥ A5 LDO—AIVT7 HD Y MIERTREHICFHLTVET,
ERZFHIT—I\—EIAE%Z 1 ViR— b9 D&, IU— MIRE EHEERREDF+—X
K7D SHIBRENDDIEIEETIH,

O .

BZENY—I\—FIAZED A ViR—bhENBD & F—XA MNP FHIBREN. BEREINIEIAEF T —
> DEE(CHETR)V— NEEBRE EHRREIRRE E I hAD XY

72 SANtricity BEtF+a1UF 1



A K<H2EM
A.2 ETERNUS AB/HB series £® SAML 2.0

A.2

ETERNUS AB/HB series £®D SAML 2.0

CDIETIE. ETERNUS AB/HB series @ SAML 2.0 [CR T BRIICDWVWTEHBALE T,

ETERNUS AB/HB series " R— 35715 4T 4 7JOINAM T ZHZ TS
LYo

O% :

ETERNUS AB/HB series I&. ADFS 3.0 8&U Shibboleth IdP ZHR— UL TWLET .

SANtricity System Manager T SSO T X b5 A L7 D MMIIEDDIFIFEETI D

@K
SANtricity System Manager [&. ¥470J Ry JXZFERALTSSO T A MERITLET. T5DY
hY SANtricity System Manager D544 70OJ Ry X% TOY I LTWEWI L Z#ERLE T,

ANV=IVRTLZET I T 4« TICEE LTS EE(T SANtricity System
Manager 050770 hUeDIFIFETI D

EIF=3

l[dP(E. I —Y'—D vy 3 VHEMNICTEDEEZEE UX T . C DB ICZET 2 & SANtricity System
Manager F1—Y—Z0J7D hL. BEREAIZERLE T, Ffe. SAMLOBRZZEETDE. I
TO1—¥—HOI7 D haEnxd,

ANV=IVRAT LERZEI V7 UIBE, 7AT YT 47« T0ONA T ZBIEN
GRUBENHDIID,

O% -

[ELe EULVGERE D 7 1 LDRESNTND T EZHRT BICIE. E-Series Y RAT LS K> TER
ENEAFF =% bO—SHSBIIZR— L. IdP [CA VK- T PRENHDET

SAML #£8ED SANTtricity System Manager THUIR— bENTVD TS UYREITS

hY

B :

Internet Explorer. Firefox. Chrome. &&U Safari T, IRE. Edge TS5 DY TIE SAML #aeElE
PiRk—hENTLEE A,

73 SANtricity BEtF+a1UF 1



FUJITSU Storage ETERNUS AB series #—ILT 5w a7 b1,
ETERNUS HB series /\1 U w K77 LA
SANtricity BEt+a1UT «

P3AG-6052-01Z0

FITERA 2021%6R
RTEE SLEmist

@ FEDABIE. WEDCHEMEBELEULICEEITDHIENHDET,

@ FEONAEL. MODFERZIL > THIERULE LD, AERDRF. BFHROIRIT.
AEBHROERICERT 2ERGERICBLEI LT, BEEZEVNREITIDTTHC
THEBEWET,

@ AE(CERHESINT—YDERICER T 2B =BDHFHED LU ZDDEFIDEE
[CDVTIF, BHEZDEZEVE A

@ EMELEFHZEREUI T,



O
FU|ITSU



	表紙
	目次
	図目次
	表目次
	はじめに
	第1章 SANtricityセキュリティー機能
	第2章 RBACおよびディレクトリサービス
	2.1 ローカルユーザーパスワード
	2.2 組み込みのロールとローカルユーザーアカウント
	2.3 LDAPユーザーおよびグループアカウントのマッピング

	第3章 セキュアSMcli
	3.1 セキュアSMcli論理アーキテクチャ
	3.2 セキュアSMcliコマンドのフォーマット

	第4章 監査ログ
	第5章 証明書の管理
	5.1 Web Services Proxyの証明書管理
	5.1.1 SANtricity Unified Managerを使用したWSP証明書の管理
	5.1.2 Web Services REST APIへのアクセス
	5.1.3 管理者としてのWeb Services Proxyへのログイン
	5.1.4 WSPを使用したWeb Services Proxyセキュリティ証明書のインストール

	5.2 SANtricity System Managerコントローラの証明書管理
	5.3 LDAPSサーバーの証明書管理
	5.4 組み込み外部鍵管理サーバーの証明書管理
	5.4.1 外部鍵管理を有効にする手順


	第6章 SAML 2.0およびMFA (SANtricity OSの場合)
	6.1 MFAアーキテクチャの概要
	6.2 SAMLの構成

	第7章 まとめ
	付録A よくある質問
	A.1 LDAP、RBAC、および証明書
	A.2 ETERNUS AB/HB series上のSAML 2.0

	奥付

