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4 EIERE

1RARHA

J7—LDIThRER

2020/3

BA20011

RMCP J4)LAYS T S

EFAUSIA4L 33> (Java Viewer) OF S9N EBLZNOBEINEAR
R

BMC RIEBO4e&Z (BMC Communication Error)

OPL #p&BF(C FRU Communication Lost "&RRESNBVGE
N&5REEDIELE

2019/11

BA19071

Video Redirection ® HTML5 Viewer Xt/
IN=FvILATATHBIANAVGTA L3> OIRVEEE % Bl bR
SSH w2 a> 94 A7 NURVRIREDIELE

I-9/R—h LAN OkIIZIREE. LAN PMEEENZRO/(y b
RERE(CLDN—-RILN halt ZHRHIU. LAN $ZHHEETER<
RBEREDIELE

(ZODEFHNE]

(FIPR - BRFBE—EZHELTTa0%)

- T 2. (11)

(11)  Video Redirection ® HTML5 Viewer BENERRT
ERVSENHDET,

2019/6

BA19041

Intel £ CPU DRESS XTI

(CVE-2018-12126.
CVE-2018-12127,
CVE-2018-12130)

2019/3

BA19022

iRMC TEARLTWBAA-T>Y—-XYIRIT7(0SS)HZHWT.
CVSS > 7.0 OMESSEICXT I BIEIEDE

iIRMC OEFAUSA L9332 (AVR)HEEEICH VT, Oracle Java %
EORVESICESE

TFIUT1OEEBERZE DS, IRMC J7—ADI7 DB CERAEEEA
EEEFRFCEBEKRITZIHNICEE

2019/1

BA18112

MR EN

2018/12

BA18111

A2 T7—LIIT7 7YTT—MeFBE BMC #EiERMELT
B2 (ELE

MMB h' SwitchOver HR(Cil 5% Standby 2 TULVBFE. I8 IP
#REBT IPMI OV RYEfEENSE MMB RITIV RERXZ 480
IR EZAELE

DIMM #EIRREET AC off/on #&. /\—F7133>D Power On A
iEEN 2RIEDIELE

2018/9

BA18071

DIMM EBmi B S (B mE S ORTRIIE)

HDD &Bmif& 2 X3 I5(SEL Xytz—>(C HDD F&E&R~ENN)
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1RARHA

J7— LT ThRER

BIEAE

J7—AhT7vIT— NEEOOJHERE DTN
RAIDlog ¥ERICK DO #EEDEE

MMB T Firmware error EENFELTLUIORIGE OO HEE
wiE

—B5E97% RAID h— REDBISEFE T, SMART Error ZER1RIHEU
TLESHENHIEZIEIE

OJHEEICBLT, RAID [CR89 3 2 Xwtz—(2DWT, EhESRIS
—BRZXR~IIEELIELE

Reserved SBsRESN SB MERD/N-F123a>([CEFNTVS
B TAY S I7— L7y T2 EHUIER. BP0 -F133>
MELELTUEIZEN DD RIEZIELE

AR =T 123> MR U —BBO IS —THREEIZY hE/—F
123 BBENFRREINBVEEDELE

L3R/ C—F 123 HEE(CRA I BB IENE]

YL5R/IN—F 4> 348K T /var/log/secure (C"agetty[xxx]:
/dev/ttyS1: Fv3U97 )\AXATEHOHFLA"NEHENZEE%E
{E1E

2018/6

BA18061

Intel £ CPU DRESS XTI
(CVE-2018-3639. CVE-2018-3640)

2018/4

BA18033

8GByte. 16GByte (2Rank) DIMM XIZ Xt

kdump NERBERUHE. 2 W& kdump EITH(C MMB
Web-UI 15 sadump Z357RUIZEI(C Emulex & FC A—R
(LPe1250/LPe12002)hs2izc N R g &N %3 RIBEDIEE

PCle NZATIS—NRAEULBRICINET 30T HE %N E

(SR C—T 4 23 HEEICRE I BIEIEAR]

HESR/IN—T 423 8RR T OS B ENBF IR I NAFEAELTLES
REZAZ1E

IR N —F 423> T RTC ® UIP(Update In
Progress)/UTI(Update Transmit Inhibit){RA8{bzci=E

LRI\ =T 123 MR T sadump #8E% disabled (CE&TELIC
EEANST sadump HNEITTETUESIRIBEZIELE

2018/3

BA18031

Intel & CPU DRSS I
(CVE-2017-5715. CVE-2017-5753, CVE-2017-5754)

2018/2

BA18012

MMB (BN TLSEBRD/ S DE(CLD, AC off/on FIzFT7
—AUI7EHE. MMB O LAN @ENESCEMELRVEEND
SREEDIEIE

MMB1 BB T N ORET7—ADI7IREN' EIU MMB E3ZHL
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1RARHA

J7—LDIThRER

BIEAE

J24%(C SB #PEN R E LB S . FRU Communication Lost @
SEL i AN RV EEDIEIE

Driver Monitor Error #/z(d Driver Monitor Warning @ SEL
NREURIZE. REMCS @HRUBTOLANEERTL MMB
Firmware error 49 2RIEDIEIE

2017/12

BA17112

TPM Fy7tzy bORESS T IS

2017/10

BA17073

SAS-SSD EPauff B IS

2017/8

BA17072

BMC J7—AD17 TLS1.1/TLS1.2 Xt
Micron & 64GByte LRDIMM K&/t

glibc AESS XIS
(CVE-2016-10228)

logrotate BEss 14Xt It
(CVE-2011-1154, CVE-2011-1155. CVE-2011-1098)

net-snmp AESSHERTIE
(CVE-2015-5621. CVE-2014-2284. CVE-2012-6151)

Reserved SB ME&ESNTWLR/N—F7123>D ASR 13N 0 (C
ERTESNTUESE, B2/ —F7423>0 SB EENMFELELTH SB
PIDEZMMTHhNRVRIREDIELE

IOUF Onboard LAN (CT OS Running iB#&(c#(C PCle Lane
Degraded hFEA4 9 2RIBEDIELE

MMB & REMCS t>4—f0Fy NI —-IZE N REF M L. @
B (C)\— PR (C L BB ROLS —H& U TREUIB A,
MMB H'iip&E1E#R%E REMCS 24— (O@IR TSR TUFIM
BDIEIE,

MMB T Switch Over AU BE4#&I(C. IOU @l Transition
to Non-critical from OKIAAY MIERERESNTUESHIEDIE
1E

O/JUNEEHEEET SEL Download & snapshot NEIBFICSEITEN
3% E. MMB REDXAEYZEF =N RRD. Firmware
Error £ > TUFESRIEDIELE

MMB Web-UI %f#>T MMB B0y 7y I 2RITUR
#%. "Remote Server Management"IEE%#ZEUILHS. BT
(w7 TED MMB 1E#REUZN7U THIEE DS EEN /Y
Oy TEUSROMEICR SRRV EREDIEIE

2017/5

BA17034

OpenSSL REgs XTIt

(TLS1.1/1.2 *J&, CVE-2016-0797, CVE-2016-2105,
CVE-2016-2106, CVE-2016-2108, CVE-2016-2109,
CVE-2015-1789, CVE-2015-1790, CVE-2015-1792,
CVE-2015-1791, CVE-2014-8176, CVE-2016-2183)




1RARHA

J7— LT ThRER

BIEAE

ntpd BEssEXT IS

(CVE-2015-8138, CVE-2016-1550, CVE-2016-2516,
CVE-2016-2517, CVE-2016-2519, CVE-2016-2518,
CVE-2015-8139, CVE-2015-7973, CVE-2015-8140,
CVE-2016-1549, CVE-2015-7978, CVE-2015-8158,
CVE-2015-7977, CVE-2015-7979, CVE-2016-1547)

BMC J7—AORERLIBTUNEE S 20T iRz E

J7— APy SIBEITE, ZHETIVCHIELTOWRWI7F—ADTT
RBEREVSECTI7— ATV TIBHINIEFTBEL5T7— LT TH
BERINE

SZTLEEHC FAN B 2 BN _EEEFHCEPEL TLEBE.
BEPON-T123>%BIR off Ulig. BEZE/N-T133>%
BIR on UBROEIRH #HMLIEZ e E

BMC J7—AICBVWTTNA R T 2> YA BRI S &1
([CHofzi54E. BMC communication error & UTUESE
EhH2EEMELE

ST AFEEFICHENT, MMB J7—Ah#&(C CPU /(& DIMM O
BEEREZLREUTUFEV, FAN HEEEERE B> TUESRIE
DfEIE

RAID I> hO-3h5EEUTz HDD jkEE% MMB WebUI (CR<
BB, "Foreign"iREE&(Logical drive HESHRIREE)DETE
FrzEBN

HDD tfEFE4 Ry, #fELz HDD OIBAIEN SEL ([CFRIREN
BWSENHBRIBMELE

2017/4

BA17031

MMB BLESICEVTEENRAEUDBEICOT ZIRETED LS.
O7 NS Rz E

Online J7—A7yIHRICEIN-FT433>% Power Off UMEBR.
BMC #/z(£ BIOS O J7—A7YIH5E TUTLWRWEE, Online 7
7—LAT7vT1% D Power ON HSBRUTUFSRIEEDIEIE

OS N RTC(Real Time Clock)D514 LY —>% UTC ELTERALU
TWBIBEA. SB 3% 0S OBFZIN 9 BRI N TUESRIED
E1E

2017/1

BA16112

VMware 6.5 BR—h

Emulex ®#RIAN1-74U7¢(RT11.1)YR-b

VMware T PSoD hH'F4E 9 3iah'HdREDELE

7 )\A ZFER{EAE (C/\ - KUy M(MMB Web-UI h5alty

MEERE)EERMI DL, ZE/N—T12aVMBLLUFFERD, 2
0. ZEN-FT12a>OBIRFHNTERRBEEMELE

2016/10

BA16081

FC 7= OFK(HEHRINTVRHERTA AVEE(C 2 AU LD
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1RARHA

J7— LT ThRER

BIEAE

LUN ZERR UTEABRR (CHB VT, /N—T 123> ENHF(C BIOS X 21—
THEMFLEL X 21— BFEITIEIERT A R EKE 2B T E
BOTUEIGZEN DD RIEDIELE

MMB Web UI N5 Reset #ZE4TUER. SEL (C DIMM &
(Uncorrectable Error)%Z:8>TOJULTUESBENHDRIRED
(Ena

BMC J7—ADI7DREEFE(CLD. BMC Communication Error%
BB UEIBEIC. BMC J7—AD17(CTCEEEIRALIEZITSLS
(Coi=E

JX\=F123>0 Power On H1°> POST HA(Z, FAN [BlEnEN —KF
W (CEEIERCROTUERIZEN DD EREDIELE

XEMLIRA— MIFESELUZ DIMM B2 THREUER. {-F123>
MOt N=F13a Mg TERVEEN D RBEMELE

FANM DSPEUTER. 3% FANM ORIZEN IEUKRRSNIZVE
RDIZIE

MMB1 E{EBRKICEWNT, MMB SR TOIBRICIS — %55
RHEURBWE AL Z &

SEL 47> 00— REgRE(CEDUNEENT: RAID ESEDOJICHWNT,
sense key BN ELLOT TNV \EIREOIELE

DIMM NEPEUTER. %= DIMM ORIEHIE LKRRSNZVE
BDIEIE

(ZOMDEFHNE]

(FIPR - BB FE—EZHEFRLTTELX1)

- 1.13.(3)

Dynamic Reconfiguration Z8#(CUIBE . sadump 5>
TERCERRITZIOIT L AN -DEHD 0%H'5 99%I(CEHE
N3ZENHDET, CDEE RROY > TEHETOT L AN -0t
HN—EUFEBA.

- I.3.(12)

J7— L7y TEMRICAEEICEB UGS (LT — ATy TR
LEY,

- .. 3.(13)

A>T Tp— A7y TERE . IREFREPOT7—LAVI VS EE
#BOT7—LADIPAOYIDEZ IR %I T O TV ImRH(CE%/\—T 123
OB ZEMULIBE . OS MECEizNRV\CENHDET .

2016/6

BA16053

TLS1.1/1.2 DHR—K
IPV6 DRSS 3HIS(CVE-2015-2922)
glibc DRBESEHES S(CVE-2015-7547)

J\=7123>0 Boot Watchdog % Enable ((XFEULIRIET
sadump ZE1TURBR. Boot Watchdog TEREULLAI LTI
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1RARHA

J7— LT ThRER

BIEAE

BERINY > TR LD BRI VMEE. sadump &R THEENTL
FORIREDIZIE

2400E2/2400L2 E7IL T, IX40 OYNIERSATRENFLELT
t SEL (CERiFeN T VE— MNBIRESNZVEREDIEE

N—=T42 3 EF(CRAIR T CPU Uncorrectable Error Fzl&
Clock Failure "EAELTUEIISEN DI RIREDIELE

ESXi _ETEIETS SVOM 15 SB IR+ NEDEENTER
BBEBOETE

FAN SEREEREZIRBUER. SEEROFMIERZINET
RIEOIRDL; i

MMB Switch Over Z#&0Di&9 ¢, Video Redirection (C3E#E C
ERKRBIBEN DD E-EDIEIE

ERH(C Active fil MMB T Heartbeat Lost Z38#&HUTUES
RIREDIEIE

Maintenance Mode T SB XMUIIBE . F(ET7—LAD17 7Y
J7— ’EHEPRIC Home SBYIDEZ & ToIIBE. ZE/N—F1>
INEEN TERRH>TUESHEIEDIELE

DIMM E&8ENZMBRKICEWVT, REMCS DL AN —23>%
IT2EL D AR =23 HREMUTUE S REDIELE

2016/5

BA16036

Memory Mirror #8e2BMCUIN—T1S a3V ICBVWTGERSIC
DIMM #F&(Uncorrectable Error)ziHUIIBE. HELE
DIMM ¢(RTZFAA TS DIMM B3I REL CGREN T D LA
N> NBAIHEEZTRE.

KEOD 1/0 TNARZBEHUREICSB VT, Legacy J—-ME—R
T LAN 71—Rh'5 PXE Boot ZZEE9 &, 3%H/\—T13a>HIE
BICEBULBVEEN DD EIEDIEIE

Standby MMB #* Disable {RR&(CEFBUIIGS . TDIRREZ SEL
(CEE%T 2L o0/ IR Z N E

2400S2 Lite/2400S2 £7)LICHUWT, FAN [EEREN'ZER (D]
BR(CBOTLESHEN DI REMELE

MMB NEERRI BT R—> NMTBW T, 5E R (CHfE - 18 IH 242D
BRI LB EERMENFELEUIZE . BZEHIDR—R MIEMERT
N TERVEEN DB DIELE

LDAP ¥£8ET Active Directory #2HI(CL2 1T EFz2EMUL
e, SiRURI-YT MMB ([COJ1>TERVNSENHIRI-ED
fEIE

MMB Web-UI® Alarm E-Mail BIEI T, SMTP Server DIEH
(C. FQDN &% E I D EN TERVIEENHIBBDIELE

-7-




1RARHA

J7— LT ThRER

BIEAE

MMB O Heartbeat Lost F4ABF(CHITROTHEBEDTNE

MMB HEEFRI DI IR—RD NIHEWT, BZHIR—R> MCHES
LTWSRE Y D5AHE UAIEZEL. RE(C FAN HEE
BEUCUFORIREZIEIE

2016/5

BA16022

N=F12VERBF, & 1/0 7/ A ZADFEMEAIBDIR T ZDY (C
I LO0JINERKREZINE

IN—=F12 3 ENBF(C. POST Watchdog Timeout 4L
ZEOUTY MRS AN E

2016/3

BA16021

VMware 5.5 u3b. VMware 6.0 ulb #HHR—hk

AEHHEBED Enhanced Speed Stepping =7 J#)L MEHSZE
BUSAIC. 3% CPU O—EB0D Core N EARRHEBD DK E%
ERVEN' DB EEDIEIE

BIOS @ POST AUER(ZXEY/\wI7Fv I OEREEZIRFUE
HEOHNIEBEEEONE

N—=7133>DEFE A, PCle link i* down 93/\—REFEN
FEL. PCle ZAYFBZT D PCle 7/\A AN EREH TERVVREE(C
fe oIz EOEBEAIL AN ZZE (warning LA)L—error L
~b)

Undetermined hardware fatal error BREEOIS—sCiF0L
BoiE

=713 BRI AR, OS EZEEFC, 7L/d>h-30/\—R
#PE (Adapter missing after reboot)% MMB H&REITERH
JIZREIEDIEIE

MMB web-UI £ T ssh @ port FS3&TE% port=22 DIINZE
BURE. ZERED AC BIEZ off/on UIiBE. MMB & BMC
RIDEEZMEL I D ENTERRZMBREDIZELE

Dynamic Reconfiguration T SB/IOU QYUY —RZENE(E
HIFRZEMUIISE0OBME PSU E8zE)(ERETERVGS
h'&2EREDIEIE

2016/1

BA15122

RHEL7.2(Red Hat Enterprise Linux 7.2)zHR—-k

OCLINK Frx)Lh—REE(E BMCFrRILh— ReESUIEREC
HVT, 0S JT—hEITRHCHIFZ5%HD— R(OCLINK h—RFE
BMC h— R)¥HERLALIEDERE

BMC J7—-AJI70O7vTFT—h&. ¥1EID Text Console
Redirection ###lCBVT. ZEN-T120OEFERAZITOR
BR. UEFI XZ1—TH-YIF—ZENEBCEELRVNEEN D
ZREIEDIEIE

2015/12

BA15114

VMware 5.5 u3a #HHh—h




1RARHA

J7—LDIThRER

BIEAE

SEL(System Event Log) T#EREN 3 BIOS O4(C. /{—F1>3
ARERF ORI BEHRZB N

SEL(CPCI Express Z{YF DL 295> T $RENS B1ae BN

MMB WS &EHARE TN —T1 S4B EE 217oIZBR. BIOS O
NVRAM BEEHREHFICKBML. ENLUEDO/N—-FT1>32iCEIT.
"Watchdog - Action Hard Reset"hi&4U. /\—F1>3>Dic
BN\ TEKRIGENHIEREDELE

PQ2400S2 Lite E7ILC. PSU#5(Power Supply Unit)DI&
RN Web-UI TIIELLRRENTUVBICERENST . SVOM BRED
H-NEERYINIIT7HS(FIEERZUNE T B ENTERVEIEDE
iE

2015/11

BA15104

OpenSSH K88 1375 (CVE-2006-4924)

I0OU XU PCle h— ROMPEICHWVT, tEERN TS — @K EIE8
IEofigE. O (T8I 3 I3 —Xvtz—>% 10U KU PCle h—R
BIREREIFNCES FENAIORIT— Xt —>% iR I 3LI(Cei=E

(ZOMDEFFTNE)

(FIPR-BEFEE—SZHERELTTFELX])

- I.3.(9)

PCI-BOX OI5—% StatusClear TOUFPUIzEE UTF O SEL A
BRSNS

Warning SEL "180701FF Transition to Non-critical
from OK"

- II. 3. (10)

LDAP @ Active Directory D7 (LI NIB—-EXT,
Principal User DN [CAR—ANXFZFHETDE ARSVILTHD
> NG MMB ([COJ 1> TERBDET,

- . 3.(11)

IPv6 O#D Video Redirection FREULNETNTULRWMSEI(C,
Local Port 50 Video Redirection MERATEEE A

2015/10

BA15092

SSD OESIAHT —FE(BSAHFanEHR)N 30, 50, 70, 80,
90(%)(TZEUEF. SEL(System Event Log)ICiRi%d BH4aE
O

SATLHIBEG(MMB, PSU %)%3Zi9 308, Hot System
Maintenance Mode(fR<FE—R)THICHEENST . J\—RiKfE
DRAEUIBE(C. 20OEIEHRZFR>T REMCS @BIRULTUED
RIREDE1E

SNMP Community @ IP 7RL 2% IPv4 3% EI 25, 18ET
B3IP 7RLVADEE 3 AITYRETH MMB @ IP 7RLUAERIUT. 58
4 A5y D _ERIOMTH MMB E—EIL. MMB ED#TEh a0
IP 7 RLRZIETET DESTE TSRV EREDIEIE
1)

MMB IP : 192.168.3.10

SNMP Community : 192.168.3.1 <= |HRT(IEREAT]

2015/9

BA15082

SAS SSD/PCle SSD ANOEEIA#[EE%Z MMB Web-UI (5

-9-




1RARHA

J7—LDIThRER

NI DHERE DI
LDAP(Lightweight Directory Access Protocol)#EED it

CNA(Converged Network Adapter)h—RDOXILFICARERKI(C
BULT. Auto Boot FREICKDBEEIMIC OS ZEEEILITIZE D
2 R—FBE DT —MZH OS NSRS NV REIEDIELE,

JN\—=7123> on/off ZEEUIEF. #(C BMC Communication
Error ' SEL(System Event Log)(CS2Ek&NTUESIZEN DS
FEE%O)'{I%EO

JE—RF—/)UED RMCP Y RICT/IN—=FT423> On/Off ZFEHEL
EEDH. #(C Firmware Error hMRELTUFIIBEN DD
TEDIELE,

IOU/PCI_Box [CTEEZREULEEE. IOU OBEIE TERL<,
PCI_Box OEET Status Clear #EL TUEIERE SEL A
2 [EEE RSN TUFESMHIREDIELE,

2015/8

BA15072

OpenSSL 5T i (FREAK : CVE-2015-0204)

UEFI XZ1—®[PCI Subsystem Configuration]X=1—(CA
B LAN OB%)/ B E T dHkeezB N,

MMB Web-UI @ Partition->Power Control T Boot
Selector @ Legacy O# XL TWBI Force Pxe/iSCSI]H LU
[Force boot from DVD % UEFI (X

BMC h"E&EHARE(CAIZEC BMC Communication Error
FIz(d BMC-MMB LAN Error "EAEUTUFIISENHDRIED
1E1E.

J7—AII77yS7T— R MMB Switch over "RAEURSEES
M#H. MMB Heartbeat Lost B"E4AEUTULFEIISEN DI EED
{E1E .

2015/7

BA15065

J0—F433>I(C Reserved SB Z 5 FUREEBEICHWVT
AC-Off/On %ZZEHEUFR. “Transition to Non-recoverable
from less severe”MIS—%iSRHELTUEIIBENHIEED
ENN

MMB BT Switch Over NEEURE. Fz(& MMB UIEHS
BfERRE (CRoTeBF(C“Power Supply Failure”I5—%:34&H 0
TUESIHZENDIRIBEDIELE .

2015/6

BA15064

PCI Box (CF17)IFvxIJ SAS 7LA4d>bO-3H—R
(6Gbps) ZEBEHLIIBZEC. h—REBKFOH)>IZAE - MK
FUTUESIZEN DIEBMELE.

2015/6

BA15063

ntpd ORESSHEXT T
(CVE-2014-9293, CVE-2014-9294, CVE-2014-9295,
CVE-2014-9296)

IPMI(send message)dY> RIRITEINZA13>4 T BMC Utz

-10 -




1RARHA

J7—LDIThRER

BIEAE

yIYFEEUTEBR. BMC ¢S RTAEIRYI NI IVROBEN DY
7yILTUESBENHDEBEMIELE.

SB (System Board) (C CPU % 1 &D#HHEEHIT 3/ —FT14>3>
HD VMware BBIET. CIM JO/NA4Fh 5310 SVOM (CLD%E
BEHENTERVEIEDELE.,

Web-UI h'5 Power Off 247U TH. OS H* Shutdown LZL
BENHIRIBEDELE.

A2 T7— L0177y TT—M& \—F123>% Power On U
TH. Watchdog Timer OIS—HRAEL. N—F1>3a>HCEIL
RWGEHHIMEREDIELE,

2015/4

BA15031

SEL (System Event Log) ®49>0—RIBEIRIC. HEEMKIE
HREARIN T DHEBEDIBNN,

OpenSSL MEss 14Xt (CVE-2014-3566)

OS Running HIC AC off #9%¢ CPU JBEDIS—H SEL
(System Event Log) (CEEERSNZREDIELE.

Web-UI i"5 Power Off Z£47LTE. BMC h'50EINIAHE OS
DRSO T—PIVITIZAMYEZEUIEES. OS ' Shutdown
b@b\FﬂﬁELE(D'ﬂ%J—_Eo

2015/2

BA15015

PSU(Power Supply Unit) 4+2 TTREEEDIENN.
1CPU/SB(System Board)x2 0 Partition #8EDiEN,

ELETJRERERAZID PCI LAN Card 22U, RROT/N\ARE
SICEIDZ TSN PCI LAN Card h'5 PXE J—Mef75¢, Fatal
Internal Error #RHHENT — NCERVVEIREDIELE

fith Partition ® SB OEIREPEDZZET. CPU Fatal Internal
error MEHEN Partition H' Power Off £ 2REIREDIELE

BMC W"EEZREU. EIHLIEZITOLHBEED BMC &
OS(Linux. VMWare)RED XAyt — X SR DE.

BMC THERMUEDEEZARH UL RO AT UBIRIT T

MMB Web-UI ® Power Restoration Policy h"always on"
DIREET. AC-On #&(C Partition @ Power On 3%¢& Reserved
SB DIEREFEZRR T I 2IBDIELE.

J0YII5—0 SB AT, NS BRIEDELE.

(ZOADEFTRE)

(FIPR - BREBE—EZHERLTTaX1)

- I.3.(7)

IPVv6 BRIR(CHBUWVT, Home SBHIEZ /(X Reserved SBI(C &3
Home O ANBINRELRLBES. €D#& D Console
Redirection(Video Redirection)b“SEE&bi@“o

-11 -
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J7— LT ThRER

BIEAE

2014/12

BA14117

BA14103 [CBWLT IPv4 Console Redirection @ IP 7RL XD
A0F9NI" 0 "HH37RLA (4] : 192.168.0.1) %IBTFEI L
TE CERVRIEZ(ELE,

A>0O—RUJe SEL (System Event Log) OARL—>3>04
([CHWVT. Web TETUROSH CLI £LTERFREN. CLI TEITUL
1207 h web EUTEREREIN BRIRERIEIE

BEECt>UNS0EBEEMESRHFEWDICEKELUL. FRU
Communication Lost I5—%z#&H U TUESHIEZIELIE,

MMB ([CRAMR-LZERAUTEHKELEEB S TH. Video
Redirection (CIEGE CERLIICEE,

2014/11

BA14103

RHEL7(Red Hat Enterprise Linux 7)X3&.

GNU bash Esg4 3t
(CVE-2014-6271,CVE-2014-7169,CVE-2014-7186,
CVE-2014-7187,CVE-2014-6277,CVE-2010-6278)

sadump OFN\AZA=ZIVTFLTET \A ADFR RN TUFSRIE
0)4'%EO

IN—=F4>3>0 Power Off 2(C CPU @ Uncorrectable
Internal error MRETII5ENHIBREDIELE .,

https T Video Redirection %3&#t9 2L EFEINNN B REREDIE
1E.

REMCS OTEHR#ESEEC FRU Communication Lost 49
BENHBEEDIELE.

MMB —&E{b#ERk(IcHLT Standby IO MMB ZHIHKEHT S
ﬁ:ﬁ%@ﬂ%IEo

CEOLLIDESEAES)!

(IR - BB IE—EZMERUTTELX1)

- 1.8.

AEETIE IPV6IRIETODISCSI J— MEgEZ Y R— ML THDFE
A

- I.11.

Red Hat Enterprise Linux 7.0 IRIE TI(. SB(System
Board)DiE HEHI BRikREE HIR— MU TLEE A,

2014/9

BA14091

AMERT 4 ZDEE (IX40) MEFSN TV\IIBRRICH VT, EiBIRE
i, DISK I/OAD77EANEAaEICRIBEIC0SHAAO-5D
SUTUESRIREZAELE

2014/8

BA14081

EEEE PR DISHEICERD N D2 BT REEN D8, (%8 CPU TO
CPU Fatal Internal Error 4 ) BIOS H XEUFIHR{LRICHR
HUfz Jordan Creek ®I5—% SEL (C52E%9 307581t

ESXi _EDIRIEYS >N Windows BSOD REEFEIR T I3, H
LU Hyper-V TIY—X : Hyper-V-Worker, ID:18560]h'5C

212 -




1RARHA

J7—LDIThRER

BIEAE

xRN, IRIBYS Oy I 34 %2IE1ELTE CPU O microcode
E%ﬁo

RHEL6.5. D Intel 10GbE(X540-T2)% 10U ([CIE#DEE,
max_vfs=2 LBELT SR-IOV O Virtual Function(VF)%Z{E
BU&LDETBE. VFL HMERRENRV\EREZAELE

ASPM (Active State Power Management)#AE # &l PR 2
B’%O

CPU EBEE&(VCC_CPU & VSA_CPU O OV BE)NFKETS
RIREZAZ1E

OpenSSL AEss XTIt
(CVE-2014-0224, CVE-2014-0221, CVE-2014-0195,
CVE-2014-0198, CVE-2014-3470, CVE-2010-5298)

(ZOMMDEFNE]

(FIPR - BREBE—EZHERLTTaX)

- I.3.

Memory Sparing B4EE(C DT

- I.1.(1)

iISCSI Boot IRIE(CT EFI ® Windows Server2012 R2 Zit
93154, BSOD FAE® dump EHEDE(C. BEIT reboot
ZITOLIISERTELTE SATLNBREHSHULRVCENDDFT,

2014/7

BA14064

online J7— A7y T HIfHIIS4 0EIE1L,

2014/7

BA14063

iISCSI J— Mégex Windows Server 2012R2 IRIBETOH IR
=R,

SR-IOV HREZHIBRAZRR.
PCI hot plug #&gE%=HIBRAZER.

Video Redirection Z{ERD(C Video Redirection [CRRSN
ZEENESE(ICHRO>TUESRIERIELE,

0S shutdown BF(Z OS ® Message Log ([CBAITFOXytz—IhEE
SN TUFOMEZIELE.

dr-util[xxxxx]: ERR : 630 : Failed to send IPMI
Command: OS Not Ready

T4 1 AR0D RAIDO #8pkHD write-back E—RMEEEINTL
205HIRIATCHENT. ZOTARAINBELRES.
Maintenance Wizard TOZHILRSATOBIERMICKEIL. T4
AIOE N TERBOTUESRIBEZIELE.

REDHBENNREUIHEZEBXIZIHBS. Power Saving
HEEE(CE DT, I-YBIETIER L OS shutdown H3W\ (&
Force Power off AU CEZRT SEL M@ EISNAV\ERE
ZEIE,

MMB M5 SEL #2YU7LTH BMC O SEL iMU72N 9 (C5%H>TL

-13-




1RARHA

J7—LDIThRER

FOMIBERIELE .,
J7— LW 7Y TEHT7— LDREIDR RSN BV RIEZIE 1E

WEB-UI & MMB ® User /R—hkD LanSpeed ZZE 9 3L
MMB RIE{ERE (Heartbeat Lost)HMFEAEL TUESRHIRER(E
EO

Internet Explorer 10 Z{#HALT MMB Web-UI (COJ1>UJE
BE. F—R—R0D Enter TOTAULLIETRE—EDT1>ENT
UFESMIEZ(ELE.

Online J7— A7y %=EREH(C OS h'5 shutdown F/z(& reboot
BRI DETT— LTV THERBUTUESHIREZIELE .

(ZDthDEFHNE]

(FIPR - BBREIE—EZERLTTa%)

- 1.4,

Memory Scrubbing #8E(CD\T

- 1.5,

iISCSI J— M&BE(CDWT

- 1.6.

SR-IOV BEEECDOWVT

-1.7.

PCI hot plug B4BE(CDUWT

- 1. 2.(1)

Video Redirection Z{#EAH(C Video Redirection ([CFRREN
ZEENE>E(CR>TUEIIBENHDFET,

- I.2.(2)

0S shutdown BF(Z OS @ Message Log ([CUATF DXyt —IhEE
FEINTUEISZENHNET , COIRI NOTHEEERENTCECLD
}ELORIREEHDFER A

- 1.2.(3)

T4AY 1 KD RAIDO #aH'D write-back E—RHE&KESNTL
302H0)0 RSATICBENWT, BDTARAINMBELIBE(C(E.
Maintenance Wizard TOZHILRSA T OBVEMIFICKENT S
Tz&. TARIDEHIIBN TEE B A

- I.3.(1)

REOHEENNREUEEZEBXIZHBSE. Power Saving
BEBE(CE DT, I-YBETE RV OS shutdown &H30L\(E
Force Power off "RAETZIHEENHDET, ZDERHN MMB
SEL [GEXIENE B A

- 1.3.(2)

MMB H'5 SEL #2U70LTHE BMC O SEL iMU7EN 9 (C5%H>TL
FHIBENBDET,

- I.3.(3)

J7— L7y TR RN T REINBVBENHDET,

- I.3.(4)

WEB-UI & MMB ® User /R—hkD LanSpeed ZZE I 3L
MMB RE{ERE (Heartbeat Lost)IMEELTLFEIIZEN HD
E

- I.3.(5)

-14 -




RS I7—LI1ThRER EIERE

Internet Explorer 10 Z#HLT MMB Web-UI (COJ1> Uz
BE. F-R—RO Enter TOVAULESETREZEDTA1>ENT
LEVWET,

- T.3.(6)

Online J7— L7y OEAES. OS H5 shutdown Ffz(d reboot
BRI DET7T— LTV ITNKREITBIBENHDET,

2014/4 BA14041 IR

%1 1 EHE@mERHIENTLS PRIMEQUEST 2000 Series #lIfR-BBEFIE—E(CA92344-0550)(C
EEHSNTLBIEBRESICHIGLET.
COMISIOVNTIE, LERMEERABTLRUREZSVHENHDET .
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5 {EROFINERiERE
LU FOI0—-Fv— NITEEDRN OB RIESRITY

CCICIERERGEBFELLERTEREERLE), HLU. BRIFE(IEIREEENHERLLE) OFTEREZ &L TV
FEA. BEVOS AT LABCHERFIEEZZ RO L. FEEEZSREED T,

START
|
FErfe (EHELE. REO—RFN N %1
ZEBL) —
|
J7— BITF YT~ NEAT RS 70”1322 2
|
BREE (—NCEBUGREDE N
BEEBIRRRE) —
|
END

X1 : J7—AD177vIT - NOIHOBEEMRIEBER I I7— A7 7Y TT— hNFIEEAZSBL T,
%2 Jp—LAU177vIT—MERIEETIVEEBEBRCIRTFLUET, SE(ET7—AD17 7y )7 — hNFIEE
ESBBLTZE0,
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