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4 EERE

TR IFHA

J7— LI hRER

2019/1

BA18112

PIEROJ DB

2018/12

BA18111

ASSA2T7=LIIT77YTIT - eddE BMC #EHREHRMELT
SEEZELE

MMB H' SwitchOver HR(CHEI 5 Standby ER22TU\BFE. #9IE IP
#REAT IPMI IXYRAEMEENZE MMB RITINY RERXZHED
IR EZELE

DIMM #PEIRRET AC off/on #&. /\—F74>3>® Power On H'
liEEN 2RIEDIEIE

2018/9

BA18071

DIMM BB @i Bt IS (B mE S ORRMT )

HDD EZBERfR B XIS (SEL Xyt —3(C HDD BEFRFEN)
J7—LhT7yT7— NBEDDY) HEEDelE

RAIDIog #i5R(c & 207 #EEEDEE

MMB T Firmware error EENREL TLUEOIGE OO HEE
wNE

—BFHY2 RAID h— REDIBIEEE T. SMART Error Z:5t&H L
TUESEEN I MIREZIE1E

OJHEEICHE LT, RAID [CE8T3 2 Xwtz—(CDWT., EhESiRIS
—EBR%ZFR I IHEEEIELE

Reserved SB i&ESNTz SB MEFD/N—F123aVICEENTVD
B TASYSA>I7— ATy IR EREUER, @R ON—F123>
MEIELTUFESIZEN DD RIEZIELE

LR/ —T 42> MR U —BBO IS —THREE Iy &/ -F
123 BENFRREINBLVEEMELE

(HL5R/\—T 1> 3 AR ICRE T RIEIENE]

L3RI\ —F 423 48K T /var/log/secure (C"agetty[xxx]:
/dev/ttyS1: Fv30497 \AATIEHOHFEA "N HHENZMEE
{E1E

2018/6

BA18061

Intel £ CPU DRSS
(CVE-2018-3639. CVE-2018-3640)

2018/4

BA18033

8GByte. 16GByte (2Rank) DIMM RIEX &

kdump HEKRBEUEBE. H2WE kdump EITH(C MMB
Web-UI »5 sadump Zi5RUIBE(C Emulex & FC h—RK
(LPe1250/LPe12002)HsRan B ME SN2 RIEDIEE
PCle N\ATIZ—hRAEUBRCUNET 20T HEEZINE

($5R/ (=T 13> HERE(CRI T BIEIERE]
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IRARHA

J7—LDIThRER

BIERE

HEER/C—T 4238 T OS B EIRFCIFRITNAFEELTLUFD
REZIZ1E

LR —F74>3># B T RTC ® UIP(Update In
Progress)/UTI(Update Transmit Inhibit){Ri8{t&=ci=E

YEARIN—T 12348 T sadump #8E% disabled (CE&RTEULRIC
EEN5Y9 sadump NMEITTETUESHIBZIELE

2018/3 BA18031 Intel 22 CPU DOHESSEXT IS
(CVE-2017-5715, CVE-2017-5753, CVE-2017-5754)

2018/2 BA18012 MMB (CFEEEN TVBEBGRD/INZDE(CED. AC off/on Ffz(3T7
—LADJIVEHFHE. MMB O LAN BENEECEMELRWNGEN®D
ZEIEDIELE
MMB1 B8R T. NMOET7—LAVITIRENEU MMB &30
Jz#(C SB BUENFRAEUIZIHS . FRU Communication Lost @
SEL i AEN RV \EREOIELE
Driver Monitor Error ¥fz(d Driver Monitor Warning @ SEL
HREEUSES. REMCS BRUIZBTOCINEERTL MMB
Firmware error "4 9 3MIEDIE1E

2017/12 BA17112 TPM FvJ 7y MORESS 4T It

2017/10 BA17073 SAS-SSD ZBMmiR Bt

2017/8 BA17072 BMC J7—AD17 TLS1.1/TLS1.2 X3t

Micron & 64GByte LRDIMM K&/t

glibc RESS XTI
(CVE-2016-10228)

logrotate Ress 14Xt
(CVE-2011-1154. CVE-2011-1155, CVE-2011-1098)

net-snmp AES5 RIS
(CVE-2015-5621. CVE-2014-2284, CVE-2012-6151)

Reserved SB HE%ESNTWB/N\—FT133>D ASR HI>9H0 (C
ERTESNTUEES, /-7 433>0 SB EENIFELELTEH SB
PINEEZMTHNRVREREDIEIE

IOUF Onboard LAN (CT OS Running IB4&(_#(C PCle Lane
Degraded h"F4 9 2RIBEDIELE

MMB & REMCS t>4—fE0+y N —-IEE N REF M L. @
B (C)\— PR (C L 2B RO LS —H:& U TREUIB A,
MMB h'i§if&IE#R% REMCS 24— (OBIRTERIROTUFEIM
BDIELE,

MMB T Switch Over iE4 U B4%(C. IOU Ol Transition
to Non-critical from OKIAA> MYERERSN TUESHIREDIE
1E




IRARHA

J7—LDIThRER

O/ UREEHEEET SEL Download & snapshot h'EIRFICEITEN
imE. MMB NEOXEYZEEFZEHN D RAED, Firmware
Error ER>TUESRIREDIELE

MMB Web-UI %Z{£E>T MMB BHRONYI7yT2EITUR
#%. "Remote Server Management”IEEH%#ZEUILGE. BE
(CN\wo7yTED MMB 1E#RZUZN7U THIEE DS EEN /Y
7y TEUSEOMEICRS RV RIREDIELE

2017/5

BA17034

OpenSSL g5 XTIt

(TLS1.1/1.2 xdit, CVE-2016-0797, CVE-2016-2105,
CVE-2016-2106, CVE-2016-2108, CVE-2016-2109,
CVE-2015-1789, CVE-2015-1790, CVE-2015-1792,
CVE-2015-1791, CVE-2014-8176, CVE-2016-2183)

ntpd AESSIENIIE

(CVE-2015-8138, CVE-2016-1550, CVE-2016-2516,
CVE-2016-2517, CVE-2016-2519, CVE-2016-2518,
CVE-2015-8139, CVE-2015-7973, CVE-2015-8140,
CVE-2016-1549, CVE-2015-7978, CVE-2015-8158,
CVE-2015-7977, CVE-2015-7979, CVE-2016-1547)

BMC J7—AQOMEMLIETUREE S 30 HREZ T E

J7— L7y TIBEITE, M ETITHIEUTOWRWI7—ADTT
HBREUIREICT7— ATy TR %N IE B E5T7— LTy T
e TNE

SZTLEEFIC FAN 1Y 2 B _EEIRFCHBRL CLFO B A,
BEIRD/N—T123>%EIR off Ui, BEZE/N-T123>%
BIR on UBROEIRH #MLIEZz e E

BMC J7—AICBWTTNA R IR Y imAEDAIE NS & TE
(LT3 & . BMC communication error i &HUTUERSE
SN RIEDELE

S AT LBER(CHEWT, MMB J7—AW&(C CPU &12(& DIMM O
EEEBEZRREUTUEV, FAN NEEREEREROTUEORE
DAELE

RAID J> hO—-SH5ESUTE HDD 4ARE%Z MMB WebUI (CR7R<
2 BPZ. "Foreign"iREE&(Logical drive HEHRIVVIRER ) DEImE
FRzEN

HDD #f&EFe4 k. #P&EL Tz HDD OYMRAIEN SEL (CFRoReEn
BRWSEN®HBREEMELE

2017/4

BA17031

MMB RLBEICEVTEENFEAELIZECO) ZINETED LD,
OJUNSEHEREZTRE

Online J7—A7YyTHR(CEN—-FT133>% Power Off UBR.
BMC #/z(& BIOS O J7—LT7YIHh5 TUTWRWEE, Online J
7—Lh7Y %D Power ON h'SeBRL TUESRI-EDIELE
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IRARHA

J7—LDIThRER

BIERE

OS h* RTC(Real Time Clock)D54 LY —>% UTC ELTERL
TWRIBE. SB 3H114(C 0S OBFZIN 9 BFRISN TUESRIZED
(Ena

2017/1

BA16112

VMware 6.5 BR—b

Emulex B K54\ 1—F4UF4(RT11.1)BHR—h

VMware T PSoD WA 3i5EN 0D RIEDEIE

7 )\1 B LR () \ - RUEY R(MMB Web-UI h5alty

MEERE)ZRMIBE ZE/N -T2V MELLUEFERD, £
D ZBN-FT123LOBRFIEIN TSR DBIEDIELE

2016/10

BA16081

FC =TI DOFKE(CIEFRENTVBNERT(ZAYEEIC 2 B LD
LUN ZAERRUTABRRICHE W T, N—T 1232 BhRFIC BIOS XZ1—
THBELLL. X 21— BFZITIENERT A AR B 2R T &<
BOTLESZEN HDEIEDELE

MMB Web UI h'5 Reset Z2Z1TUER. SEL (C DIMM #f&
(Uncorrectable Error)Z:2->TOJULTUESBENHDHEED
{E1E

BMC J7—ADI7DOEEFE(CLD. BMC Communication Error%
BREBUESEIC. BMC J7—ADI7(CCEHENEIRLIEZ1TSLS
(CohE

JN\—=7423>® Power On 5112 POST H(C, FAN [BIEREN—KF
MICERBIELRCRO>TUESIZEN HDREDIELE

XEVHLERAR— RCHEE U DIMM B2 THFEUER. N—F123>
WIS N=F13a BN TERVEEN D REIBEMELE

FANM HESFEUTZER. 822 FANM ORIENIEUKRIRESNB VRS
BDELE

MMB1 E{LABRICHENT, MMB SRR ZEITOIIRICIS - %23k
REUBWS SRz efiE

SEL 47> 00— REERE(CEDUNEEENT: RAID BEEDOJ(CHNT,
sense key BIRHELLOT SNV RIEDIEIE

DIMM HPEUTER. %2 DIMM ORIEH IE LSRR ENIRU
RADIELE

[ZDAMDEFNE]

(FIPR - B FE—EZMHERLTTELX1)

- 1.13.(3)

Dynamic Reconfiguration Z8%h(CUIEBE. sadump 5>
TEBRICERRIZTOIL RN -DEHD 0%h5 99%I(CEHE
N3ZENBDFET , COEE, EROH > TEBETOT L A/ -0
HH—EUFEE A,

- I.3.(12)
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IRARHA

J7—LDIThRER

BIERE

J7— L7y TERRERCABmEICEBR UGS T7— LAY IR
ELE

- I.3.(13)

A254>T7— ATy TE . WIEBREI T OT7—AVIT NS
#OI7— AT AOYIDEZYIBRITOTWB RIS/ —T133
S OEEENZEMULISGS . OS MEEENRVCENHDET,

2016/6 BA16053 TLS1.1/1.2 OHYR—k
IPV6 DRSS MRS (CVE-2015-2922)
glibc ORESE X IS(CVE-2015-7547)
NN\—=7423>0 Boot Watchdog % Enable (CFE¥EURIRIET
sadump %#ZE{TURER. Boot Watchdog TE&EULAALFTH
BEREINY > TR LD BB VS S, sadump W& TN TL
FOMIBEDIEIE
2400E2/2400L2 EFJ/LT. IX40 OYMIBRSATREIFEELT
$ SEL (5N T, VE— NEBIRSNAV\REIEDIELE
IN—=FT42 3R BF(CRIR T CPU Uncorrectable Error F/z(d
Clock Failure AL TUESIIZENHARIEDIEIE
ESXi _ET&EIS SVOM H'5 SB IVR—%> NEDESIRN TSR
(RBREEDIEIE
FAN SROEREZRBULER. A2 EBEROFMIBHRZINET
2izshn0) BegE &AL
MMB Switch Over %#£0DiR 3¢, Video Redirection (CIE#:E T
FRZBENHIREDIELE
ERAT(C Active fll MMB T Heartbeat Lost Z:84&HULTUFED
RIREDIELE
Maintenance Mode T SB 3L E. FeldT7—LDIT 7Y
77— REHER(C Home SBYIDEBX21ToIIBE. ZE/N\N—F1>
VN EN TELRBHOTUESHIREDIELE
DIMM & ENZ L MEBRKICHULT. REMCS DL AN —230%
1TOELS AN —2a B U TUFSRIREDIELE

2016/5 BA16036 Memory Mirror #8EZ2BMCUIZ/N—T12aCBVWTGERRIC

DIMM #f&(Uncorrectable Error)Zf&H UGS . #IELR
DIMM ERTESEA TS DIMM BRI REL TBAIT LA
N> NBAIHREZTRE.

KED I/0 TI\AZA=EFHUIRIRICBWVT, Legacy J-FE—R
T LAN 1—Rh'5 PXE Boot 2T 3¢, %X/ —FT13a>NIE
BISEBURV\SEN DS RIREDIEIE

Standby MMB 1) Disable RRE(GERB UGS TDIRRER SEL
(CERE%T D07 UNEREZ N E
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IRARHA

J7—LDIThRER

2400S2 Lite/2400S2 £5)LICHWT. FAN ElErZinzeAs(ol
ERICBHOTLESHEN D IREMELE

MMB NBEAR I DI R—R> NMIHWT, 5B (CHEE - BIRZHED
R LBEEREENFELE UGS BREIVR—RD MEHER
HENTERVZEN D DRIEDIELE

LDAP #£8ET Active Directory f#RHICLZ1-HEiFEEMUL
BAE BRUEI-YT MMB ([CO0J1 > TERVGENHDEED
E1E

MMB Web-UI® Alarm E-Mail BIEC. SMTP Server DIEH
([C. FQDN &2%:%E I B ENTERVEEN D 2 RIREDIEIE

MMB @ Heartbeat Lost FARFCHIFT ROV HEEEDINE
MMB HEBERIBIR—K MIHWVT. ZEHIVR—%> MBS,

LTWSRE T HOFHHHUNIEZNEL, REIC FAN IS
FUCUEOREZIEIE

2016/5 BA16022 IN=F43a BN, & 1/0 TI\A ZAOFHERLALIE DR 204 (C
I LO0T U T E
=713k ERFIC. POST Watchdog Timeout WAL
BEO)Y MLIE S EDLE

2016/3 BA16021 VMware 5.5 u3b. VMware 6.0 ulb ZHmR—hk

AEHHLEED Enhanced Speed Stepping &7 J#4)L MEHSZE
BURIBEIC. 3% CPU O—EB0 Core hEAEHENOERE %
ERVENHZEBDIELIE

BIOS ® POST SUEA(XEUNYIrFyvTOEREREZIRFUT
B EOBIEEPTEREOE

N—F123>DEFEE A%, PCle link H* down 93/\— REFED
FAEL., PCle Z(YFEZT D PCle TI\A AN R TETRUVRRE(C
FaoriZEOMPREBAIL NI ZZSE (warning LA L—error L
~Nb)

Undetermined hardware fatal error BFEEOIS—sCiF0
IBOWE

=713 BRI AR, OS EE#EFC, 7L/d>h-30/\—R
#PE (Adapter missing after reboot)z MMB W&AITERH
SfzEIREDIEIE

MMB web-UI £ T ssh @ port 5 :&E% port=22 DIFNIZE
BUIE. ZERED AC BIRE% off/on UIiHZE. MMB & BMC
RIDBSZMIL I DN TERRDRIBADIELE

Dynamic Reconfiguration T SB/IOU MUY —XzEMMFE(E
HIBRZERBUISEOBE PSU B8z EGRETERVES
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IRARHA

J7—LDIThRER

W3 REIREDIELE

2016/1

BA15122

RHEL7.2(Red Hat Enterprise Linux 7.2)%&HHR—k

OCLINK FvRILh—RFzE BMCFvILh—ReEEUREIIC
HBWT, 0S T—FEITRICHITE5ZZH— R(OCLINK h—RE(E
BMC 71— R)#IER{LAIB Dk E

BMC J7—ADI7D7vSF—h&, #¥1lE10O Text Console
Redirection ##HE(CHWVT, ZAN-T12a>DEFEIZKAZITO
BR. UEFI XZ1—ThH-VYIF—BIENERBICBIELRVBEND
ZEREDIEIE

2015/12

BA15114

VMware 5.5 u3a #Hh—h

SEL(System Event Log) T¥ER&N3 BIOS O/JI(C. /N—-F133
ARERF OIS B R ZB N

SEL(CPCI Express AAYFDL 294> T ERENS B %E NN

MMB HE&EHMARE TN -T2 a8 EE 21T oIBR. BIOS O
NVRAM EHREFCKBL. ENUBFEON-FT123 BT,
"Watchdog - Action Hard Reset"i"F4U. /\—F1>3>Dit
BN TERRBIZEN DD RIEDIELE

PQ2400S2 Lite TFILT. PSU#5(Power Supply Unit)01&
BN Web-UI TRIELKERENTOVRCERENST, SVOM BED
H-NEERYIRNIITHS(LIEERZINE T DENTERVRIEDE
iE

2015/11

BA15104

OpenSSH KESSHERTIG(CVE-2006-4924)

IOU KU PCle — ROP&E(CHNT, EFEZERNTS —@HEIES
foorimE. OIS 25— Xvt—>% 10U KU PCle A—R
BIEEEFAICEINDLOIRIS— A —S 2L I DLIICeE

[ZDMDEFINE]

(FIPR - BBRFE—EZMHERL T FELX1)

- 1I.3.(9)

PCI-BOX MI5—% StatusClear TOUF7UIEE, BUFD SEL A
BiRENFEY,

Warning SEL "180701FF Transition to Non-critical
from OK"

- I.3.(10)

LDAP @ Active Directory U4 DT 4L I KNIY—-EXT.
Principal User DN [CAR—ANFZHEITDE ARSVIVTHD
> KT MMB ([COJ 4> TERLKBDET,

- I.3.(11)

IPv6 OHD Video Redirection FEEUNETNTULRWMEEI(C.
Local Port M50 Video Redirection MERATEEE A

2015/10

BA15092

SSD OE&AHT —HE(ESAHFanIEIR)HN 30, 50, 70, 80,
90(%)(CZEUEF. SEL(System Event Log)(CEC#%d DHEAE
O




IRARHA

J7—LDIThRER

BIERE

SATLHIBEG(MMB, PSU %)%3ZH9 3R, Hot System
Maintenance Mode(fR<FE—R)TH3ICEENST . J\—RikbE
HREEUIBE(C. ZOHEIEHRZF2>T REMCS \BIRULTULED
EIREDIELE

SNMP Community @ IP 7RL A% IPv4 5XTEIDHE. IBET
B3 IP 7RLADEE 3 AUF7YRETH MMB @ IP 7RLAERIUT, 28
4 A7y RO _ERIOHTHA MMB E—EL. MMB LD#TEn
IP 7RUAZIBTE T BLERTE CERVEIEDIELE
1)

MMB IP : 192.168.3.10

SNMP Community : 192.168.3.1 <= |BIRTIIEEEARH]

2015/9

BA15082

SAS SSD/PCle SSD AOEEIAH[OIE%Z MMB Web-UI (5
Y DHEBEDIRM

LDAP(Lightweight Directory Access Protocol)#aEDizfit

CNA(Converged Network Adapter)h—RDOILFICARERKI(C
BUT. Auto Boot %EICKDBEENRIC OS ZEEMUIZEDH
2 R—RBEDOT—MZA 0OS HMSERHE NV REIEDIELE,

J\—=F123> on/off Z=HBUIEF. #(C BMC Communication
Error H* SEL(System Event Log)(SEEReNTUESIZEN®D
Fnﬂl—i-‘:f_go)ﬂ%.l—.Eo

DE—MF—)ULD RMCP JY> RICTIN—=F7433> On/Off ZEHEL
IZEDH. #(C Firmware Error MREELTUIIBEN DD
FEDELE,

IOU/PCI_Box ([CTEEZ#&H UL, IOU OEmE TIERL.
PCI_Box DEET Status Clear #E5L CUFIEREEE SEL i
2 EEE RSN TUFSHIBEDIELE,

2015/8

BA15072

OpenSSL AEs5 X3t (FREAK : CVE-2015-0204)

UEFI XZ1—®[PCI Subsystem Configuration]XZ1—(CA
B LAN OB%h/E3h 2% E 3 dHeZE NN,

MMB Web-UI @ Partition->Power Control T Boot
Selector @ Legacy O# 3L TWBI[ Force Pxe/iSCSIIH LU
[Force boot from DVD % UEFI (X5

BMC h'E&EHAREICMZEHC BMC Communication Error
FIz(Z BMC-MMB LAN Error "FEAEULTUFIISENHDIRIED
1E1E,

J7— A7 7y 7T —RRIC MMB Switch over WREURBES
D, MMB Heartbeat Lost "EAEULTUFSHZENHARIED
{E1E,

2015/7

BA15065

IN—F4>3>I(C Reserved SB ZE R EUREEBICHBWVT
AC-Off/On %ZEHEUMPR. “Transition to Non-recoverable
from less severe”MIS—%iSRHELTUEIIZENHIHEED
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IRARHA

J7—LDIThRER

E1E.

MMB [T Switch Over HFEEURE. Fz(d MMB LIEHS
BEHARE(ICRoBE (C"Power Supply Failure”I5—%:584&H0U
TUEIIBEN DI EEDIELE.

2015/6

BA15064

PCI Box [CF17INFvxI) SAS 7L4d>hO-3H—RK
(6Gbps) ZfEHUIIHZEIC, h— FEEIRFOH)>IAE—RHYE
FUTLEIZEN DDRIEDIELE.

2015/6

BA15063

ntpd DOMESSETE.
(CVE-2014-9293, CVE-2014-9294, CVE-2014-9295,
CVE-2014-9296)

IPMI(send message)dX> RO FEITENIA1324 T BMC Utz
YIARAEUBR. BMC ¢S 2T AEIBYI NI PEIOBEN 2T
PyvIUTUEIBEN DD BIEDIELE,

SB (System Board) (C CPU % 1 BE0#HEEHITZ/N—FT133>
HD VMware IBIET. CIM JO/NA19h 5w 10 SVOM (L& D%
BEEHNTERVEIENELE,

Web-UI H*5 Power Off #547LTH. OS H* Shutdown LWL
BENHIRIBEDEL.

A>3 T7— L1 T T7YIT— M. )\—F433>% Power On U
TH. Watchdog Timer OIS—HFEL. N—FT1>aohEEEL
ROVSENSHDEEDELE,

2015/4

BA15031

SEL (System Event Log) ®47>0—RIEIRIC. &=EWERKIE
REAEHNT ZHEEEDIB NN,

OpenSSL Megg 1433t (CVE-2014-3566)

OS Running HI(C AC off #9%¢ CPU SREDIS—H SEL
(System Event Log) (CEEERENZREMELE.

Web-UI "5 Power Off Z541TLTE. BMC h'50DEIDIAGE OS
DR )HB0T—HVITAMEZEUIHE. OS A Shutdown
LRV REEDAELE,

2015/2

BA15015

PSU(Power Supply Unit) 4+2 TTREEEDENN,
1CPU/SB(System Board)x2 O Partition #8EDIENN.
KEETJRERERAELD PCI LAN Card 2 &L, &EOT /N2
SICEDY TSN PCI LAN Card h5 PXE J—Mef75¢. Fatal
Internal Error #&itianNT — FCERVREIEDIELE,

fih Partition M SB OEIREFEDZZEZ T, CPU Fatal Internal
error & &N Partition H* Power Off LR 3RIREDIELE.

BMC W"EEZRHU. EIHLIEZITO>IHBEED BMC &
OS(Linux. VMWare)fED Xyt — X EIBDekE,

-10 -




IRARHA

J7—LDIThRER

BIERE

BMC TAEMLIEDEE 2R UL RO X EUBHIRT I

MMB Web-UI @ Power Restoration Policy h*"always on"
DIRAET. AC-On #&(C Partition ® Power On 9%¢ Reserved
SB D8R EF 2R I DHIREDEIE.

J0v9I15—0 SB AT, SN KT DRIBDIELE.

[ZDMDEFINE]

(FIPR - BRSBE—EZHERLTTa0K1)

- 1.3.(7)

IPV6 IRIBICBULT, Home SBtIE X £/c(d Reserved SBIc&?
Home D ANBINRLELLEBESES. TDE D Console
Redirection(Video Redirection)"5kBALE T,

2014/12

BA14117

BA14103 (CBWT IPv4 Console Redirection @ IP 7RLAD
ADTYNT 0 "HHB7RLA (5l : 192.168.0.1) %IETET DL
SNTECERVRIEEIELE,

A7>0—-RUfe SEL (System Event Log) OARL—>3>049
([CBVT. Web TEFTLIZOJ N CLI L TEEEREN. CLI TETL
12041 web ¢UTEEERESN 2MIREZ(E1E,

BERtCv>Uhs0EBRXEESRHFEDICEKEL. FRU
Communication Lost I5—%2#&HUTCUFIRIEEIELE.

MMB [CRAMR—LAZERAULTERZRULEBZS TH. Video
Redirection (CiEft CEBRLIICEE,

2014/11

BA14103

RHEL7(Red Hat Enterprise Linux 7).

GNU bash BEggxdit
(CVE-2014-6271,CVE-2014-7169,CVE-2014-7186,
CVE-2014-7187,CVE-2014-6277,CVE-2010-6278)

sadump DF/N\AREIVTLTET NS ZADFRRNEOTUESRIE
DIEIE,

IN=F4>3>®0® Power Off H1(C CPU @ Uncorrectable
Internal error NREEI 2I5ENHIEIREDIELE

https T Video Redirection %3&#:9 2L BFEINNN B REREDIE
1E.

REMCS OFEHR#E#thF(C FRU Communication Lost h"E&49
BENDIREEDIEIE.

MMB —E1biERk(CHUVT Standby I MMB 3Nk ELT S
F‘:ﬁ%@ﬂ%Eo

(ZOMBOEFHAE]

(PR - BEBE—EZHRULTTSLX1)

- 1.8.

AEB T IPV6IRIETOISCSI J— MEREEDR— ML THEDFEE
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IRARHA

J7—LDIThRER

hs

- I.11.

Red Hat Enterprise Linux 7.0 IRIiZE TI(&. SB(System
Board) D& 4 HIBREREZ BR— RLTVE B A

2014/9

BA14091

NEBT A ADEEEB (IX40)MERSN TVIIBRRICH VT, EEBE
1, DISK I/OAD7IEANEAaEICRSIBEICOSHAO0-5D
SUTUESRIRERZAELE

2014/8

BA14081

SR E PR DISHEICERDN DD T REEN D D18, (1828 CPU TO
CPU Fatal Internal Error $4) BIOS H* XEUFIER{LHR(CAR
H Uz Jordan Creek ®I5—% SEL (C528%9 307581t

ESXi FOIREYS>H Windows BSOD REEER TI244. H
&V Hyper-V TIY—X : Hyper-V-Worker, ID:18560]h'52
Fxan. IREYS Ny 34 EIEIELIZ CPU O microcode
B3,

RHEL6.5. "D Intel 10GbE(X540-T2)% IOU (CHE#kDeE =,
max_vfs=2 EBELT SR-IOV O Virtual Function(VF)%&/E
BUL&LDETDE. VFL MWERRE MRV EREZAELE

ASPM (Active State Power Management)t48E 7% il PR 2
bR

CPU BERE%(VCC_CPU & VSA_CPU @ OV BE)NFETS
RIREZAE1E,

OpenSSL AEgs XTIt
(CVE-2014-0224, CVE-2014-0221, CVE-2014-0195,
CVE-2014-0198, CVE-2014-3470, CVE-2010-5298)

[ZOMMDEFINE]

(HIPR - BEFE—EZHERELTTELX1)

- I.3.

Memory Sparing #8E(CD\T

- I.1.(1)

iISCSI Boot IRIZE(CT EFI ® Windows Server2012 R2 Z%it
#9355, BSOD F4# dump EHEDZC. BEIT reboot
ZITOLIIGERTELTE SATLNBREISHURVENHDFET,

2014/7

BA14064

online Jy—A7yIT D57 D@EIE(L

2014/7

BA14063

iISCSI J— Mége# Windows Server 2012R2 B TOHHIR
wfRBR.

SR-IOV tEEZHIPRAZER
PCI hot plug t&eEZHIPRAZRR.

Video Redirection Z{#EfAH(C Video Redirection ([CERREN
ZEENMNESE(CR>TUESHI-EEIELE.

OS shutdown BF(C OS M Message Log (A F DXyt —Th'EE
RSN TUESHIBZIELE.
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IRARHA

J7—LDIThRER

BIERE

dr-util[xxxxx]: ERR : 630 : Failed to send IPMI
Command: OS Not Ready

T4 1 A0 RAIDO #&mkHD write-back E— RHEEESNTL)
2O0HINRIATICEVT. ZOTARAINMELEES.
Maintenance Wizard TOSHILRSATOBERICKEIL. T4
A OEHERZ AN TERROTUFESHIREZIELE

REODHEBBENNREULEEZBXIIHZS. Power Saving
BEBE(CE DT, I-YEBIETIER L OS shutdown H30 (&
Force Power off WA UECE%R9 SEL HMBAISNAL\RIRE
ZELE,

MMB h'5 SEL 27U7LT6 BMC O SEL iU7ENn31c5%>TL
FOMIEZIELE.

J7—hPy T T7— AMRED R RSNV RIBEZIEIE,

WEB-UI &0 MMB @ User /R—h® LanSpeed ZZEJ 3L
MMB RE{EREE (Heartbeat Lost) AL TUFSIREZ(E
EO

Internet Explorer 10 AL T MMB Web-UI (COJ1> Uz
e, F—R—RD Enter TOJAULELSETRE_EODT(>2NT
UESRIEZIELE.

Online J7— A7y #ZERAH(C OS H'5 shutdown £z reboot
BRI DET7— LTV THERBUTUESHIREZIELE .

(ZDABDEFAE)

(FIPR - BREE—EZMERLTTaLX1)

- 1.4,

Memory Scrubbing #8E(CDWT

- 1.5,

iISCSI J— MERE(CDWT

- 1.6.

SR-IOV #EE(ICDWT

-1.7.

PCI hot plug BBEICDWT

- I.2.(1)

Video Redirection Z{#EHHI(C Video Redirection (CFRREN
ZEENESE(ICRO>TULEIISZENHBDET,

- 1. 2.(2)

OS shutdown BF(C OS @ Message Log [CATFOxXyt—IhEe
FESNTUEIHBENBDET , COMR> MOTHERERESNCECLD
}ELOBIEEHDER A

- 1. 2.(3)

T4 170 RAIDO #&mkHD write-back E— RHEEESNTL)
3020H0)0 RSATICBENWT, BDTARAINEBEL B S IC(E.
Maintenance Wizard TOZHILRSA T OBVEMIFICKENTS
e, TARIDTEERZ N TEEE Ao

- I.3.(1)
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RS I7—LI1ThRER EIERE

REOHESNNEREULEEZEBXILIHBS. Power Saving
BEBE(C LT, I-HYBETE RV OS shutdown $H2W(&
Force Power off WRAEIDIHEENDHDFET . TDERN MMB
SEL ([CiBXIZNF A

- 1.3.(2)

MMB H5 SEL 2970 THE BMC O SEL iMU7EN 915 %->TL
FIGENHNET,

- 1. 3. (3)

7= L7y TEE RN T RENBVBENHDET .

- 1. 3.(4)

WEB-UI &h MMB @ User /R—h® LanSpeed #ZE 3 3L
MMB RIB{ERE (Heartbeat Lost)"EELTLESIIZENHD
9,

- 1. 3.(5)

Internet Explorer 10 ZfHALT MMB Web-UI ([COJ1>U
B4, F—R—R0D Enter TOJAULESETRE_EDT(>ENT
LEVET,

- 1.3.(6)

Online J7— A7y OEMEH. OS H'5 shutdown F/z(3 reboot
ZENET2ET7— LTV ITNEE T 255N HDET .

2014/4 BA14041 IR

%1 @ HESHFENTLS PRIMEQUEST 2000 Series #lIfR-BB=FEIE—E(CA92344-0550)(C
EEHSNTLVBIEBRESICHIGLET .
COMIHIOVTIE, LERMEEABTLRLNEZEVHAENHDET
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5 {EXROFNERGER
PUFoI70-Fv— MIEEDTRNOEIBE E KRR T,

CCICIERERGEBELERTEREERLE). HLU. BRIFE(EIBEEENERLLE) OFE R ZCHL T
FEA BEVDIRATLABICHELFIEREZZEO L. fFEEEZERITED T2\,

START
|
ErEfe (FEHEL. REO—FHN N %1
ZERY) —
|
J7— BOTF YT — MEAT RS 70””;(; 2
|
BREE (—RENCEBURTEDE N
R BIERRE) -
|
END

X1 : Jr—AD177yIT —bORHOBRIEMBIER FTI7—LAVIT77yT7T - bFIEEESRU TIZEW.
%21 Jr—AU1r7yIT—MNEMEET I CRBBRRIKEFELET . M3 I7— L0177y IT - NFIEE
ZSRUTIEEL,
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