AR—bT74#2DtF ) 71 Hil

Security Technologies for Smartphones

® [IEMRE ®tH = @ INERE

HhoFL

AR —F 7 VF U —ECARRER DD, EANER, v FY— 7 HEEER ©
EERZEPBHENT VS, TNHARY—F 7+ 2DELIFA—TVOSERALTE
D, #HTELY—AO—FRAREDERZ AFRIEETH D, BEZF>TEALICKEAIENE
HIFDBRICE S5 ENT VS, TOXSBEBEBICH L, ELiEldSecure Boot, Linux
Security Module, TrustZone 7% & DML 2 IV TIEMOHEZ T, REIRAR —
N7 VR B,

Secure Bootld A~ — 7+ VB T 07T LOEMZ ZHRH L, FEFICKBU08E
T0T5 LOE) 2 ANATHEIC U T HEEHMOMRE LTS Filfii Tdh %, Linux Security
Moduleld, THHHMRICA VA M—)VENT 0TI LK BERT 72 AZHIEHL,
RNERERT 72 X228 E U TR NESR A WG IET 25 Tdh %, TrustZoneld/\—
RO 2770y o LEWEREZ DEEL, A —7"208 D71y L6 DOARESERT
72 AL L TNV F 2 T — A0 LW RS 2 HMiTH S,

AR TlE, Secure Boot, Linux Security Module, TrustZone® Z 117 N Dl 7= 4
N9 %,

Abstract

Smartphones contain personal information, network operator information, and often
contain company information. Most smartphones adopt an open-source OS and anyone
can refer to its source codes, so it may be possible to maliciously and illegally acquire
such information. Fujitsu protects this information with multiple technologies such
as Secure Boot, Linux Security Module, and TrustZone™ to ensure smartphones are
safe. Secure Boot is a technology to detect whether a boot program of a smartphone has
been changed and make it impossible for a boot program that a third party has changed
to start up. It also protects network operator information. Linux Security Module
controls access to information by any program installed after factory shipment, stops
unauthorized access to information and prevents personal information leaks. TrustZone
separates program operating environments with hardware and is a technology to prevent
unauthorized access to information by any program on open-source OS. It also ensures
online banking services carried out on a smartphone are safe. This paper introduces
each of the technologies of Secure Boot, Linux Security Module, TrustZone.
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